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Trademarks

Genesys and the Genesys logo are registered trademarks of Genesys Telecommunications
Laboratories, Inc. All other company names and logos may be trademarks or registered
trademarks of their respective holders.

Genesys Application Note - AudioCodes SIP Phones with Genesys SIP Server Page 2 of 29


http://www.genesys.com/

Table of Contents

LI 0] (S0 o g1 =Y PP 3
U 1 ]2 1= 2 PRSPPI 4
2 SIP ENApOiNt FEATUIES .....icvuiiiiiiiiiiii e s s e s e s s s e e s s ra e s eaa e s s aa s s eansasannnans 5
2.1 FEAtUrE Chart ... . ceee it s s s e e e s e ra e s e ra s e nanaees 5
2.2 Feature Chart GlOSSArY ........uiieuuiiiiriiiiiiss s s s s r s ean s e s e s e s s s e s eraa s s eanaaes 6
2.2.1 General Features Supported by Phone ..o ee e 6
2.2.2 Call Control Using PRONE (1PCC).uuuiruiirniiriiiniieniiesesenssensesnsssnssennsssnsssnsennsssnsenns 7
2.2.3 Call Control Using Desktop Client (3PCC)..uuiiruriiriiiriiriniieriieiinssn s e sse s e s e ennaens 7

P A BV Ta (= Y U o] o o PP 8
2.2.5 Support Of GENESYS SOIULIONS .....uuiieeeeiieieeeenae i ee e e e e s s s e s e s e s e eenn e e eees 8

3 Software and Hardware Versions Validated............coovviiiiiiiiiiiiiieeeee e 9
3.1 GENESYS COMPONENTS ... ituiiiieie i en s s e s s e s s s e s e s e ea s s s en s s s s s ennsensensesnsensenn 9
3.2 AUudiOCOdES SIP PhONES......cuuiiiiriiiirisieris s sr s s s ra s ra s e an s ernn s 9

4  Features Configuration in Genesys Configuration Environment.........ccccceviiiiiiiviinicneennn, 10
5 AudioCodes Phone Configuration ...........ciiuiiiiiiiin e e ea e 15
6  Known Issues and Limitations.........oiveuuiiiiuiiiiiiiis s s e s s s e rn s ra s e na e enas 29
6.1 Issues and Limitations Identified with Genesys Products ............ccceviiiiiiiinneennnnnnn. 29

Genesys Application Note - AudioCodes SIP Phones with Genesys SIP Server Page 3 of 29



1 Summary

AudioCodes phones are recommended as SIP “hard phones” to be integrated and used with the
Genesys SIP solution. All voice features, from simple calls to voicemail integration to agent-
login, have been successfully validated during extensive testing.

This application note details the supported features of AudioCodes 440HD with 2.2.16 version of
firmware, and includes reference configuration examples.

AudioCodes 405, 405HD, 420HD, and 430HD with 2.2.16 version of firmware are also supported
as the phone runs the same version of firmware.

The supporting versions of Genesys components include SIP Server v8.1.x (8.1.1

recommended), SIP Feature Server v8.1.x (8.1.2 recommended), Media Server (v8.1.x and
v8.5.x), and SIP Proxy (v8.1.x).
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2 SIP Endpoint Features
2.1 Feature Chart

General Features Supported By Phone (1PCC) Supported
Agent Login from the Phone Yes
Agent State Control from the Phone Yes
Auto-Answer No
Alternate Ringtones No
Caller ID Yes
Call Forward Yes
Do Not Disturb Yes
DNS-based redundancy (using SIP Proxy) Yes
DTMF tones generation Yes
IPv6 support No
Multiple calls on one extension Yes
Message Waiting Indicator Yes
Shared Call Appearance (SCA) Yes*
SIP authentication Yes
TLS/SRTP Yes
Call Control Using Phone (1PCC) Supported
Basic calling (incoming and outgoing calls) Yes
Conference Yes*
Hold/Retrieve Yes
Unattended transfer Yes
Semi-attended transfer Yes
Attended transfer Yes
Call Control Using Desktop Client (3PCC) Supported
Answer Incoming Call Yes
Make Outgoing Call Yes
Hold/Retrieve Yes
Conference Yes
Remote Auto-Answer (based on SIP header) Yes
Unattended transfer (Genesys Single-Step Transfer) Yes
Semi-attended transfer (Genesys Blind Transfer) Yes
Attended transfer (Genesys Two-Step Transfer) Yes
DTMF tone generation Yes
Video Support Supported
Basic Video Calls No
Push Video No
Video Call on Hold/Retrieve No
Video Call Transfer No
Video Conference No
Support of Genesys Solutions Supported
Genesys Business Continuity Yes
Genesys Voice Mail Solution Yes
* See section 6 for known limitations
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2.2 Feature Chart Glossary
2.2.1 General Features Supported by Phone

1pcc: First-Party Call Control is a method to handle calls using the phone keypad.

3pcc: Third-Party Call Control is a method to handle calls using T-Library desktop connected to
SIP Server.

Agent Login from the Phone: Agent sets login/logout from the phone. Agent state ready/not
ready can be set from the phone or it can be pushed from the server to the phone after agent
logs in from the phone. Functionality is supported based on RFC3863 using presence states
open/closed.

Agent State Control from the Phone: This feature enables an agent to perform agent-
related operations from the phone: login/logout, change of the state to ready/not ready/ACW,
reason code for not ready state. Available for phones which support BroadSoft's Application
Server Feature Event Package and Hoteling Event Package.

Alternate Ringtones: Phone provides distinctive ringtones requested by SIP Server.
Functionality is supported based on RFC3261 using the Alert-Info header.

Auto-Answer: Phone can be configured to answer all calls automatically.

Caller ID: Phone is able to display the number and name of the calling party.

Call Forward: Phone can forward calls unconditionally or based on internal state (e.g. 'busy").
Do Not Disturb: Phone can reject all incoming calls.

DNS-based redundancy: Phone can toggle between SIP Servers provisioned by single FQDN
if current SIP Server becomes unavailable. This functionality is required to deploy a phone with

Genesys SIP Proxy. It also may be used for Genesys Business Continuity.

DTMF tones generation: Phone can pass DTMF tones in-band (RFC2833, RFC4733) or using
SIP INFO messages.

IPv6 support: Phone can support the IPv6 protocol.
Message Waiting Indicator: SIP MWI support (RFC3842).

Multiple calls on one line: Phone can process multiple incoming/outgoing calls
simultaneously on the same line.

Shared Call Appearance (SCA): This feature enables a group of SIP phones to receive
inbound calls directed to a single destination (shared line); that way, any phone from this group
can answer the call, barge-in to the active call, or retrieve the call placed on hold. The shared
line has sub-lines called appearances.
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SIP authentication: Phone can authenticate with SIP Server using the HTTP Digest algorithm
(RFC3261 and RFC2617).

TLS/SRTP: Phone supports secure SIP environment that uses TLS and SRTP.

2.2.2 Call Control Using Phone (1pcc)

Basic calling: Incoming and outgoing calls.

Conference: Phone can bridge two or more calls without using MCU.
Hold/Retrieve: Phone can put a call on hold and then retrieve it.

Transfer:
¢ Unattended transfer: Call transfer using REFER.
e Semi-attended transfer: Completing the transfer when one party is on hold and the
other party is ringing, using REFER with Replaces.
e Attended transfer: Completing the transfer using REFER with Replaces when one
party is on hold and the other party has answered the call.

2.2.3 Call Control Using Desktop Client (3pcc)

Answer Incoming Call: Phone can answer the call using the BroadSoft extension 'talk' passed
in SIP NOTIFY.

Make Outgoing Call: Phone can make an outgoing call initiated by SIP Server through the
Genesys T-Library interface.

Conference: Phone supports server side single-step or two-step conference.

Hold/Retrieve: Phone can put a call on hold and retrieve it using the BroadSoft extensions
'hold" and 'talk' passed in SIP NOTIFY.

Remote Auto-Answer: Phone can answer a call automatically based on Auto-Answer
(RFC5373) or Alert-Info headers.

Transfer:

¢ Unattended transfer (Genesys Single-Step Transfer): Phone supports unattended
transfer initiated by SIP Server using REFER or re-INVITE.

¢ Semi-attended transfer (Genesys Blind Transfer): Phone supports completion of
two-step transfer initiated by SIP Server when one party is on hold and the other party
is ringing.

e Attended transfer (Genesys Two-Step Transfer): Phone supports completion of
two-step transfer initiated by SIP Server when one party is on hold and the other party
has answered the call.

DTMF tone generation: A phone can generate DTMF tone through RTP when tone
generation was requested by SIP Server through the Genesys T-Library interface.
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2.2.4 Video Support
Basic Video Calls: Incoming and outgoing video calls.
Push Video: Agent can show a video clip to the customer.

Video Hold/Treatment: Playing video file when call is put on hold or treatment is applied
from routing strategy.

Video Call Transfer: Transferring video calls.

Video Conference: Video Conference with active speaker detection using Genesys Media
Server.

2.2.5 Support of Genesys Solutions

Genesys Business Continuity: Phone is certified to be used in the Genesys Business
Continuity environment in one of two modes. It can switch between the two geo-redundant
sites, or it can stay connected to both of them at the same time.

Genesys Voice Mail Solution: Phone is certified to be used with the Genesys Voice Mail

solution. Optional advanced features support group Voice Mail Boxes, enable multiple Voice Malil
Boxes to be configured for one line, and provide easy access to all configured Voice Mail Boxes.
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3 Software and Hardware Versions Validated

The following Genesys components and AudioCodes phones were validated for reference
configuration examples.

3.1 Genesys Components

Genesys Components

Component Version Notes
Genesys SIP Server performs call
switching and control. SIP Server
SIP Server 8.1.1 communicates via SIP with SIP
Endpoints.
Used to handle media interactions
Genesys Media Server 8.5.1 such as call treatmeljts (ring ba.mck,
busy tones and music on hold); also
used as MCU.
Genesys SIP Feature Server 8.1.2 Used as a SIP Voicemail Server.
SIP Proxy 8.1.1 Used for HA deployment.

3.2 AudioCodes SIP Phones

3" Party Hardware Components

Model Version Notes
ﬁggloCodes 440HD, 430HD, 420HD, 2.2.16.142.12 2.2.16 or later supported
AudioCodes 440HD, 420HD, 405 2.2.12 2.2.12 or later supported

For a full listing of 3™ party hardware/software supported by Genesys, see the Genesys
Supported Media Interface Guide (SMI).
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4 Features Configuration in Genesys Configuration Environment

This section describes how to configure features represented in the Feature Chart (see Section
2.1, above) within a Genesys configuration environment.

Features can be configured in the SIP Server Switch on a DN object of type Extension (or ACD
Position) representing SIP Endpoint devices and/or on an Agent Login object.

Note: It is assumed the reader has Genesys knowledge and is familiar with deploying a basic
Genesys environment.

General Features Supported By Phone (1pcc)

Feature Key Actions and Procedures

Agent Login from the | 1. Enable SIP Server mapping of agent-status from SUBSCRIBE or NOTIFY
Phone messages from a SIP Endpoint into T-LIB Events. In the TServer section of
the DN object, configure:

enable-agentlogin-subscribe=true

2. If required, configure the password used for User authorization during the
ACD login operation on the phone. Enter the password in the "Enter
password" field on the Advanced tab of the Agent Login object.

Notes:

e The name of the Agent Login object must match the User Name value
entered from the phone when you enter Login credentials.

e The value of the password field on the Advanced tab must match the
password value entered on the phone when you enter Login credentials.

Agent State Control If required, configure the password used for User authorization during the ACD
from the Phone login operation on the phone. Enter the password in the "Enter password" field
on the Advanced tab of the Agent Login object.

The name of the Agent Login object must match the User ID value entered from
the phone when you enter Login credentials. The value of the password field on
the Advanced tab must match the password value entered on the phone when
you enter Login credentials.

Caller ID No configuration is required.
Call Forward No configuration is required.
Do Not Disturb No configuration is required.
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DNS-based Requires HA deployment using SIP Proxy deployment. SIP Proxy can be used in

redundancy (using SIP Server standalone deployment or Genesys Business Continuity with SIP

SIP Proxy) Proxy deployment. Refer to the Genesys SIP Proxy Deployment Guide and
Genesys SIP Server High-Availability Deployment Guide.

DTMF tones No configuration is required.

generation

Multiple calls on one
extension

See Call Control using desktop client -> Attended transfer feature.

Message Waiting

Configure a voice mailbox for an Extension. In the TServer section of the DN

Indicator object, configure:
gvm_mailbox=<voice mail box humber>
For example: gvm_mailbox=1502, where 1502 is a mailbox number.
Shared Call Note: Only AC 440HD supports full SCA functionality.

Appearance (SCA),
in SIP Server
standalone
deployments

1. Configure a Primary Shared Line DN:

e Create a DN of type Extension with the number where all incoming calls
will be delivered.

e  Specify that this DN is used as a Primary Shared Line number. In the
TServer section of the DN object, configure:
shared-line=true

e Specify a number of shared line appearances. In the TServer section of
the DN object, configure the shared-line-capacity option.

e If required, configure SIP authentication. (See SIP authentication in this
table.)

2. Configure Secondary Shared Line DNs:
e Create a DN of type Extension with the nhumber to be used as a
Secondary DN.
e Specify a number of the Primary DN. In the TServer section of the DN
object, configure the shared-line-number option.

SIP authentication

1. Specify SIP requests (REGISTER, INVITE), which are sent by the phone to
be authenticated by SIP Server. In the TServer section of the DN object,
configure:

authenticate-requests=register,invite

2. If required, configure the password used for authentication of incoming
REGISTER or INVITE messages to SIP Server. In the TServer section of the
DN object, configure:
password=<Any alphanumerical string>

Note: The string must match the phone setting in Configuration -> Voice
Over IP ->Line Settings -> Authentication User Name and
Authentication Password.

TLS/SRTP

See the Transport Layer Security for SIP Traffic chapter in the Genesys 8.1 SIP
Server Deployment Guide for details.
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Secure SIP (SIPS)

No configuration required.

support, in
accordance with
RFC 5630
Call Control Using Phone (1pcc)
Feature Key Actions and Procedures
Basic calling See the Make Outgoing Call feature.

(incoming and
outgoing calls)

Conference

No configuration is required.

Hold/Retrieve

No configuration is required.

Unattended transfer

No configuration is required.

Semi-attended
transfer

No configuration is required.

Attended transfer

No configuration is required.

Call Control Using Desktop Client (3pcc)

Feature

Key Actions and Procedures

Answer Incoming Call

Enable SIP Server to send the SIP NOTIFY (event talk) message when desktop
client requests to answer the incoming call. In the TServer section of the DN
object, configure:

sip-cti-control=talk

Note: The “talk” value affects the Retrieve feature. See the Hold/Retrieve
feature for information about setting the sip-cti-control option.

Conference Deploy Genesys Media Server with MCU capabilities.
See the SIP Server Deployment Guide for details.
Hold/Retrieve Enable SIP Server to send the SIP NOTIFY (event hold) message when desktop

client requests to hold the call, and the SIP NOTIFY (event talk) message when
desktop client requests to retrieve the call. In the TServer section of the DN
object, configure:

sip-cti-control=talk,hold

Make Outgoing Call

1. Create a DN object with type Extension or ACD Position in the Genesys
configuration environment under Switch object and DNs folders. This object
represents the SIP phone.

2. To activate required features described in this Table, configure options in the
DN object > TServer section.

3. Configure a phone to make basic calls (incoming, outgoing) with SIP Server.

4. Restart the phone.

Genesys Application Note - AudioCodes SIP Phones with Genesys SIP Server

Page 12 of 29




5. After successful SIP registration the phone is ready for making outgoing calls
and receiving incoming calls.
6. Run your desktop client to make a test call.

Remote Auto-Answer
(based on SIP
header)

If required, specify the value that SIP Server will add in the Alert-Info header of
the INVITE message, which it sends to the SIP Endpoint. In the TServer section
of the DN object, configure:

sip-alert-info=info=alert-autoanswer

Unattended transfer
(Genesys Single-Step
Transfer)

No configuration is required.

Semi-attended
transfer (Genesys
Blind Transfer)

Enable completion of transfer when the destination is in alerting state. In the
TServer section of the DN object (transfer target DN), configure:
blind-transfer-enabled=true

Note: This option must be set on the DN object that represents a transfer
destination party.

Attended transfer
(Genesys Two-Step
Transfer)

1. Enable dual-dialog to be supported on a DN for an attended transfer
operation requested from a desktop client. In the TServer section of the
DN object, configure:
dual-dialog-enabled=true

2. Specify the call flow to process a make call/initiate consultative call
operation initiated from a desktop client. In the TServer section of the DN
object, configure:

make-call-rfc3725-flow=2

Note: A value of 1 or 2 is sufficient for the phone.

3. Specify the INVITE or REFER method to be used to create a simple call or
a consultation call when operation is requested from a desktop client. In
the TServer section of the DN object, configure:

refer-enabled=false -> to use INVITE method
or
refer-enabled=true -> to use REFER method

Remote DTMF tones
generation

Configure SIP Server to remotely control DTMF generation on the SIP phone. In
the TServer section of the DN object, configure:
sip-cti-control=dtmf

Genesys Business
Continuity
(Simultaneous,
dual-registration
mode)

Configure SIP Server to forward an incoming call to the second SIP Server peer
if SIP Server determines that there is no agent logged into the DN.
In the TServer section of the DN object, configure:

dr-forward=no-agent
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Genesys Business Configure SIP Server to forward an incoming call to the second SIP Server peer

Continuity if SIP Server determines that there is SIP registration.
(Primary-Fallback, In the TServer section of the DN object, configure:
single-registration dr-forward=o0o0s

mode)

Note: Agent State Control from the Phone functionality only supported in this
mode.

Example of the DN .cfg file:
[TServer]
authenticate-requests=invite, register
blind-transfer-enabled=true
contact=sip:1502@172.21.82. 86:2048
dual-dialog-enabled=true
enable-agentlogin-subscribe=true
make-call-rfc3725-flow=1
refer-enabled=false

sip-alert-info= info=alert-autoanswer
sip-cti-control=talk,hold
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5 AudioCodes Phone Configuration

This section describes how to configure features represented in the Feature Chart (see Section
2.1) using the phone Web interface.

The following table displays screenshots of the Web interface of the AudioCodes 420HD.

General Features Supported By Phone

Feature Key Actions and Procedures
Agent Login 1. Using the Web interface, Configuration -> Advanced Applications -> ACD, set the
from the ACD feature:
Phone .
a. Set Active to Enable.
b. Set Server Type to Genesys
c. Enter the User Name and Password.
&3 AudioCodes ano (o 5 Loon
( ACD
[t e 85
I wACD
$ Active: |Enable j
# | Quick Setup Server Type: GENESYS -
# | JPersonal Settings Use Sip Server As ACD Server: IW,
+| jNetwork Connections == User Name: |1502‘
=) (@ Voice Over IP $ Password: I..c.
[ |Signaling Protocols Expire Time: I600
1, ‘zan‘j‘mgst State After Login: Ready &
:,_‘Va 2 steamng First Notify Close Enabled: Enable -
Voice |
[ “|ine Settings v
| ‘|services Submit
[ “volume Settings
=g Advance d Applications
‘,— ‘Data and Time wUnavailabe Reason Code
[LoAp Reason Code Page: L
R ————| ReasonNo. | ReasonCode | Reasoniame
0 [500 |Lunch
1 |501 |Coffee break
2 |
: o |
+ o |
2. For Login/Logout/Available/Unavailable status, press Login and enter Login Credentials
from the phone touch screen: User Name and Password.
Agent State 1. Using the Web interface, Configuration -> Advanced Applications -> ACD, set the
Control from ACD feature:
the Phone

a. Set Active to Enable.
b. Set Server Type to BROADSOFT.
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c. Enter the User Name and Password.

[ Genesys 4- x

[ IPPHONE  x ¥ [¥ Yealink T4 x

U [ vealink T2 x Y

[ Polycom - x ¥ |4 Polycom - x 1

[ Polycom -\ x ¥ § [SIP-18811 x

U5 2.cdne 40 x | (153 unres x

€« c

£ Genesys

Gonfiguralion || Management ?Sﬁ:;mms

420HD

[3 172.21.82.82/mainform.cgifindex.htm

® | Quick Setup

@ [ Personal Settings

@ [ Network Connections

=g voice Over IP
[signaling Protocols
[“pialing
[“Media Streaming
[Voice
[(Line Settings
[(services

& [g@security
[“Root CA Certificate
["[Client Certificate
[“[Certificate Signing Request

= @ Advanced Applications
[[pate and Time

[Loar
[P e

@ Home, t. Log Off
( ACD
[FACD

s pctive Enable +
==t server Type: BROADSOFT ¥

Use Sip Server As ACD Server: Enable *
et User Name: 1502
E===0mme  Password:

Expire Time: 500

State After Login: Ready v

First Notify Close Enabled:

Enable ¥

o
Submit

wUnavailabe Reason Code

Reasonlo. ReasonCode

ReasonName

1 501
2

3

5

0
0
4 0
0
0

6

Lunch
Coffee break

nitf

2. For Login/Logout/Available/Unavailable status, press Login and enter Login Credentials

from the phone touch screen: User Name and Password.

Caller ID

No configuration is required.
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Call Forward

¢S AuoCodes /08

F

|Cunh9uraliun Management glgti:;usi\cs

#| g Quick Setup
# | Personal Settings
# | JNetwork Connections
= | Voice Over IP
\'_ Signaling Protocols
\'_ Dialing
[ Media Streaming
F Voice
F Line Settings

=
| Services #

= \Volume Settings

=/|JAdvanced Applications
I Date and Time
[“1oap
[nco

OR:

@/ Home

Using the Web interface, Configuration -> Voice Over IP -> Services -> Call Forward,
enable call forward by selecting Enable.

&= Log Off

( Services

lAApphcatlon Server

|ACB” Waiting
wCall Forward
E==={o=we=  Enable: Enable -

Activate: Enable ~
Call Forward Type: Unconditional =
Forward Destination: |2040

wConference
Mode: Local ~

|aDND (Do Mot Disturb)

IAMESSEQE Waiting Indication (MWI)

IAGEHETB‘ Parameters

wAOC Support

Enabled:

|D\5ab|e j

Using the phone, enable call forward from the phone by pressing the Fwd button.
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Do Not Disturb | Using the Web interface, Configuration -> Voice Over IP -> Services -> DND (Do Not
Disturb), enable DND by selecting Enable.

(3AdioCodes /0 B iao

¥

( Services

|Configualon Menagemert ?B::smusm

l.Aplecatlnn Server

|AC3” Waiting
#|JQuick Setup
#|_jPersonal Settings IACEH Forward
+ JNetwork Connections v Conference
=l | Voice Over IP i ILOCEI\ j
ﬂS\gna\mg Protocols
[ |pialing
| Media Streaming wDND (Do Not Disturb)
["voice = Enabe: | Enable |
’—JLine Settings Activate: m

’—JServices ¢

IAMessage Waiting Indication (MWI)

ﬂ\lolume Settings

l‘GerweraI Parameters

=I|jAdvanced Applications

’—JDate and Time wAOC Support
[joap Enabled: |D\5able j
a0

OR:

Using the phone, enable DND by pressing the DND button.

Genesys Application Note - AudioCodes SIP Phones with Genesys SIP Server Page 18 of 29




DNS-based

Using the Web interface, Configuration -> Voice Over IP-> Signaling Protocols -> SIP

redundancy .
. Proxy and Registrar:
(using SIP xy 9
Proxy) 1. Set Use SIP Proxy and Use SIP Outbound Proxy to Enable.
2. Specify the IP address (FQDN) of the SIP Proxy pool in the Proxy IP Address or Host
Name and Outbound Proxy IP Address or Host name fields.
Specify the SIP Proxy port in the Proxy Port and Outbound Proxy Port fields.
4. Set Registration Expires to 5 seconds.
{3 AudioCodes T i 10
( Signaling Protocol
‘Conlmraﬁun‘ Management ?gti:;nosﬂcs
|A SIP General
wSIP Proxy and Registrar
B |l Quick Setup s Use SIP Proxy: |Enable ~|
jggtersons! sethige Emrmme=  Proxy IP Address or Host Name: |S\p5-a ga.domain.com
# | JNetwork Connections i I_SOBO
=/|g Voice Over IP ¢ By
signaling Protocels : Enable Registrar Keep Alive: Disable »
Dialing Maximum Number of Authentication Retries: 3
Media Streaming Use SIP Proxy IP and Port for Registration: Enable ~
Voice Use SIP Registrar: Disable =
Line Settings $ Registration Expires: a Seconds
Services Registration Failed Expires: 5 Seconds
[Eelimetebt g =l UseSP Outbound Proxy: Enable =
# | Advanced Applications ¢ Outbound Proxy IP Address or Host Name: |5\ps—a ga.domain.com
¢ Outbound Proxy Port: 5060
Redundant Proxy Mode: Disable 2
IA SIP Timers
IAQuahty of Service Parameters
Notes:
e The IP Address fields have the FQDN (sips-a.qa.domain.com) of the SIP Proxy pool
that must be resolved in multiple a-records.
e Each SIP Proxy in the pool has the same SIP port configured in the Genesys
configuration environment.
DTMF tones | Using the phone’s configuration file, modify the line to specify the method for DTMF tone
generation generation, as follows:

e voip/media/out_of band_dtmf=RFC2833
or:
e voip/media/out_of band_dtmf=VIA_SIP
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=] 420HD_00908f48327 (25).cfg \ﬂl

1p/s1gnal [1ng/s1p/connect_media_on_180=0 ;[
10/s1gnalling/sip/keepalive_options/enabled=0
1p/signalling/sip/keepalive_options/timeout=30
10/51gnalling/sip/use_proxy=1

vgjsignaW]ingfsip/&gﬁ:Bﬁ
10/s1gnalling/sip/redundant_proxy/enabled=0
1p/signalling/sip/redundant_proxy/port=5060
1p/signalling/sip/redundant_proxy/address=0.0.0.0
ip/s1gnalling/sip/redundant_proxy/keepalive_period=60
1p/signalling/sip/redundant_proxy/symmetric_mode=1
10/s1gnalling/sip/redundant_proxy/mode=SIMULTANEOUS
1p/signalling/sip/secondary_proxy/port=8585
10/s1gnalling/sip/secondary_proxy/address=aix611p. .com
gjsignaW1'ingfs‘ip/d1'sg1ay_name_1‘n_registrat'ion_msg enabled=0 J
1p/signalling/sip/enable_sips=0
ip/signalling/sip/semi_transfer_with_no_cancel/enabled=0
1p/signalling/sip/registrar_ka/enabled=0
g/signaWHngf/s‘ip/‘re?w‘strar_ka/;,jmggg,&:ﬁo
ip/djaling/allon_calling_self_extension/enabled=0
ip/dialing/dial_complete_key/enabled=1
ip/djaling/dial_complete_key/key=#

|p/med1a/out_of _band_dtmf=RFC2833 ¢
|p/media/srtp/enabled=0
1p/media/srtp/method=AES_CM_128_HMAC_SHA1_80

1p/media/ /aria_support_enabled=0

1p/diali ,:*autmmatﬁc_disconnect:l

10/media/demf_payload=101

1p/medi afrtﬁ:_mute_on_ho'\ d=1

1p/media/allow_multiple_rtp=0

ip/media/ignore_rfc_2833_packets=1
1p/media/broken_connection_detection=1
|p/media/broken_connection_timeout=30
\p/services/call_waiting/enabled=1
g/services/ca]]_waiting/sw‘p_reﬁ]y:QUEUED
|p/services/msg_waiting_ind/enabled=1
volp/services/msq_waiting_ind/subscribe=1 jJ

Iser Define File - 5IP-Log ‘Iengh:31731 lines : 634 |Ln:25]. Col:27 Sel:8|0 UNIX ANST N5

SESEEEessseE55555555555555555555558

Multiple calls Genesys recommends having no more than two concurrent calls.

on one

extension

Message Using the Web interface, Configuration -> Voice Over IP -> Services -> Message
Waiting Waiting Indication (MWI):

Indicator

1. Specify the number to call a Voice Mail System in the Voice Mail Number field.
2. Enable the Voice Mail System by setting Activate to Enable.

3. Set Subscribe To MWI to Enable.

4. Specify the MWI Server IP Address or Host Name.

5. Specify the MWI Server Port.

6. If required, set MWI Subscribe Expiry Time in seconds (default 3600 sec).
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{3 AudioCodes

| contiguration Management g‘g‘lfmums

420HD

+/| . Quick Setup
#/|_jPersonal Settings
#/| g Network Connections
=/ Voice Over IP
F‘S\gnaling Protocols
]—\D\aling
’—‘Med\a Streaming
’—’Vmce
ﬂLine Settings
F‘Serv\ces
’—No\ume Settings

=/|JAdvanced Applications
F\Date and Time
[“Loap

Cao

-

\"J Home

P Log Off

( Services

wApplication Server

Type:

Generic -]

“CaH Waiting

Pcall Forward

wConference

Mode:

| Local j

LuDND (Do Not Disturb)

wMessage Waiting Indication (MWI)

Voice Mail Number:
Activate:

Subscribe To MWI:

MWI Server Port:

MWI Subscribe Expiry Time:

MWI Server IP Address or Host Name:

[1502

Enable ~
Enable ~

[17221.82.215
23092
3600 Seconds

LGeneraI Parameters

aA0C Support

Shared Call
Appearance
(SCA)

Important: Only AC 440HD supports SCA and only in SIP Server standalone deployments.
AC 440HD does not support SCA in Business Continuity deployments.

1. Using the Web interface, Configuration -> Voice Over IP -> Services ->
Application Server, select BSFT as the type.

£ 3 AudioCodes 404D

Configuration | Management ?gtl:Znostlcs

[# |Z§ Quick Setup

[ | Personal Settings

(# | Network Connections

(= | Voice Over IP
[[jsignaling Protocols

[|pialing

[Media Streaming
[[voice

[[Juine Settings
[[jservices

(# |G Security

J P

&= Log Off

\:ﬂ; Home

( Services

whpplication Server

Type: |BSFT v ‘
Presence: Gene_”c
Asterisk

%Feature Key Syncronization E?‘
| Feature Key Synchronization: oral |

eature Key Synchronization: Metaswitch

- FreeSWITCH

wCall Waiting L

Activate: Enable ~

Call waiting SIP Reply: Queued v

Generate Tone: Enable v
wCall Forward

Enable: Enable ¥

Activate: Disable ¥

2. Using the Web interface, Configuration -> Voice Over IP -> Line Settings,
configure the Primary Shared Line for Shared Call Appearance:

a. Select Shared as the line type.
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£ 3 AudioCodes an (i Home (@) Logot

r Line Settings

[contisuration| wanagement | Flalie

vLine Settings

Line Number: 1
[ Quick Setup Line 1 Activate: Enable v
| Personal Settings Line 1 Display Name: Primary Line
@ | Metwork Connections Line 1 User ID: 7000
= Veice Qver IP Line 1 Authentication User Name: 7000

Slicindoes Line 1 Authentication Password:

Dialing

Line 1 Mode: Shared ¥

Media Streaming
[Woice
Line Settings

Services

) | Security
# | Advanced Applications

b. If required, configure SIP authentication for the Primary Shared Line. (See SIP
authentication in this table.)

c. Configure basic calling for the Primary Shared Line. See Call Control Using Phone ->
Basic calling (incoming and outgoing calls).

3. Using the Web interface, configure another phone as the Secondary Shared Line for
Shared Call Appearance:

a. Select Shared as the line type.

b. If required, configure SIP authentication for the Secondary Shared Line. (See SIP
authentication in this table.)
Note: The Primary User Name must be used in the Authentication when you configure
the Secondary Shared Line.

¢. Configure basic calling for the Secondary Shared Line. See Call Control Using Phone ->
Basic calling (incoming and outgoing calls).

r Line Settings

Configurstion | Management ?S“l;;nosﬁcs

wLine Settings

# |G Advanced Applications

Line Number: 1~
® [ Quick Setup Line 1 Activate: Enable * )
| Personal Settings Line 1 Display Name: Secondary|Line | e —
|G Network Connections Line 1 User ID: 7001 ——l—
= (@ voice Over IF Line 1 Authentication User Name: 7000 ——
S B Line 1 Authentication Password: ae ——C—
pialing Line 1 Mode: Shared ¥ ——
Media Streaming
Waice
Line Settings
Services
| Security
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SIP
authentication

£ 3 AudioCodes

| Contigureon Managemert gtgti:;nnsﬁcs

#/ | Quick Setup
#|jPersonal Settings
#|jNetwork Connections
=l | Voice Over IP
Signaling Protocols
Dialing
Media Streaming
Voice
Line Settings #
Services

Volume Settings

Using the Web interface, Configuration -> Voice Over IP-> Line Settings, specify login
credentials for SIP authentication in the Authentication User Name and Authentication
Password fields.

Note: The Password parameter must have the same value as the password option
configured in the DN object in the Genesys configuration environment.
The Register Name parameter is used to authenticate line registration or an outgoing INVITE.

\5"’ Home &= Log O
ot -
( Line Settings
wline Settings

Line Number: 1+
Line 1 Activate: Enable ~
Line 1 Display Name: |1502
Line 1 User ID: |1502
Line 1 Authentication User Name: |1502

| ——- 2
—

Line 1 Authentication Password:

Genesys Application Note - AudioCodes SIP Phones with Genesys SIP Server

Page 23 of 29




TLS/SRTP

1.

=

Configuration | Management g‘?)lilfgnnslics

2 Genesys'

Using the Web interface, specify the SIP Server IP Address, SIP Transport Protocol
set to TLS, and TLS Port.

420HD

@ Hoime

@ | ogOff

( Signaling Protocol

E

e SIP General

SIP Transport Protocol:

TS +

[ Quick Setup TLS Port: 5061 L ——————— |
| g Personal Settings SIP Local Port: 5060
= [ Network Connections T
GG Voice Over [p =Ry PRACK Mode: Disable ¥
| B Ay e Enable RPORT: Disable ¥
|<=pialing Include PTIME in SDP: Disable ¥
Media St f
L[Media Streaming Enable Keep Alive using OPTIONS: Disable ¥
| voice f
L i Connect Media on 180 Response: Disable ¥
| ILma Settings B
-~ Block Caller Il on Qutgoing Calls: Disable v
|_|Services ) -
— Incoming Anonymous Call Blocking: Disable v
e
= Genesys- 420HD (i, Home = Log 0t
( Signaling Protocol
Statl
Configuration | Management &glg;nostlcs e e e oy ot e o
Connect Media on 180 Response: Disable v
Block Caller ID on Qutgoing Calls: Disable
_Jj Quick Setu . " h
@Q " Incoming Anonymous Call Blocking: Disable v
| Personal Settings
| Network Connections mwSIP Proxy and Registrar
@ Voice Over 1P emme— Use SIP Proxy: Enable + e —

["signaling Protocals
| pialing

| |Media Streaming
[[voice

["Line Settings

[services

| Security
| Advanced Applications

Proxy IP Address or Host Name:
Proxy Port:

Enable Registrar Keep Alive:

Use SIP Proxy IP and Port for Registration:
Use SIP Registrar:

Registration Expires:

Registration Failed Expires:

Use SIP Qutbound Proxy:

Outbound Proxy IP Address or Host Mame:

Outbound Proxy Port:

Maximum Number of Authentication Retries:

172.21.82.215

5061 —_——

Disable v

3

Enable ¥

Disable v

300 Seconds
3 Seconds
Enable v
172.21.82.215

5061 - |

2. Using the Web interface, specify a custom CA Certificate (.pem file) at
Home -> Security -> Advanced -> Root CA Certificate -> Root CA 1 -> Choose File.

£ Genesys s20m0

Configuration | Management ?Sti:sgnost\cs

@j Home

&= Log 0Off

( Root CA Certificate

# | Quick Setup

@@ Personal Settings

® | Network Connections

® |G Voice Over 1P

) | Security
[[Root CA Certfficate
[([Client Certificate
[[certificate Signing Request

'w Root CA Certificates(Chanaing the below parameters requires a reboot)
Root CA 1: (already loaded) Choose File | No file chosen m ‘ﬂ‘ Display
Root CA 2: Choose File | No file chosen | Load | | Del || Display
Root CA 3: Choose File | Mo file chosen | Load | | Del || Display
Root CA 4: Choose File | Mo file chosen | Load | | Del || Display
Root CA 5: | Choose File | No file chosen | Load | | Del || Display |

TLS integration of SIP Server deployed on UNIX and AudioCodes 420HD v.2.2.8.xx requires
Genesys Security Pack 8.5.1 or later to support TLS 1.2 protocol. AudioCodes 420HD
v.2.2.2.79 supports TLS 1.0 protocol.
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Secure SIP To enable SIPS support, set the following option in the phone’s configuration file:
(SIPS) voip/signalling/sip/enable_sips=1
support, in _ _ R _ :
accordance 1 voip,/signalling/sip/display_name_in_registration_msg/enabled=0
. 1 voip,/signalling/sip/enable_sips=1 ————
with RFC 1 voip,/signalling/sip/ext_error_codes=
5630 1 voip,/signalling/sip/Tailback_retry_timeout=0
1 voip/signalling/sip/hk_blind_transfer/enable=0
1228 vaip/signalling/sip/keepalive_options,/enabled=0
1329 vaip/signalling/sip/keepalive_options,/tTimeout=300
1330 voip/signalling/sip/lync_type_number_rules=0
Call Control Using Phone
Feature Key Actions and Procedures
Basic calling 1. Using the Web interface, Configuration -> Voice Over IP -> Line Settings:
incoming and . . . .
( ning a. Activate the line by setting Activate to Enable.
outgoing calls)
b. Specify the Display Name and User ID.
¢ @ AudioCodes " M 11
f Line Settings
Configuestion| W N 'glgl_us
wline Settings
Line Number: I'I_;l
+/| Quick Setup $ Line 1 Activate: Enable ~
#/|jPersonal Settings E===f=ops Line 1 Display Name: |J0hn Smith|
+ JNetwork Connections : Line 1 User ID: |1502
g Voice Over IP Line 1 Authentication User Name: I
Signaling Protocols . .
Line 1 Authentication Password: I

Dialing

Media Streaming

\oice

Line Settings eoiSpmm—]
Services

Volume Settings

2. Using the Web interface, Configuration -> Voice Over IP -> Signaling Protocols
-> SIP Proxy and Registrar:

a. Set Use SIP Proxy and Use SIP Outbound Proxy to Enable.
b. Specify the SIP Server IP address in the Proxy IP Address or Host Name and

Outbound Proxy IP Address or Host Name fields.

c. Specify the SIP Server port in the Proxy Port and Outbound Proxy Port fields.
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£ 3 AudioCodes a0

o y | glglus

+ | Quick Setup

+ | jPersonal Settings

+ | Network Connections
=/ g Voice Over IP

Signaling Protocols ¢

Dialing

-
(i, Home

.

&= Log Off

( Signaling Protocol

Enable RPORT:

Include PTIME in SDP:

Enable Keep Alive using OPTIONS:
Connect Media on 180 Response:
Block Caller ID on Outgoing Calls:

Incoming Anonymous Call Blocking:

Disable ~

!

wSIP Proxy and Registrar

fledallieaung === Use STP Proxy: |Enable x|
oice ¢- Proxy IP Address or Host Name: |172.2].82.215
— o
R i Enable Registrar Keep Alive: ’Wble;l
Maximum Number of Authentication Retries: ,3—
¥ [@Advanced Applications Use SIP Proxy IP and Port for Registration: ’Wlell
Use SIP Registrar: [ Disable =]
Registration Expires: W Seconds
Registration Failed Expires: W Seconds
EpmWe=  Use SIP Outbound Proxy: ,mle;l
E==={"=m=  Outbound Proxy IP Address or Host Name: |172.21.32.215
=== Outbound Proxy Port: W
Redundant Proxy Mode: ,w;,
Conference No configuration is required.
Hold/Retrieve No configuration is required.
Unattended Using the phone, press Transfer, enter the number, and press Transfer again.

(blind) transfer

Semi-attended

Using the phone, press Transfer, enter the number, press OK, and press Transfer while

(two-step) receiving ringback.
transfer
Attended Using the phone, press Transfer, enter the number, press OK, and press Transfer again
(consultative) when the party answers.
transfer
Call Control Using Desktop Client
Feature Key Actions and Procedures

Answer Incoming
Call

Using the phone’s configuration file, modify the line to enable call control using the

Desktop client:

e voip/talk_event/enabled=1
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[=] 420HD_00908F 3bd3¥d (2).cfg E3

voip/signalling/sip/sip_registrar/enabled=0
voip/signalling/sip/sip_registrar/port=7561
voip/signalling/sip/sip_t1=256
voip/signalling/sip/sip_t2=4000
voip/signalling/sip/sip_t4=5000
voip/signalling/sip/subs_no_notify_timer=32000
voip/signalling/sip/t1s_port=5061
voip/signalling/sip/tos=96
voip/signalling/sip/transport_protocol=UDP
voip/signalling/sip/use_proxy=1

voip/signalling/sip/use_proxy_ip_port_for_registrar=1
voip/talk_event/enabled=1 é

vol1p/signal ling/s1p/sip_registrar/addr=5IP-Froxyl-Local-a.qga.sipcluster.genesys|ab. com

Us‘ar Define File - SIPLog ‘Iengtﬁ:SSSSl lines : 45 |Ln:1 Col:1 3sel:0]0 LINIX ANST ’ﬁ 4
Conference No configuration is required.
Hold/Retrieve Using the phone’s configuration file, modify the line to enable call control using the
Desktop client:
e voip/talk_event/enabled=1
|| 420HD_0030%3bd¥d (2).cfg z:!|
volp/signalling/s1p/s1p_registrar/addr=SIP-Froxyl-Local-a.ga.sipcluster.genesys|ab. com ;[

voip/signalling/sip/sip_registrar/enabled=0
voip/signalling/sip/sip_registrar/port=7561
voip/signalling/sip/sip_t1=256
voip/signalling/sip/sip_t2=4000
voip/signalling/sip/sip_t4=5000
voip/signalling/sip/subs_no_notify_timer=32000
voip/signalling/sip/t1s_port=5061
voip/signalling/sip/tos=96
voip/signalling/sip/transport_protocol=UDP
voip/signalling/sip/use_proxy=1

843 voip/signalling/sip/use_proxy_ip_port_for_registrar=1
844 voip/talk_event /enabled=1 é

s BB ) L L L
W P O D 00~ O R

Ll

User Define File - SIPLog ‘Iength : 38831 lines: 845 |Ln 1 Col:1 Sel:0]0 LINIX

ANST

s

Remote DTMF
tones generation

No configuration is required.

Make Outgoing
Call

See the Basic calling (incoming and outgoing calls) feature.

Remote Auto-
Answer (based on
SIP header)

Using the phone’s configuration file, modify the line to enable the phone’s Auto-Answer

functionality:
e voip/auto_answer/enabled=1

B/ 5Erv1Ces/not1Ty/ check_sync/Torce_reboot_enanled=1
1p/meda/medi a_port=4000

10/media/media_tos=184

1p/audi O/jw‘tter_buffer/mi n_delay=35
|p/audio/jitter_buffer/optimization_factor=7
1p/audio/echo_cancellation/enabled=1
1p/audio/gain/automatic_gain_control/enabled=0
1p/audio/gain/automatic_gain_control/direction=CTL_REMOTE
|p/audio/gain/automatic_gain_control/target_energy=-19
1p/audio/s11ence_compression/enabled=0

|p/auto_answer /enabled=1 *
1p/auto_answer /headset_beep/enabled=0
R/auto_answerfspeakerﬁnhone_beep/enam ed=0
1p/proactive_mute/enabled=0

10/ talk_event /enabled=1

1p/headset_only/enabled=0

n/ancwer revire=SPEAKER

SEEEESceESEEE555

i

Unattended
transfer

No configuration is required.

Semi-attended
transfer

No configuration is required.
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Attended
(consultative)
transfer

No configuration is required.

Genesys Business | Using the Web interface, Configuration -> Voice Over IP -> Signaling Protocols ->
Continuity SIP Proxy and Registrar:

(Simultaneous, 1. Specify the IP address (FQDN) of SIP Server peers in the Proxy IP Address or

iu;cllz;z gistration Host Name and Secondary Proxy Address fields.

2. Specify the port used by SIP Server peers in the Proxy Port and Secondary
Proxy Port fields.

Set Registration Expires to 300 (seconds).

Set Use SIP Outbound Proxy to Disable.

3
4. Set Registration Failed Expires to 5 (seconds).
5
6. Set Redundant Proxy Mode to Simultaneous.

For Genesys Business Continuity deployment, the AudioCodes phone registers (SIP
REGISTER) with both SIP Server peers.

¢ 3 AudioCodes L S 181

( Signaling Protocol

‘ - " ‘ Status

2D
|A SIP General
rwSIP Proxy and Registrar
5 Quick Set
[ Quick setup Use SIP Proxy: [Enable =|
+# | jPersonal Settings
- E===T—==  Proxy IP Address or Host Name: [aix530a64.genesyslab.com

# | Network Connections
$ Proxy Port:

Enable Registrar Keep Alive:

= JVOICE Qver IP

Signaling Prutuculs¢

Dialing Maximum Number of Authentication Retries:

Media Streaming Use SIP Proxy IP and Port for Registration:

o| of <l 9| 8
gl8 g3
ol = =3
@ | P @
« «

Moice Use SIP Registrar: d
Line Settings —— Registration Expires: 300 Seconds
Services E=={""% Registration Failad Expires: 5 Seconds
PRI SR =T e sip outbound Proxy: Disable ~
+ | JAdvanced Applications $ Redundant Proxy Mode: W
E=={"me=  secondary Proxy Address: |a\x61 Ip.genesyslab.com
E=={=== secondary Praxy Port: 5060

IA SIP Timers

IAQUEMW of Service Parameters

Genesys Application Note - AudioCodes SIP Phones with Genesys SIP Server

Page 28 of 29




Genesys Business
Continuity
(Primary-Fallback,
single-registration
mode)

Using the Web interface, Configuration -> Voice Over IP-> Signaling Protocols ->
SIP Proxy and Registrar:

1. Specify the IP address (FQDN) of SIP Server peers in the Proxy IP Address or

Host Name and Redundant Proxy Address fields.

2. Specify the port used by SIP Server peers in the Proxy Port and Redundant
Proxy Address fields.

N o v kMW

Set Registration Expires to 300 (seconds).

Set Registration Failed Expires to 5 (seconds).
Set Use SIP Outbound Proxy to Disable.

Set Redundant Proxy Mode to Primary-Fallback.

Set Switch back to Primary SIP Proxy when available to Enable.

Agent State Control from the Phone must be configured with the Primary-Fallback mode.

420HD

< Genesys

‘ Configuration | Maragement ?S‘\gsgnﬂsﬁcs

@ |3 Quick Setup

® | g Personal Settings

I |G Network Connections

=\ Voice Over IP
Signaling Protocols ¢
Dialing
Media Streaming
Voice
Line Settings

Services
|G Security
Root CA Certificate
Client Certificate
(Certificate Signing Request

= |g@Aadvanced Applications
Date and Time
LDAP
IACD

.
H
\i, Home

= Log Off

( Signaling Protocal

[ —— =
[——=—

& SIP General

wSIP Proxy and Reaistrar

Use SIP Proxy:

Proxy IP Address or Host Mame:

Proxy Port:

Enable Reaqistrar Keep Alive:

Maximum Number of Authentication Retries:
Use SIP Proxy IP and Port for Registration:
Use SIP Registrar:

Registration Expires:

Registration Failed Expires:

Use SIP Outbound Proxy:

Use Redundant Outbound Proxy:
Redundant Proxy Mode:

Redundant Proxy Address:

Redundant Proxy Port:

Redundant Proxy Keep Alive Period:

Switch back to Primary SIP proxy when available:

Enable ¥

aix53qabd. genesyslab.com
5060
Disable ¥
3

Enable v
Disable ¥
300

5 Seconds
Disable ¥

Disable ¥

Primary-Fallback ¥

Seconds

aix61lp.genesyslab.com
5060
60

Enable ¥

6 Known Issues and Limitations

6.1 Issues and Limitations Identified with Genesys Products

e Three-way conferences initiated on any SIP Phone will not be reported as a conference.

e The phone sometimes can merge a consultation leg into a conference prematurely.

e Shared Call Appearance is not supported when Genesys SIP Server is deployed in
Business Continuity mode.
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