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Introduction

ThisistheUser’s Guide for the VoiceGenie 7.2 Media Platform product. It is
provides an overview of the VoiceGenie 7.2 media platform architecture and
capabilities, and describes how to provision, monitor and maintain the system.

1.1 Terminology

The following table gives definitions of some acronyms that are used
throughout this document:

Acronyms

Full Definitions

ASR

Automated Speech Recognition (Engines/Technol ogies)

CLC

Command Line Console —
A command line interface that can be used to query
information and issue commands

MRCP

Media Resource Control Protocol —
Adopted by the VoiceGenie Media Platform to control ASR
and TTS resources

SRM

Speech Resource Management —

A component integrated into the V oiceGenie Media Platform
to provide Speech Recognition and Synthesis functionalitiesto
the application developers

SMC

System Management Console —
A web based tool for administering clusters of VoiceGenie
VoiceXML Patforms

OA&M

Operation, Administration and Management

TTS

Text To Speech (Engines/Technol ogies)

Media Platform — User’s Guide




Chapter 1: Introduction

1.2 Document Structure

The following sections may contain references to terminology that has

become:
Historical Terms New Terms
PhoneWeb Software/ VoiceGenie 7.2 Software
NeXusPoint 6.4.x Software

Cluster Management Platform (CMP) | OA&M Framework

V oice Resource Manager (VRM) Speech Resource Management (SRM)
V 0i ceGenie Management Console System Management Console (SMC)
(VMCQC)

1.2 Document Structure

This document is intended to provide a complete resource for information
regarding the VoiceGenie 7.2 platform. The remainder of this document is
structured as follows:

10

I ntroduction — A brief introduction to the V oiceGenie Media Platform

VoiceGenie7.2 System Overview — Explains the overall VoiceGenie 7.2
System Architecture, and provides information for various modules within
the Media Platform as well as how the Media Platform interacts with other

V oiceGenie components.

Running Applications on the M edia Platform — Instructs users on how
to use the Media Platform to run their desired applications. The section
explains how applications are mapped based on the DNIS information in
incoming calls on the platform, as well as the caching/fetching
mechanisms of the call manager component.

Network Interfaces —A description of the telephony interfacesto the
platform and supported telephony technologies, including PSTN, Vol P and
Hybrid setups of the two. Specific features of each line manager will be
discussed in details. Application provisioning is covered in this section.

Call Control —A description of the platform basic call control support
capabilities, including Vol P and PSTN interfaces.

Call Transfer —A description of the platform advanced call control
support capabilities and an overview of extended features

Other Features — Covers other Media Platform capabilities such as
Remote Dial, Call Analysis, Full Call Recording and Conferencing.

Oper ations— Provides information about system logging/billing
(“application metrics’), alarming, health status checking and system
mai ntenance.

VoiceGenie 7.2 @



Chapter 1: Introduction

1.3 Further Information

1.3 Further Information

1.3.1 VoiceGenie Documents

The following V oiceGenie documents provide additional information
regarding the V oi ceGenie Gateway.

VoiceGenie 7.2 Installation Guide— Information regarding the installation
and deployment of the V oiceGenie platform.

VoiceGenie 7.2 Media Platform System Reference Guide— A guide that
provides in-depth referencesto configuration information, metrics and
alarm entries of the VoiceGenie 7.2 Media Platform.

VoiceGenie 7.2 OA&M Framework User’s Guide— A guide to the use of
OA&M Framework and the user interfaces. Along with this guide,
additional guides are available for each component in the OA&M
Framework, including the Cluster Management Platform (CMP); the
System Management Console (SMC) which is aweb based tool for
administering clusters of VoiceGenie VoiceXML Platforms; the Command
Line Console (CLC) which is acommand line interface that can be used to
query information and issue commands and the SNMP Agent.

. VoiceGenie7.2 OA&M Framework — SMC User’ s Guide

« VoiceGenie7.2 OA&M Framework — CLC User’s Guide

. VoiceGenie7.2 OA&M Framework — SNMP User’ s Guide

VoiceGenie 7.2 Speech Resource Management User’ s Guide and
VoiceGenie 7.2 Soeech Resource Management System Reference Guide—
The guides that covers all the information for the VoiceGenie 7.2 Speech
Resource Management components.

VoiceGenie 7.2 Media Platform Release Notes — Contains information
regarding known issues, fixed problems, and behavioral information
regarding the VoiceXML Gateway.

VoiceGenie 7.2 Application Migration Guide— A guide that outlines the
new features and changesin the VoiceGenie 7.2 release that may require
changesto existing VoiceXML applications.

Additional documentation may be provided with particular system releases.

1.3.2 Third Party Documents

A number of third party documents provide information useful for operation of
the V oiceGenie platform. These documents are available from VoiceGenie.

Sguid Configuration Manual — A detailed description of all information
relevant to the configuration of the squid caching proxy.

Media Platform — User’s Guide 11
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1.3 Further Information

In addition to these, each supported speech engine may include vendor
provided documentation. These documentation sets are available from
Genesys

1.3.3 Genesys Web Sites

Genesysmaintains a number of web sites to support developers and
customers:

http://developer.voicegenie.com— A free online resource for
documentation, testing of VoiceXML applications, and collaboration
between VoiceXML developers.

http://support.voicegenie.com — The support resource for Genesys
customers, including documentation, tutorials, and other information.

http://www.genesyslab.com—Genesys's corporate web site,
providing case studies, white papers, and general information regarding
Genesys.

1.3.4 Third Party Web Sites

There are anumber of third party web resources that provide useful
information regarding Genesysand VoiceXML.

http://www.w3c.org/Voice — The Voice Browser Working Group of
the World Wide Web Consortium (W3C) — this group holds primary
responsibility for the evolution of Voice related technologies such as
VoiceXML, and the Speech Recognition Grammar and Speech Synthesis
language specifications.

http://www.voicexml.org —TheVoiceXML Forum web site—The
VoiceXML Forum is an industry consortium of VoiceXML supporters,

responsible for activities such as education and conformance, as well as
theinitial evolution of the VoiceXML specification.

http://www.voicexmlreview.org —An on-line magazine providing
information regarding VoiceXML and VoiceXML applications, published
by the VoiceXML Forum.

1.3.5 Related Standards and Specifications

The following specifications are published and maintained by the W3C Voice
Browser Working Group:

12

VoiceXML 2.0 Specification
Speech Recognition Grammar Specification
Speech Synthesis Markup Language Specification
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1.3 Further Information

The VoiceGenie platform is based on open standards — as aresult, the platform
provides complete or subset support for many Requests for Comments (RFCs)
published and maintained by the Internet Engineering Task Force (IETF —
http://www.ietf.org). Theseinclude:

RFC 1738 Uniform Resource Locators

RFC 1808 Relative Uniform Resource Locators

RFC 1867 Form-based File Upload in HTML

RFC 2109 HTTP State Management Mechanism

RFC 2190 RTP Payload Format for H.263 Video Streams

RFC 2388 Returning Values from Forms. multipart/form-data
RFC 2326 Real Time Streaming Protocol (RTSP)

RFC 2396 Uniform Resource Identifiers (URI): Generic Syntax

RFC 2429 RTP Payload Format for the 1998 Version of ITU-T Rec. H.263
Video (H263+)

RFC 2616 Hypertext Transfer Protocol — HTTP/1.1 (subset)
RFC 2806 URLsfor Telephone Calls

RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and
Telephony Signals

RFC 2964 Use of HTTP State Management
RFC 2965 HTTP State Management Mechanism
RFC 2976 The SIP INFO Method

RFC 3261 SIP: Session Initiation Protocol

RFC 3264 An Offer/Answer Model with the Session Description Protocol
(SDP)

RFC 3267 Rea Time Transport Protocol (RTP) Payload Format and File
Storage Format for the Adaptive Multi-Rate (AMR) and Adaptive Multi-
Rate Wideband (AMR-WB) Audio Codecs

RFC 3515 The SIP REFER Method
RFC 3550 RTP: A Transport Protocol for Real-Time Applications

Most extensions from proposed |ETF draft “ A SIP Interface to VoiceXML
Dialog Servers” (http://tools.ietf.org/id/draft-burke-vxml-
02.txt)

Some extensions from proposed |ETF draft “Basic Network Media
Serviceswith SIP” (http://www.ietf.org/rfc/rfc4240.txt)

The platform a so includes compl ete support for many network related (i.e.
TCP/IP, SNMP) and other protocols. Contact Genesys for additional details.

Media Platform — User’s Guide 13
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2 VoiceGenie 7.2 System
Overview

2.1 The Media Platform

The VoiceGenie Media Platform provides the infrastructure for supporting
interpreted dialog management services suitable for deployment by carriers
and enterprises, including related operational and management tools.

The platform provides a number of services:
e Call control and state management
e Mediarouting and negotiation

o Interpreter dialog execution and state management, using standard
languages such as VoiceXML

o Complete HTTP document management, including advanced caching and
proxy support

2.1.1 Call Manager

The Call Manager is a major subcomponent of media platform responsible for
call state management. The Call Manager is responsible for call control and
mediarouting for the platform The Call Manager is designed to support
multiple ‘line managers’ (call control interfaces —i.e. SIP, and H.323)
simultaneously.

The Call Manager provides call signaling and media transport across a number
of underlying protocols and networks. Call signaling interfaces are used to
establish and terminate calls, and to perform advanced call control functions
such as call transfer, and call conferencing. Media transport functionality
allows mediato be exchanged with the end user on established calls, enabling
playback of stored audio/video and TTS, recording, and ASR.

Media Platform — User’s Guide 15
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The following summarizes the basic functionalities:

Call setup

Call teardown

Messaging to the network infrastructure
In-band and/or out-of-band reporting of DTMF
Overall channel state management

Possibly test/maintenance functionality
Mediarouting and characteristic negotiation

The Call Manager subsystem includes the following components:

CMAPI (Call Manager API) and Applications— an interface to the call

manager that is intended to enable the integration of arbitrary interpreters

and applications with an underlying platform abstracted by the Call

Manager. This APl encapsulates the entire functionality of the VVoiceGenie

platform, providing an application (or interpreter delivering an application)

with the following key groups of capabilities:

. Basic, Q.931ike call control (accepting or rejecting calls, placing
outbound calls)

« Enhanced call control (call join, call transfer, network-based
conferencing, etc).

« DTMF detection and generation

. Mediaplayback (locally stored, cached, streamed viaHTTP)

« Mediarecording (multiple concurrent recordings, background mixed
recording)

. Mediaswitching between calls (join/release, TLT, bridge transfers)

« Advanced media services (e.g. local conferencing)

«  Speech recognition viaVoiceGeni€ s SRM component

. Text-to-speech output via VoiceGenie’ s SRM component

In addition to providing the above capabilities, the Call Manager API also
provides application management capabilities that allow applications
created using different languages and technologies to interact with a call,
concurrently in some cases. In future releases of VoiceGenie platforms,
thiswill enable VoiceXML applications and technologies such as SALT to
be delivered by a single instance of the platform, and will enable CCXML
applicationsto invoke and control VoiceXML applications.

Line Manager s— each Line Manager provides a protocol specific
interface to an underlying call control mechanism. Currently supported
Line Managersinclude SIP and H323.

Media Transports —mediatransport is available using RTP streams.

VoiceGenie 7.2 @
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2.1.2 The VoiceXML Interpreter

The VoiceXML Interpreter isamajor subcomponent of the Media Platform
responsible for parsing, understanding, and executing application written in
VoiceXML, adiaog description language. The VoiceGenie 7.2 Media
Platform supports two VoiceXML Interpreters. the Legacy Interpreter
(VXMLI) and the Next Generation Interpreter (NGI).

The Legacy Interpreter is the latest version of the VoiceXML Interpreter that
has been used in pre-7.2 VoiceGenie Media Platforms. It isa mature software
component that handles millions of calls every day in deployments around the
world.

The Next Generation Interpreter is the latest VoiceXML Interpreter with a
number of improvements over the Legacy Interpreter. Itisre-architected to
leverage today’ s multi-core, multi-processor systems. The new architectureis
also well suited for the forthcoming standards such as VoiceXML 3.

Both Interpreters implement the VoiceXML 2.1 language as specified by the
Voice Browser Working Group of the W3C (http://www.w3.0org/Voice).
VoiceXML applications and the Interpreter allow the application authorsto
write applicationsin a high-level, portable language without the need to
understand the various complicated low-level telephony protocols. In addition,
the VoiceXML language and the Interpreter uses file-based and HTTP
protocols to deliver applications from the application server to the Interpreter.
This allowsthe user of the VVoiceGenie Media Platform to re-use their existing
web infrastructure for their Voice Gateway.

The following summarizes basic functionalities:

e Issues commandsto the Fetching Module to acquire VoiceXML
applications

e Parse and executes VoiceXML applications, according to the VoiceXML
specificcation

e |ssues commandsto the Call Manager to execute call and media
operations, such as prompt playing, recording, speech recognition, call
transfer, etc.

o Handles Cal Manager responses and continues the application execution.
e Performs DTMF recognition

2.1.3 The Fetching Module

The Fetching Module is a major subcomponent of the Media Platform
responsible for performing fetching. It uses shared memory to communicate
between itself and the interpreter and the call manager. The Interpreter issues
HTTP requests to the fetching module, and after the fetching module acquires

Media Platform — User’s Guide 17
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the resource it will respond back to the Interpreter. The fetching module
connectsto an external http proxy (squid) for HTTP fetching. The fetching
module also does in-memory caching and sharing of these HTTP requests,
which alows for more efficient operation.

The following summarizes basic functionalities:

e ReceivesHTTP and File-based requests from the Interpreter, and returns
the results in the same format back to the Interpreter.

e Connectsto squid for HTTP requests, while accessing the file directly for
file-based requests.

e Performs shared-memory caching.

2.2 Speech Resource Manager (SRM)

With modern day telephony applications, it is no longer sufficient to provide
services to customers using only touch-tones input and pre-recorded audio.

V oiceGenie Media Platform can accept speech as user input and can provider
dynamically generated prompts by interacting with the Speech Resource
Management (SRM) component.

The SRM is used to manage 3¢ party Automatic Speech Recognition (ASR)
and Text-to-Speech (TTS) engines. It consists of three components. the SRM
client component, the SRM server component and MRCP proxy component.
Using SRM, VoiceGenie Media Platform can work with the different
TTS/ASR products provided by different vendors.

The SRM client component is integrated to the V oiceGenie Media Platform as
aDynamic Link Library. The Speech Resources (i.e. the TTS/ASR servers)
are provisioned to Media Platform via System Management Console. The
Media Platform uses the SRM client library to access ASR/TTS functionality
based on the Media Resource Control Protocol (MRCP).

The diagram below depicts the Media Platform'’ s position in athe SRM
architecture, with the Media Platform being a SRM client:
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For details of the SRM components, please refer to the following documents:
e VoiceGenie 7.2 Speech Resource Management User’ s Guide

e VoiceGenie 7.2 Speech Resource Management System Reference Guide
e VoiceGenie 7.2 MRCP Proxy User’s Guide

e VoiceGenie 7.2 MRCP Proxy System Reference Guide

2.3 Operation, Administration and
Management (OA&M)

The VoiceGenie Media Platform relies upon a combination of on board and
distributed OAM& P tools to provide support for management of the platform,
including logging, provisioning, alarming and other maintenance operations.
These components include:

o TheCluster Management Platform (CMP) Server — it isresponsiblefor
al centralized logging and configuration capability. All CMP Proxiesin
the V oiceGenie network of servers connect to a CMP Server.

e TheCMP Proxy — which must run on every server that is managed or
monitored by the OA&M Framework. It acts as asingle point of
communication for all V oiceGenie software running on that server. The
CMP Proxy isresponsible for server level logging; this includes the
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metricslogs, alarms and system level logging. Also, the CMP Proxy is
responsible for starting and stopping all V oiceGenie software components.
In addition, the CMP Proxy monitors the disk, CPU and memory
utilization of the system, as well as the CPU and memory utilization of al
V oiceGenie processes and can restart them if required.

e TheCommand Line Console (CLC) —acommand line interface to the
OA&M Framework. Through this interface, users can query information
about the components that are part of the V oiceGenie network of servers.
Also, the CLC allows users to inject commands into the OA&M
Framework to carry out various tasks.

e The System Management Console (SM C) — consists of aweb interface
that can be used to access various monitoring, operations, installation,
configuration, and administration capabilities. Through the web interface
users can access both real time and historical information about the
V oiceGenie software, aswell as perform various operations and carry out
configuration and provision changes.

e TheVoiceGenie SNMP — the SNMP agent for all VoiceGenie
components. Viathe VoiceGenie SNMP Agent users can receive SNMP
traps whenever an alarm condition occurs, also, SNMP gets and sets are
supported.

Each platform includes facilities suitable for managing the platform as a

standalone unit, and for integrating into a cluster managed by a distributed
management console, or an existing network management solution.

The following diagram illustrates the architecture and distribution of the
various OA&M components as well asthe Media Platformin an “al-in-one”
setup, i.e. the CMP Proxy & CLC, CMP Server, SMC, VoiceGenie SNMP and
therest of the VVoiceGenie components are installed on asingle server:
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For details about the OA& M architecture and component details, please refer

to the following documents:

e VoiceGenie 7.2 OA&M Framework User’ s Guide

e VoiceGenie 7.2 OA&M Framework — SMC User’ s Guide
e VoiceGenie 7.2 OA&M Framework — CLC User’s Guide

e VoiceGenie 7.2 OA&M Framework — SNMP User’s Guide

2.4 Other VoiceGenie Components

2.4.1 SIP Proxy

SIP proxies provide a variety of servicesin VOIP networks that are based on
the use of SIP, such as authorization and access control, validation and
security, call routing, accounting, user location, and others. A variety of SIP

Media Platform — User’s Guide
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INVITE sip:2001@h

proxies are available, some of which are commercial (e.g. Cisco) and some of
which are open source (e.g. Vovida, iptel.org). Fundamentally, any SIP
proxy delivers services by controlling how requests and responses are routed
between a SIP client (UAC) and a SIP server (UAS), generally by deciding on
how requests get routed, as well as by manipulating headers in the request or
response. A simple example of thisis shown in the figure below:

SIP/PSTN
Gateway

SIP Proxy
ere.com INVITE sip:line1@10.0.0.1
SIP
b e e e e - Phone
<+—» SIP
< — = RTP

VoiceGeni€ s SIP proxy provides avery specific set of servicesthat are not
available from general-purpose SIP proxiesthat are widely available. These
services are specific to providing mediacentric SIP services, such as
VoiceXML dialogs, and conferencing capabilities. VoiceGeni€ s SIP Proxy is
also designed for scalability and has redundant architecture to protect against
server failures.

From alogical perspective, the purpose of VoiceGeni€s SIP proxy isto act as
an interface to a collection of media processing resources, such as
VoiceGeni€ s media platform, CCXML platform, audio/video conferencing or
other resources. SIP devices and applications can then make use of media-
centric services through the proxy, without having to know the actual location
of those resources or how to manage various routing decisions. The services
provided by the VoiceGenie SIP proxy are used not only by clients such as
media gateways or softswitches, but may also be used by internal media
resources to co-ordinate interactions with one another. For instance,
VoiceGeni€ s CCXML platform offers the ability to manage a VoiceXML
dialog that actually executes on VoiceGeni€' s media platform; the CCXML
platform may make use of proxy capabilities to locate an appropriate
VoiceXML platform. The following diagram illustrates this logical
architecture:
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Although the above diagram shows a number of elements, both users of media
services managed by the proxy aswell as the underlying mediacentric
services that the proxy routes to, the actual configuration used in a deployment
is typically much simpler. For instance, in a contact centre environment
providing automated self-service or call routing, the deployment might consist
solely of a number of SIP/PSTN gateways to handle incoming calls, a cluster
of VoiceGenie mediaplatforms that provide the actual treatment of calls
through touch-tone or speech applications, and aredundant pair of VoiceGenie
SIP proxiesthat provide load balancing across the available VoiceGenie
platforms. In more complex next-generation network architectures, the
VoiceGenie SIP proxy essentially acts as alogical media server, aggregating
the capabilities of heterogeneous array of processing resources and acting as a
single interface point for media services users.

2.4.2 CTI Connectors

The VoiceGenie platform provides a number of ways to support CTI
integration. The two most common are;

e Application Server Side Integration
o MediaPlatform Integration
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Cisco ICM
(PG)

2.4 Other VoiceGenie Components

Application Server Integration

The VoiceGenie platform delivers call-rel ated data to the application server as
part of theinitial page fetch related to aVoiceXML call. This dataincludesthe
information required to interface to an external CTI server — information such
as port number, session identifier, and so on. This allows the application server
to manage interaction with the CTI infrastructure.

Media Platform Integration

Media platform integration allowsfor CTI infrastructure interaction to take
place on the media platform itself. The most common features are provided
completely transparently to the application. This method has benefits to the
application devel oper. The VoiceGenie media platform has integrated with the
Cisco ICM package.

Architectural Overview — VoiceGenie and ICM

When ICM support is configured, the component architecture is as shownin
the following figure.

VoiceGenie
Cluster
Management
Platform

VoiceGenie Media
Platform
VoiceGenie ICM
Connector

libappccm.so

) N

The VoiceGenie Media Platform loads an optional dynamic library named
Tibappccm.so. CCM isan acronym for Call Control Module. When thereis
an incoming call to the Media Platform, control of the call isrouted to the
CCM instead of to aVoiceXML script. The CCM establishes adialog with the
Call Control Platform, using an internal CCI (Call Control Interface) protocol.
The CCP uses the CCI protocol to control the call. For example, the CCP can
select and launch VoiceX ML scripts to handle the call, and can then initiate a
call transfer when the VoiceXML script has completed.

The VoiceGenie Call Control Platform loads an optional dynamic library
named Tibccpicm. so. Thismodule acts as a protocol converter, between the
CCl protocol, and the Cisco ICM/VRU Interface protocol which is supported
by ICM. A VRU (Voice Response Unit) is Cisco’s terminology for amedia
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server platform. A VoiceGenie CCP, and the Media Platforms to which it’s
connected, look like one VRU asfar as ICM is concerned. The VoiceGenie
CCP can drive one or more media platforms.

The Cisco ICM protocol supports two different interfaces:

e “Routing’ and*“ Event Data Feed” interface —V oiceGenie can use these
totell ICM when acall is connected and disconnected, and to request a
route (atransfer destination address) for a given call. Using these
interfaces, it helpsto think of the VRU as being the client, and the ICM as
being a server: the VRU issues route requests, and gets route responses
from ICM.

e “ServiceControl” interface—ICM can use thisto tell VoiceGenie what
VoiceXML scriptsit should run, aswell aswhen and where to transfer
calls. Using thisinterface, it helpsto think of ICM as being the client, and
the VRU as being the server: the ICM issues requests to start aVVoiceXML
script or to transfer acall, which are obeyed by the VRU.

V oi ceGenie supports both of these interfaces. However, at runtime ICM
supports one or the other of these interfaces for a given VRU (you cannot use
both interfaces simultaneously).

2.4.3 Call Control XML (CCXML) Platform

VoiceGenie CCXML Platform provides a CCXML interpreter that integrates
with existing V oiceGenie infrastructure such as the Media Platform and SIP
Proxy. The underlying network protocol for CCXML Platformis SIP; this
means that CCXML Platform can interoperate with other conferencing server
or dialog server.

Although V oiceGenie has traditionally provided extended call control
capabilities through proprietary extensionsto VoiceXML, the devel opment of
Call Control XML (CCXML) provides a standard, XML-based language for
scripting call control logic. Like VoiceXML, CCXML isindependent of the
environment in which it operates, and can run in environments ranging from
V Ol P-based softswitch productsto integrated residential gateways that
manage a single telephone call.

In a clustered environment, SIP Proxy manages multiple instances of CCXML
Platforms and Media Platforms. External elements send to the SIP Proxy to
forward the SIP requests to the appropriate SIP service. The following
diagram, similar to the architecture diagram above, shows elements managed
by the SIP Proxy:
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CCXML Platform

2.4 Other VoiceGenie Components
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Other all other components, the CCXML Platform resides within V oiceGenie
OA&M framework that allows CCXML Platform to be deployed, configured,
monitored, and managed in a consistent manner with other VoiceGenie

software components.
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Chapter

Running Applications on
the Media Platform

The VoiceGenie 7.2 Media Platform delivers speech enabled services and
applications through a variety of means, which includes VVoiceXML
applications and conferencing applications (which are all CMAPI application
modules). When an incoming call is received from the telephony network, an
application is selected to handle the call, and the selection criteriais based on
the dialed number (DNIS) information associated with the call from the
telephony network.

The mappings are stored as provisioning datain the file cm_provision.dat,
whichislocated in /usr/l1ocal/phoneweb/config for Linux systems and
($INSTALLROOT)\mp\config in Windows systems. This file is managed by
the OA&M Framework and cannot be changed manually. All changes must be
made viathe SMC Interface.

3.1 Application Provisioning (DNIS - URL
Mapping)

To edit the application provisioning, log into SMC and click on the

Configurationtab. Under theMedia Platform there should bealink for
DNIS - URL Mapping.

A user must first select the CMAPI application module to handle the incoming

call (Notethat the list of CMAPI application modulesis defined in call

manager configurations under the parameters sessmgr.modules and

sessmgr.appmodules. Hereis adescription for each of the available

options:

o VoiceXML —This application module interfaces with Next Generation
Interpreter for the required VXM L-defined application logic for a call. See
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3.2 VoiceXML Applications and the VoiceXML Interpreterrs for more
information.

VoiceXML —Pre 7.2 Compatibility M ode — This application module
interfaces with the Legacy Interpreter for the required VXML -defined
application logic for acall. See 3.2 VoiceXML Applications and the
VoiceXML Interpreter for more information.

ICM Call Control (CCM) —This application module is designed to work
with VoiceGenie ICM Connector module. This application moduleis
hardwired as a*“ parent” of VXML application module (and forward
requeststo VXML application module if hecessary). For more information
on ICM integration, please see the following documents:

« VoiceGenie7.2 ICM Connector User’s Guide
. VoiceGenie7.2 ICM Connector System Reference Guide

Policy Client (PaolicyClient) — This application moduleis designed to
work with an external DCL (Data Connection) outgoing/transferring
policy server in a customized project. This application moduleis
hardwired as a“parent” of VXML application module. Hence, besides
transfer operations where this application module needs to perform policy
checking with the policy server, al other operations will passthrough
directly between the VXML application module and the call manager. This
application module is using proprietary extensions for a customized

project and is not available for general usage by other customers.

Continuity Check (ContCheck) — This application module is designed to
work with VoiceGenie CCP-SS7 platform to perform continuity check
functionality. When accepting an incoming call, the application performs a
medialoopback operation and waits for a disconnect request.

Conferencing (Conference) — This application modulejoinsacall to a
conference session (based on information in the incoming SIP message—
see 3.3 Conferencing for more information), and waits for a disconnection
request to remove the call from conference. The application module
automatically manages creation and destruction of conference sessions.

VoiceXML w/ PortCount (PortCount) — This application moduleis
required for performing the application port count service (see 3.4
Application Count Service (Partition Definition) for details). The
application module is hardwired as a“parent” of the VXML application
module. It only intercepts incoming call and outgoing call requeststo
perform application port count checking. All operations after this point
will pass through this module, and will be directly executed between the
VXML application module and the call manager.
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To create anew DNIS— URL Mapping entry, enter theDNIS and URL for the
new entry:

DNIS — The Dialed Number presented to the platform by the network
(Dialed Number Identification Service). Thisisthe key for the DNIS to
URL lookup.

Note that XXXX is a specia default DNIS. If theincoming DNIS does not
match any other entries, it will be handled by the XXXX entry. Also,
wildcard suffix is supported. For example, 123* will match all DNIS with
prefix=123. The Media Platform will perform alongest prefix match if
multiple entries are matched (ie, if both 123* and 1234 are defined as
DNIS keys, then incoming call with DNIS=1234 will match the 1234
DNIS key entry).

URL — Theinitial URL of the VoiceXML application. This parameter is
only mandatory for the VXML application module (or all application
modules that are hardwired as “parent” of the VXML application module).

VoiceXML Defaults —The default properties page of the VoiceXML
application. This parameter is only required for the VXML application

module (and all application modules that are hardwired as* parent” of the
VXML application module).

Parameter Name/Value — additional parameters can be passed to each
application module to provide additional information about handling of the
incoming call (which will be passed to the VXML Interpreter).

Hereis an example:

Inthe DNIS— URL Mapping entry, specify Parameter Name = FOO and
Value = BAR.

For Legacy Interpreter, add session.connection.foo|FO0|0 to
session_var under the VoiceXML Interpreter Configuration
section viaSMC.

For Next Generation Interpreter, add session. connection.foo|F00|0
tosession_var under the Call Manager Configuration Sectionvia
SMC.

In the vxml page, a check such as the following can be performed:

<value expr=“session.connection.foo”/> == ‘BAR’>

Click on Create to create the DNIS — URL Mapping entry.

Once the entry has been created users can click on Select Target to select
the systems to receive this mapping.

To update the contents of an entry, make changesto any of the parameters and
click onUpdate. Thiswill send al changesto the platformsthat are selected
astargets.

To delete an entry ssimply click onDelete.
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Advanced users may make use of the Advanced button to further customize
information related to the handling of the incoming call. By clickingon it a
XML based editing tool will be launched allowing the user to manually edit
the parameters and settings. The following is an example of aVVoiceXML
application module entry:

<key name=“DNIS” value=“4321"/>

<application module="“VXML”>

<param name=“url”
value=“file:///usr/local/phoneweb/msh/test.vxml”/>
<param name="“default” value=“defaults.vxml”/>
</application>

System Management Console

Monitoring Operations Configuration | Administration Tools
ca-to-metroi-i.genesyslab.com | Connected to CMP Proxy

User Name: pyv

DNIS URL Mapping

Concise Config View =

OABM Framework

CMP Server =

CMP Proxy =

Command Line Console =
System Mgmt Console =

Media Platform

Call Manager =
WoicexXML Interpreter =
Web Proxy =

Squid Cache =

DNIS - URL Mapping
Dialing Rules

Hunt Groups
Partition Definition
Speech Resources

Installation

Product Manager =
Config Profile Manager =
Deployment Manager =
Deployment History =

Logout =

To create a new DNIS - URL Mapping entry fill the form, then click on Create.
For more Advanced capabilities click on Advanced.

Application Module: | VoiceXML
MoicexML : e

DNIS: |VoiceXML - pre 7 2 compatibility mode
|ICM Call Control

URL: |Palicy Client
|Continuity Check

VoiceXML Defaults: |Conferencing

VoiceXMLw/PortCount |

Add

Comment:

The following entries already exist.

To update an entry change the value in the text box and click on Update.
Click on Delete to delete an entry.

Application Module: |VoiceXhL T+ [ Advanced ;1
DNIS: .. 8.6.4
URL: .ﬁle:fﬂusrjlocaijhoneweb_.'samplesjhelloaudio v

VoiceXML Defaults: .ﬁIe:fﬂusrjlocalfphoneweb}conﬁg}defaults'ng.vxml

Parameter Name: Value:

Comment:

Update H Delete H Selsct Target ]

3.1.1 Choosing Defaults for Each Application

30

The DNIS — URL Mapping entries are used by the VoiceGenie platform to

associate an applicationwith each DNIS or Vol P address that can be used to
call in to the platform. (For details on using DNIS — URL Mapping entries
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with aVolP-based platform, see Calling In—#1 and 2, in the Vol P tutorial.)
Also, the entry determines the appropriate defaults file to use for the call. This
is specified in theVoiceXML Defaults field.

The following sections explain how multiple default settings can be defined
and how adefault setting is chosen for each different application.

3.1.2 Multiple Default Settings

The VoiceGenie platform uses the default settings to specify property values
and event handlers, in case the developer does not specify them in their
VoiceXML page.

The VoiceGenie platform supports the use of multiple default settings, so that
adifferent set of values can be used for each application running on the same
platform. Thisis beneficial, for example, on a platform that has multiple ASR
and TTSenginesinstalled. In this case, any applications using ASR engine #1
could use default settings which are appropriate for that ASR engine, such as:

<property name=“ASRENGINE” value=“ASR1”/>

<property name=“CONFIDENCELEVEL” value=“0.35"/>

[other speech-related properties]

while applications using ASR engine#2 could use default settings which are
appropriate for that other ASR engine, such as:
<property name="“ASRENGINE” value=“ASR2”/>
<property name=“CONFIDENCELEVEL” value=“0.5"/>
[other speech-related properties].

Note: Inthisexample, all properties and event handlers unrelated to speech
would be the same asthe original default setting.

Having multiple default settings can also be beneficial if a set of related
applications running on the same platform is using a different set of event
handlers from the other applications on the same platform. Rather than
redefining them in every application, this set of applications could use a
different default setting, which redefines the event handlers once.

3.2 VoiceXML Applications and the

VoiceXML Interpreters

The VoiceGenie 7.2 Media Platform supports two VoiceXML Interpreters: the
field proven Legacy Interpreter (VXMLI) and the Next Generation Interpreter
(NGI).

When an incoming call’s DNIS is mapped to a VXML application, upon
receiving the call, the Call Manager will submit anew call request to the
VoiceXML Interpreter (VXMLI). The VXMLi will first initiate afetching
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request viathe fetching module (iproxy), which makes use of 3.5
HTTP/HTTPS Support and 3.6 Cachingin VoiceGenie7.2 Media Platform.

If the page can be successfully fetched, the Legacy Interpreter will compilethe
page and upon success, it will instruct the Call Manager to accept the call. If
any problem is encountered when fetching the page, the Legacy Interpreter
will try to fetch and compile the alternate page. The dternate page can be
specified by the parameter ALTER_URL or by configuration. Please see
Application Provisioning (DNIS-URL Mapping) for details on how the
ALTER_URL parameter can be specified as part of a DNIS-URL mapping. For
the Legacy Interpreter, the alternate page is specified using the
alternate_initial_page parameter inthe VoiceXML Interpreter
Configuration section. For the Next Generation Interpreter, it is specified
using thevxmli.default.alternate_uri parameterinthe Call Manager
Configurationsection. If analternate pageis specified by both the
ALTER_URL parameter and through configuration, the value of the ALTER_URL
parameter will be used.

For details regarding the VVoiceXML language, please visit:
e h : rt.voi nie.com

e http://developer.voicegenie.com

3.2.1 URL Reference Syntax Supported by the VoiceXML

Interpreter

32

The valid forms of URL supported by VoiceXML Interpreter are:

http[s]://<host>[:<port>][<absolute_path>[?<query string>][#<anchor>]]
file:///<absolute path>[#anchor]

Example:

http://vxml.example.com:8080/testbed/al.jsp#wel come
https.//secure.example.com:8080/testbed/bl.jsp?d=5& r=test
file://lusr/local/phoneweb/samples/hell oasr.vxml
file://IC:/V oiceGenie/mp/sampl es/hel | oaudi o.vxml#forml

A URL that does not begin with avalid scheme will betreated as arelative
URL.
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3.2.2 Communicating with the Legacy Interpreter via CLC

By issuing the sendevent command at the CLC prompt, it’ s possible to send
messages to active VoiceXML sessions. The command has the following
format:

sendevent vxmli [host] [instance] [recipient_session_id]
[sender_address] [message]

where all parameters are required. The parameters are defined as follows:

[host] —the host where the Legacy Interpreter is running. For localhost, a
- can be used

[instance] — theinstance of the interpreter, - impliesinstance 1

[recipient_session_id] —the unique session ID of the interpreter
session the message will be sent to. A typical session ID looks as follows:

0C9703E2-0C0028ED-0001

The session ID of aVoiceXML session can be determined in different

ways, including:

o Thevaueof thesession.com.voicegenie.instance.myself
session variable of that session.

« Thevaueof theX-Session-Id HTTP header inthe HTTP requests
performed by that session.

[sender_address] —can also be specified asavalid session ID of an
interpreter session, or any character string whose length is under 127
characters. If the sender_address isavalid session ID, the recipient
session would be able to send back a message to the session with the ID
specified by the sender_address, which is dependent on the VoiceXML
application.

[message] — any combination of characters, with a maximum length of
2999 characters.

Example: The following is an example using the sendevent command:
CLC> sendevent vxmli - - 0C9703E2-0C0028ED-0001 1234
Hello World!

The following table outlines the return values and their meanings:

Result Meaning

Sending Message from <sender_address> | Success.
to <recipient_address>

Usage: sendevent [service] [hosthame] Failed, invalid format command.
[inatnce] [recipient_address]
[sender_address] [message]

Can not deliver message Failed.
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Result Meaning

Failed to send message Failed.

3.2.3 Limitations

o When the available disk space has reached a point so low that the Legacy
Interpreter process cannot write to the disk any more (e.g. creating new
promptsfile), the process will exit. At this point, the following actions
should be performed:

«  Shutdown the Media Platform
« Clean up the disk space
« Restart the Media Platform

o Whenthe MediaPlatform is being shut down, all unsent maintainer emails
would be discarded

e Specid characters<, >, 7, : and + in DTMF grammars are not supported
e TheDTMFdigitsA, B, C andD are not supported

e Withthe Legacy Interpreter, rule namesin SRGS DTMF grammars are
concatenated to form qualified ECM A Script variable names. If agrammar
contains very long rule names, their concatenation may hit an internal limit
(which is roughly 500 characters), causing a grammar processing error.

3.3 Conferencing

Many interesting voice applications require the use of conferencing capability
in order to deliver the intended user experience. One of the functions that
VoiceGenie product is expected to perform, in addition to supporting
VoiceXML, prompt playback, SIP/RTP, and speech, is conferencing.
Examples of applications that can make use of conferencing including
enhanced voice activated dialers that allow multiple people to be called
simultaneously, voicemail and other applicationsthat allow outbound calls
while staying on the line, delivery of IP Centrex conferencing services (in
conjunction with a soft-switch application), and numerous others.
Conferencing capability isincluded in the VoiceGenie 7.2 Media Platform
product. There are two interfaces to access the conferencing feature. Oneisvia
SIP interface, and the other isviaVXML interface.

3.3.1 Conferencing via SIP Interface
Anincoming SIP call can be routed to a conference directly without using any

VXML application. For this scenario, a Conference CMAPI application will
be used to handle the call and manage the call’ sinteractions with the

34 VoiceGenie 7.2 @



Chapter 3: Running Applications on the Media Platform 3.3 Conferencing

conference bridge. In order to use this feature, the following Call Manager
parameters (accessible via SMC) must be configured properly in call manager
configuration:

e (Conference must beincluded in sessmgr.modules
e Conference:Conference must beincluded in sessmgr.appmodules
e Sessmgr.Conference.Conference must be set asConference

In addition, there are afew parametersin call manager configuration that can
be used to define default properties of all callsjoining the conference via SIP
interface: conference.limit, conference.initial_gain,
conference.input_delay, conference. confdir,
conference.highest_input, conference.suppress_silence,
conference.silence_fil11 and conference.audio_format.

Once the Conference CMAPI application is set up, a SIP call can be routed to
join a conference (provided that the conference ID is known) directly using
one of the following ways. Note that a new conference session will be created
implicitly if there are no existing participants for the given conference ID:

1. Netann |IETF draft
Make a SIP call to the VoiceGenie platform with:
sip:conf=<XXX>@<host> in the request URI.

Thisisareguest to join a conference with ID <XXX> on the VoiceGenie
platform <host>. For details, see section 5 of
http://www.ietf.org/rfc/rfc4240.txt.

2. DNIS-URL mapping with request parameters

Under SMC'sDNIS-URL Mapping Configuration Section, create a
Conferencing mapping entry with the DNIS set to Wwww. Thereisno
need to set any URL ; the SMC will set it automaticaly. (See3.1
Application Provisioning (DNIS— URL Mapping) for details on how to
add DNIS-URL Mapping entriesthrough SMC.)

Make a SIP call to the VoiceGenie platform with Wwwww in the user portion
of the SIP request URI and with confinstid=<XXX> in the SIP request
parameters. The call will be routed to the Conference CMAPI application
asarequest to join aconference with ID <XXX>. So calling
sip:WwWWw@<host>;confinstid=123 will join the user to conference
123 on <host>.

3. DNIS-URL mapping without request parameters

Inthe SMC DNIS-URL Mapping Configuration, createa
Conferencing mapping entry with the DNIS set to Wwww* . Thereisno
need to set any URL ; the SMC will set it automatically. (See 3.1
Application Provisioning (DNIS— URL Mapping) for details on how to
add DNIS-URL Mapping entries through SMC.) Then, whenaSIP call is
made to the V oiceGenie platform with aDNIS of the format
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WwwWconfid<XXX>[confdir<Y>], it will betaken asarequest to join a
conference with ID <XXX> on the V oiceGenie platform being called, with
mode optionally specified by <Y> (0 for talk-only, 1 for listen-only, 2 for
talk/listen). If <Y> is not specified, the value defined by the
conference. confdir parameter in the Call Manager configuration will
be used.

When the SIP call disconnects from the platform (eg, viaa SIP BYE), it will
exit from the conference. When there are no more participantsin a conference,
the conference session will be destroyed implicitly.

3.3.2 Conferencing via VXML Interface
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Conference partidpation can aso be controlled from the VXML application
using <join>and <release> tags. Thereis no need to configure Conference
CMAPI application module as described in the previous section. The default
conference session properties can be defined using the following VXML
properties.

e com.voicegenie.conference.createnew

e com.voicegenie.conference.limit

e com.voicegenie.conference.initialgain

e com.voicegenie.conference.inputdelay

e com.voicegenie.conference.highestinput

e com.voicegenie.conference.suppresssilence

e com.voicegenie.conference.silencefill

e com.voicegenie.conference.audioformat

The conference session will be identified using conf: <conferenceID>. The
conference session identifier can be used directly in from, to, 1isten,
talk, chan attributesin <join> and <release> tags.

For example, if the variablecaller contains areference to the origina
inbound caller's session ID, and the variable conf isset to ‘conf:1237,
then:

<join name=“jl” from=“caller” to=“conf”/>

would join the caller to the conference with ID 123, so that they can speak to
the conference, and also listen to the conference output. If the contents of the
from and to attributes are switched, the behaviour will remain the same.

Currently the Next Generation Interpreter does not support <join>and
<release> tags for conferencing.
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3.4 Application Count Service (Partition
Definition)

Paritition in this context is a group of V oiceGenie media platforms viewed as
one entity in executing a group of VoiceXML applications. V oiceGenie media
platforms existing in the same network (reachable through multi-casting) and
same CMP cluster can join the same partition. A partition associates a group of
V oiceGenie media platformsto a group of VoiceXML applications. This
allows the partition definition to limit the maximum concurrent applications
count over agroup of VoiceGenie media platforms. VoiceXML application is
associated with partition through DNIS URL mapping configuration where
DNISis associated with a partition through a parameter name called
partition whose valueis the partition name. In order to use the Application
Count Service, configuration must be setup in three steps: 1) Activate
PortCount CMAPI application, 2) Associate PortCount application with
partition name in DNISURL mapping, and 3) Define partition.

3.4.1 Activate PortCount CMAPI application

PortCount application module must be enabled from call manager
configuration.

1. AddPortCount to sessmgr.modules list.
2. AddPortCount:PortCount to sessmgr.appmodules list.
3. AddPortCount tothe sessmgr.portcount.portcount list.

3.4.2 Associate PortCount application with partition name in
DNIS-URL mapping

In DNIS-URL mapping, choose PortCount from the Application Module
list. Insert the initial VoiceXML URL into the rest of the fieldsjust asa
regular VoiceXML app would be configured. On Parameter Name/Value
field, typeinpartition and the name of partition to associate respectively.

To specifiy the VoiceXML Interpreter to be used, add a new parameter
‘gvp.appmodul€’ in the Parameter Name/Value field. The value should be
‘VXML'’ for the Legacy Interpreter or ‘VXML-NG’ for the Next Generation
Interpreter. If gvp.appmodule is not specified, the default VoiceXML
Interpreter specified by the Call Manager configuration parameter
sessmgr.default_vxml_interpreter will be used.
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3.4.3 Define Partition

Thefollowing isasnippet fromthePartition Definition section of
VoiceGenie SMC interface.

Partition Name:
Description:

Port Count - Soft Limit:
Port Count - Hard Limit:

Treatment:

Treatment:

Port Count - Minimum Allocation:

& Disconnect with Cause Codg_:
O Run YolceXML page at URL: E_h'rtp:a“f

@ Disconnect with Cause Code_:_:
2 Run YoiceXML page at URL: ;_hﬂp:.-"."l
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Partition Name should bethe partition name associated in DNIS-URL
mapping.

Description can be any text comment for the partition.

Port Count - Soft Limit definesthelimit after which alarmswill be
generated to the O& AM framework. Limit is based on the maximum

combined number of estimated incoming calls to the associated DNIS
applications associated to the partition.

Port Count - Hard Limit definesthelimit after which callswill either
be rgjected or redirected to an alternate VoiceXML page. Limit is based on
the maximum combined number of estimated incoming calls to the
associated DNI'S applications associated to the partition.

Treatment following Port Count - Hard Limit iswhether to reject
or redirect when Port Count - Hard Limit isexceeded. Cause Code
isthe ISDN cause code.

Port Count - Minimum Allocation definesthe minimum number of
callsthat must exist in this partition.

Treatment following Port Count - Minimum Allocation iswhether

to rgject or redirect when Port Count - Minimum Allocation isnot
met. The incoming call affected are the calls coming into other partitions.
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3.4.4 Alarms and Metrics

Whenever alimit isexceeded, an darm will beraised. Please refer to the
VoiceGenie7.2 Media Platform System Reference Guide for information on
the alarms related to the Application Count Service:

e Soft limit exceeded
e Hard limit exceeded
e Minimum required limit exceeded

If acall isrgected by the Disconnect with Cause Code treatment, the

reject reason in metricslogs will beinterrupt, for example

2005-12-02/17:58:10.529 METRIC 00020039-10002E26
incall_initiated 0:0

2005-12-02/17:58:10.531 METRIC 00020039-10002E26
call_reference 00000000-D5EDD98C-4443@10.0.0.208

2005-12-02/17:58:10.531 METRIC 00020039-10002E26
incall_reject
$i1p:12340@10.0.0.104:5060]|sip:VoiceGenie@10.0.0.208:444
3120051202564290013 |N/A|[N/AIN/A|interrupt

Note: \When used in combination with the SS7 Connector acall will be
shown being rejected with the default cause code 41, instead of the
cause code defined by the Call Manager configuration parameter
sessmgr.disconnect_cause.decline.

3.5 HTTP/HTTPS Support

The VoiceGenie platform provides support for HTTP 1.0, with many of the
most useful featuresof HTTP 1.1, including:

e Connection keepalive
e HTTP/1.1 cache control
o RFC 2109 state management (cookies)

The platform also supports Secure Socket Layer (SSL) connections using the
conventional ‘ https scheme.

Note: Complete use of SSL will have an impact on platform capacity,
depending upon the amount of data transferred using SSL. In addition
to this, data fetched with https will not be cached.
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The Legacy Interpreter supports a number of configuration items related to
HTTPand HTTPS. In particular, the following items can be configured in the
voicexml.cfg configuration file:

USER_AGENT — This parameter allows the user to override the user agent
HTTP request header sent by the V oiceGenie platform as part of HTTP
requests. It is advisable to extend the default parameter (VoiceGenie
NXP/$v where $v isthe version of the VoiceGenie platform, e.g. 7.0.0)
rather than completely overriding it. Third party application serversrely
upon this to detect the V oiceGenie platform.

HTTP_ACCEPT — This parameter allows the definition of the content types
to be sent as part of the HTTP Accept: HTTP request header line. Thisis
useful when the user cannot control the headers returned by a particular
web server, and wishes to advertise the appropriate headers to the server
for delivery.

HTTP_VERSION — This parameter allows the version header value to be
specified — Use this with caution however, asit may result in the server
using an HTTP/1.1 capability not fully supported by the platform.

Some configuration changes may be required to use SSL for connections. This
is done in the Web Proxy configuration in the SMC. Note that changes made
to the Web Proxy configuration are applied to al modules that perform
fetching (ie. the Legacy Interpreter and the NextGen Interpreter). The
following are the parameters relevant for SSL configuration:

SSL Configuration Setting

iproxy.ssl_cert

The file name of your certificate. The default format is PEM and can be
changed with the configuration parameter iproxy.ss1_cert_type.

iproxy.sd_cert type

The format of the certificate.

Possible values: PEM, DER
Default: PEM

iproxy.sd_key

The file name of the private key. The default format for the key is PEM
and may be changed by the parameter iproxy.ss1_key_type.

iproxy.sd_key type

The format of the private key.
Possible values: PEM, DER, ENG
Default: PEM

iproxy.ssd_key passwd

The password required to use the iproxy.ss1_key.

iproxy.ss_engine

The identifier for the crypto engine you want to use for your private
key.

iproxy.sd_engine_default

Setsthe actua crypto engine as the default for (asymetric) crypto
operations.

40
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SSL Configuration Setting

iproxy.ssl_version Set what version of SSL to attempt to use. By default, the SSL library
will try to solvethis by itself although some servers make this difficult
why you at times may have to use this option.

Possible values: 2, 3
Default: 2

iproxy.ssl_verify peer Do you want verify the peer s certificate. When this option is set, you
should set one of iproxy.ssl_ca_info or
iproxy.ssl_ca_path.

Possiblevalues: 0, 1

Default: 0

iproxy.ss_ca info The file name holding one or more certificates to verify the peer with.

iproxy.sd_ca path The path holding multiple CA certificatesto verify the peer with. The
certificate directory must be prepared using the openss1 c_rehash
utility.

iproxy.sd_random file The path to afile which is read from to seed the random engine for
SSL.

iproxy.ss_verify_host Should the Common name from the peer certificatein the SSL
handshake be verified?
Possiblevaues: 0, 1, 2
Default: 0

iproxy.ssl_cipher_list Thelist of ciphersto use for the SSL connection. The list must be

syntactly correct, it consists of one or more cipher strings sepa-
separated rated by colons. Commas or spaces are al so acceptable
separators but colons are normally used, , - and + can be used as
operators. Valid examples of cipher listsinclude RC4-SHA,
SHA14DES, TLSv1 and DEFAULT. You'll find more details about
cipher listson thisURL:
http://www.openssl1.org/docs/apps/ciphers.html.

Default: 0

If aspecific port number is specified for https, for example:
https://mozart.voicegenie.com:8553/test.vxml
Then this port number must be configured in the proxy configurationfilein
order to alow the SSL connection to be established. Add port number (8553)
to the two lines below. 443 and 563 are the defaults.

acl SSL_ports port 443 563 8553

acl Safe_ports port 443 563 8553 # https, snews

Additional caching proxy configuration is described in the following sections.
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3.6 Caching in VoiceGenie 7.2 Media

Platform

The VoiceXML interpreter context, like visual browsers, can use caching to
improve performance in fetching documents and other resources; audio/video
recordings (which can be quite large) are as common to VoiceXML
documents asimages areto HTML pages. In avisual browser it is common to
include end user controls to update or refresh content that is perceived to be
stale. Thisis not the case for the VoiceXML interpreter context, sinceit lacks
equivalent end user controls. Thus enforcement of cacherefreshisat the
discretion of the document through appropriate use of the maxage, and
maxstal e attributes. The most common uses of these attributes are shownin
3.6.4 How to use maxage and maxstale attributes.

3.6.1 Caching Architecture

42

In the VoiceGenie Platform, caching is performed at multiple levels. The
following diagram describes the levels of caching:

VoiceXML Interpreter
Session

A 4

Fetching Module/Web
Proxy (iproxy)

A

Web Server L

Squid Caching Proxy

When aVoiceXML session needsto fetch aresource, it performs the fetch via
the Web Proxy. Thisis amodule built by VoiceGenie, which performs http
fetches on behalf of the VoiceXML sessions. It also performs some limited in-
memory caching (to be described in the section below) whichisnot HTTP/1.1
compliant. If the Web Proxy determines that it cannot serve the request from
itsin-memory cache, it will go to the Squid Caching Proxy to try to fetch the
content. The Squid Caching Proxy performs HTTP/1.1 compliant caching, to
be described in 3.6.6 Squid Caching Proxy. If Squid determinesthat it cannot
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serve the content from its cache, it will go to the Web Server to try to fetch the
content.

3.6.2 Web Proxy caching

Even though the Web Proxy is a separate process from the VoiceXML
interpreter, the communication between these processesis via share memory.
Therefore, it isvery efficient for the Web Proxy to pass fetch results and other
information back to the VoiceXML interpreter. For performance reasons
(especially for mostly static content such as large audio/video files), the web
proxy performs caching (which is not HTTP/1.1 compliant). The following are
the configuration parameters affecting Web Proxy caching:

Parameter Description

iproxy.cache max_age Maximum age for datacached iniproxy in
seconds (default is 60). It applies only if datais
cacheable. iproxy caching could be turned off
by setting thisto 0.

Default: 60

iproxy.cache error_ max_age | Maximum age of cache for failed fetchesin
seconds.
Default: 0

iproxy.no_cache _url_substr If aURL contains any one of the sub-stringsin

thislist, it will not be cached.
Default: cgi-bin

When the VoiceXML interpreter requests the Web Proxy to perform afetch to
URI, it usesthe following agorithm to determine whether it will use the
cached version within its own memory:
if ( URI contains one of the items in the
iproxy.no_cache_url_substr Tist )
re-fetch the item from the squid proxy
else
if (the URI matches exactly [including all parameters]
with a URI in Web Proxy cache)
if (the previous was a fetch error)
if (the previous result was fetched within
iproxy.cache_error_max_age seconds)
return result from cache;
end if
else if (the previous was a successful fetch)
if (the previous result was fetched within iproxy.cache_
max_age seconds)
return result from cache;
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end if
end if
end if

re-fetch the item from the squid proxy
end if

Thislevel of caching is non-compliant, and should be used carefully. If
HTTP/1.1 complianceis desired, this should be turned off, by either adding
moreto theiproxy.no_cache_url_substr list, or by changing the
iproxy.cache_max_age andiproxy.cache_error_max_age valuestoO.

3.6.3 Caching policies
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Hereis asummary of cachingin VoiceXML 2.1 on the VoiceGenie platform:

e The application server maintainer/content provider can provide guidelines
for content expiry using the Cache-Control and Expires HTTP
response headers

e |f these headers are not present, the caching proxy will use heuristicsto
generate expiry times

e The application developer can deterministically control the caching
behaviour of application resources using the maxage and maxstale
attributes for each URI-related VoiceXML tag, including forcing a
validation of the current cache contents (using maxage), and accepting
expired cache contents (using maxstale)

e The platform maintainer can control cache resource usage using the
caching proxy configuration

e Thecaching proxy generates HTTP/1.0 requests, but supports HTTP/1.1
caching functionality.

The primary impact of thisis that the client has control over what it will accept
from the cache, even if the server has specified an Expires header or
maxage/maxstale attributes, or if the caching proxy has generated an expiry
time itself.

VoiceXML 2.1 Caching Algorithms

The caching policy used by the VoiceXML interpreter context must adhere to
the cache correctnessrules of HTTP 1.1. In particular, the Expires and
Cache-Control headers must be honored.

Documents from the web server will be delivered with zero, one, or both of the
response headers. If an Exp1ires header ispresent, it is used to set the expiry
time of the object in the cache If the Expi ry header is hot present, the caching
proxy will apply a heuristic to set an expiry time. If aCache-Control header
isin theresponse, it will be used to control expiry times, and will override an
Expirytimeif also provided.

VoiceGenie 7.2 @



Chapter 3: Running Applications on the Media Platform 3.6 Caching in VoiceGenie 7.2 Media Platform

The following algorithm summarizes these rules and represents the interpreter
context behaviour when requesting a resource:

If the resource is not present in the cache, fetch it
from the server using get.

If the resource is 1in the cache,
If a maxage value is provided,
If age of the cached resource <= maxage,
If the resource has expired,
Perform maxstale check.
Otherwise, use the cached copy.
Otherwise, fetch it from the server using get.
Otherwise,
If the resource has expired,
Perform maxstale check.
Otherwise, use the cached copy.

Hereisthe algorithm for the“maxstale check”:

If maxstale 1is provided,
If cached copy has exceeded its expiration time by no
more than maxstale seconds,
then use the cached copy.
Otherwise, fetch it from the server using get.
Otherwise, fetch it from the server using get.

Note: Itisan optimizationto perform a“get if modified” (the request
includes an If-Mod1ified-Since (IMS) header) on a document till
present in the cache when the policy requires a fetch from the server.
The caching proxy in use on the VoiceGenie platform does perform
this optimization.

VoiceXML allows the author to control this caching policy for each use of
each resource.

Each resource-related element may specify maxage and maxstale attributes.
Setting maxage to a non-zero value can be used to get afresh copy of a
resource that may not have yet expired in the cache A fresh copy can be
unconditionally requested by settingmaxage to zero.

Usingmaxstale enablesthe author to state that an expired copy of aresource,
that is not too stale (according to the rules of HTTP 1.1) may be used. This can
improve performance by eliminating a fetch that would otherwise be required
to get afresh copy. Itis especialy useful for authors who may not have direct
server-side control of the expiration dates of large static files.
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Note: Note the fact that caching proxies using these techniques will not
delete items from the cache after their expiry time, unless other cache
requirements (i.e., memory or disk usage limits) dictate such action.
The reason for thisis that the client may specify that an expired
resource is acceptable; thisis done with themaxstale attribute.

While themaxage and maxstale attributes are drawn from and are directly
supported by HTTP 1.1, some resources may be addressed by URIs that name
protocols other than HTTP. If the protocol does not support the notion of
resource age, the interpreter context shall compute a resource’ s age from the
time it was received. If the protocol does not support the notion of resource
staleness, the interpreter context shall consider the resource to have expired
immediately upon receipt.

3.6.4 How to use maxage and maxstale attributes

Using themaxage and maxstale attributes can provide the document author
with fine-grained control over when documents are returned from the cache, or
fetched from the origin server. However, these do interact with server-
provided expiry times aswell. In order to*‘force’ particular behaviour, you can
usemaxage and maxstale to achieve your goals.

Here are some sample behaviours you might find interesting:

Desired maxage maxstale Notes

Behaviour

VoiceXML 1.0 maxage="0" maxage="0" Caching based on

caching="safe’ Expires header; will
use IMSfor each
reference

VoiceXML 1.0 maxage="large value’ maxstale="0" Caching based on

caching="fast” Expires header; will
not consult server until
expiry. On expiry, will
use IMS.

Client control over | maxage="desired_expiry” | maxstale="0" Caching based on

Expiry

Expires header; refetch
based on maxage and
maxstale; usesIMS.

Expired document
acceptable

maxage="large value’

maxstale="desired maxstale”

Caching based on
Expires header: refetch
after Expiry timeplus
maxstale; usesIMS.
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3.6.5 Determination of an Expiry Time

Web servers may or may not return an Expi res response header to the client.
In the event that they do, this expiry timeis used in the cacherefresh
algorithm. If thisinformation isinstead provided as part of aCache-Control
header (using maxage/maxstale), thisinformation will be used to control
cache expiry.

The caching proxy used by VoiceGenie uses a Refresh-Rate model, rather than
atime-based expiration model. Objects are no longer purged from the cache
when they expire. Instead of assigning a‘time-to-live’ when the object enters
the cache, freshness requirements are checked when objects are requested. If
an object is“fresh” it isgiven directly to the client. If it is“stale” then the
caching proxy will make an If-Modified-Since request for it.

In the event that no Expi ry header is returned, and that arelevant Cache-
Control header is absent in the response, the following algorithm is used to
calculate an expiry time.

Note: HTTP 1.1 does not mandate this algorithm, beyond noting that some
heuristic is often used (Section 13.2.2). However, this algorithm, or
one similar to it, is used by anumber of such caching proxies.

3.6.6 Squid Caching Proxy

Squid Configuration

The Squid configuration file controls configuration of the caching proxy:
/usr/local/squid/etc/squid.conf (linux)
C:\squid\etc\squid.conf (windows)

Thisisatext file, which includes keywords and values. For example:
http_port 3128

defines the TCP port number, which the caching proxy will use for receiving
regquests (note the absence of an equal sign (=) here).

Changesto thisfile are not reflected in the running configuration immediately.
It is necessary to issue the following command on the platform:

/usr/local/squid/bin/squid -k reconfigure (linux)
C:\squid\sbin\squid.exe -k reconfigure -n squidNT (windows)
in order to force are-read of the configuration file.

In general, the default squid configuration file should be suitable for most
installations. However, there are a number of common configuration elements
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that are addressed here. For details regarding all squid configuration items, see
the Squid Configuration Guide
(http://squid.visolve.com/squid24sl/contents.htm).

Using a Second-level Proxy Server

In order to configure for a second level proxy, add the following linesto the
squid.conf file

cache_peer parentcache.yourdomain.com parent 3128 0 no-
query default

acl local-servers dstdomain yourdomain.com

acl all src 0.0.0.0/0.0.0.0

never_direct deny local-servers

never_direct allow all

The bold items will need to be altered for the particular cachinginfrastructure.
The required information includes the next proxy in the chain
(parentcache.yourcomain.com), identification of domains that should not
go through the parent proxy (yourdomain.com) and the port number on
which the parent cacheis listening (8080).

Squid Expiry Time Generation

When checking the object freshness, the following values are cal cul ated:
e AGE is how much the object has aged since it wasretrieved:
AGE = NOW - OBJECT_DATE
e LM_AGE ishow old the object was when it was retrieved:
LM_AGE = OBJECT_DATE - LAST_MODIFIED_TIME
e LM_FACTOR istheratio of AGE to LM_AGE:
LM_FACTOR = AGE / LM_AGE

e CLIENT_MAX_AGE isthe (optional) maximum object age the client will
accept as taken from the Cache-Control request header.

e EXPIRES isthe (optional) expiry time from the server reply headers. These
values are compared with the parameters of the refresh_pattern rules
(see Squid Specific Configuration Elements).

The refresh parameters are:

e URL regular expression
e MIN_AGE

e PERCENT

e MAX_AGE
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The URL regular expressions are checked in the order listed until amatch is
found. Then this algorithm is applied for determining if an object isfresh or
stale:
if (CLIENT_MAX_AGE)
if (AGE > CLIENT_MAX_AGE)
return STALE
if (AGE <= MIN_AGE)
return FRESH
if (EXPIRES) {
if (EXPIRES <= NOW)
return STALE
else
return FRESH
}
if C(AGE > MAX_AGE)
return STALE
if (LM_FACTOR < PERCENT)
return FRESH
return STALE

Note: theMax-Age inaclient request takes the highest precedence. The MIN
value should normally be set to zero since it has higher precedence
than the server' sExpires: value. But if you wish to override the
Expires: headers, you may use the MIN value.

Squid Specific Configuration Elements

Squidallows control over refresh behaviour based on regular expression
matching of request URIs. These would likely only be used for very specific
situations, and it is unlikely that these need to be (or in fact should be)
modified. The one exception could be a situation where you cannot configure
your server to deliver Expires headers, and wish to change the defaults
provided by squid.

Configuration elements include:

Tag Name refresh_pattern

Usage refresh_pattern [-i] regex min percent max

[options]

e Ministhetime (in minutes) an object without an explicit expiry time
should be considered fresh. The recommended valueis 0; any higher
values may cause dynamic applications to be erroneously cached unless
the application designer has taken the appropriate actions.

e Percent isapercentage of the objects age (time since last modification
age) an object without explicit expiry time will be considered fresh.

e Max isan upper limit on how long objects without an explicit expiry time
will be considered fresh.
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Options:

e override-expire

e override-Tlastmod
e reload-into-ims

e ignore-reload

e override-expire enforces min age even if the server sent a Expires:
header. Doing this violates the HTTP standard. Enabling this feature could
make you liable for problems, which it causes

e override-Tastmod enforces min age even on objects that was modified
recently.

e reload-into-ims changesclient no-cache or “reload’’ to If-
Modi fied-S1ince requests. Doing this violates the HTTP standard.
Enabling this feature could make you liable for problems, which it causes.

e ignore-reload ignoresaclient no-cache or “reload’’ header. Doing
this violates the HT TP standard. Enabling this feature could make you
liable for problems, which it causes.

A cached object isbasicaly:

FRESH if expires < now, else STALE
STALE if age > max

FRESH if Tm-factor < percent, else STALE
FRESH if age < min

else STALE

The refresh_pattern lines are checked in the order listed here. The first

entry that matches is used. If none of the entries match, then the default will be
used.

The default for refresh_pattern isset as: refresh_pattern. 0 20%
4320

The caching proxy logs can provide useful information when attempting to
identify performance issues or resolve application problems. Followingisa
description of the contents of the proxy log files, and some guidelines on how
to interpret the information in thesefiles.

e AccesslLog
e Caching Proxy Log

Access.log field definitions

The squid access. Tog file can be found at either
/usr/local/squid/var/logs/ (linux) or C:\squid\var\logs\
(windows). The nativeaccess. 1og hasten (10) fields. Thereis one entry for
each HTTP (client) request and each ICP Query. HTTP requests are logged
when the client socket is closed. A single dash (-) indicates unavailable data.
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Timestamp

The time when the client socket is closed. The format is“Unix time” (seconds
since Jan 1, 1970) with millisecond resolution. This can be modified to visible
format by:

cat access.log | perl -nwe ‘s/A(\d+)/localtime($1)/e;
print’

Elapsed Time

The elapsed time of the request, in milliseconds. Thisis time between the
accept() and close () of the client socket.

Client Address

The IP address of the connecting client, or the fully qualified domain name
(FQDN) if theTog_fqdn option is enabled in the configuration file. This
parameter is normally turned off for performance reasons.

Log Tag/HTTP Code

The Log Tag describes how the request was treated locally (hit, miss, etc). All
the tags are described below. The HTTP codeis the reply code taken from the
first line of the HTTP reply header. Non-HT TP requests may have zero reply
codes.

Size

The number of bytes written to the client.

Request Method

The HTTP request method, or ICP_QUERY for ICP requests.
URL

The requested URL.

Ident

If ident_Tookup ison, thisfield may contain the username associated with
the client connection as derived from the ident service. Thislookup istypically
turned off for performance reasons.

Hierarchy Data/ Hosthame

A description of how and where the requested object was fetched.
Content Type

The Content-type field from the HTTP reply.

AccessLog Tag/HTTP Code

TCP_ refersto requests on the HTTP port.

TCP HIT

A valid copy of the requested object wasin the cache.

TCP_MISS

The requested object was not in the cache
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TCP_REFRESH_HIT

The object was in the cache, but STALE. An If-Modified-

Since request wasmade and a 304 Not Mod1ified reply was
received.

TCP REF FAIL_HIT

The object wasin the cache, but STALE. The request to validate the
object failed, so the old (stale) object was returned.

TCP_REFRESH_MISS

The object wasin the cache, but STALE. An If-Modified-
Since request was made and the reply contained new content.

TCP_CLIENT_REFRESH

The client issued arequest with the no-cache pragma.

TCP_CLIENT_REFRESH_MISS

The client issued a no-cache pragma, or some anal ogous cache
control command along with the request. Thus, the cache has to
refetch the object from origin server. It is users pushing that rel oad-
button forcingthe proxy to check for a new copy (also triggered by
selecting a bookmark some browser versions). In short, the browser
forced the proxy to check for anew version

TCP_IMS_HIT

The client issued an If-Mod1i fied-Since request and the object
wasin the cache and still fresh. TCP_HIT and TCP_IMS_HIT are
hits, the only differenceisthat in the TCP_IMS_HIT case the
browser already had an up to date version so there was no need to
send the Squid cached copy to the regquestor.

TCP_IMS MISS

The client issued an If-Mod1ified-Since request for astale
object.

TCP_NEGATIVE_HIT

A previously failed request is satisfied from the cache, as the proxy
believesit still be a problem.

TCP_SWAPFAIL

The object was believed to be in the cache, but could not be
accessed.

TCP_DENIED Access was denied for this request
Inter-Cache Protocol Entries
UDP_ refers to requests on the | CP port
UDP_HIT A valid copy of the requested object wasin the cache.
UDP_HIT_OBJ Same as UDP_HIT, but the object data was small enough to be sent
in the UDP reply packet. Saves the following TCP request.
UDP_MISS The requested object was not in the cache.
UDP_DENIED Access was denied for this request.
UDP_INVALID Aninvalid request was received.
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UDP_RELOADING

The ICP request was “refused’ because the cacheis busy reloading
its metadata.

Refreshing an Object in the Cache

From the System Managemant Console (SMC), click ontheOperations tab
and click onview Cache, select the platform and click on either View In
Memory Cache orView A1l Cache. Find the cached object you would like
to reload and click on the ReToad link.

For Linux:

From the Linux shell, issue the following command, replacing the <uri> with
the full URI of the object:

/usr/local/squid/bin/client -s -r <uri>

For Windows:

From the cmd Console Window, issue the following command and replace the
<uri> with the full URI of the object:
C:\VoiceGenie\cmp\cmp-proxy\scripts\cacheclient.bat fetch
<uri>

Purging an Object from the Cache

From the System Management Console (SMC), click on theOperations tab
and click onVview Cache, select the platform and click on either View In
Memory Cache orView A1l Cache. Find the cached object you would like
to purge and click on the Purge link.

For Linux:

From the Linux shell, issue the following command, replacing the <uri> with
the full URI of the object

/usr/local/squid/bin/client -s -m <PURGE> <uri>

For Windows:

From the cmd Console Window, issue the following command and replace the
<uri> with the full URI of the object:
C:\VoiceGenie\cmp\cmp-proxy\scripts\cacheclient.bat purge
<uri>

Clearing the entire Cache

From the System Management Console (SMC), click ontheOperations tab
and click on Start/Stop Cache, select Restart and the platform on which
you would like to clear the cache. Then, select Yes for Purge A11 at
Start, then click onthe Execute button.
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For Linux:

From the Linux shell, issue the following commands:
/usr/local/squid/bin/squid -k shutdown

echo ““ > /usr/local/squid/cache/swap.state
/usr/local/squid/bin/squid

For Windows:

From the cmd Console Window, issue the following command:

C:\VoiceGenie\cmp\cmp-proxy\scripts\startcache.bat
restart purgeall
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Network Interfaces

For 7.2, the Media Platform can be deployed in Vol P-only telephony
configurations:

Vol P Only: no telephony hardware required; both call control and media
operations are over |P. The Media Platform uses SIP and/or H.323 for call
control and RTP for media operation signaling. Call control and mediatraffic
transit one of the LAN interfaces.

4.1 SIP

4.1.1 Standards

The MediaPlatform SIP implementation of Vol P is compliant to the following
standards:

e RFC 3261 Session Initiation Protocol (SIP)
e RFC 2327 Session Description Protocol (SDP)
o RFC 1889 Real-time Transport Protocol (RTP)

o RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and
Telephony Signals

e RFC 2976 The SIP INFO Method

e RFC 3515 The SIP REFER Method

e RFC 3264 An Offer/Answer Model with the Session Description Protocol
(SDP)

e Most extensions from proposed |IETF draft “A SIP Interface to VoiceXML
Dialog Servers’ (http://tools.ietf.org/id/draft-burke-
vxml-02.txt

e Some extensions from proposed |ETF draft “Basic Network Media
Serviceswith SIP” (http://www.ietf.org/rfc/rfc4240.txt)
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Please refer to 4.3 RTP Support to seethe list of supported codecs.

4.1.2 SIP Call Connection Mechanisms

When both the physical network and necessary call routing parameters have
been properly configured, the Media Platform will be able to receive calls
using SIP in the following ways:

e Direct Connect — Directly from another SIP endpoint (i.e. IP phone), at a
SIP address of sip: <dnis>@machine.voicegenie.com [: 5060].
This assumes that the V oi ceGenie softwareis not configured to run on an
aternate endpoint or to restrict incoming calls.

o Viathe SIP proxy server —if the VoiceGenie softwareis configured to
register with the SIP proxy server at a particular address, and the SIP
proxy server is configured to accept this registration.

e Integrated media and signalling gateways— The Media Platform can
receive SIP and RTP data from PSTN/V ol P gateways such as the Cisco
AS5300 gateway. On some gateways it is possible to configure any of the
above two addresses to be referred by a PSTN phone number.

e Softswitch architecture—The Media Platform can aso work with a
softswitch controller and SIP application server to participate in afully
distributed softswitch architecture

e CCXML Platform —The Media Platform can be directly controlled by a
CCXML Platform
Once connected, and with the exception of call transfer, there should be no

notabl e differences between the operation of a SIP based platform and a
PSTN-based platform.

4.1.3 Interoperability

56

V oiceGenie has performed interoperability testing with the following devices:

e Cisco Universal Access Gateways, including the AS5300, AS5350,
AS5400 and AS5850

e Cisco 7960 IP Phone
e Cisco ATA-186 analog gateway (residential gateway)

¢ AudioCodes media gateways, including the |PMedia 2000, Mediant 2000
and MP-104 gateways

e Pingtel xpressa lP phone

e Pingtel instant xpressa soft-phone
e VovidaSIP Proxy Server

o X-lite
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¢ And various other soft-phone clients

4.1.4 SIP INFO support

One way for SIP User Agents to communicate with each other within a call
dialog session is viathe SIP INFO method. The VoiceGenie 7.2 Media
Platform is capable of sending and receiving SIP INFO messages.

Sending SIP INFO messages with the Legacy
Interpreter

A VXML application can trigger the sending of a SIP INFO message by using
the <Tog> tag with dest="calImgr” within a call session. Thiswill generate
an application event from the VXML Interpreter to the Call Manager
component in the Media Platform. Call Manager will then generate a SIP INFO
message to be sent to the remote end of this SIP call dialog. By default, the
content type of this messageisapplication/text. Currently, the content
typeis configurable using the platform-wide Call Manager configuration
parameter sip.info.contenttype.

For example, the following <1og> tag can be defined to send an application
event to Call Manager:
<bTlock>
<log dest="callmgr”>abc=123;def=567</1og>
</block>

When the above application event isreceived, Call Manager will send the

following SIP INFO message:

INFO sip:12345@205.150.90.93 SIP/2.0

Via: SIP/2.0/UDP
10.0.0.254:5060;branch=z9hG4bK0842fa306569b6

From: sip:unknown@10.0.0.254:5060;tag=AFCDOB00-34F6-F636-
AE8D-3CB2ED51A556

To: <sip:12345@205.150.90.93>;tag=AB230400-CE35-4817-
C313-3F55A485C57

Max-Forwards: 70

Call-ID: AFCDOBO00-34F6-206F-5109-
41DD81235E8F@205.150.90.93

Contact: sip:VoiceGenie@10.0.0.254:5060

CSeq: 2 INFO

Content-Type: application/text

Content-Length: 15

abc=123;def=567
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Receiving SIP INFO messages with the Legacy
Interpreter

Call Manager is responsible for receiving SIP INFO messages and passing the
content of these messages to the VXML application. After aSIP INFO
message is received, Call Manager will examine the content type of the
message. By default, al non-DTMF (SIP INFO DTMF events have content
type="“application/dtmf-relay”) SIP INFO messageswill be notified to
VXML Interpreter. Filtering can be applied using call manager configuration
parameter, sip.sipinfoallowedcontenttypes, to provisionalist of
content typesthat are allowed. Call Manager will passthe SIP INFO content
body to VXML Interpreter asa SIP INFO event.

At the application level, VoiceGenie proprietary Call Control extension
aready provides a well-defined mechanism to receive external messages.
When aVoiceXML Interpreter session receives a message sent from another
VoiceXML session or from c1c command (sendevent), event
com.voicegenie.message Will be generated.

SIPINFO eventswill be handled using the same mechanism. When aSIP INFO
message is received, an event com.voicegenie.message will be generated
which can be thrown to the application immediately or be queued, depending
on the property com.voicegenie.messagehandling
(queue/immediate/discard). The queued event will be thrown before
executing aform item or a menu. If the parameter
com.voicegenie.processmessagequeue iSset to true, the queued event
will be thrown before executing aform item or a menu, otherwise sip info can
only be received using synchronous <receives.

There are four shadow variables available for <receives>.

Property Description

name$.msgsourcetype Oneof vxmlisession, CLC or sipinfo.

name$.msgsource Theinstance ID of the sender; undefined if
msgsourcetype issipinfo.

name$.contenttype The content type of the sip info. It’s undefined if
name.msgsourcetype isnot sipinfo.

name$.msgcontent The contents of the message.

When event com.voicegenie.message isthrown, the application must
use<receive> tag to access the message through shadow variables. Below is
an example of using <receive> when com.voicegenie.messagehandling
= immediate or queue and com.voicegenie.processmessagequeue =
true:

<catch event=“com.voicegenie.message”>
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<receive name=“info” mode=“first”/>

<log> The message type :<value
expr=“info$.msgsourcetype”/> </log>

<log> The content 1is : <value expr=“info$.msgcontent”/>
</Tog>

<log> content type is : <value
expr="“info$.contenttype”/> </log>

</catch>

An example of using synchronous<receive> toreceive sip info:
<block>

<receive name=“msg” mode=“first” maxtime=“20"/>

<if cond=“msg==‘success’”>

The message type :<value expr=“info$.msgsourcetype”’/>
The content 1is : <value expr=“msg$.msgcontent”/>.

The content type is : <value expr=“msg$.contentype”/>.
</if>

</block>

When synchronous<receives> is executed, vxmli would be waiting for
message within certain time (specified by maxtime).

Sending SIP INFO messages with the Next Generation
Interpreter

A VXML application can send a SIP INFO message by using the <vg:send>
tag. The <vg:send> tag allowsthe VXML Interpreter session to send a request
to the Call Manager. Call Manager would then generate a SIP INFO message
that is sent to the caller.

If either the body, bodyexpr, event or eventexpr attribute of the <vg:send> tag
is specified, then the content of that attribute will appear as content of the SIP
INFO message. If the namelist attribute of the <vg:send> tag is specified, and
the namelist contains a single element which is a number or a string, then this
element’ s value will appear as content of the SIP INFO message. Otherwise,
the ECMAscript variables of the namelist are converted into a string of
name/val ue pairs, and this string will appear as content of the SIP INFO
message. The format of the string is:

“<namel>=<vauel>;<name2>=<vaue2>;<name3>=<vaue3>"...

The value of an ECMA Script object is output with the following format,:
“{<property_namel>=<valuel>;<property name2>=<value2>;<property_na
me2>=<value2>...}”

If the contenttype or contenttypeexpr attribute of the <vg:send> tag is
specified, then the content of that attribute will appear as the Content-Type

header of the SIP INFO message. If the target or targetexpr attributeis
specified, it isignored by the platform, and the message is always sent to the
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caller of the page. Note that there is no confirmation response for a send
request.

The following example demonstrates the use of <send>:
<vxm version="2.1"
xm ns="http://ww. w3. org/ 2001/ vxnl ">

<forne
<field name="user_pin" type="digits">
<pr onpt >pl ease enter pin</pronpt>
<filled>
<vg: send async="fal se"
bodyexpr=""&l t;pin&gt;"' + user_id +
"&lt;/pin&gt;""
contenttype="text/xm"/>
</filled>
</field>
</ fornme
</vxm >

The <vg:send> tag al so supports the async boolean attribute, but it currently
has no effect

Receiving SIP INFO messages with the Next
Generation Interpreter

Call Manager isresponsible for receiving SIP INFO messages and passing the
content and content-type of these messages to the VXML application. After a
SIPINFO messageis received, Call Manager will pass the information to the
VXML Interpreter. The SIP INFO message content will be exposed viathe
VXML shadow variable application.lastmessage$.content, and the Content-
Type SIP message header will be exposed as
application.lastmessage$.contenttype.

A VXML application can receive SIP INFO messages in asynchronous or
synchronous mode. TheV XML property external events.enable boolean
controls the mode. When set to true, asynchronous mode is used and when set
to false (default) synchronous mode is used.

Synchronous Mode:

In synchronous mode the <vg:receive> tag is used to receive a SIP INFO
message within a VXML application. When a <vg:receive> element is
executed it checksto seeif any external SIP INFO messages are available. If
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available, the oldest SIP INFO message is processed. Otherwise <vg:receive>
waits until an external event is received and then processesit. The time
specified by the "maxtime/maxtimeexpr" attribute can be used to limit the
maximum time that <vg:receive> will wait. If thistime elapses, then an
error.badfetch is thrown. When more than one external SIP INFO message is
available, <vg:receive> must be called separately for each SIP INFO message.
The <vg:receive> tag processes SIP INFO messages by populating the
application.lastmessage$.content and application.lastmessage$.contenttype
shadow variables.

The external events.queue boolean property controls whether SIP INFO
messages are queued. When this property is set to false, incoming SIP INFO
messages will only be processed when <vg:receive> is actively waiting at the
time the message arrives; otherwise, theincoming SIP INFO messageis
discarded. When set to true, SIP INFO messages will be queued and made
available for the next <vg:receive> call.

Example:

<vxm version="2.1"
xm ns="http://ww. w3. org/ 2001/ vxm ">

<property name="external events. queue" val ue="true"/>
<f orne
<catch event="error. badfetch">
<l og>timed out waiting for SIP | NFO nmessage</| og>
</ cat ch>

<bl ock>
One nonent. . .
<receive maxtime="10s"/>
<l 0g>SI P I NFO nsg: <val ue
expr="application. | ast ressage$. content"/></1 og>
</ bl ock>
</forne

<fvxml>

Asynchronous Mode:

When the externalevents.enabl e property is set to true, external messages will
be handled asynchronously. All incoming external eventswill be queued up by
the VXML session. Just before the VXML application enters awaiting state
(when executing <field>, <initial>, <transfer>, or <record>), it checksto seeif
an external SIP INFO messageis pending. If at least one received message is
pending, the application will throw an 'externalmessage’ VoiceXML event.
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This received message event is no longer considered pending. In addition, the
application.lastmessage$.content and application.lastmessage$.contenttype
shadow variableswill be populated.

In asynchronous mode, when a VXML application attempts to enter awaiting
state while an external SIP INFO message is pending, there are certain cases
when the application will not throw an ‘externalmessage’ event. For instance,
when a 'connection.disconnect’ event is pending, it takes precedence over the
‘externalmessage’ and the latter is not thrown. When the VXML sessionis
already in the final processing state, it must carry out an implicit exit when it
attempts to enter awaiting state, and the 'externalmessage’ event is not thrown.

In asynchronous mode, aSIP INFO message could be received while the
applicationiswaiting for input. This would cause the * externalmessagée
VoiceXML event to be thrown and cause the active input request to be

aborted.

When 'externalmessage ' is thrown, it is thrown in the scope of the form item.
After the‘ externalmessage’ event is handled, FIA resumes as normal by
selecting the next form item to visit. If another message is pending on the
external message queue, it will be processed before the next waiting state.
Also, in asynchronous mode the <vg:receive> tag behaves the same asiit
would in synchronous mode with externalevents.queueset to true.

Example:

<vxm version="2.1"
xm ns="http://ww. w3. org/ 2001/ vxm ">
<property nanme="external events. enabl e" val ue="true"/>
<cat ch event ="ext er nal nessage" >
<l og>recei ved <val ue expr="Imcontent"/></1o0g>
<scri pt>
</ cat ch>

<fornmp
<field nanme="nun' type="digits">
<pr onpt >pi ck a nunber </ pr onpt >
<catch event ="noi nput nonmatch">
Try again
<repronmpt/>
</ cat ch>
<filled>
You said the nunber <val ue expr="nuni/>
<cl ear/ >
</filled>
</field>
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</form
</ vxm >

For more details about <send> and <receive>, pleaserefer to
http://developer.voicegenie.com.

4.1.5 SIP customizable headers and parameters

The SIP version (using SIP2 line manager) of VoiceGenie 7.2 Media Platform
supports propagation of SIP headers, parameters and request URI parameters
to the VXML applications for incoming SIP messages, and customization of
SIP headers, parameters and request URI parameters for outgoing SIP
MeSSages.

The VoiceGenie 7.2 Media Platform can be configured to passincoming SIP
INVITE requests’ URI’s parameters, headers, and parameters of any headers to
the VXML application as session variables.

The Call Manager configuration parameterssip.in.invite.headers and
sip.in.invite.params can be defined to abstract information from
incoming SIP messages. They will generate variables to be sent from the Call
Manager to the VXML Interpreter inSip.Invite.<headername> and
Sip.Inivte.<headername>.<paramname> formatsrespectively.
Sip.Invite.<headername> will contain the header value, aswell asall its
parameters. Sip.Invite.<headername>.<paramname> will contain the
value of a specific header parameter.

Detailed information for the above two parameters, along with examples, can
be found in the:

VoiceGenie7.2 Media Platform System Reference Guide, under the
“Customizable Headers and Parameters’ section of the SIP line manager.

The Legacy Interpreter configuration parameter session_vars and the Next
Generation Interpreter configuration parameter vxmli.session_vars can be
defined to provide the session variables to the VXML applications. For details
please see the VoiceGenie 7.2 Media Platform System Reference Guide, under
the“ Next Generation Interpreter” section.

Hereis an example configuration for exposing request URI’ s paramA, request
URI's paramB, From header, and To header' sparamC:

Call Manager:

sip.in.invite.headers=From
sip.in.invite.params=RequestURI To

Next Generation Interpreter:
Vxmli.session_vars=...|session.connection.protocol.sip.in
vite.from
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|Sip.Invite.From|0|session.connection.protocol.sip.inv
ite.requesturi.paramA|Sip.Invite.RequestURI.paramA|O]|s
ession.connection.protocol.sip.invite.requesturi.param
B|Sip.Invite.RequestURI.paramB|0|session.connection.pr
otocol.sip.invite.to.paramC|Sip.Invite.To.paramC|0

L egacy Interpreter:

session_vars=...|session.connection.protocol.sip.invite.f
rom
|Sip.Invite.From|0|session.connection.protocol.sip.inv
ite.requesturi.paramA|Sip.Invite.RequestURI.paramA|0|s
ession.connection.protocol.sip.invite.requesturi.param
B|Sip.Invite.RequestURI.paramB|0|session.connection.pr
otocol.sip.invite.to.paramC|Sip.Invite.To.paramC|0

With the configuration above and the following SIPINVITE message:
INVITE sip:testl@10.0.0.25;paramA=valueA;paramB=valueB
SIP/2.0

Via: SIP/2.0/UDP
205.150.90.207:5060;branch=z9hG4bK0809fb404f9bcd

From: <sip:VoiceGenie@205.150.90.207:5060>;tag=9FB30200-
B96C-01D0-5052-C114EBCA0416

To: <sip:testl@10.0.0.25>;paramC=valueC

Max-Forwards: 70

CSeq: 1 INVITE

Call1-ID: 9FB30200-B96C-C781-2A00-
F3B654BEA9AD@205.150.90.207:5060

Contact: sip:VoiceGenie@205.150.90.207:5060
Content-Length: 190

Content-Type: application/sdp

v=0

0=Cisco-SIPUA 2455 9673 IN IP4 205.150.90.208
s=SIP Call

c=IN IP4 205.150.90.208

t=0 0

m=audio 30400 RTP/AVP 0 101
a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

the following session variables will be defined:

Session variable

Value

session.connection.protocol.sip.invite.from <sip:VoiceGenie@205.150.90.207:5060>;tag

=9FB30200-B96C-01D0-5052-
C114EBCA0416

session.connection.protocol.sip.invite.requesturi.paramA | valueA

session.connection.protocol.sip.invite.requesturi.paramB | valueB

64
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Session variable

Value

session.connection.protocol.sip.invite.to.paramC valueC

The VoiceGenie 7.2 Media Platform can also be configured to set outgoing
SIPINVITE or REFER requests URI’s parameters, headers, and parameters of
any headers (limitations) using signaling variablesfrom VXML application.
Thisfeatureis supported for <transfer>, <call> and remdial calls, and can
be enabled by configuring sip.out.invite.headers,
sip.out.invite.params, sip.out.refer.headers and
sip.out.refer.params. Again please seethe VoiceGenie 7.2 Media
Platform regarding the details for these parameters.

Thefollowing is an example Call Manager configuration for customizing
request URI’sparamA, request URI’ s paramB and HeaderC in outgoing
INVITE messages (for <call>, <transfer> involvingtwo call legs and
remdial calls):

sip.out.invite.headers=HeaderC
sip.out.invite.params=RequestURI

If the following signaling variables are defined (or the equivalent name/value

list is defined and appended to the remdial call request):
Sip.Invite.RequestURI.paramA=valueA
Sip.Invite.RequestURI.paramB=valueB
Sip.Invite.HeaderC=valueC

Then, the following SIP INVITE message will be generated for the outgoing
cal:

INVITE sip:testl1@10.0.0.25;paramA=valueA;paramB=valueB
SIP/2.0

Via: SIP/2.0/UDP
205.150.90.207:5060;branch=z9nhG4bK0809fb404f9bcd

From: <sip:VoiceGenie@205.150.90.207:5060>;tag=9FB30200-
B96C-01D0-5052-C114EBCA0416

To: <sip:testl1@10.0.0.25>

Max-Forwards: 70

CSeq: 1 INVITE

Cal1-ID: 9FB30200-B96C-C781-2A00-
F3B654BEA9AD@205.150.90.207:5060

Contact: sip:VoiceGenie@205.150.90.207:5060

HeaderC: valueC

Content-Length: 190

Content-Type: application/sdp

v=0

0=Cisco-SIPUA 2455 9673 IN IP4 205.150.90.208
s=SIP Call

c=IN IP4 205.150.90.208

t=0 0

m=audio 30400 RTP/AVP 0 101
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a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

4.1.6 Codec Negotiation

SIP systems can be configured to support multiple codec simultaneously using
the parameter mpc . codec accessible via SMC under the Call Manger
Configuration section

mpc. codec allows a space-delimited list that specifiesthe list of codec that
can be supported. For SIP calls, the VVoiceGenie 7.2 Media Platform performs
media capability exchange using the SDP Offer/Answer model (RFC3264).
During SIP/SDP media negotiation, the codec list will be used as the offering
media capabilities from the Media Platform, or used to match the remotée s
offer to generate the answering media capabilities from the Media Platform.
Normally in SIP, the media capabilities are exchanged in the
INVITE/2000K/ACK sequence. The caller usually includes a SDP offer in the
INVITE message. However, the VoiceGenie Media Platform can also support
incoming INVITE without a SDP so that the platform will generate a SDP
offer in the 2000K response. Aswell, the VVoiceGenie Media Platform can
handle re-INVITE/2000K/ACK for in-call mediainformation updates. For
outgoing calls, the VVoiceGenie Media Platform aso supports incoming SDPin
the183 Session Progress response. Note that multiple audio codec can be
used within asingle SIP call if both VoiceGenie Media Platform and the
remote endpoints are configured to negotiate multiple codec for acall session.

If media negotiation returns more than one supported codecs, the parameter
mpc.transmitmultiplecodec can specify whether to allow transmission of
all supported codecs or restrict transmission to only one codec. If itissettol
(default), more than one codec can be transmitted. If it issetto 0, only the
codec at the top of the negotiated codec list will be transmitted.

4.1.7 Enabling SIP TCP Support
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Thesip.transport.X parameters configuresthe SIP stack’s transport
settings. By default sip.transport.0 hasthevaluetransport0
udp:any:5060.

To enable TCP transport:

1. Enablesip.transport.1 andassignitsvalueastransportl
tcp:any: 5060

2. Enablesip.route.default.udp andassignitsvaueas0
3. Enablesip.route.default.tcp andassignitsvaueasl
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4.1.8 Burke Draft Support
The VoiceGenie 7.2 Media Platform with the Next-Generation VoiceX ML

Interpreter supports many features described in the Burke Draft. Please refer
to Appendix A for adetailed list of supported Burke Draft features.

4.1.9 Limitations

e Volume Control is not supported for Vol P protocols, including SIP
e Speed Control is not supported for Vol P protocols, including SIP

4.2 H.323

4.2.1 Standards

The MediaPlatform H.323 implementation of VolP is compliant to the
following standards:

e ITUH323Vv4
e |TU H4501
e |TU H4502

Please refer to 4.3 RTP Support to seethe list of supported codecs.

4.2.2 Architectures

When both the physical network and necessary call routing parameters have
been properly configured, the Media Platform will be ableto receive calls
using H.323 in the following ways:

e Direct Connect — Directly from another H.323 endpoint (i.e. IP phone,
software phones), at aH.323 |P address:
<dnis>@machine.voicegenie.com[:1720]. Thisassumesthat the

V oiceGenie software is not configured to run on an aternate endpoint or to
restrict incoming calls.

o H.323 Gatekeeper — if the VoiceGenie software is configured to register
with the H.323 gatekeeper using one or more alias(es) via Admission
Regeuest (ARQ). Usage of ARQ for inbound and outbound calls can be
configured independently.

The dias(es) can bein any ASCII format:
« PSTN phone number such as4167360905

« A gtring such asVGMediaServer.
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e Softswitch architecture — The Media Platform can aso work with a
softswitch controller and SIP/H.323 application server to participatein a
fully distributed softswitch architecture

e Integrated media and signalling gateways— The Media Platform can
receive H.323 and RTP data from PSTN/V ol P gateways such as the Cisco
A S5300 gateway. On some gateways it is possible to configure any of the
two aforementioned H.323-endpoint identifying mechanisms also as a
PSTN phone number.

Once connected, and with the exception of call transfer, there should be no
notabl e differences between the operation of a H.323 based platformand a
PSTN-based platform.

4.2.3 Interoperability

V oiceGenie has performed interoperability testing with the following devices:

e Cisco Universal Access Gateways, including the AS5300, AS5350,
AS5400 and AS5850

e Cisco 2621/7204 H323 gatekeeper

e AvayaDefinity switching software
e Microsoft Netmeeting

e And various other soft-phone clients

VoiceGenieis also deployed within the AT& T V-Plus architecture, and the
V oxeo hosted application infrastructure.

4.2.4 Codec Negotiation

H.323 systems can be configured to support a single codec only at atime,
using theh323. codec parameter accessible via SMC under the Cal1
Manager Configuration section.

H.323 media capability exchange can happen in H.245 TCS (Terminal
Capability Set) exchange. When faststart and/or tunneling are enabled, the
media capability can be included in faststart element or tunneled in the
Q.931/H.225.0 call control messages. However, the V oiceGenie Media
Platform only supports a single codec simultaneously for H.323 calls.

4.2.5Limitations

e Volume Control is not supported for Vol P protocols, including H.323
e Speed Control is not supported for Vol P protocols, including H.323
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4.3 RTP Support

4.3.1 Standards

The Real Time Protocd (RTP) is used by the VoiceGenie 7.2 Media Platform
to send and receive media—which is typically an audio/video conversation —
on connections to an end user of the system. RTP streams are carried between
a UDP port on the media platform, and a UDP port on a media gateway, |P
phone, or other Vol P device. The RTP streams are used in conjunction with
SIP and H.323 protocols. Please see 4.1 SIP and 4.2 H.323 regarding SIP and
H.323.

Note: The UDP port that the Media Platform usesto receive mediais
also the port that it uses to send media.

The VoiceGenie Media Platform RTP implementation is compliant to the
following standards:

e RFC 3550 Real-time Transport Protocol (RTP)
e RFC 2833 DTMF digit signalling using RTP
e RFC 2190 RTP Payload Format for H.263 Video Streams

e RFC 2429 RTP Payload Format for the 1998 Version of ITU-T Rec. H.263
Video (H263+)

e RFC 3267 Real Time Transport Protocol (RTP) Payload Format and File
Storage Format for the Adaptive Multi-Rate (AMR) and Adaptive Multi-
Rate Wideband (AMR-WB) Audio Codecs

The VoiceGenie Media Platform supports the following codec in the RTP
implementation:

e pcmu (G.711 mulaw)

o pcma(G.711 daw)

e (726 (G.726 32-hit)

e gsm(GSM 6.10)

e Q729 (G.729 and G.729A)
e amr (AMR-NB)

e aurora (Aurora)

Note: Auroraisonly supported on SIP systems. It is only supported as an
input audio format (ie, the V oiceGenie Media Platform does not
generate Auroraformat output) with ASR enginesthat can support
Auroraaudio format.

tfci (proprietary text based)

Media Platform — User’s Guide 69



Chapter 4: Network Interfaces 4.3 RTP Support

Note: Tfci (Telephony Free Client Interface) is a proprietary text-based
mediaformat where TTS, audio filenames, and ASR recognition
results are transmitted as text. Thisis currently supported on
platforms configured as SIP only.

e 263 (H.263 video)
e h263-1998 (H.263+ video)

Note: The VoiceGenie Media Platform only supports H.263 mode-A
transmission as specified in rfc 2190. Thisis currently supported
on platforms configured as SIP only.

4.3.2 General Usage

4.3.3DTMF
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The UDP ports used to carry RTP traffic are chosen dynamically by the Media
Platform on acall-by-call basis. In some network environments, it may be
desirable to ensure that UDP ports selected by the media platform for RTP
traffic are within a certain range. For example, when the media platformis
deployed behind afirewall, it may be desirable to constrain the RTP portsto a
particular range that the firewall is configured to pass through, so that Vol P
devicesthat are outside the firewall are able to communicate with the media
platform. The configuration parameters mpc.rtp.portlow and mpc.rtp.porthigh
can be used to specify a particular range of UDP portsto be used for
sending/receiving RTP streams.

The VoiceGenie 7.2 Media Platform can support sending of in-band DTMF
audio. However, in-band DTMF detections are not supported on the
VoiceGenie 7.2 Media Platform under Vol P configuration. Instead, the
VoiceGenie 7.2 Media Platform relies on out-of-band eventsfor DTMF
detection under Vol P environment. Currently, we support three types of out-
of-band DTMF events:

e RFC2833- Thisisthe most typical way to transmit DTMF events on
Vol P systems. The VoiceGenie Media Platform can detect RFC2833
packets on the RTP stream asincoming DTMF digits.

e SIPINFO —When using SIP, the VoiceGenie Media Platform is also
capable of detecting incoming DTMF digits through SIP INFO messages
with content-type application/dtmf-relay. The body of the SIP INFO
messages should bein the Signal= <digit> format. The VoiceGenie
Media Platform can aso generate DTMF events using the same formatted
SIP INFO messageswhen sip.sipinfodtmf isset to 1 (default is0) in
Call Manager configuration. The DTMF event will be generated when the
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VXML application tries to play an audio file that is named
dtmf_<digit>.vox or dtmf_<digit>.wav.

o H.245 events—The H.323 line manager is capable of
transmitting/receiving DTMFs through the H.245 channel using H.245
user indication events.

4.4 Multiple Line Managers

The VoiceGenie Media Platform has the flexibility to alow multiple line
managers to be configured and operate concurrentldy. A Media Platform can
be configured to handle both SIP/RTP and H323/RTP calls simultaneously.
This flexible configuration allows experimental integration (between Vol P

protocols) to be performed easily without re-configurating the V oiceGenie
Media Platform.
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5 Call Control

5.1 Incoming Call

As mentioned in Running Applications on the Media Platform, the Media
Platform selects an application to handle an incoming calls based on the
DNIS-URL mapping.

H.323 calls have DNIS values embedded in the protocol’ s messages.

With SIP, calls do not have an explicit DNISvalue. Instead, the To: field in
theincoming INVITE messageis used to route the call. The SIPURL in the
To: fieldisawaysintheform sip:user[:password]@address[:port]
[;uri-parameters], wherethe [ :password], [:port]
and [;uri-parameters] are optional and may not beincluded. The default
SIP port of 5060 isusedif the [ :port] isnot included. The Media Platform
treatsthe [ :password] aspart of the DNIS. Calls from the PSTN are always
redirected to a corresponding SIP URL, so regardless of whether or not a
gateway is used, theTo: field will always be in the format indicated above.

If the user portion of the SIP URL is of the form:
dialog.vxml.<value>

then <value> will be used astheinitial VXML URL. Notethat <value> must
encode special characters, such as :, that are not permissible in the SIP user
field. Thisusageis based on IETF draft draft-rosenberg-sip-vxm1-00.

For example, acal to:
sip:dialog.vxml.http%3A%2F%2Fvxml.com¥%2Ftest.vxml@heart.v
oicegenie.com

would result inhttp://vxml .com/test.vxml being used astheinitial URL.
Here, : isencoded as %3A and / isencoded as%2F .

Otherwise, the user portion of the SIP URL istreated as the DNISfor the call,
and the appropriate entry from DNIS-URL mapping will be used. For
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instance, acall to sip:1005@heart.voicegenie.com would usethe DNIS
entry for 1005.

Note: |If the SIP URL issent as sip:dialog.vxml.http:...@address or
sip:dialog.vxml file....@address), only "http" or "file" will actualy be
used as the <value> (i.e. theinitial VoiceXML URL), and everything
elseupto "@" will be taken as a password. The "' will probably not be
encoded automatically by the calling SIP phone, so the caller should
encodeit directly in the SIP URL that they enter.

The VXML URL can aso be specified using the format based on IETF draft
http://www.ietf.org/rfc/rfc4240.txt.

For example, acall to:

sip:dialog@mediaserver.example.net;voicexml=http://vxml
server.example.net/cgi-bin/script.vxml

would result inhttp://vxmlserver.example. net/cgi-
bin/script.vxml being used astheinitial URL.

When aVXML URL is specified in the SIP INVITE, the SIP Request URI

parameter gvp.appmodule can be used to select the VoiceXML interpreter.

One can specify gvp.appmodule=V XML for the Legacy Interpreter, and

gvp.appmodule-VXML-NG for the Next Generation Intepreter. For instance,

the following SIP Request URI will result in Next Generation Intepreter being

selected asthe interpreter.

sip:dialog@mediaserver.example.net;voicexml=http://vxml

server.example.net/cgi-bin/script.vxml;
gvp.appmodule=VXML-NG

If gvp.appmoduTe isnot specified, the default VoiceXML Interpreter
specified by the Call Manager configuration parameter
sessmgr.default_vxml_interpreter will be used.

5.2 Outgoing Call
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There are two principal mechanisms of initiating outgoing calls with the
Media Platform:

e Application-initiated

e RemoteDidl

An application, during its interaction with an existing call, can initiate a new
outgoing call on adifferent call leg. For VXML applications, this can be

performed using <cal1> tag, or using <transfer> tag that performs bridge
transfer.

Remote Dial can be viewed as an asynchronous way to initiate outgoing call.
Rather than using an existing application to initiate acall, a VXML application
can be specified and associated with the new outgoing call. Please see
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Chapter

Call Control

5.1 Incoming Call Chapter 5 “Incoming Call” section for more information.

When initiating an outbound call using the above mechanisms, sometimesit is
desirable to enforce a certain restrictions on the allowabl e outgoing destination
to prevent application misusages. It is also desirable to perform certain
automatic address pattern manipulation and translation. The Media Platform
supports the use of Dialing Rules, which provides a powerful way to

manipul ate tel ephone numbers that are being used for initiating an outbound
call. Please see the next section for more information.

Note: For certain switches, dialing +1 before the local phone number will
result in rgected calls.

5.2.1 Dialing Rules

Overview

The Dialing Rules entry can be access under theOther Configuration
section of the Configuration tab on the SMC. It provides a powerful way to
manipul ate telephone numbers that are being used for initiating an outbound
call. This might include the number used for a bridged outbound call (using
the <transfer> tag), a non-bridged outbound call (for particular call release
technologies), or for calls placed with the <cal1> tag, or using the outbound
calling interface.

The dialing rulesfile configures the following capabilities:

e Callsto undesirable numbers can be blocked.

¢ Callsto certain numbers can be remapped to call other numbers instead.
e Callsto certain numbers can be assigned to a particular line manager.

Media Platform — User’s Guide 75



Chapter 5: Call Control

76

5.2 Outgoing Call

o Capability to apply rules based on incoming line manager, DNIS, or other
properties.

How it Works

The dialing rules configuration provides a mapping of user-specified numbers
to the numbers that are actually used for placing the outbound call. The
processing transforms.

{target-number,inbound-Tine-manager-id, extra-parameters
(i.e. DNIS)}

into

{destination-address,outbound-1ine-manager-id,rule-
parameters}

based on the configured rules. The target number can be straight digits (xxx
will beinterpreted as tel: xxx), or may have a prefix identifying atype (i.e.
sip:1234).

Creating Dialing Rules

To create anew Dialing Rules entry, enter the rule details, i.e. rule type,
address type, address pattern, etc., and click on the plus sign on theright. The
rule will be added in the Rules field. The context and priority are optional
parameters. To add a context, enter the context attribute and val ue, then click
on the plus sign on the right. The context will be added into the Context field.
Use the up and down arrows to adjust the order of the rules. To delete arule
from the Rules field, select the rule and click on the minus sign. Once all
Dialing Rule details have been entered, click on Create to create the Dialing
Rules entry.

The following tableexplains the various fields for dialing rules creation:

Field Meaning

rule-type a[ccept] for accept rules, or r{eject] for regjection rules.

addr-type tel to match telephone addresses, or s1ip to match SIP
addresses

addr-pattern Regular expression used for matching against target address.
Unlike old rules, aleading A is assumed and does not need to
be inserted.

xlat-type tel totrandate to a phone number, sip to trandateto a SIP
address, or - not to trandate
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Field Meaning

xlat-pattern Destination pattern that is parsed and turned into the returned
address for the call . This should be - if xTat-typeis-.
Otherwise, it isa normal string that will substitute \1, \2,
\3, etc with the 1st, 2nd, 3rd, etc regular expression
matches, as one would expect.

out-lm-id Isthe ID of the line manager on which the call should be
made. The possible valuesare 0, 4 and 8.

0: Usetheincoming line ID. (if available)
4: LMSIP2
8: LMH323

rule-params Specify alist of parameters, in
attributel=valuel,attribute2=value2,... format.
These will be returned for accept rules that are matched

against.

Rules may have a context in which they are valid. Ruleswill only be applied if
the context of the call matches the context of the rules. The context for a group
of rulesis specified through a context line, which identifies the context for all
further rules until another context lineis hit. The format of a context lineisa
set of context requirements, enclosed in square brackets. The format of the
context lineisthus:

[attributel=valuel attribute2=value2 ...]

Context requirements will be matched against context information passed by
CMAPI when requesting processing of adial request. The attribute Tmisa
special context attribute which will be matched against the incoming line-id.
Extrarulesin the context of adial request that are not explicitly mentioned by
the rule context will not affect processing of rules.

For instance
[Tm=1]
rulel
[dnis=1234]
rule2
[Tm=1 dnis=1234]
rule3
will applyrulelif Tm=1butdnis <> 1234, rule2 if dnis=1234 but
Tm <> 1, andrulesl, 2, 3if Im=1 and dnis=1234. Any rulesthat appear
before the first context line, or after the null ([1) context line will be matched
against all calls.

Oncethe entry has been created, users can click onSelect Target to target
where that Dialing Rules entry is targeted.
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To update the contents of an entry, make changes to any of the parameters of
the entry and click onUpdate. Thiswill send any changes to the targeted

platforms at run time.
To delete an entry simply click onDelete.

Note: Reject rules must specify -: - for xTat-type:xlat-pattern and 0

forout-1m-1id.

Dialing Rules Configuration

To create a new Dialing Rule record fill up the following form. Then click on Crests.

Attribute = ¥alue

| - @®

Context: {(Optional)

Priority: (Optional) I

4 ™
addr- | xlat- xlat- out- [rule-
ruIe_t“lli:'et\«'pe Eaddighartens type "patternlm-id params]
R e =] = O,
Rules:
. S/
Create |
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Dialing Rules Configuration

To create a new Dialing Rule record fill up the following form. Then click on Create.

r
attribute value
Context: {(Optional) 1 ]— Add
-
Priority: (Optional}
rule—type addr-type addr-pattern xlat-type xlat-pattern out-lm-id [rule-params]
e [Feject =] [Tel = | F—F o [ add

Create

The following records already exist.

To update an existing dialing rule record change the value of the record and click on update.

Click on Delete to delete an entry.

To wiew and selsct what clusters or servers this record should be applied to click on Select Target.

ID: 2

. 5 [ attribute Value
Context: (Optiona S

Priority: (Optional)

rule-type addr-type addr-pattern xlat-type xlat-pattern out-im-id [rule-params]

[Rejeet =] [Tar =] [ovpo iz sno-ampe: | F [ Bemove | Up| Down
[Feject =] [Tel =] [ro-o111 F— F 0 Femove | Up| Down
[Reject =] [Ter =] [oipqoisoogqoapizr | F i] Remove i] Down
s ] [Reject =] [Tel =] [ioipioeeago-anizsy - [ [ Remove | Up| Bown
[Feject =] [Tel o [qoipioaizsaqe-anizy - [o Femove | Up| Down
[Feject =] [Tol =] [fnipoizenaqoansr - F 0 Femove | Up| Down
[Reject =] [Ter =] [o[o-ap~ F F o Remowve M Diown
[Reject = [Ter = | F F o Add
Update | Delete | SelectTarget |

Rule File Processing

¢ Rulesare processed in the order that they appear in the rules field, without
regard to context.

¢ Rulesare processed before sip.defaultgw or h323.defaultgw settings
are applied.

e Only rulesfor which there is a context match will be processed. Other
ruleswill beignored.

e |f argject rule matches the destination number being processed, the call
will be rejected.

e |f an accept rule matches the destination number being processed, the call
will be accepted and the translation parameters/outbound-L M/rule-
parameters specified in the rule will be returned with the results.

e |If norules match a number, the call will be accepted with no trandation,
the same incoming & outgoing LM, and no rule parameters.

e |f atrandation exists, then the translated address will be used as the target
address. If not, the original addresswill be used as the target address.

e |f acal isaccepted but after applying all of the above rules, the destination
LM isequal to zero (possibleif acall has no associated incoming line
manager, such asthe case of remote dial), then the line manager 1D will be
set to 4 for SIP calls or 8 for H323 calls.

Media Platform — User’s Guide 79



Chapter 5: Call Control

80

5.2 Outgoing Call

Some operational notes

Phone numbers have the following restrictions at the moment:
e Main phone number: 0-9
e Extension number: 0-9, a—d, #, *, and,

For details regarding the regular expressions in use, see the standard Linux
regex library which supports POSIX 1003.2 extended RES. man 7 regex
provides the details under RH7.2.

Dialing Rules and VolIP

The use of dialing ruleswith Vol P provides two alternative ways of setting up
certain behavior. In the case that it is desirable to alow the use of an IP/PSTN
gateway to complete callsto PSTN numbers using VolP, it is possible to
enable the use of a default gateway:

[Call Manager Configuration]
sip.defaultgw=pstn-gw.voicegenie.com:5060

The above line will cause any outbound callsto PSTN numbers directed at the
SIP line manager to be routed to the specified default gateway. Alternatively,
it is also possible to use the dialing rules module to accomplish this for
specific numbers:

[Dialing Rules Entry]

a tel:416([2-9][0-9]1{6}) sip:1416\1@pstn-
gw.voicegenie.com 0

The dialing rule shown above will accept any 10-digit phone number starting
with416, and having adigit from 2—9 asthe first digit following the 416. It
will translate the number so that the original number will be used, prefixed by
al, with theresulting number being used in a SIP addressthat directs the call
toaPSTN gateway.

Either of the above approaches is acceptable; the choice of which method is
used will generally depend on the level of control that is desired. The first
approach, using adefault PSTN gateway, is simple to configure and easily
handles callsto any nhumber. It is also the easiest way to route all PSTN calls
to a SIP proxy for further routing decisions to be made. On the other hand, the
second approach, using dialing rules, allows finer control over what numbers
can and cannot be called, and also alows different numbersto be routed to
different gateways:

[Dialing Rules Entry]

a tel:416([2-9]1[0-9]{6}) sip:416\1@gw-416.voicegenie.com
0

a tel:905([2-9]1[0-9]{6}) sip:905\1@gw-905.voicegenie.com
0
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5.2.2 Destination Format (VolP)

In PSTN environments, a telephone number is always used to address possible
destinations. A full telephone number consists of a country code, an area code,
and alocal number, athough the country code or area code is not aways
required, but certain dialing prefixes (such as 1 for national callsor 011 for
international calls—these are prefixesfor North America only) may be
required. By assigning a unique country code to each country/group of
countries, and with local authorities in each country assigning area codes, no
two tel ephones have the same phone number, and a fully qualified phone
number is capable of reaching any phone worldwide.

In Vol P environments, a single global addressing scheme does not exist. To
some degree, an |P address can be used for addressing, but unlike phone
numbers | P addresses often change and cannot be migrated. Also, asingle P
address might host multiple virtual users. There are many possible solutions
for addressing in a Vol P environment, and different protocols use different
mechanisms to accomplish this. With SIPin particular, users are addressed
using aSIP URL, similar toan HTTP URL.:
sip:user[:password]@host[:port][;additional-
parameters=additional-values]

For H.323, the H.323 URL format is asfollows:

h323:user@host[:port][;additional-parameters=additional-
values]

Theleadingsip:/h323: tagidentifies that the URL isa SIP/H.323 URL,
allowing it to be differentiated from other URLs such asHTTP URLs. The
host (and to some degree, port) and user fields are the key fieldsin a
SIP/H.323 address; some additional parameters may be present but these are
usualy for information and do not affect the usage of a SIP address (not for
the H.323 case).

Thehost and port fields (5060/1720 is used as the default SIP/H.323 port if
it is not specified) provide the IP address (and port number) of a SIP user
agent/H.323 endpoint, which is simply a network element that is capable of
sending and receiving SIP/H.323 messages— much like an HTTP client or
server. SIP user agents may be either clients or servers, and are usualy both —
alowing them both to initiate requests (such as making an outbound call) as
well asto respond to received requests. The same can be applied for H.323
endpoints—that they are capable of making/receiving H.323 calls. InaPSTN
environment, this essentially would be the number of your telephone—it isan
address unique to each device on a given network that can be used to establish
communication with that device.

The host field can either specify an IP address, suchas192.168.1.2, ora
hostname, such assip.voicegenie.com. Hosthameswill betrandglated,
using DNS, into an IP address to actually communicate with the target system.
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Particularly, in SIP, an address can contain additional information beyond
what is necessary to reach the network element associated with a transport
address. Thisistheuser field, and specifieswhich user on a particular
network element should be contacted. Some devices may have only asingle
user, and may actually ignore the user component of the SIP URL; other
devices may support many users (or virtual users), and may use the user
component of the SIP URL to select which user participatesin a given session.

The above isonly abrief introduction to SIP/H.323 URLSs, but the underlying
principleisthat like HTML pages, everything that can participate in a SIP
session can be reached by specifying a URL that is unique to that user/entity.

Unlike (sometimes) DNIS and AN, in SIP, the same format is used for both
the calling party address, and the called party address. SIP encodes these in
headers called From and To that are sent in all messages— similar to E-mail.
For instance, a S P request containing:

From: sip:jsmith@205.150.90.118:4060

To: sip:voip@sip.voicegenie.com:5060

would be interpreted as being from user jsmith, whose SIP user agent can be
contacted at 205.150.90.118:4060, and to auser named VoIP, whose SIP

user agent can be contacted at sip.voicegenie.com, onthe default SIP port
number.

Note: Because of the usage of SIP proxies and the trandation of addresses,
the actual address contacted to reach
voip@sip.voicegenie.com: 5060 could be something other than
sip.voicegenie.com. 5.3.2 SIP Proxies/Registrars explains this
briefly; afull discussion of SIP call routing is beyond the scope of this
document.

Finally, it should be noted that only the SIP URL portion of the From/To
headers are important; it is legitimate to format these headers as:

From: John Smith <sip:jsmith@205.150.90.118:4060>

To: VoiceXML Gateway <sip:voip@sip.voicegenie.com:5060>

5.3 Call Routing in VolP

5.3.1IP/PSTN gateway
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Voiceover-1Pis an extremely flexible technology for building

communi cations networks and network-based media services. However, the
vast majority of endpoints that it is desirable to make a call to are still PSTN-
based — widespread adoption of Vol P and use of Vol P protocols to make and
receive al calls (landline and wireless) is still along way off. As such, the
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majority of Vol P networks are interconnected with the PSTN viaan |P/PSTN
gateway of some sort which bridges between the two networks.

Most IP/PSTN gateways follow the convention of using the phone number in
theuser field of the SIP URL. For instance, to call 4167360905 through an
IP/PSTN gateway at pstn-gw.voicegenie.com, the destination address
should be set tosip:4167360905@ pstn-gw.voicegenie.com:5060.

Note: Notethat how an IP/PSTN gateway handlesthe call and actually
placesthe call is also determined by routing rules that specific to the
IP/PSTN gateway. Thus, the above destination address would cause
the VoiceGeniegateway to deliver acall to the IP/PSTN gateway;
however, the IP/PSTN gateway must be appropriately configured to
route the call to the PSTN onceit is received.

To facilitate existing applications and to move some elements of the routing
decisioninto the platform, V oiceGenie allows the application developer to
conveniently use PSTN style URI even at the application layer. Depending on
the application context, this can be accomplished using these parameters:
sip.defaultgw, sip.outcalluseoriggw = 1, h323.defaultgw, and
h323.usesamegwfortransfer. When these parameters are used properly,
the Media Platform can perform automatic conversion of the PSTN URI to the
corresponding Vol P URI and ensure the request is forwarded to the
appropriate IP/PSTN gateway.

In general, when making PSTN calls, thesip.defaultgw/h323.defaultgw
should be set. One exception in H323 is when calls are to be transferred with
multiple gateways in the environment, and it is desired to place the outgoing
call to the same gateway where the incoming call is from (because of transfer
limitationsin PSTN gateways). Under this situation, the configuration value
h323.usesamegwfortransfer should besetto 1.

Please see the VoiceGenie 7.2 Media Platform System Referenec Guide “ Call
Manager Configuration” section for more details.

Note that in addition to the forementioned parameters, 5.2.1 Dialing Rulescan
also play asignificant role in destination address manipulation and controlling
how acall isrouted.

However, extension dialing is supported on PSTN technologies but is not
supported with Vol P directly by the VoiceGenie gateway. The IP/PSTN
gateway may still support the use of extensions that are encoded into the user
field of the SIP URL; support for thiswill depend on the IP/PSTN gateway
used. Similarly, analysisis not supported with Vol P.
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5.3.2 SIP Proxies/Registrars

When making an outbound SIP call, the call destination is specified asa SIP
URL, as described in the preceding section. However, how this call will be
routed depends on the configuration of the V oiceGenie gateway .

By default, the system will send a SIP INVITE message (used to initiate acall)
to the IP address and port that are specified viathe host and port parameters
of the destination address. Using the example above, if an outbound call or
transfer was made to voip@sip.voicegenie.com:5060, thenthe INVITE
message will besent to sip.voicegenie.com, on port 5060. UDPisused as
the default transport for SIP messages.

Note: theactual INVITE message will aways present the To: header exactly
asis specified in the destination addressfield for the outbound call or
transfer.

In addition to routing calls based as above, it is aso possible to configure an
outbound proxy to which callswill be routed. If configured, instead of sending
the SIP INVITE message directly to the destination, the INVITE message will
instead be sent to the SIP proxy for further routing and processing. Please see
theCall Manager Configuration section, SIP Call Routing subsection
for more details.

Moreover, the Media Platform also supports the use of SIPREGISTER message
to perform registration with SIP Registrar servers. This alows users to

perform look-up with the SIP Registrar server to locate and SIP INVITE
requests to the Media Platform.

5.3.3 H.323 Gatekeeper

84

H.323 gatekeeper can be used to trandate H.323 diases. For example,
assuming that both the user John Smith has registered hisip phone with an
extention 12345 and that the V oi ceGenie software is registered to the same
H.323 gatekeeper (more details to follow), acall can be placed to John Smith
using the H.323 url phone:12345. The VoiceGenie software will first consult
the gatekeeper by sending an admission request (ARQ), and the gatekeeper
will respond an admission confirm containing the ip address of John Smith's
soft phone so that the V oiceGenie software knows where to route the call to.

The gatekeeper can be configured usingh.323.gatekeeper. * and
h323.ras.inargmode/outargmode. The gatekeeper registration information
can be configured usingh323.ras.registrationinfo. Moreinformation
isavailableinthe H323 Gatekeeper configuration section.
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6 Call Transfer

6.1 General Information

The Media Platform offers many call release and call bridging technologies.
The usage of these technol ogies depends on the protocol and the integration
environment. This section provides information on the technologies that the
Media Platform is capable of .

From V oiceGenie implementation perspective, the various transfer methods
can generally be divided into three main categories:

e OnelegTransfer — Transfer that requires only one call leg from
VoiceGenie Media Platform’s perspective. In other words, the transfer
occupies only one channel on the Media Platform. The transfer is
performed by sending various signals on the inbound call leg, and the
switch supporting the transfer will handle the signal accordingly and
perform the transfer; resulting in the original call leg being released from
the platform. Thisis referred as One-leg-style transfer in this document.

e Two Leg Transfer — Transfer that requirestwo call legs (ie, occupying
two channels), and the two call legs are bridged and released at the
network layer. The Media Platform is responsible for making the outbound
call request, and then transmits the required signals viathe two call legsto
the call routing entity (normally a switch). The routing entity, upon
receiving the signals, will join the two calls together and rel ease them from
the Media Platform. Thisisreferred as Join-style transfer in this document
(note that thisis different from <join> where mediais joined).

e Bridged Transfer — Transfer that requirestwo call legs, and the Media
Platform staysin the signaling path and is responsible for bridging the two
call legs. The Media Platform is responsible for making the outbound call
reguest, and then bridging the media path between the caller and the callee.
The Media Platform is responsible for maintaining this connection until
transfer completes. Thisisreferred as Bridge-style transfer in this
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document. Note that this style of transfer relies completely on the Media
Platform’ s capabilities (call routing entity, or the switch needs to have the
capability)
The following table summarizes the transfer methods under each of the three
styles of transfer:

Transfer style Transfer methods
One-leg hkf, h450, refer, inband
Join h450join, referjoin
Bridge bridge, mediaredirect

It isimportant to understand these three transfer styles to fully understand the
difference between the metrics-billing behaviors among the transfer methods.
This also helps understand the relationship between transfer method and
transfer type. In addition, for Join-style transfers, when type=b1ind, the
transfer request signal(s) will be sent before the outbound call legis
connected. When type=consultation, thetransfer request signal(s) isonly
sent after the outbound call leg is connected. Understanding this differenceis
crucia to understand why some transfer methods (like RLT) cannot be
supported with type=b1ind.

One interesting usage of Join-styletransfersis<call>/<join
type=network>. Typical <call>/<join> usages are essentially performing
media bridging between the caller and the callee when the<join> tag is
executed. For <join> tag with type=network, the outgoing call request is
made as usual during the <cal1> tag execution. Just like anormal <call> tag
usage, the Media Platform can interact with the inbound and outbound call
legsin various ways. When a<join> tag with type=network is executed,
transfer request(s) will be made to the call routing entity (or the switch) to
perform the actual transfer (or joining at the network layer) and release the
call. Hence, different from atypical <join> tag, the callswill be released
from the Media Platform after execution.

Furthermore, since release 6.4, the Media Platform supports fallback for Join-
style transfers. As mentioned, for Join-style transfers, after the outbound call
request is made, signalswill be sent to either or both inbound and outbound
call legsto perform the transfer request. For any reason, if the call routing
entity failsthe transfer request at this stage, the Media Platform is capabl e of
falling back to a Bridge-style transfer. With this capability, users can assure
that transfers can always be made successfully even with a malfunctioning call
routing entity or under fail-over scenarios. This behavior can be configured
using the sessmgr.ECS_Fallback and/or sessmgr.Join_Fallback
parameter.
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6.2 Transfer Framework

Since release 6.4, the Media Platform has updated itsinternal transfer
framework. The major benefits to the usersinclude:

e Support for multiple transfer methods simultaneously

o Allow the VXML application to dynamically select the transfer method
when performing atransfer request

e Support VXML 2.1 syntax for <transfer> tag

e Separation of transfer behavior at application level and transfer mechanism
at telephony level

o Allow fallback transfer method (see “ Advanced User” section)

6.2.1 Type and Method

To understand the new transfer framework, it isimportant to understand the
difference between transfer type and transfer method. This can be best
understood by first looking into the VoiceXML 2.1 syntax for the transfer tag
(VoiceXML 2.0 style of transfer tag is still supported).

Transfer syntax for VoiceXML 2.1

<transfer

name=“string”
expr=“ECMAScript_Expression”’
cond="ECMAScript_Expression”’
dest="“URI"
destexpr="“ECMAScript_Expression”
method="“string”

type=“blind” | “consultation” | “bridge”
connecttimeout="time_interval”’
maxtime="“time_interval’
transferaudio="URI”
analysis=“boolean”
connectwhen="analysis” | “answered” | “immediate”
aai="“string’
aaiexpr=“ECMAScript_Expression”’
detectansweringmachine="“boolean”
signalvar=“ECMAScript_Object”
consultexpr=“ECMAScript_Expression’>
child elements
</transfer>

One new attribute, method, isintroduced. Vauesto the attribute, type, also
changed.

¢ method signifiesthe transfer method name (case-insensitive). It defines
the actual mechanism to be used to perform the transfer at the telephony
layer. In other words, it is one of the methods defined in the previous two
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sections. In Media Platform 6.4 and above, instead of relying on the old
attribute bridge, type and the call manager configuration to determine
the actual transfer method being performed, the method attribute explicitly
determines the transfer method. If method is not specified or is an empty
string, default method will be chosen depending on the call manager
configuration.

e type now signifiesthe transfer behavior viewed by the VoiceXML
application.

. If b1ind is specified, application will get detached from the incoming
cal (aswell as outbound call if it isinvolved) as soon astransfer is
successfully initiated. It will be unable to detect the result of the
transfer request once the request can be made to the tel ephony
network. It is because by the time the transfer process fails, application
is aready detached from the call.

. If consultation is specified, application will get detached from the
incoming call once the transfer process finishes successfully. Hence, it
is possible to report transfer failure using this type of transfer. If the
transfer processfails, application will retain relationship with the call.
If the transfer process succeeds, then the VoiceXML application will
detach from the call.

. If bridge is specified, application will never get detached from the
incoming call unless the incoming call actually disconnects. The
control of the call will always return to the application when the
transfer ends (regardless of the result).

Different combinations of type and method create interesting scenarios that
were not possible with VoiceXML 2.0. One exampleis that the transfer
method behavior can be such that the transferred call is taking place on the
platform, while the type mandates that the application be detached from the
cal. Take for instance atransfer with method=bridge type=blind. Inthis
case, from the platform point of view, both outbound and inbound call will
exist on the platform while the VoiceXML application already received
transfer complete and disconnect event from both inbound and outbound call
legs.

On the other hand, it is important to note that some transfer methods may not
be supported for all three transfer types, due to the transfer methods
mechanisms. For example, method=hkf (Hook Flash) cannot be supported
with type=bridge, sincethe call will be disconnected from the Media
Platform if the transfer is successful. It isimpossible to have the application
proceed with the transfer and wait for transfer to end successfully without
detaching the call.

The following table summarizesthemethod and type attribute values that are
allowed for each telephony technology used:
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Telephony Description Method Blind Consult | Bridge
technology type type type
All Bridge transfer bridge YES YES YES
Inband DTMF transfer inband YES NO NO
SIP Hook flash transfer hkf YES NO NO
Refer refer YES YES NO
Refer with replace header referjoin YES YES NO
Media redirect transfer mediaredirect | YES YES YES
H.323 Hook flash transfer hkf YES NO NO
H.450.2 transfer with 1 leg h450 YES YES NO
H.450.2 transfer with 21legs | h450join YES YES NO
Media redirect transfer mediaredirect | YES YES NO

For thelist of available signalvar, please refer to
http://developer.voicegenie.com/reference.php?ref=variablesd

etails#signalvar.

6.2.2 Backward Compatibility with VoiceXML 2.0

The Media Platform is backward compatible with the use of VoiceXML 2.0
syntax. VoiceXML 2.0 controls the transfer behavior by the combination of
bridge and type attribute, and the Media Platform supports the older syntax
by doing the following mapping to the new method and type:

Old Type | Local Network Supervised Unsupervised
Attribute
Bridge True False True False True False True False
New Type | Bridge Blind Bridge | Blind Bridge | Consultation| Bridge | Blind
Attribute
Method empty empty empty empty empty empty empty empty

Also, when <join> tag is used with type=network, platform configuration
will be used to determine the actual telephony transfer method to use (cannot
specify this from the VoiceXML page). Thisis performed automatically by
selecting a transfer method defined on the supported list/bitmap that can be
used. In particular, a Join-style transfer must be configured (see next section
for more information). If no Join-style transfer method is defined, the transfer

request will fail.

Media Platform — User’s Guide

89




Chapter 6: Call Transfer

6.3 VoIP Transfer

6.3 VolIP Transfer

A summary of the Media Platform Vol P supported call transfer methodsis
shown in the table below:

Call Transfer Method Protocols Notes

SIP Refer

SIP

SIP Refer with Replace header | SIP

H.450.2 with one cal leg H.323
H.450.2 with two call legs H.323
Hook Flash H.323 and SIP | Can transmit inband dtmf, or out-of-band RFC 2833

events (or H.245 events for H.323)

Inband H.323and SIP | Can transmit inband dtmf, or out-of-band RFC 2833
events (or H.245 events for H.323)

Media Redirect H.323 and SIP | Mediaare connected directly between caller and
callee (network) while call control events are
bridged thru the Media Platform

Bridge H.323and SIP | Mediaand call control events are bridged at the

Media Platform

By default, bridge transfer is always supported by the Media Platform. Refer
and Referjoin methods are enabled for SIP by default. With the exception of
inband transfer, each of the other transfer methods can be configured viaSMC
under theCal1l Manager configuration using sip.transfermethods and
h323.transfermethods. Inband transfer can be enabled using the
sessmgr.inbandxferenable parameter.

Some transfer methods may require further parametersto suit the switch' s and
the environment s behavior. Please see the corresponding Call Manager
configuration sectionsin the VoiceGenie 7.2 Media Platform System
Reference Guide for further details.

6.4 Whisper Transfer
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Traditionally, when performing transfer with our platform, it is always
assumed that the callee always accepts the transfer. This limitation has been
relaxed since release 6.2 with the whisper transfer feature (also known as
consultative transfer). After the transfer operation is requested and performed,
thereis an option to delay the connection of the caller and the callee. This
allowsthe platform to continue performing media operations with the callee,
and transfer out the call at alater phase. From the application point of view, a
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VXML application can be written to consult with the callee to determine
whether the callee would like to answer the transferred call from the caller.
The transfer proceeds as usual if the callee agrees. The callee can also reject
the transfer request, in which the callee will be disconnected and the VXML
application will return the control to the origina caller. Thisis achieved by
using the consultexpr attribute on the <transfers> tag.

Currently, this feature is supported with the following transfer methods:
o SIP - referjoin, hookflash, bridge, mediaredirect
e H323- h450join, bridge

6.5 CTI Call Release

The VoiceGenie Media Platform is often deployed in conjunction with various
CTI products. In those deployments, CTI can be used to perform the call
transferring capability and release the call from the Media Platform. In
addition, the VVoiceGenie Call Control Platform provides native integration
with the Media Platform to support some of the popular CTI productsin the
market. Please see the Call Control Platform document for more information.
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7 Video Support

7.1 Overview

The VoiceGenie Media Platform includes rich support for video applications.
This alowsfor the development of applications such as:

e Video voice-mail
¢ Video conferencing and conferencing management
o Entertainment applications

Video support is hot defined as part of VoiceXML 2.0 or VoiceXML 2.1. Itis
being considered for inclusionin VoiceXML 3.0, aurrently being devel oped
by the Voice Browser Working Group (VBWG) in the W3C. Video support
has been added to the V oiceGenie platform as an extension to VoiceXML, by
enhancing the <audio/> and <record/> tags to support video. The simplest
applications will take advantage of thisvideo ‘ play’ and ‘ record’ functionality
to build video enabled applications like video voicemail.

Video is supported by the VoiceGenie Media Platform, aswell asthe
VoiceGenie CCXML Platform and SIP Proxy.

7.2 Video Deployment Architectures

The VoiceGenie infrastructure uses SIP call control and RTP mediato manage
video and audio streams. SIP endpoints can make use of the audio and video
capabilities of the VoiceGenie solution directly. Commercial gateways such as

those from Dilithium and Radvision can be used to interconnect V oiceGenie
infrastructure to the ISDN or SS7 network.

In order to deploy VoiceGenie video, the following components are required:
e VoiceGenie7.2 Media Platform;
e Video capable S|P softphone;
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o Web Application Server;

e Compatiblevideofiles;

e VoiceXML pages describing the video application;
Optional components include:

e Video gateway, terminating 3G-324M TDM video, and transcoding to SIP
and RTP

When deployed with a video gateway, the conversion between RTP and 3G-
324M (including any transcoding) happens at the Dilithium or Radvision
gateway.

If AMR-NB audio is being used on the 3G-324M (TDM) side of the gateway,
then the video gateway convertsthe audio from either G.711u or G.711ato
AMR-NB. The .AVI container file used by VoiceGenie would therefore

contain either G.711u or G.711a. The video gateway does not have to perform
transcoding isif AMR-NB is used on the Media Platform.

Similarly, the video gateway converts the H.263 video (being delivered by the
VoiceGenie platform) to aformat that fits within the 64kbit/s bandwidth
available with 3G-324M. Containers and supported protocolswill vary
depending upon the video gateway. Dilithium supports H.263 + G.711, or
H.263 + AMR-NB.

A typical architecture supporting audio-only and video applicationsis shown
in the diagram below.
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7.3 Supported Protocols and
Specifications

The VoiceGenie solution currently supports the following video formats:

e AVI container fileswith H.263 encoded video and G.711 encoded audio
(8kH2z)

Media Platform — User’s Guide 95



Chapter 7: Video Support

7.4 VoiceXML Feature Support

e 3GPP container files with H.263 encoded video and AMR encoded audio
(8kH2).

The following mime types are supported:

File extension Format MIME Type

avi AVI video/avi;codec=<audio codec>;videocodec=<video codec>
.30p 3GP video/3gpp;codec=<audio codec>;videocodec=<video codec>
.263 RAW video/H263 or video/H263-1998 or video/x-h263

« audio_codec for AVI can be: ulaw (g.711 mulaw), alaw (g.711 alaw), pcm16 (signed linear PCM 16-
bit), or pcm (unsigned linear PCM 8-bit)

«» audio_codec for 3GP can be: amr (AMR-NB)
« Vvideo_codec for AVI and 3GP can be: h263 (h.263) or h263-1998 (h.263+)

H.263 mediatransport over RTP conformsto Mode A transmission as defined
in RFC2190.

H.263+ mediatransport over RTP conformsto RFC2429.

Please contact Genesys sales for additional file containers and encodings and
other enhancements planned for future rel eases.

7.4 VoiceXML Feature Support
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Video on the VoiceGenie platform fully supports the following VoiceXML
features:

e Videofile playback (including embedded audio);
e Videofilerecord (including embedded audio);

e DTMF recognition;

e Speech recognition;

e Speech and DTMF Barge-in;

e Prompt queuing;

e Caching.

Prompt queuing is discussed at:

http://developer.voicegenie.com/tutorials_VoiceGenie.php?tut
orial=prompt_gueueing

Cache management is described at:

http://developer.voicegenie.com/tutorials_VoiceGenie.php?tut

orial=caching_howto?2

Hereis asample VoiceXML script providing amenu for video playback:
<?xml version=“1.0"7>
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<vxml version=“2.0" xmlns="“http://www.w3.0rg/2001/vxml”>
<meta name=“application” content="“Video Playback
Example”/>
<form id="“Welcome”>
<block name=“Hello”>
<audio src="builtin:prompts/sting.vox”/>
Which trailer would you like to watch, Harry Potter or
Jurassic Park?
</block>
<field name="“movie”>
<option> Harry Potter </option>
<option> Jurassic Park </option>
<filled>
<if cond=“movie==‘Harry Potter’”>
Here’s the trailer for Harry Potter
<audio src="harrypotter.avi”/>
<elseif cond="“movie=‘Jurassic Park’”/>
Here’s the trailer for Jurassic Park
<audio src=“jurassic.avi”’/>
</if>
</filled>
</field>
</form>
</vxml>

Hereis asample VoiceXML script for recording video:

<?xml version="1.0"7>

<vxml version=“2.0" xmlns="“http://www.w3.0rg/2001/vxml”>
<meta name=“application” content="“Video Recording
Example”/>

<property name=“caching” value=“safe” />

<property name=“bargein” value=“false”/>

<property name=“confidencelevel” value=“0.45"/>
<property name=“loglevel” value=“4"/>

<form>

<record name=“video_message” beep=“true” maxtime="“30s”
finalsilence="“5s” dtmfterm="true”

dest="RecordedFile/”
type="“video/avi;codec=pcml6;videocodec=h263">

<prompt> please re cord your message </prompt>
<filled>

Here is your video message <value expr=“video_message”/>
</filled>

</record>

</form>

</vxml>
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7.5 Advanced VoiceGenie Feature Support

A number of advanced V oiceGenie features work well with video.

7.5.1 VCR Controls

The VoiceGenie platform supports‘ VCR Controls , allowing the caler to
navigate within an audio or video stream using DTMF keys. The available
functions include pause and resume, skip forwards or backwards, and several
other features. Please see the tutorial at:

http://developer.voicegenie.com/tutorials_VoiceGenie.php?tut
1o . 1
for further information.

7.5.2 Advanced Barge-in Features

The VoiceGenie platform supports reporting of barge-in offsets based ontime
and‘marks set in the prompt stream. This allows intelligent prompt playback,
aswell as confirmation of what prompt components have been heard by the

caler. There are severa VoiceGenie extensions related to this, documented in:

http://developer.voicegenie.com/tutorials VoiceGenie.php?tut
orial=VoiceGenie_audio_offset

There are also related features in VoiceXML 2.1:

http://developer.voicegenie.com/tutorials VoiceGenie.php?tut
orial=vxml121_features#mark

7.5.3 Conferencing

Video conferences can be managed by the CCXML and Media platforms.
Featuresinclude:

e Full, or half-duplex conference connections, including Listen only, Send-
only, or full bidirectional video and audio;

e Video switching;
o Video pre-select;
o Video based on active (loudest) speaker;

Thefolowing <join/> attributes are added for specifying video conferencing
behavior:

e videoalgorithm = “loudest” | “fixed” | “none” (optional)

If thisjoin request allows a participant to connect to a conference, this
attribute specifies the video algorithm used for this conference.
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7.5 Advanced VoiceGenie Feature Support

« Toudest — video from the active (loudest) participant will be selected.
. fixed —pre-select video channel as specified by videosource attribute.
. none —disable video for the conference.

defaults to the value of <property/>
com.voicegenie.conference.videoalgorithm.

e videosource = “ECMAScript_Expression” (optional)

An ECMA Script expression to be evaluated and used as the channel 1D of
the video used for the conference. Applied only if thisjoin request allows a
participant to connect to a conference and videoalgorithm="“fixed”.
Default to 0, which means the creator (first participant) of the conference
will be selected.

Information on conferencing with the VVoiceGenie CCXML platformis
available at:

http://developer.voicegenie.com/tutorials_VoiceGenie.php?tut
orial=ccxml_intro

Conferencing on the V oiceGenie Media Platform is documented at:

http://developer.voicegenie.com/tutorials VoiceGenie.php?tut
orial=conferencing

Recording

Full call recording includes support for recording the video interaction on a
call. Control over full call recording is documented at:

http://support.voicegenie.com/tutorials.php?tutorial=wholeca
1lrecording

7.5.5 Media Redirect Transfer

Transfer and Media Redirect Transfer works with video, allowing the
VoiceGenie platform to remain in the call control path, while redirecting
mediato the appropriate endpoints.

7.5.6 SIP/NETANN Access

Accessto NETANN servicesincluding video behave as expected.
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The H.263 codec is not enabled by default. This can be enabled either

during installation, or by manually modifying the platform configuration

by:

« GototheConfiguration tab, Call Manager section viaSMC

« Edit the configuration profile

o Addh263 and/or h263-1998 to mpc . codec

« Makesurethe platform is targeted and updated for the configuration
change

Maximum RTP packet sizeis limited to 20000 bytes by default

(configurable using Call Manager configuration parameter

mpc. rtp.maxrtppacketsize). Since VoiceGenie only supports mode-A

transmission for H.263 codec, this imposes alimitation on the maximum

size per GOB (Group-Of-Block). Transmission of H263+ codec follows

RFC2429 and does not have such limitation.

Note: Each video picture frame can be segmented into multiple GOB.
Some advanced video encoder allows GOB size to be adjusted
during encoding process.
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Chapter

8 Other Features

8.1 Remote Dial

8.1.1 Overview

The VoiceGenie Media Platform provides a complete VoiceXML 2.1, 2.0 and
1.0 implementation, along with many other features that make the platform
attractive to those deploying large scale speech applications. One of the most
useful featuresis the ability to initiate outbound callsin an asynchronous
manner. This section provides details of how to use the outbound calling
features of the V oiceGenie Media Platform. Outbound calling is subject to the
restricted calling database maintained by the VoiceGenie Media Platform.

8.1.2 System Requirements

To use the outbound calling functionality, it is required that you have accessto
aVoiceGenieMedia Platform. The Media Platform must be configured with
either bi-directional, or outbound channels. Y ou may require additional
resources to host the APl oftware, although it can be hosted on the platform
itself.

8.1.3 Socket API

The current implementation of the remote dialer includes the Command-
line/socket interface. This provides full access to the outbound call
functionality. Thisincludes. Outbound call placement, associated with a
VoiceXML URL; DNISdelivery; Specification of User to User Information
(UUIDATA); detailed status reporting.
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Other interfaces are under consideration, including direct Java class access,
and an interface supporting XML.

8.1.4 Telnet/Socket Interface

102

By connecting to port preconfigured for remote dial (default to 6999) on a

platform with enabled outbound dialling, the user can make use of asimple

interactive interfaceto place outbound calls. Using telnet for example, the user

can request that an outbound call be placed, and provide the URL of a

VoiceXML page to be associated with the call. A sample is shown below:

pw@galahad 379>

pw@galahad 379> telnet Tocalhost 6999

Trying 127.0.0.1...

Connected to Tocalhost.

Escape character is ‘A]’.

PW RemoteDial>

call 4167360905 4167362012
http://www.voicegenie.com/helloworld.vxml 0001 Test

ICALL_SENT 1: telno:4167360905 dnis:4167362012
url:http://www.voicegenie.com/helloworld.vxml
uuidata:Test

PwW RemoteDial>

ICALL_STATUS 1: CONNECTED: Line is connected.

PwW RemoteDial>

ICALL_DROP 1 41: USER_END: User hung up call. (time spent
was 41 secs) (protocol reason: [DlgcChannel] User
hangup )

PW RemoteDial>

This shows the placement of a call using the command-line interface This

interfaceis also suitable for use programmatically via a socket connection.

Details of the command-ine interface follow below.

Telnet Interface Commands

The command line interface provides a number of useful commands. These
include:

call <telno> <ani> <url> <refno> [uuidata] [defaults]
[parameter_Tlist]

The call command initiates an outbound call to the specified telephone number
(<telno>). <telno> can accept up to 1023 characters. When connected, the
VoiceXML page referred to by the specified URL (<ur1>) is‘attached’ to the
call, just asif the user had called in themselves. <pTatform ANI> can accept
up to 32 characters. The actual number of ANI digits that can be delivered on
PSTN depends on the network, e.g. the maximum number on ISDN T1is 15.
The reference number (<refno>) is auser-supplied identifier that can be used
to associate status replies with this call initiation and should be unique for each
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active call. The reference number must be an integer between 0 and
2147483647 There are three other optional parameters that can be specified:

e [uuidata] — user-to-user info element, not longer than 254
o [defaults] —default voicexml page used by the url

o [parameter_list] —the name value pair separated by | that can be
passed from the interface to the call manager. Please refer to
http://developer.voicegenie.com/reference.php?ref=variab]l
esdetails#signalvar for thelist of signalvarsthat can be specified
using the parameter list.

The parameter list can also be used to specifiy the VoiceXML Interpreter
to be used to execute the vxml page. One can specify
gvp.appmodule=VXML to select the Legacy Interpreter, or
gvp.appmodule=VXML -NG to select the Next Generation Interpreter. If
gvp.appmoduTe is not specified, the default VoiceXML Interpreter
specified by the Call Manager configuration parameter
sessmgr.default_vxml_interpreter will be used.

If you wish to specify either of the parameter, you can either specify all the

parameters before this parameter or specify - for the default value. For e.g., if

you wish to specify the parameter list but not the uuidata and the defaultsfile,

you can use - to provide default values for uuidata and the defaultsin the call

command as seen in the example below:

PW RemoteDial> call 4167366493 2323
http://205.150.90.12/developer/main/cgi-bin/index.cgi
1223 - - NWNAME=dtiB1T21|NUMBERINGPLAN=0

Media Platform — User’s

Note: thesize of <uuidata> cannot exceed 254 characters, and istypically
less than 128 characters.

Other valid commands within the interface are:

e cc —Thiscommand clears all message counters.

e dump — This command toggles the display of raw debug information.
e e / q / x—Any of thesewill exit the command-line interface.

e setto <unit_type> <num_units>—Thiscommand setsthe timeout
associated with call setup. It can be set to a number of seconds (using
unit_type s). The <num_units> parameter specifies the number of
secondsto try to connect the call. The default valueis 120 seconds.

e timelimit <seconds>— This command sets the maximum number of
seconds for the call. The defaultis 604800 seconds.

e end <refno> — This can be used to request to end a cdl that was initiated
from the remdial interface.

e analysis y|n|a—Thiscommand controls the enabling of Dialogic call
anaysiswith y or a, which could be used to detect busy, no-answer, fax
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or answering machine. The default isy (yes). The a optionisfor
disconnecting the call on answering machine detection.

scall —This command shows the callsin this session.
scount —This command displays counters from this session.
show — This command displays the current settings. Sample output is:

ISETTINGS: max_calls:500 timeout_Tlength:120
timeout_unit:s call_analysis:enabled time_1limit:604800

? or h— This command will get help information for using the interface

Any other invalid command will be replied with | UNRECOGNIZED_CMD:
<entered command>

8.1.5 How to Make a Call

104

After connecting to the service, acall is placed by issuing the call command,
as described above. After issuing the call command, you will receive an
immediate reply. This message will indicate one of the results shown below.

Notes: The <refno> returned in the status message will match the one

provided in the call command:

ICALL_SENT <refno>: telno:<telno> dnis:<dnis>
url:<url> uuidata:<uuid> defaults_file:<defaults>
parameter_Tlist:<parameter_list>

ISOCKET_ERROR <refno>: Socket not found!

INO_REFNO : No refernce number

IINVALID_REFNO <refno>: Invalid refernce number
ITOO_MANY_CALLS <refno>: Too many calls in progress
IINVALID_TELNO <refno>: Incorrect telephone format
'INVALID_URL <refno>: Incorrect URL format
IINVALID_UUIDATA <refno>: Incorrect UUIDATA format
!INVALID_DEFAULTFILE: Incorrect DEFAULTFILE format.
!'INVALID_PAIRLIST: Incorrect PAIRLIST format.

ICALL_FAILED <refno>: telno:<telno> dnis:<dnis>
url:<url> uuidata:<uuid> defaults_file:<defaults>
parameter_list:<parameter_Tlist>

In all these cases, except for CALL_SENT, there will be no further
status returned for this call attempt.
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Oncethe call has been placed with CALL_SENT notification, there are two
possibilities:

1

The call connects successfully, in this case the following status will be
returned:

ICALL_STATUS <refno>: <follow by one of:>

« CONNECTED: successfully connected

e MACHINE: answering machine (if analysis isy)

o UNKNOWN_STATUS <status number>: unknown status

And then the call is dropped in due course with the following message:

ICALL_DROP <refno> <timespent> <network disconnect
reason>: <one of the disconnect reason listed below:>
<protocol reason: protocol disconnect string>

« USER_END: User hung up

« APPL_END: application ended call

e TIMELIMIT_END: timelimit of call reached

o UNKNOWN_REASON <internal disconnect reason number>:
unknown reason

The call does not connect and is dropped right away. In this case no

ICALL_STATUS message will bereceived instead a ! CALL_DROP message

is received:

ICALL_DROP <refno> <timespent> <network disconnect
reason>: <drop_status>. < protocol reason: protocol
disconnect string>

where <drop_status> isone of:

e MACHINE: Answering machine. (Only if analysis isa)
« VXML_DECLINE: Voicexml Interpreter declined the call.
o BUSY: LineisBusy.

« NO_ANSWER: No answer in <num_units> <unit_type>

« NO_RESOURCES: no free channel or mediaresource.

o CALL_FAILED: Cdll failed.

o URLTIMEOUT: Fetch URL timeout.

« BADURI: Invalid URI type.

« NOAUTH: Network denied.

o GKREJECT: H.323 Gatekepper returned ARJ.

o SHUTTINGDOWN: Interpreter isshutting down.

o NETWORKTIMEOUT: Network timeout.

o BADDEST: Invalid number.

o NO_LICENSE: no licensesavailable.

o RESTRICTED_TELNO: Restricted telephone number.

e UNSUPPORTED_URL: url isunsupported.
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« INVALID_TELNO: Invalid telephone number.

o USER_END: User hung up

o UNKNOWN_REASON <internal disconnect reason number>:
unknown reason

The <network disconnect reason> andthe <protocol disconnect
string> arereturned by the callmanager to give more information about
the reason the call was dropped.

8.1.6 Known Issues

e When the commands are sent to the telnet interface programmatically
without reading the reply back from the previously sent command, these
two commands may be received by the interface as a concatenated single
command. This would cause unexpected behavior.

e Thereiscurrently no way of terminating a call that was initiated using the
OB API.

8.2 Full Call Recording

8.2.1 Overview

106

A significant component of delivering voice servicesis the ability to tune and
troubleshoot those services. One component of this tuning involves the use of
logged information to understand the performance of ASR in a particular
application, or the call flow of aparticular call.

However, in addition to using information logged about acall, it isaso
desirable to capture the actual audio associated with acall. Although the
<record> tag provides some capabilities in this regard, a shortcoming of the
<record> tag isthat only the input from the user can be recorded; output of
the platform is not capture by the <record> tag. Also, only one<record>
may be active at a giventime, so it is not possibleto record two audio files—
onefor real application use (e.g. recording a voicemail) and the other for
tuning/debugging use.

In order to improve capabilities in the above areas, the following
improvements are made since 5.8:

e Recording capabilities of the call manager is extended to support a
selection of what actually gets recorded — input, or mixed input & output.
Using mixed input/output will have performance implications, however,
since these capabilities are generally used on either prototype systemsor in
alimited (spot check) fashion on production systems, this performance
impact will likely be acceptable.
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Multiple simultaneous recording operationsis supported. This allows a
long-running tuning-oriented mixed recording to be performed
concurrently with normal application-level recording.

8.2.2 Enabling/disabling Full Call Recording

Existing V oiceGenie extensions to the <1og> tag allow the destination for a
logging message to be controlled viathedest attribute. A new valueis
supported for the dest attribute, and that the actual text of the <Tog> tag
control is used to enable or disable logging of a particular type of information
on aparticular call. Currently, only full call recording logging is supported.

The following is an example of enabling full call recording logging:
<log dest=“calllog”>

enable callrec recsrc=mixed;

</Tog>
The following commands are supported:

1.

directory <local-directory-name> [absolute];

Thedirectory command specifiesthe directory in which call-specific
log fileswill be collected. If used, this command must appear in the first
instance of a <1og> tag with the “calllog” destination; otherwise, it will be
ignored, since files cannot be moved after they have already been created.

<local-directory-name> specifiesthe directory, such as
/usr/local/phoneweb/callrec, inwhich audio/information will be
recorded. If this attribute is not provided, the Media Platform will make
use of the path as specified in the configuration parameter
calllog.directory which can be accessed via SMC.

The given directory will be treated as aroot directory, and a subdirectory,
named based on the call 1D of acall (in the format of <cal1l
ID>.<timestamp in YYMMDDhhmmss format>.<file extension>),
will be created and used to store actual filesfor aparticular call. If itis
desired to place the files in the directory directly, without a subdirectory,
then this can be achieved by specifying absoTlute asthe last token on the
directory line.

If this command is not given, the default local directory, defined in
callmgr.cfg, will be used instead.

enable callrec [recsrc=<in/mixed>] [type=<MIME-type>];

Enables call recording, or restarts call recording (in anew recording file) if
it has already been started. All audio data on the call from this point
forward will be recorded into the newly opened recording file. Thiswill
continue until the call terminates, a subsequent enable callrec command is
issued, or until adisable callrec command is issued.
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If recsrc=<in/mixed> is specified, it forces call recording to record the
inbound (from user), or mixed (combination of from & to user) audio
paths. If this attribute is not specified, mixed will be assumed.

If type=<MIME-type> is used, then the given MIME-type will be used to
determine the file type used for the recording. The list of MIME-types
supported is not specific to full call recording and is the same as defined
for the <audio> and <record> tags. Full rate G.711 raw files can be
recorded using audio/basic and audio/x-alaw-basic; G.726 raw
files can berecorded using audio/x-g726-24, audio/x-g726, etc. The
reference for the <record> tag will have up to date information with
respect to MIME types supported.

3. disable callrec;

Disables call recording, terminating any recordingsin progress. Audio will
be recorded up until the point that this command is executed.

8.2.3 Gain control

Fixed gain control for full call recording is a new feature introduced in release
7. It allows afixed gain to be applied to al full call recordings when
recsrc=mixed isused, on aplatformwide basis. The gain level can be
configured via SMC using the following call manager parameter:

# mediatransport.fcr.gain

#

# Gain on FCR input from call participants (-30 to 30 dB)
#

Defaultissetto 0.

8.2.4 Known limitations
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e Dueto prompt queuing feature, the <1og> tag is sometimes processed
before the actual prompt is played. The general ruleisthat all <Tog> tags
within a queued prompt group are processed before the prompts are
played.

e Itisonly possibleto enablefull call recording by adding <1og> tag to the
VXML application(s). It is currently not possible to turn on full call
recording at the platform level without adding <1og> tag to the VXML
application(s).

e Inpre-7.0, MIME-type cannot contain the semi-colon character

e TheFull Cal Recording files destination should not be a network mounted
file system (e.g. NFS), asit can block 1/0 operations and result in
unexpected Media Platform behaviors.
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e For SIP devices that support multiple codecs, the configuration parameter
sip.transmitmultiplecodec must be set to 0 for full call recording to
work properly.

e For video-enabled Full Call Recording callswith recsrc set to mixed
(note that the mime type must be set to afile container that can record
video), the platform will always select platform output as the video source.

e For audio and video enabled FCR, if the input video stream has been

paused and resumed during the call, there will be audio video
synchronization problem in the recorded file.

8.3 RTSP

URI Support

8.3.1 Overview

RFC2326 Real Time Streaming Protocol (RTSP) defines a protocol for control
over the delivery of data with real-time property. The VoiceGenie 7.2 Media
Platform supports RTSP URI that begins with ‘rtsp://’ in the <audio/> tag,
which allows development of VoiceXML applications that deliver media
content from aRTSP server to the end user. VCR control is also supported
with RTSP URI using the V oiceGenie audio control extensions.

The RTSP URI implementation of the VVoiceGenie 7.2 Media Platformis
compatible with Real Helix Server and Apple Darwin Streaming Server.

8.3.2 RTSP Deployment Architecture

Media Platform — User’s

In atypical RTSP server deployment, the RTSP server resides on a separate
physical server, although it isalso possible to run the RTSP server and the
Media Platform on the same physical server. When the Media Platform
attempts to play a RTSP prompt, it makes the request to the RTSP server
specified in the URI using the RTSP protocol. The request involves
confirming theavailability of the requested media, ensuring the media codec is
supported, and setting up the RTP connection. If the request is successful, the
RTSP server will stream the requested media to the Media Platform viathe
negotiated RTP connection. Note that TCP transport is used for the RTSP
connection. A new TCP/RTSP connectionis created for each prompt and is
torn down when the prompt has completed.

When the Media Platform receives the RTP packets from the RTSP server, it
deframes the RTP packets and performs transcoding to the media if required.
The mediaisthen re-packetized and transmitted to the SIP phone or SIP
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gateway. The Media Platform does not directly forward the received RTP
packetsto the SIP phone or the SIP gateway.

RTSP
Server

<+~ - — — —p

Media
Platform

— — — — —p

SIP Phone/
Gateway

8.3.3 Generate Media Files for RTSP Server
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<«—» RTSP
<«—» SIP
<« — = RTP

Video files such as 3GP or Quicktime files may have to be encoded with ‘Hint
Track’ in order to work with the RTSP server.

e Software such as QuickTime Pro will be able to generate video files with
‘Hint Track’.

e TheMediaPlatfrom can record 3GP fileswith ‘Hint Track’ by enabling
the Call Manager Configuration parameter
mpc.mediamgr.recordrtphinttrack. For moreinformation on this
parameter, please refer to the VoiceGenie 7.2 Media Platform System
Reference Guide.

Most Audio files should work with the RTSP server without requiring ‘ Hint
Track’. For an accurate list of supported file containers and media codecs,
please refer to the documentation of the respective RTSP server.
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Note that the mediafilesmust be encoded with audio and video codecs
supported by the Media Platform. Please refer to the VoiceGenie 7.2 Media
Platform System Reference Guide for the list of supported audio and video
codecs.

8.3.4 VCR Control

VCR control is supported with RTSP URI using the V oiceGenie audio control
extensions. Two type of VCR control is supported depending on the Media
Platform’ s configuration and the RTSP server’ s capabilities.

VCR native mode isimplemented using internally buffered datain the Media
Platform. It isused to providelimited VCR control support for RTSP prompts
when the RTSP server does not support RTSP PAUSE or the RTSP PLAY
range parameter. The limitations of the VCR native mode are mentioned in
the Known Limitations section below.

V CR enhanced mode provides much improved user experience by making use
of the RTSP PAUSE and RTSP PLAY range parameter. When the Media
Platform detects aVCR command, it cal cul ates the desired media offset and
checks whether the request can be fulfilled by the internal buffer. If the
internal buffer does not contain the requested data, it stops the RTSP stream
using the RTSP PAUSE command, and issuesanew RTSP PLAY command
with the range parameter that specifies the desired start offset. Asaresult, the
media data available for VCR control is no longer limited by the internal
buffer size. VCR enhanced mode is the default VCR mode

To use the VCR enhanced mode, the RTSP server must support both RTSP
PAUSE and RTSP PLAY range parameter. Otherwise VCR native mode will
be used.

The default RTSP server capability can be specified using the Call Manager
Configuration parameters rtsp.mediamgr.pause and
rtsp.mediamgr.playrange. The capabilities can be enabled or disabled by
setting the parametersto 1 or O respectively. For detailed description of the
parameters, please refer to the VoiceGenie 7.2 Media Platform System
Reference Guide

The RTSP server capability can also be specified on a per-session basis. The
URI parametersvg-rtspserver-pause and vg-rtspserver-playrange
can be specified in the RTSP URI. The capabilities can be enabled or disabled
by setting the parametersto 1 or O respectivdy

For instance, the following RTSP URI specifiesthat RTSP PLAY rangeis not
supported, as aresult native VCR will be used.

rtsp://139.48.28.3/welcome.3gp;vg-rtspserver-pause=1;
vg-rtspserver-playrange=0
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8.3.5 Known Limitations

e Using VCR native mode, users can only skip back to the beginning of the
data buffered in the Media Platform. In addition, skipping back to the
previous prompt is not allowed.

e Using VCR native mode, userswill experience delay when trying to skip
forward.

e Whenthe Media Platform failed to play an RTSP prompt due to error
returned from the RTSP server, the Legacy Interpreter will throw an
error.internal event, and will not continue with the rest of the prompts.
The Next Generation Interpreter will continueto play the rest of the
prompts.
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Operations

This section describes how the system does logging, metrics, and tracing, and
how data collection can be manipulated. Also discussed is the real-time call
monitor, and explanations for the health string entries retrievableviathe CLC
and SMC.

9.1 Metrics and Logging/Billing

9.1.1 General Metrics

Metrics datais currently written to file(s) on the platform. Thefile
pw_bi11ingfileisobsolete and removed from the system since release 6.4.
All the billing information is now incorporated into pw_metricsfile under
/usr/local/phoneweb/1ogs (linux) or ($INSTALLROOT) \mp\Togs
(windows) directory.

This data can be migrated off the platform for archival, or processed to
generate unified Call Detail Records (CDRs). The current version of the
V oiceGenie platform can migrate these records to an offboard MySQL
database where it can be accessed later to create CDRS.

Each record has the following fields:

Field Contents

Timestamp Timestamp structured asyyyy -mm-
dd/hh:mm:ss.mmm. Timeis 24 hour, based on the
platform timezone.

Record Type Always METRIC

Session ID Globally unique session identifer.
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Field Contents

Operation incall_initiated, incall_begin,
incall_end, incall_reject,
bridge_initiated, bridge_begin,
bridge_reject, call_initiated, call_begin,
call_end, call_reject, outcall_requested,
outcall_initiated, outcall_begin,
outcall_end, outcall_reject,
transfer_initiated, transfer_connected,
transfer_result, call_reference

Operation Data Data specific to the record

The session identifier can be used to assemble all information related to a
specific telephone call, or ‘ session’.

Thefirst phrase of the metrics ID corresponds to the type of the entry. The
second phrase of the metrics ID is either requested for requested,
initiated for initiated, begin for begin, reject for reject, or end for end.
The exception isthe transfer_result entry that corresponds to atransfer
request for transferring or redirecting a call off the platform. A begin or end
entry corresponds to a call connect or disconnect event.

If you have abegin, then you will have an end only, not areject; and with
areject youwill not haveabegin or end. Butinal cases, initiated will
be logged prior tobegin or reject. For outcall entry, requested entry
exists even beforeinitiated to specify a stage where outbound trunk is not
selected yet.

For details for each Metrics Entries, please refer to the VoiceGenie 7.2 Media
Platform System Reference Guide.

Note: thesessionID for transfer_resultisawaysthe parent ID

9.1.2 Metrics for Transfer

Metrics behavior for transfer depends on the transfer style (see Call Transfer
for details) to which the transfer method belongs.

Transfer Style Method

One-leg hkf, refer, inband
Join h450join, referjoin
Bridge Bridge, mediaredirect

The following table shows how metricsislogged for each transfer style:
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Style

Accepted

Rejected

One-leg

transfer_initiated
(transfer_connected)
transfer_result

" Only for whisper transfer

transfer_initiated

transfer_result

Join

transfer_initiated
bridge_initiated
(bridge_begin)’
transfer_result
bridge_end

" May not be logged for
type=“bTind”

transfer_initiated
bridge_initiated
transfer_result

bridge_reject

Bridge

bridge_initiated
bridge_begin
bridge_end

bridge_initiated

bridge_reject

Please see VoiceGenie 7.2 Media Platform System Reference Guideto get

detailed information about the metric entries.

9.2 Alarms in Media Platform

The VoiceGenie 7.2 Media Platform can be configured to logs alarms and
potential problemsinto the system log, with six levels of severity: CRTI
(critical), EROR (error), WARN (warning), NOTE (notice), INFO (information) and

DEBUG.

When an unexpected behavior occurs when running the VoiceGenie 7.2 Media
Platform, it is recommended to first check if there is any alarm through SMC's

Alarm Browser (please see the next 2 sections).

Please see VoiceGenie 7.2 Media Platform System Reference Guide to get
detailed information about the definitions, impacts, potential causes aswell as
recommended actions for all possible alarms of various Media Platform

components.

9.2.1 Syslog

If the SYSLOG sink is enabled alarms and logs can be sent to the system log.
Under Linux and Solaris the logs are sent to Syslog, which is adeamon
process that listens for data on port 514. All datareceived iswritten to alog
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file, by default thisfileisfound at
/usr/local/phoneweb/1ogs/pw_logfile. Under Windows thelogs are
sent to the Application Log in Event Viewer, which can be accessed under the
Administrative TooTls section of the Control Panel.

Note: On Linux and Solaris Syslog writes logs to the
/usr/local/phoneweb/logs/pw_Togfile filg, if thisfileisdeleted
the Syslog needs to be restarted to recreate thisfile. To start, stop or
restart Syslog you must be the root user. To become the root user log
in to the system and type in su, then enter the root password when
prompted.

Then, to start the Syslog, issue the following command:
/etc/init.d/syslogd start

Then, to stop the Syslog, issue the following command:
/etc/init.d/sysTogd stop

Then, to restart the Syslog, issue the following command:
/etc/init.d/syslogd restart

9.2.2 Alarm Browser
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The Alarm Browser allows usersto view al detailed logging and alarming
datathat islogged into the database. This includes any aarms (i.e. Critical,
Error, Warning), any general logs (Notice, Info, Debug) and call metrics
information. The Alarm Browser can be accessed viathe SMC interface. The
following is a screenshot of the Alarm Browser:
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Alarm Browser

Cluster/Server: | Entire Network

[IMotice (NOTE)
Filter By 1D: |

Filter By Info:

v/ Page Refresh: Stopped _
) Auto Refresh: [1  Refresh Rate (sec):|

[info (INFO) [Debug (DBUG)

(Log IDs in simple regular expression.)

Filter By Type: []critical (CRIT) [MError (EROR) [l warning (WARN)

|

[IMetric (METRIC)

E(Info string in simple regular expression.)

27 Matching Results Found.

27 records starting from 1: [ 1-27 ]

Time
. 2005-03-02/16:
. 2005-03-03/09:
. 2005-03-03/09:
. 2005-03-03/09:
. 2005-03-03/09:
. 2005-03-03/09:
. 2005-03-03/09:
. 2005-03-03/09:
. 2005-03-03/14:
. 2005-03-03/14:
. 2005-03-03/14:
. 2005-03-03/15:02:54.716
. 2005-03-03/15:35:07.556
. 2005-03-03/15:38:

:5B.686
:51.256

=337 76
:13.706

WMo AW R

:31.526
:00.786

[
N TR R

Type
WARN
WARN
:33.766 WARN
WARN
WARN
157,276 WARN
:57.276 WARN
:45.996 WARN
WARN
WARN
:13.916 WARN
WARN
WARN
00.5664 WARN

Call ID

00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000
00000000-00000000

iD

008003207
008003207
00800307
00800307
00800307
00800307
00800307
00800207
00800307
00800307
008003207
00800307
00800307
00600016

a
a
1]
a
a
a
0.
a
a
a
0]
a
1]

0.

bboobbobobbbbe

72
72
72
72
72
72
72
72
72
72
72
72
72
72

CMP
cMp
CMP
CMP
cMp
CMP
CMP
CcMP
cMp
CMP
CMP
CMP
CMP
CMP

Hostname/IP Component
0.

Proxy
Proxy
Proxy
Praxy
Proxy
Proxy
Proxy
Proxy
Proxy
Proxy
Proxy
Proxy
Proxy
Proxy

Info

Agent Disconnected, NetworkID:
NetworkID:
NetworkID:
NetworkID:
NetworkID:
NetworkID:
NetworkID:
NetworkID:
NetworkID:
NetworkID:
NetworkID:
NetworkID: 22
NetworkID: 22

Mo data handler for variable AgentCPUUsage

22
22
23
22
22
22
23
22
22
22
22

Agent Disconnected,
Agent Disconnected,
Agent Disconnected,
Agent Disconnected,
Agent Disconnected,
Agent Disconnected,
Agent Disconnected,
Agent Disconnected,
Agent Disconnected,
Agent Disconnected,
Agent Disconnected,
Agent Disconnected,

Users can search the logs using the various search criteria. The search criteria
include the cluster or server from where the log was created, the type of log
(i.e. Critial, Error, Warning, Notice, Info, Debug or Metric), the Log ID of the
log or by text in theinfo field. Note that this page can be set to be refreshed if
desired. In general thisis agood placeto check for alarms and for system and
serviceimpacting conditions.

The color of the row in the results table signifies the severity of the logged
event. The events are color coded by severity as follows:

Color

Severity

Critical

| Error

| Warning

| Notice

! Information

| Debug

| Metrics
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Also, each event has atimestamp for time at which the event occurred, the
type (i.e. severity), the associated calllD if one exists, the Log ID of the log
(this valueis a hexadecimal value), the source IP of the log, the source
component of the log and the information text. Please consult Appendix A of
the VoiceGenie 7.2 OA&M Framework User’ s Guide for a better
understanding of theLog ID field.

9.3 Health Status

9.3.1 Overview

Users can retrieve real time health status of the Media Platform by:
1. Using the health command of CLC
2. Checking the Status Monitor of SMC

CLC health command

By simply issuing ahealth command, the CLC will return a summary of the
health status of all Media Platform components. Here is a snapshot:

CLC> health R

Health for all components on 205.150.90.93

Component II' Health Status

CMP Proxy [(chmpproxy) 2 [2]99.06% | 448ME | C:h | 36%] [6] 1. 14% | 3ME]
[4]0.29% | 42MB] [7|0.49% | 11HE] [53|0.19% |4ME] [5|0.39% | 2HE]
Ftarted: Z005-03-31/12:16:53.203

Commmand Line Cnsl (cle) & Started: Z005-03-31/12:17:15.909|
Status: CONLINE|Clients Connected: Current 2, Total 5 |
Total Commands Issued: Z6

System Mogmt Cnsl [(Smo) 4 Grarted: Z005-03-31/12:17:17.393|
Feal Time Server Running
Call Manager (callmgr) = Started: Z005-03-31/14:52:09.713|

Status: ONLIMNE|Session: Current 0, Peak 0O, Total 0]
H#VHMLi Attewpted Connection: 1| #VEIMNLi Enabled: 1|VEM Engines: SPEECHIFT|
H3IZ3 @ 1720 |Calls(#IE:#0B): Current 0:0, Peak 0:0, Total 0:0 |
Gatekeeper: no gatekeeper|3IIF B S0O60 |
Calls (#IE:#0B): Current 0:0, Peak 0:0, Total 0:0 |
Fegistrar (=) : MNot Configured

WMeh Proxy [(iproxy) & drarted: Z005-03-31/14:52:02.000|
Sessions: Aetive 000), Cpen O0(0), Total O |
Cache: 2ize O0(0) Mb, Limit &4 Mb; Max age 60 secs. Errors 0 |
Fetches: Aotive 0(0) /150, Cached 0O(0): Total 0O+0, Size (Mb) O+0 |
Fequests: Queuesd 0(0), Open 0(0); Total 040, Size(Mb)] 040

VENL Interpreter [(wxmli) 7 Started: Z005-03-31/14:52:03.43Z2|
SZessions: Current 0(0), Total O
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To view the health information for a particular component, issue the
command:
health <service>

e.g.health callmgr

In general most of the components have a time stamp of when they were last
started. Details for the health string content for each individual Media Platform
componentswill be discussed in the following sections. For further
information regarding CLC, please refer to:

VoiceGenie7.2 OA& M Framework — CLC User’s Guide

SMC Status Monitor

The Status Monitor can be accessed under the Moni toring tab of SMC. Here
is asnapshot:
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Status Monitor
Page Refresh: 84 seconds | Men
Cluster/s :| 205.150.90.154 (server) % | Auto Refresh: [¥] Refresh Rat . |120 ange
Last Update: 2005-03-03 17:42:21.0 st Senadt (serve) ¥] Auto Refresh: FRefresh Rate (sec): [120 [ Change ]
@ g
a8 5 EE g
= ¥ W a @ E
#g 8 " g
== L3
Outbound Inbound Qutbound Inbound Out of Service In Service
(0) (37) (0) (0) (0) (0}
]
™
(]
<2}
2
e
u
=
ﬁ
55 50 45 40 35 30 25 20 15 10 5 0
Minutes Ago
]
™
]
=
Q
=
ﬁ
EE 50 45 40 35 30 25 20 i5 10 5 0
Minutes Ago
-
(™ - [=]
$§
i £ ]
- = e =
i~
£ 4 & g
& p = 8 5 g
v > « @ 8 F o = B
§ i 2 T £ E g3 8 § &
o E a g H] = % g9 E a P
E ¢ F E f4lg 5 3L E &
z z & © = |& %8 8 5 &5 & =2 &
10.0.0.130 10.0.0.130 <&@ 1.61% 232MB 40% M || | | | || |
10.0.0.72 10.0.0.72 B 1.28% 286MB 52% M | | | | | |
H online B syuspended I stoppin /Stopped H offline & onag Not
P ppINg PP Synchronized

It showsthe overall call status of the Media Platform. Further information for
each of the components can be accessed by clicking on the respective square
of the service, close to the bottom of the page.

For example, thisiswhat a user would get by clicking on the square associated
with the Call Manager:
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System Management Console

Monitoring Operations Configuration | Administration
taco | Connected to CMP Proxy

Component Status Monitor - Call Manager

Current Status

Status Monitor = ; =
Page Refresh: 99 seconds suto Refresh: [FRefresh Rate (sec): (1200 || Change
. Cluster Status = | 50A5-03-31 17:42:59.0 | _-
Realtime Call Monitar =
Call Log Browser = 205.150.90.93 - Call Manager (5)

Alarm Browser = CPU Usage: 0.94%
Memory Usage: 3B

Diagnostic Tools

Ping Tool = Health Status: Started: 2005-03-31/14:52:09.713
SHMP Walk Tool = Status: OMLINE
Session: Current 0, Peak 0, Total 0
Historical Reports #YEML Attempted Connection: 1
Call Yolurme Report = #YKMLI Enabled: 1

Call Length Distribution = YRM Engines: SPEECHIFY
Application Distribution = H323 @ 1720

Process Status Report = Calls{#IB;#0B}: Current 0:0, Peak 0:0, Total 0:0
Gatekeeper: no gatekeeper

SIP @ 5060

Logout = Calls{#IB: #0B): Current 0:0, Peak 0:0, Total 0:0
Registrar(s): Mot Configured

The information displayed is the same as what can be achieved viathe CLC
health command, except that the Status Monitor shows additional
information such asCPU Usage and Memory Usage.

For further information regarding SMC, as well as other functions of the
Status Monitor, please refer to:

VoiceGenie7.2 OA& M Framework — SMC User’ s Guide

9.3.2 Call Manager

Hereis a snapshot of the health string output of the call manager:

Hezalth for Call Manager (callmgr) on 10.0.0.147
Started: ZO005-03-23/16:45:42.657

Status: COHNLINE

Zesgion: Current 0O, Peak 0, Total O

EVEIMLiI Attempted Connection: 1

HVEINMLI Enabled: 1

VEM Engines: HNone

SIF @ 5080

Calls (#IB:#0E) : Current 0:0, Feak 0:0, Total 0:0
Fegistrar (s) : Mot Configured

e Status —shows the current operation status of the Call Manager, which
can be one of: ONLINE, SUSPENDED or OFFLINE
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e Session —showsthe number of call sessionsin the Call Manager.
Current indicates the number of currently active session; Peak indicates
the maximum number of concurrent sessions thus far since the Call
Manager has started; and Total indicates the total number of al calls.
Note that these figures are the sum of the respective figures from all
individual line managers.

Note: TheCurrent session count reflects the number of logical call
objects currently exist in the system. For efficiency, disconnected
call objects are purged periodically. Hence, evenif acall is
disconnected and the channd is freed for the next call, the call
object may still not undestroyed yet until the purge and this may
cause dight inaccuracy to the Current session count.

e VXMLi Attempted Connection — showsthe number of connection
attempts the Legacy Interpreter(s) has/have made.

e VXMLi Enabled —showsthe number of enabled Legacy Interpreter
instances. VoiceGenie 7.2 Media Platform is capable of supporting more
than one Legacy Interpreter instances at atime.

e VRM Engines — showsthe TTS/ASR Voice/Speech resources that are
accessible by the Call Manager.

e All line managershave aCal1s entry which shows information call
information in terms of inbound and outbound calls. For the meanings of
Current, Peak and Total pleaserefer to the definition of the Session
entry above.

9.3.2.1 VoIP Line Managers

Here are the snapshots of the health string outputs of the SIP and H.323 line
managers:
SIF B S060

Calls (#IB:#0E) : Current 0:0, FPeak 1:1, Total 7:4
Fegistrar (=) : Mot Configured

H3zZ3 B 1720
Calls (#IB:#0E): Current 0:0, FPeak 0:0, Total 0:0
Gatekeeper: no gatekeesper

The integer on the right hand side of the Vol P Protocol (SIP or H.323)
indicates the port number on which the Call Manager is using for
sending/receiving calls.

The SIP line manager can be configured to register with a SIP Registrar, using
the parameter sip.registration; similarly, the H.323 line manager can be
configured to register with a H.323 Gatekeeper using the parameter
h323.ras.registrationinfo. Thehealth string entriesRegistrar(s)
andGatekeeper show such status.
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9.3.3Legacy Interpreter (VXMLI)

Hereis a snapshot of the health string output of the Legacy Interpreter:
CLZ> health wxmli

Health for VEML Interpreter (wxmli) on 10.0.0.241
Started: Z005-04-07/14:58:23.245
Sessgions: Current 129(145), Total 35295

e Started —indicates the date and time when the vxmli process was started
e Sessions —
e« Current <number of current running/active sessions>
(<peak number of concurrent active sessions>)
« Total <Total number of sessions>

9.3.4 Fetching Module/Web Proxy (iproxy)

Hereis a snapshot of the health gring output of the Web Proxy:
CLC> health iproxy

Health for Wekbh Proxy [(iproxy) on 10.0.0.241

Started: Z005-04-07/14:58:23.000

Jessions: Active 126(145), Open 126(145), Total 40114

Cache: 2ize 0O(0) Mb, Limit 64 Mb; Max age 60 secs. Errors 0O

Fetches: Aotive 00(0) /150, Cached 579 (632); Total 0+40112, 3ize (Mb) 0443
Fequests: Queued 1(14), Open 125(145); Total 1+40112, 3ize(Mb) 0440

e Started —indicates the date and time when the iproxy process was started
e Sessions —

e« Active <Number of currently active sessions that have
active clients> ( <Peak number of concurrent active
sections>)

e« Open <Number of currently open sessions, whether they
are active and inactive> (<Peak number of concurrent
open sessions)

e Total <Total number of sessions>
e (Cache-

e Size <Size of the shared memory cache being used 1in
Mbytes> (<Peak size of the shared memory cache
concurrently being used in Mbytes>)

e Limit <Limit of the shared memory cache in Mbytes,
obtained from configuration parameter
iproxy.cache_max_size>
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Max age <Maximum age for data cached in the fetching
module in seconds, obtained from configuration
parameter iproxy.cache_max_age>

Errors <Total number of failed fetches>

e Fetches —

Active <Number of currently active fetches initiated
by the fetching module to the HTTP proxy/server>
(<Peak number of concurrent active fetches initiated
by the fetching module to the HTTP proxy/server>) /
<Maximum number of concurrent active fetches allowed
to be initiated by the fetching module to the HTTP
proxy/server, obtained from configuration parameter
iproxy.max_connections >

Cached <Number of entries currently in the fetching
module’s cache> (<Peak number of cached entries>)

Total <Total number of fetches initiated by the
fetching module to the HTTP proxy/server> + <Total
number of fetches to retrieve files from local machine
or remote machines>

Size <Total data size obtained from fetches initiated
by the fetching module to the HTTP proxy/server> +
<Total data size obtained from fetches to retrieve
files from local machine or remote machines>

e Requests —

124

Queued <Number of currently pending requests received
from clients> (<Peak size of the pending request
queue>)

Open <Number of currently opened requests received
from clients, including active requests and pending
requests> (<Peak number of concurrently opened
requests received from cliens, including active
requests and pending requests>)

Total <Total number of HTTP requests received from
clients. Please note that not every request received
from a client will initiate a fetch to the HTTP
server/proxy. If a fresh response is cached, the
cached response will be sent back to the client.> +
<Total number of requests received from clients to
retrieve file from local machine or remote machines.
Please note that if a client requests a file that is
in the cache, the Fetching Module will return the
cached file to the client>

Size <Total data size sent to clients upon HTTP
requests> + <Total file size sent to clients>
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9.4 Preventive Maintenance

There are anumber of performance and stability related recommendations that
are relevant when deploying the VoiceGenie platform in various
configurations. This section provides a summary of these recommendations.
Failureto follow these recommendations may lead to performance or stability
issues.

e Turn all VoiceGenietracing off

VoiceGenietracing is only intended to be used to resolve platform issues
when so instructed by V oiceGenie technical support. Disabling of tracing
will reduce the overall load on the system and the system will be less
likely to experience problems.

This can be achieved by setting the parameter cmp. trace_flagto false
viaSMC for each and every V oiceGenie components. It can al'so be done
viathe CLC tracelevel command.

For details please refer to the “ Enabling or Disabling Tracing/Debugging”
section of the VoiceGenie 7.2 OA& M Framework User’ s Guide, and the
“General Component Operation Commands’ section of the VoiceGenie 7.2
OA&M Framework —CLC User’s Guide.

e Ensurethesavetmpfiles property isturned off when not needed for
debugging pur poses.
This property saves all intermediate files related to VoiceXML page
processing, and can provide useful information for debugging of a
complex application. Note this property can be set in any location in an
application. To ensure thisis turned off, please check the application root
document (defaults.vxml for Legacy Interpreter, defaultsng.vxml for
Next Generation Interpreter), as well as each pagein the application. If
you are using savetmpfiles, be sure to periodically purge the
(VoiceGenie Software install root)/tmp directory.

e Turn off redundant logging of audio sent to an ASR engine.

It is often possible (depending upon the ASR engine) to capture utterances
at more than one place in the system. For example, in the BBN ASR
engine, both the VoiceGenie ASR client, and the Hark ASR client
component can capture utterances. To turn off utterance captures, set the
com.voicegenie.saveutterance property to false, or smply remove
the property from your application.

e Enablesyslog rotation

If the syslog rotation is off, the messages file may become large. It then
becomes more costly for the OS to seek to the end of the file and thereis
more load on the system.

e Donot delete any of the pre-created directories
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A number of directories are created after the Media Platform installation
(such aslogs, tmp, config, audio, utterance, €tc.). These
directories are crucial for proper operations of the system. Please do not
destroy or rename any of these directories.
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Appendix

Burke Draft Support

This appendix will describe various aspects of the Burke Draft
(http://tools.ietf.org/id/draft-burke-vxml-02.txt) and whether or not the feature
is supported by the VoiceGenie 7.2 Media Platform with the Next-Generation
VoiceXML Interpreter.

The Burke Draft describes a SIP interface to VoiceXML media services.
Sections relevant to this appendix include section 2 VoiceXML Session
Establishment and Termination, section 3 Media Support, section 3 Returning
Datato the Application Server, section 5 Outbound Calling, and section 6 Call

Transfer.
A.1 Support
This section of the appendix will describe each section of the Burke Draft and
the current support status.
Req | Burke Requirement Current Notes
ID Draft Support
Section
1 21 The parameters voicexml, maxage, SUPPORTED
maxstale, method, postbody as per
[RFC4240].

Media Platform 127




Appendix A: Burke Draft Support A.1 Support
Req | Burke Requirement Current Notes
ID Draft Support
Section
2 21 The parameter “timeout” for theinitial SUPPORTED | The “timeout”
fetch of the URI. parameter setsthe
The parameter “ gvp.defaultsvxml” which timeoux for rquem ng
. the URI, and will
allows a user to select which .
override a default
defaults.vxml page to use.
value.
Note: Not explicitly defined in Burke The
Draft, but used in asimilar fashion. Y Y
gvp.defaultsvxml
parameter set the
defaults.vxml page. It
can only beused in
conjunction with a
“voicexml” parameter.
3 21 Incorrectly formed requests rejected with | NOT To continue support of
4xx class response. SUPPORTED | non-Burke Draft
formatted requests.
4 21 Repeated init-parameters rejected with SUPPORTED
400 Bad Request response.
5 21 URL -Encoding of parameters. SUPPORTED
6 2.2 Upon receipt of INVITE, aprovisiond SUPPORTED
response, 100 Trying, will be sent,
followed by a 200 OK once the document
isfetched. After the ACK isreceived, the
application will begin executing.
7 2.2 Optimization: Execute the applicationup | NOT Thisfeatureis not
to point of the first VoiceXML waiting SUPPORTED | currently supported.
state or prompt flush before sending 200
OK response.
8 22 Request-URI does not conform to the NOT To continue support of
Burke Draft, return 400 Bad Request SUPPORTED | non-Burke Draft
formatted requests.
9 2.2 voicexml parameter not provided and NOT To continue support of
default page not configured, return 400 SUPPORTED | non-Burke Draft
Bad Request and 399 with human formatted requests.
readable error message.
10 22 If the VoiceXML document cannot be SUPPORTED | Requiresthat
fetched or parsed, return 500 Internal vxmli.default.alternate
Error. _uri isnot set in the
call manager
configuration.
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A.1 Support

Req
ID

Burke
Draft
Section

Requirement

Current
Support

Notes

11

2.2

Include a Warning header with a 3-digit
code of 399 and human readble error
message in the message generated in item
2.2.5.

SUPPORTED

12

22

When an INVITE request exceeds the
MTU of the underlying network, a
transport mechanism appropriate to larger
messages (such as TCP) will be used.

SUPPORTED

13

2.3

Upon starting a media-less Dialog—
INVITE without media; 200 OK with
offered media; ACK with Media but
media port(s) set to 0 OR INVITE with
SDP containing no medialines followed
by regular INVITE/ 200/ ACK flow —
the VoiceXML page is not executed until
are-INVITE with port information is
sent.

SUPPORTED

14

2.3

Once aVoiceXML application is running,
are-INVITE that disables media stream
(i.e. setsthe port to 0) will not affect the
executing application (timers still
running).

SUPPORTED

15

24

Support for the variable
session.connection.local .uri as described
in the Burke Draft.

SUPPORTED

16

24

Support for the variable
SEessi on.connection.remote.uri as
described in the Burke Draft.

SUPPORTED

17

24

Support for the
session.connection.redirect variable as
described in the Burke Draft.

SUPPORTED

18

24

Support for evaluating the variable
session.connection.protocol .nameto “sip”

SUPPORTED

19

24

Support for evaluating the variable
session.connection.protocol.version to
113 2.011

SUPPORTED
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A.1 Support

Req
ID

Burke
Draft
Section

Requirement

Current
Support

Notes

20

24

Support for the
session.connection.protocol .sip.headers
variable as described in the Burke Draft.

SUPPORTED

Set
sip.in.invite.headers =
*, and add
session.connection.
protocol.sip.headers|
Sip.Invitel6 to
vxmli.session_varsin
the Call Manager
configuration.

21

24

Using the variable
session.connection.protocol .sip.requesturi
as an associative array formed from the
URI parameters as described in the Burke
Draft.

SUPPORTED

22

24

Support for the session.connection.aai
variable as described in the Burke Draft.

SUPPORTED

23

24

Support for the session.connection.ccxml
as described in the Burke Draft.

SUPPORTED

24

24

Using
session.connection.protocol.sip.mediaas
an array where each array element isan
object with the properties outlined in
items 2.4.10.1t0 2.4.10.3.

Note: This parameter will be updated as
the mediavaluesinvolved in the session
change.

SUPPORTED

25

24

Array element property: type

SUPPORTED

26

24

Array element property: direction

SUPPORTED

27

24

Array element property: format for each
payload type on the m-line

SUPPORTED

28

25

Upon receipt of aBYE, a 200 OK is sent
asaresponse and a
‘connection.disconnect.hangup’ event is
thrown

SUPPORTED

29

2.5

If a Reason header [RFC3326] is present
inthe BY E Request, the value of the
Reason header is provided verbatim via
the'_message’ variable.

SUPPORTED

Set

si p.in. bye. head
ers = Reasonin
the Call Manager
configuration.
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A.1 Support

Req | Burke Requirement Current Notes
ID Draft Support
Section
30 25 Termination of asession by issuing a SUPPORTED
BY E request due to encountering a
<disconnect>, <exit>, the application
running to completion, or dueto
unhandled errors within the application.
31 31 Offer/answer mechanism of [RFC3264] SUPPORTED
32 3.2 Early media support with a 183 Session PARTIALLY | The mediaconnections
Progress response SUPPORTED | will be established
when a 183 Session
Progress messageis
sent, but early media
will not be played. To
perform this operation,
set sip.sendalert = 2.
33 3.2 Matched SDP payload in final 200 OK SUPPORTED
response if SDP information sent in 183
Session Progress response
34 3.3 Allow the media session to be modified SUPPORTED
viaare-INVITE.
35 3.4 Support for G.711 mu-law and A-law SUPPORTED | Set mpc.codec = pcmu
support with payload type 0 and 8. pcma
36 34 Support for other audio codecs and SUPPORTED | Set mpc.codec as
payload formats. specified for various
codecs.
37 34 Support for H.263 Baseline. SUPPORTED | Set mpc.codec = h263
38 34 Support for AMR-NB audio. SUPPORTED | Set mpc.codec = amr
39 34 Support for MPEG-4 video. NOT Thisformat is not
SUPPORTED | currently supported.
40 34 Support for MPEG-4 AAC audio. NOT Thisformat is not
SUPPORTED | currently supported..
41 34 Support for other video codecs and SUPPORTED
payload formats.
42 35 Support for DTMF events [RFC2833]. SUPPORTED
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Req | Burke Requirement Current Notes
ID Draft Support
Section
43 35 Other means for DTMF detections (ie, NOT Inband DTMF
inband DTMF detections) SUPPORTED | detectionis not
supported with this
release. Future
releases may have this
feature.
44 4.2 Support encoding of the expr / namelist SUPPORTED
datain the message body of the BYE
reguest sent from the VoiceXML Media
Server asaresult of encountering the
<exit> or <disconnect> element.
45 4.2 Including the expr / namelist datain NOT Thisfeatureis not
response to BY E request. SUPPORTED | currently supported.
46 4.2 Sending a 100 Trying provisional NOT Sinceitem 4.2.2 is not
response to the BY E request as per SUPPORTED | supported, the response
[RFC4320]. time of the response
will not slow enough to
warrant this
reguirement.
47 4.2 __reason=exit in BYE request initiated SUPPORTED
dueto the <exit /> tag.
48 4.2 __exit=<value> when expr paramter is SUPPORTED
used in <exit /> tag. i.e. <exit
expr="<vaue>">
49 4.2 If namelist parameter is used, support SUPPORTED | Set
encoding the values as per Requirement si p. bye. cont ent
44, type =
appl i cation/ x-
ww for m
url encoded; char
set=utf-8.
50 51 Support for third party call control SUPPORTED
mechanisms as displayed in section 2.6.2
of the Burke Draft.
51 5.2 On receipt of the REFER request,a NOT
provision 100 Trying response, followed | SUPPORTED

by a 202 Accepted response once the page

has been fetched and parsed correctly,
following by an output INVITE.
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A.1 Support

Req | Burke Requirement Current Notes
ID Draft Support
Section

52 6.1 Blind transfer initiated using the REFER | SUPPORTED | Set
message [RFC3515] on the original SIP sip.defaultblin
dialog, with Refer-To header containing dxfer = REFER
the URI as specified viathe ‘dest’ or
‘destexpr’ in the <transfer> tag.

53 6.1 If event accept, SUPPORTED
connection.disconnect.transfer event will
be thrown.

54 6.1 Use of [RFC4488] to suppressimplicit NOT Not arequirement of
subscription associated with REFER SUPPORTED | thisplatform.
message.

55 6.1 REFER response a hon-2xx response SUPPORTED
mapping to the eventslisted in
Requirement 56 to 59.

56 6.1 404 Not Found = SUPPORTED
error.connection.baddestination

57 6.1 405 Method Not Allowed = SUPPORTED
error.unsupported.transfer.blind

58 6.1 503 Service Unavailable = SUPPORTED
error.connection.noresource

59 6.1 (No reponse) = network_busy SUPPORTED

60 6.1 (Other 3xx/4xx/5xx/6xX) = unknown SUPPORTED

61 6.1 Appending aai / aaiexpr to Refer-To URI | SUPPORTED
as a parameter named “aal”. Reserved
characters are URL -encoded.

62 6.2 Appending aai / aaiexpr to Request-URI SUPPORTED
as aparameter named “aai”. Reserved
characters are URL -encoded.

63 6.2 Support for playing the audio specifiedin | SUPPORTED
the transferaudio attribute.

64 6.2 Early mediafrom Calleeto Caller if PARTIALLY | The “connectwhen”
transferaudio attribute is omitted. SUPPORTED | attribute will define

when the two media
streams should be
bridged.

65 6.2 Setting the <transfer>'sform attributeto | SUPPORTED
noanswer after issuing a CANCEL when
the connecttimeout expires.
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Req | Burke Requirement Current Notes
ID Draft Support
Section
66 6.2 INVITE response a non-2xx response SUPPORTED
mapping to the eventslisted in
Requirement 67 to 73.
67 6.2 404 Not Found = SUPPORTED
error.connection.baddestination
68 6.2 405 Method Not Allowed = SUPPORTED
error.unsupported.transfer.bridge
69 6.2 408 Request Timeout = noanswer SUPPORTED
70 6.2 486 Busy Here = busy SUPPORTED
(480 Temporarily Unavailable)
71 6.2 503 Service Unavailable = SUPPORTED
error.connection.noresource
72 6.2 (No reponse) = network_busy SUPPORTED
73 6.2 (Other 3xx/4xx/5xx/6xX) = unknown NOT Refer to VoiceGenie
SUPPORTED | 7.2 MediaPlatform
System Reference
Guide for specific
platform behavior.
74 6.2 “Listening” for speech or DTMF hotword | SUPPORTED
resultsin anear-end disconnect for User
Agent 2.
75 6.2 Call duration exeeds maximum duration | SUPPORTED
specified in the maxtime attribute results
in anear-end disconnect for User Agent
2.
76 6.2 If User Agent 2 disconnects, the SUPPORTED
<transfer>’sform item variable receives
the valuefar_end_disconnect and
connection.disconnect.transfer is thrown.
77 6.3 Same as Requirement 57 but substitute SUPPORTED
error.unsupported.transfer.consultation
for error.unsupported.transfer.blind.
78 6.3 Support consultation transfer similar to SUPPORTED | Set
what isillustrated in the diagramin sip.defaultconsul txfer
section 6.3 of the Burke Draft. = REFERJO N
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Req | Burke Requirement Current Notes
ID Draft Support
Section

79 6.3 Support throwing SUPPORTED
connection.disconnect.transfer event upon
receipt of 200 OK to NOTIFY request.

80 6.3 A non-2xx response to the NOTIFY NOT Refer to VoiceGenie
reguest sets the associated VoiceXML SUPPORTED | 7.2 Media Platform

input item variable to ‘unknown’.

System Reference
Guide for specific
platform behavior.
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