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S Genesys

Preface

Welcome to the Genesys Voice Platform 8.1 User’s Guide. This document
provides detailed information about configuring, provisioning, and monitoring
Genesys Voice Platform (GVP) and its components.

This document is valid for the 8.1 release of this product.

Note: For versions of this document created for other releases of this
product, visit the Genesys Technical Support website, or request the
Documentation Library DVD, which you can order by e-mail from
Genesys Order Management at ordermanegenesyslab.com.

This preface contains the following sections:

« About Genesys Voice Platform, page 13

+ Intended Audience, page 14

«  Making Comments on This Document, page 14
«  Contacting Genesys Technical Support, page 14
«  Document Change History, page 15

For information about related resources and about the conventions that are
used in this document, see the supplementary material starting on page 559.

About Genesys Voice Platform

User’s Guide

GVP is a group of software components that constitute a robust, carrier-grade
voice processing platform. GVP unifies voice and web technologies to provide
a complete solution for customer self-service or assisted service.

In the Voice Platform Solution (VPS), GVP 8.1 is fully integrated with the
Genesys Management Framework. GVP uses Genesys Administrator, the
standard Genesys configuration and management Graphical User Interface
(GUI), to configure, tune, activate, and manage GVP processes and GVP voice
and call control applications. GVP interacts with other Genesys components
and can be deployed in conjunction with other solutions, such as Enterprise

13
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Intended Audience

Routing Solution (ERS), Network Routing Solution (NRS), and
Network-based Contact Solution (NbCS).

Note: GVP is a scalable solution with flexible configuration and deployment
options.

Intended Audience

This document, primarily intended for system integrators and administrators,
assumes that you have a basic understanding of:

* Computer-telephony integration (CTI) concepts, processes, terminology,
and applications.

* Network design and operation.
*  Your own network configurations.

You should also be familiar with the Genesys Framework architecture.

Making Comments on This Document

If you especially like or dislike anything about this document, feel free to
e-mail your comments to Techpubs.webadminegenesyslab.com.

You can comment on what you regard as specific errors or omissions, and on
the accuracy, organization, subject matter, or completeness of this document.
Please limit your comments to the scope of this document only and to the way
in which the information is presented. Contact your Genesys Account
Representative or Genesys Technical Support if you have suggestions about
the product itself.

When you send us comments, you grant Genesys a nonexclusive right to use or
distribute your comments in any way it believes appropriate, without incurring
any obligation to you.

Contacting Genesys Technical Support

14

If you have purchased support directly from Genesys, please contact Genesys
Technical Support.

Before contacting technical support, please refer to the Genesys Care Program
Guide for complete contact information and procedures.
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Document Change History

Document Change History

This section lists topics that are new or that have changed significantly since
the first release of this document.

Release 8.1.7

User’s Guide

Chapter 3, “Configuring Common Features,” on page 41:

+ Added information on making TCP the preferred protocol to Task
Summary: Configuring SIP Communications and Routing, on page 42.

+ Added information on MRCP V2 Client options to Table 4, “Default
SIP Transports,” on page 44.

+ Added information on the components MRCP and RM, and the option
Logconfig.TRAPSINK, to Table 6, “Default Log and Metrics Filters,” on
page 64.

Chapter 4, “Configuring the Resource Manager,” on page 87:

+ Modified the list of valid and example values for the IP Type of
Service for RTP/RTCP variable in Table 13, “Selected Resource
Manager Configuration Options,” on page 89.

Chapter 7, “Configuring the Media Control Platform,” on page 145:

+ Modified the list of valid and example values for the IP Type of
Service for RTP/RTCP variable in Table 23, “Selected Media Control
Platform Configuration Options,” on page 160.

Chapter 9, “Configuring the Call Control Platform,” on page 213:

+ Added information about specifying use of the sips: schema and
controlling SIP Secure Mode to Table Task Summary:, “Configuring the
Call Control Platform,” on page 213.

+ Modified the list of valid and example values for the IP Type of
Service for RTP/RTCP variable in Table 26, “Selected Call Control
Platform Configuration Options,” on page 217.

Chapter 16, “Reporting Overview,” on page 297:

+ Added references to the Service Quality reports Call Failures, Call
Summary, and Latency Details in the section “Generating a Report
with GAX” on page 302 and the section “GAX Report Generation
Table” on page 304.

+ Rearranged sections to place parallel GA and GAX procedures
together, modified titles, and added notes to sections that apply to both.

Chapter 19, “Historical Reports,” on page 341:

+ Added a note about in ASR/TTS Usage Peaks report for MRCPv1 and
MRCPvV2 in the section “ASR/TTS Usage Peaks” on page 358.

Appendix A, “Module and Specifier IDs,” on page 391:

+ Revised (additions, corrections, and restorations) Table 76, “CCP
Media Controller Events,” on page 418 and Table 77, “CCXMLI
Log 4 INFO Events,” on page 420.
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Release 8.1.6

Document Change History

Appendix B, “Media Control Platform Reference Information,” on

page 439:

+ Added SIP Response codes to Table 97, “Error Response Handling—
Outbound Calls,” on page 453.

+ In the section “Dynamic Media Control Platform Parameters” on
page 446, removed the configuration options inbandxferprefix and
inbandxfertimeout.

Appendix K, “SIP Customizable Headers and Parameters,” on page 563:

+ Added an example Voice XML page that will perform configuration
that is described in the above paragraph, using signalvar on page 566.

“Preface,” on page 13:

+ Revised a bullet point about SQ reports and NGi VXML apps in the
section “Release 8.1.2” on page 19.

Chapter 3, “Configuring Common Features,” on page 41:

+ Added a note about SQ reports and NGi VXML apps to “Service
Quality Analysis (SQA)” on page 65.

Chapter 4, “Configuring the Resource Manager,” on page 87:

+ Added the FIPS Mode Enabled option to Table 13, “Selected Resource
Manager Configuration Options,” on page 89.

Chapter 6, “Provisioning IVR Profiles,” on page 107:

+ Added new service types cpd and treatment to Table 16, “IVR Profile
Configuration Options,” on page 113.

+ Added new usage limits configuration options to (and rearranged
existing limits in) Table 16, “IVR Profile Configuration Options,” on
page 113.

+ Added the section “Operational Parameter Management and
Self-Service Applications” on page 127.

Chapter 7, “Configuring the Media Control Platform,” on page 145:

+ Added the section “callmgr Section” on page 160 and the FIPS Mode
Enabled option to the table “Selected Media Control Platform
Configuration Options”.

+ Added the SDP parameter maxptime to the table “Selected Media
Control Platform Configuration Options™.

+ “callmgr Section” on page 160 and the FIPS Mode Enabled option to the
table “Selected Media Control Platform Configuration Options”.
Chapter 8, “Configuring the MRCP Proxy,” on page 199:
+ Updated the FIPS Mode Enabled option in Table 25, “Selected
MRCP Proxy Configuration Options,” on page 203.
Chapter 9, “Configuring the Call Control Platform,” on page 213:

+ Added the FIPS Mode Enabled option to the table Table 26, “Selected
Call Control Platform Configuration Options,” on page 217.
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Document Change History

Chapter 9, “Configuring the Call Control Platform,” on page 213:

+ Restored the default audio codec value 3| gsm|audio/x-gsm|8000] 1 to
Table 26, “Selected Call Control Platform Configuration Options,” on
page 217.

Chapter 10, “Configuring the CTI Connector,” on page 229:

+ Added the FIPS Mode Enabled option to the table Table 27, “Selected
CTI Connector Configuration Options,” on page 234.

+ Added the section “CTIC (Genesys) and Treatments” on page 242.

+ Added the section “Multiple Trunk Group ID support for CTI
Connector (ICM)” on page 244.

+ Added the section “CTI Connector (ICM) and ECC Variables” on
page 245.

+ Added the section “CTIC (ICM) Parameter Notes” on page 246.

Chapter 11, “Configuring the Supplementary Services Gateway,” on

page 249:

+ Added the FIPS Mode Enabled option to the table Table 30, “Selected
SSG Configuration Options,” on page 251.

Chapter 14, “Configuring the Reporting Server,” on page 275:

+ Added the section “Disabling CDR Storage for Resource Manager and
Media Control Platform” on page 280.

Chapter 16, “Reporting Overview,” on page 297:

+ Modified the section “Generating a Report with GA” on page 298 to
contain the existing “Generating a Report Using Genesys
Administrator” on page 298 and the new “Generating a Report Using
GAX” on page 303.

+ Added the section “GAX Report Generation Table” on page 304.

Chapter 19, “Historical Reports,” on page 341:

+ Added a note about SQ reports and NGi VXML apps to “Overview” on
page 341.

+ Added the section “Media Service Call Peaks” on page 355.
+ Added the section “MCP VXML Call Arrivals” on page 356.
+ Added the section “MCP VXML Call Peaks” on page 356.

+ Call Peaks Reporting now supports the component-type MCP/VXML:
Media Platform peaks for VXML calls based on MCP CDR records
(8.1.6). See Table 63 on page 369.

+ Added the field CODEC to Table 63, “Per-Call IVR Actions Report
Fields,” on page 369.

Appendix B, “Media Control Platform Reference Information,” on

page 429:

+ Added RTP transport for MP3 audio format to the section “RTSP
Server Support” on page 436.
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Release 8.1.5

Document Change History

Appendix C, “Tuning Call Progress Detection,” on page 449:
+ Added the section “Continuous Tone Detection” on page 457.

Appendix G, “Video Support,” on page 497:
+ Added VP8 support to Table 104, “MIME Types,” on page 498.

Appendix I, “SSG HTTP Interface,” on page 509:
+ Added the section “SSG Database Queue Clearing During a Restart”
on page 528.

Added Appendix K, “SIP Customizable Headers and Parameters,” on

page 553.

Restored the MCP-supported codec GSM to these tables:

+ Table 23, “Selected Media Control Platform Configuration Options,”
on page 160

+ Three instances in Table 89, “Supported Audio File Formats—Play,”
on page 430

+ Two instances in Table 92, “Supported Audio File Formats—Record,”
on page 433

+ Table 94, “Supported Audio/Video File Formats—Record,” on
page 436

A new section has been added to describe how to enable IPv6
communications. See Chapter 3.

New options were added to Table 13 to describe Resource Manager
configurations. See Chapter 4.

New options were added to Table 23 and Table 24 to describe Media
Control Platform and MRCP Server configurations. See Chapter 7.

New options were added to Table 26 to describe Call Control Platform
configurations. See Chapter 9.

Any mention of the GSM codec has been removed from this document. (It
is no longer supported.)

New options were added to Table 30 to describe Supplementary Services
Gateway configurations. See Chapter 11

A new chapter has been added to describe how to configure GVP in a
multi-site environments. See Chapter 15.

A new subsection, “Per-Call IVR Actions Report” has been added to the
Historical Call Browser section. See Chapter 19.

A new subsection, “Video Text Overlay” has been added to the Voice XML
Features section. See Appendix G.

Service Quality reports apply to NGi VoiceXML applications, and are
found in Genesys Administrator. GVP 8.1.5 and thereafter are NGi-only
platforms unless you run MCP 8.1.4 to incorporate support for GVPi
applications.
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Release 8.1.4

Release 8.1.3

Release 8.1.2

Release 8.1.1

User’s Guide

Document Change History

A new chapter has been added to describe how to implement and configure
the Genesys Voice Platform Policy Server component. See Chapter 5.

A new chapter has been added to describe how to implement and configure
the Genesys Voice Platform MRCP Proxy component. See Chapter 5.

New Task Summary, configuration options, and a description of ICM
messages and data formats has been added to describe CTI Connector
integration with Cisco ICM. See Chapter 10.

Two new tables have been added to describe the columns and metrics for
the new ASR/TTS Usage and ASR/TTS Usage Peaks reports.

Reporting Server has been enhanced to operate in a mode that does not
require a back end persistent database. This mode of operation is optional
and still allows for support of the real-time reports such as, the dashboards
and the Active Call Browser report.

Media Control Platform, Call Control Platform, and CTI Connector now
support SIP static routing with an active-active Resource Manager pair.
PSTN Connector information has been added in this release.

AT&T Out-of-Band transfers have been added to this release.

Mapping IVR Profiles to DIDs has been enhanced in this release.

The DID Group Bulk Operation Wizard is new for this release.

Hierarchical Multi-Tenancy (HMT) information has been added in this
release.

The operational reports now include Tenant Call Arrivals and Tenant Call
Peaks reports for this release.

Service Quality reports are included for this release, apply to NGi
VoiceXML applications, and are found in Genesys Administrator.

The Voice Platform Dashboard now includes information on
Supplementary Services Gateway and PSTN Connector for this release.

The Fetching Module functionality is no longer contained in a separate
component. The functionality is now part of the Media Control Platform
and the Call Control Platform.

Supplementary Services Gateway information has been added in this
release.

Information on the HTTP interface for the Supplementary Services
Gateway has been added to this release.

For all GVP components, the option names have been changed to the
display names as seen in Genesys Administrator.

Information on how to configure client side connections for each GVP
component has been added to this release.

Information on the Media Server Markup Language (MSML) application
module for the Media Control Platform has been added to this release.
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Document Change History

Information on the VAR API has been added to this release.
New audio and video codecs have been added to this release.

The VAR Call Browser report has been merged with the Historical Call
Browser report for this release.

The Voice Platform Dashboard now includes information on outbound
calls for the Supplementary Services Gateway.

Genesys Voice Platform 8.1 @



S Genesys

Chapter

Introduction

Genesys Voice Platform (GVP) is a software suite that integrates call
processing, reporting, management, and application servers with Voice over IP
(VoIP) networks, to deliver Web-driven dialog and call control services to
callers.

This chapter introduces the GVP components and Genesys Administrator, the
GUI for configuring and managing GVP. It contains the following sections:

«  About GVP, page 21

«  Genesys Administrator, page 24

«  GVP Identifiers and SIP Headers, page 26

About GVP

This section describes the GVP component applications and other objects in a
GVP configuration:

*  GVP Components
* IVR Profiles (see page 24)
* GVP MIBs (see page 24)

GVP Components

User’s Guide

GVP comprises the following components:

* Resource Manager—Functions as a SIP Proxy that controls access and
routing to all resources in a GVP deployment. It also functions as a SIP
Registrar, and monitors the health of GVP resources in the deployment. Its
functions include:

+ Allocates and monitors resources.
+ Manages sessions.
+ Selects services.
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About GVP

+ Enforces policies.

Policy Server—Provides validation and resolution of GVP-specific
business rules to Genesys Administrator through an HTTP interface with
Management Framework. Its functions include:

+ Manages and validates Direct Inward Dialing (DID) numbers.

+ Provides static analysis and validation of Resource Manager tenant and
IVR policies.

Media Control Platform—Provides media-centric services to other GVP
components, and to third-party gateways that use GVP services. The
Media Control Platform is responsible for the execution of supported Voice
Extensible Markup Language (VoiceXML) applications. Its functions
include:

+ Initiates, answers, transfers, and disconnects calls.

+ Plays audio and Text-to-Speech (TTS) prompts.

+ Handles Automatic Speech Recognition (ASR) and dual tone
multi-frequency (DTMF) inputs.

+ Provides conference services.

MRCP Proxy—Acts as a proxy for all MRCPv1 Real-Time Streaming

Protocol (RTSP) resource traffic within a GVP deployment. Its functions

include:

+ Provides resource management for the MRCPv1 speech resource
traffic.

+ Provides load balancing for MRCPv1 speech resources.

+ Processes periodic updates from Management Framework for its
Applications and resources.

+ Sends ASR and TTS usage data for tenants, I[IVR Profiles, or the entire
deployment to the Reporting Server.

Call Control Platform—Provides call control capability in accordance

with the supported W3C Call Control Extensible Markup Language

(CCXML) standard. The Call Control Platform is optional in a GVP

deployment. It operates as a SIP Back-to-Back User Agent (B2BUA) for

requests to and from GVP components. Its functions include:

+ Accepts, rejects, and redirects calls, including handling call setup
information to enable intelligent routing and selective answering.
Call-handling capabilities include supervised transfer, whispering, and
call hold.

+ Creates outbound calls through third-party gateways.

+ Uses Media Control Platform services to initiate VoiceXML dialogs,
start conferences, and perform implicit transcoding.

+ Provides multi-party conference support with moderator and floor
control capabilities.

+ Provides personal assistant services, such as dialing from a personal
address book or corporate directory, managing personal appointments,
and managing voicemail and e-mail.
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For information about creating CCXML applications that use Call Control
Platform capabilities, see the Genesys Voice Platform 8.1 CCXML
Reference Manual.

* Reporting Server—Stores and summarizes data and statistics submitted
by Reporting Clients to provide near real-time reports by hour, day, week,
and month. Reporting Clients on the Resource Manager, Media Control
Platform, and Call Control Platform send call detail records (CDRs),
Metrics, and Operational Reporting (OR) statistics to the Reporting Server.
The Reporting Server provides an XML web services interface that is used
by Genesys Administrator to obtain GVP reporting information. The XML
web services interface is also accessible to any HTTP client, providing
customers with access to GVP reporting outside of Genesys Administrator.

For information on the real-time and historical reports, see “Monitoring
GVP” on page 295.

* CTI Connector—Provides additional computer telephony integration
(CTI) functionality by connecting to the IVR Server, which is part of the
larger Genesys Suite, through Media Control Platform. As a result, CTI
Connector remains in the call path to receive and pass call data between
IVR Server and the Media Control Platform. Its functions include:

+ Routes calls to Universal Routing Server (URS).
+ Call processing treatments.
+ Transfers user data
+ Transfers through CTI
+ Remote switch transfers
+ Receives statistical data
+ Performs user/interaction data operations.
* Supplementary Services Gateway—Provides call processing services to
the application layer through HTTP. Its functions include:
+  Outbound MCP session initiation.
* PSTN Connector—Provides connectivity to traditional telephony

environments such as Public Switched Telephone Networks (PSTN)
switches. Its functions include:

+ Media Gateway functionality (uses Dialogic boards on the TDM side).
+ Call Progress Analysis.
+ All transfers including various switch specific network transfers.

For detailed information about how the GVP components perform their

functions, see Chapter 3, “How GVP Works” in the Genesys Voice
Platform 8.1 Deployment Guide.

For information about the Genesys Voice Platform and component
architecture, see Chapter 2, “GVP Architecture” in the Genesys Voice Platform
8.1 Deployment Guide.
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IVR Profiles

GVP MiBs

Genesys Administrator

Voice Extensible Markup Language (VoiceXML) and Call Control Extensible
Markup Language (CCXML) are the application-level languages that are used
to construct voice and call control applications that control the interaction
between the external user and the GVP software.

Voice and call control applications are configured as IVR Profile objects in
Genesys Administrator. The IVR Profiles define how requests received by the
VPS are translated into concrete service requests GVP which components
within the deployment can execute.

The MIB Installation Package (IP) contains the Management Information Base
(MIB) files that GVP uses to support Simple Network Management Protocol
(SNMP).

For general information about SNMP in a GVP deployment, see Chapter 2,
“GVP Architecture” in the Genesys Voice Platform 8.1 Deployment Guide. For
detailed information about the MIBs, see the Genesys Voice Platform 8.1
Troubleshooting Guide.

Genesys Administrator

24

Genesys Administrator is a Web-based user interface for the management and
configuration of Genesys components.

Use Genesys Administrator to deploy, configure, provision, and monitor GVP.

Figure 1 shows a typical Genesys Administrator page.
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Genesys Administrator

[ Genesys Administrator, Server: 10.10.30.46:4730, v. 8.0.200.06, App: default - Windows Internet Explorer

@’\ hd Ié‘ hittp:#fcarto-glora.us.int. genesyslab. com/wem/Default asprftac=undefined’%34menul D% 3DMENU_COMF_ENYV_APPs PROPE j 2| K ILN’E Search
| File Edit View Favostes Tools Help | & Convert [ Select
5% @0 &) Genesys Administeator, Server: 10,1030.46.4730, . | | J v B v v |5 Bage v (G
& GENESYS G enesys Administrator Tenant: Enviranment L New Window | Log out
oo et e E—————
PROVISIONING > Environment > Applications > MCP - ca-to-embro - 8.1.2
Navigation </ | [i_| MCP - ca-to-embro - 8.1.2... - Started - Primary - \Applications\,
3 Search +||| 3 cancel (= = |l save &New | [ZReload  [FgUninstal [ stop [ Graceful stop
3 Environment =|| || configuration Options Permissions Dependendes Alarms Logs
L5} larm Conditions iMew [igDelete 2 Export T Import View: Advanced View (Options)
[ Scripts
Name Section Option Value
@ Application Templates T [Fiter — — p—
[5) Applications emsire local_queus_path ems rclocal_queus_path  reportingClientQuaue db
(&) Hosts emsirc max_batch_time ems rc.max_batch_tme 10
3 Solutions emsire.max_reconnect interval ems re.max_reconnect int... 80
@ Time Zones emsirc.mag_broker_uri ems rc.msg_broker_uri tep/SLocalPS:61616
@ Business Units/Sites emsirc.ors.batch_size ems rc.ors.batch_size 500
emsirc ors local_qusue_max ems rc. ors local_queue_m.. -1
[ Tenants
i emsirc ors Jocal_queus_path ems rc.orsdocal_queus_p.. orsQueus_mcp.db
[ Table Access Points
emsirc ors.max_balch_ime ems rc.ors.max_batch_time 10
F ts
@ orms emsire.ors.max_reconnect_interval ems rc.ors.max_reconnec... 60
@ Fields emsirc.ors.msg_broker_uri ems rc.ors.msg_broker_uri  tcp:/SLocallP$:61616
emsirc ors queus_size_limit ems rc ors queus_size_limit 10000
emsirc_ors.upstream queue ems rc.ors.upsiream.queue | rs.queue.or
emsirc queue_size_imit ems It queus_size_limit 10000
emsirc sqa.batch_size ems rc.sqa batch_size 1
emsirc.=qa.local_gueue_path ems rc.sqa.local_gueue_p... sgaQueue_mcp.db
g Switching + emsirc sqa.max_batch_ime ems rc.5qa.max_batch_tme 10
g RoutingfeServices + emsirc sqa max_reconnect_interval ems rc.sqamax_reconne... 60
g Desktop + emsirc_sqa.msg_broker_uri ems 1t sqa msg_broker_uri  tcp//SLocalPSE1616
g} Accounts + emsirc.sqa.queve_size_lmit ems rc.sqa.queue_size_limit 1000
' Vaice Platform - emsirc sqa.upstream.queue ems rc.sqa upsiream queue rs.queue.sga
= Outbound Contact - ‘emsirc . upstream.queue ems rC.upstream.queus rs.queus.upstream
o

Figure 1: Genesys Administrator

To access Genesys Administrator in your Genesys deployment, go to the
following URL:

http://<{Genesys Administrator host>/wcm

More Information

* For information about installing Genesys Administrator, see the
Framework 8.1 Genesys Administrator Deployment Guide.

* For general information about using Genesys Administrator, see the online
Framework 8.1 Genesys Administrator Help.

* For information about using Genesys Administrator to configure and
provision GVP Application objects and [VR Profiles, see Procedure:
Viewing or modifying GVP configuration parameters, on page 34 and
Procedure: Configuring logical resource groups, on page 94.

* For information about using Genesys Administrator to monitor GVP and
view reports, see Part 2 of this manual, starting on page 295.

Note: The Genesys Administrator’s enable and disable features for its
objects has no impact on the GVP objects.
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GVP Identifiers and SIP Headers

This section explains two important categories of identifiers that are used in

GVP:
e Session Identifiers

* Application Identifiers (see page 27)

Session Identifiers

There are three types of session identifiers that are used to track, co-ordinate,
and report on GVP sessions. Table 1 describes the session identifiers and the
SIP extension headers in which the ID information is captured.

Table 1: GVP Session Identifiers and SIP Headers

Session ID

Description

SIP Header

Genesys CallUUID

The Universally Unique Identifier (UUID)
that T-Server or SIP Server generates for
the customer interaction.

X-Genesys-CalLUUID

The Resource Manager (SIP Proxy)
and GVP components (User Agents)
propagate this header, without
changes, in all SIP messages.

GVP Session ID

The 128-bit Globally Unique Identifier
(GUID), and other GVP specific
parameters separated by semicolons that
identifies a call session for a particular
GVP resource. The GUID is generated by:

Resource Manager when it creates a new
session in response to a new SIP INVITE
request.

Media Control Platform or Call Control
Platform when it initiates a new session for
an outbound call.

It is passed in the following format:

<GUID>[; gvp.rm.cti-call=1][; gvp.rm.da
tanode=<datanode>][; gvp.rm.tenant-id=
{tenant info)]

X-Genesys-GVP-Session-1ID

If the header does not already exist
in the SIP request, the Resource
Manager inserts the header in
requests that it forwards. The
Resource Manager and GVP
components propagate this header in
all subsequent SIP messages for the
session.

26
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Table 1: GVP Session Identifiers and SIP Headers (Continued)

Session ID

Description

SIP Header

GVP Component ID

The ID that the GVP component generates
to identify the call leg.

The component correlates the Component
ID with the GVP Session ID, and logs the
correlation for correct call detail records
(CDRs).

For more information on the CDR reports,
see “Monitoring GVP” on page 295.

ccxml-session-id

For the Call Control Platform only,
when it sends a request to initiate an
outbound session, but the Resource
Manager session has not been
assigned yet. This enables a newly
created CCXML session to make
multiple SIP requests before it has
received a response to any of them.

Application Identifiers

There are two kinds of applications in a GVP deployment:

* The GVP components or processes, which exist as Application objects in

the Genesys Configuration Layer.

* The VoiceXML and CCXML applications, which exist as IVR Profile
objects in the Genesys Configuration Layer.

Table 2 describes the identifiers that GVP uses for both kinds of applications,
and the SIP extension headers in which the ID information is captured.

Table 2: GVP Application Identifiers and SIP Headers

Application ID

Description

SIP Header

Application DBID

The DBID that the Configuration Layer
assigns to the GVP component Application
object.

This ID is used internally by Reporting
Server to link accumulated call data and
summary data with specific GVP
components.

Not Applicable

User’s Guide
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Table 2: GVP Application Identifiers and SIP Headers (Continued)

Application ID

Description

SIP Header

IVR Profile name The user-defined name that was assigned to | « gvp-tenant-id parameter in the
the IVR Profile when it was created. SIP Request-URI—The Resource
Note: For backwards compatibility: Manager uses this parameter, if it
is present, to identify the voice
If gvp-tenant-id = [TenantX], Resource or call control application for a
Manager assumes that the associated new session.
tenant for the call is TenantX. . .
* gvp.rm.tenant-id parameter in
If gvp-tenant-id = IVRAppY, Resource the X-Genesys-GVP-Session-1D
Manager assumes that the associated extension SIP header—The
IVR Profile for the call is IVRAppY. If Resource Manager inserts this
the X-Genesys-gsw-ivr-profile-id parameter in the header before it
header is also present, it is used to forwards the initial session
determining the IVR Profile and the request.
Request URI parameter denotes the : :
* X-Genesys-gsw-ivr-profile-name
tenant.
If gvp-tenant-id = [TenantX].IVRAppY,
Resource Manager assumes that the
associated tenant for the call is TenantX,
and the IVR Profile is IVRAppY. If the
X-Genesys-gsw-ivr-profile-id header
is also present, it is ignored.
IVR Profile DBID | The DBID that the Configuration Layer X-Genesys-RM-Application-dbid
assigns to the IVR Profile. The Resource Manager adds this
This ID is used internally by Reporting header to the initial INVITE request
Server to link call level and summary data | to a resource. Resources log the
to a specified IVR Profile. DBID in their CDRs to the
Reporting Server.
IVR Profile ID The ID that Resource Manager uses to map | X-Genesys-gsw-ivr-profile-id

a new RM session to the IVR Profile.

Campaign ID for
MSML

The ID that Resource Manager uses to
assign an outbound campaign-id value in
order to establish a SIP session from the
same campaign on the same Media Server.

Note: The campaign-id is not mandatory for
all of the outbound modes. If an msml
service request is received without the
campaign-id, Resource Manager will route
the request to any available Media Server.

X-Genesys-gsw-session-dbid

28
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Table 2: GVP Application Identifiers and SIP Headers (Continued)

Application ID

Description

SIP Header

Gateway Header for
PSTN Connector

The header that Resource Manager uses to
inform SIP Server of the identity of the
PSTN Connector from which the call
originated.

X-Genesys-GVP-Trunk-Prefix

User’s Guide

Importing and Exporting Configuration Server Data

When data is exported from Configuration Server, and then imported back
with or without modification, be aware that the DBIDs of existing
configuration objects (such as GVP Application processes and [VR Profiles)
are not preserved when imported or exported. In these cases:

* Reporting Server will not be able to correlate historical data with the new
IDs, and GVP reports will not display older data.

*  GVP components that use CCILib may encounter problems, because they
will no longer receive updates for objects for which they registered to
receive updates under the old IDs. Restarting Configuration Server will fix

this problem.
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Part

Provisioning GVP

This part of the Guide provides information about Genesys Voice Platform
(GVP) configuration and provisioning that you perform on the Provisioning
tab of Genesys Administrator.

This information appears in the following chapters:

User’s Guide

Chapter 2, “Configuration and Provisioning Overview,” on page 33
Chapter 3, “Configuring Common Features,” on page 41

Chapter 4, “Configuring the Resource Manager,” on page 87
Chapter 5, “Configuring Policy Server,” on page 101

Chapter 6, “Provisioning IVR Profiles,” on page 107

Chapter 7, “Configuring the Media Control Platform,” on page 145
Chapter 8, “Configuring the MRCP Proxy,” on page 199

Chapter 9, “Configuring the Call Control Platform,” on page 213
Chapter 10, “Configuring the CTI Connector,” on page 229

Chapter 11, “Configuring the Supplementary Services Gateway,” on
page 249

Chapter 12, “Configuring the PSTN Connector,” on page 259

Chapter 13, “Configuring the Fetching Module and Squid Proxy,” on
page 269

Chapter 14, “Configuring the Reporting Server,” on page 275
Chapter 15, “Configuring GVP in Multi-Site Environments,” on page 291
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Chapter

Configuration and
Provisioning Overview

This chapter provides an overview of the tasks to configure Genesys Voice
Platform (GVP) components and provision GVP. It contains the following
sections:

«  Configuring GVP, page 33

+  Task Summary: Configuring GVP, page 37

Note: This guide assumes that you have deployed a basic GVP as described
in the Genesys Voice Platform 8.1 Deployment Guide. For more
information about installing GVP components and providing the basic
connections, see the Deployment Guide

Configuring GVP

User’s Guide

The GVP components are configured as Application objects in the Genesys
Configuration Layer. To deploy the Voice Platform Solution (VPS), you must
create and configure the required Application objects in Genesys
Administrator. For information about creating and deploying the GVP
Applications, see the Genesys Voice Platform 8.1 Deployment Guide.

To process calls in GVP 8.1, you must provision the IVR Profiles in Genesys
Administrator. To trigger the execution of a particular VoiceXML or CCXML
application when an incoming call is received, map the IVR Profile to a DN
range. For more information about provisioning IVR Profiles and, if required,
mapping them to DNs, see Chapter 6 on page 107.
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Warning! Genesys recommends, that in a multi-tenancy deployment, the
service provider or enterprise manager of GVP should be the only
user that can manage DID groups or define Tenants. Tenants
should not be given access to edit their own configurations
because of a potential conflict in numbering and naming
uniqueness required by GVP. However, Tenant users can be
assigned to read their configurations and reports.

Configuring GVP Processes in Genesys Administrator

The following procedure describes how to configure GVP Application and IVR
Profile objects in Genesys Administrator. For more information about using
Genesys Administrator, see the online Framework 8.1 Genesys Administrator
Help.

Procedure:
Viewing or modifying GVP configuration parameters

Purpose: To describe the general method for using Genesys Administrator to
view or modify configuration options in GVP Application and IVR Profile
objects.

Prerequisites

* TheApplication or IVR Profile object has been created as described in the
Genesys Voice Platform 8.1 Deployment Guide. In particular, for GVP
Application objects, the Application was created from an Application
Temp late into which metadata had been imported.

*  You are logged in to Genesys Administrator. To access Genesys
Administrator, go to the following URL:

http://<Genesys Administrator host)/wcm

Start of procedure

1. In Genesys Administrator, go to the Options tab of the object that you want
to configure:

* For a component Application, go to the Provisioning > Environment
> Applications » <Component Application> > Options tab.

* For an IVR Profile, go to the Provisioning > Voice Platform > IVR
Profile > Options tab.

Figure 2 shows the Options tab.
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Figure 2: Genesys Administrator Options Tab

For each configurable parameter, the Options tab displays the following
information:

* The option display name.

*  The configuration section that contains the option.

* The configuration option name provided by the template.
* The current option value, either user-defined or default.

2. You can change the display in a number of ways:

* To sort the information in ascending or descending order by column,
click the column header, and then select the desired sort order option
from the drop-down list.

e To show or hide a column, click any column header, select the Columns
submenu from the drop-down list, and then select or clear check boxes
in the Columns list to show or hide columns.

3. To change an option setting:
a. Double-click the Value of the option that you want to change.

You can view the same information for all configuration options in the
Genesys Voice Platform 8.1 Configuration Options Reference.

b. Enter the new value in the Value field.
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4. To save your changes, click Save and then Apply.

5. To update the metadata descriptions (from an updated Templates XML
file), click Reload. This reloads the metadata file without affecting
configured option values.

6. To view the Help documentation for an option, click the blue arrow to the
left of the option name.

End of procedure

Table 3 provides information about the options in the rptui configuration
section of the default Application object. Table 3 provides parameter
descriptions as well as the default parameter values that are preconfigured in
the default Application object.

The default Application object is created automatically and is always
available when you start Genesys Administrator.

Table 3: Reporting Ul Configuration Options—default Application

Option Name

Description

Valid Values and Syntax

Minimum Dashboard
Refreshing Interval

The minimum refresh interval, in seconds, to
refresh the Voice Platform Dashboard data.

An integer greater than zero.

Default value: 10

Maximum Number of
Items in the

The maximum number of IVR Profiles and/or
Components that can be filtered at one time.

An integer range greater than
zZero.

local time.

When specifying the value, use leading zeros if
necessary.

Dashboard Default value: 50
Daylight Saving The daylight savings time difference, in hours <HH>:<mm»
Hours and minutes, to apply to timestamps to adjust to | here:

* <HH) indicates hours.
* <mm) indicates minutes.
Default value: 01:00

Reporting Server

The timeout, in seconds, for communications

Any positive integer.

HTTP Timeout between GVP Reports and the Reporting Server. | pefault value: 30 (seconds)
If your deployment experiences frequent
timeouts, increase this value.
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Table 3: Reporting Ul Configuration Options—default Application (Continued)

Option Name

Description

Valid Values and Syntax

Show Local Time

Specifies whether GVP Reports will display date | ¢
and time values in local time, rather than in

Greenwich Mean Time (GMT), which is the
default format that Reporting Server returns. .

To display local time in reports, set this option to
true (1) and specify a timezone offset (see
Timezone 0ffset).

true (1)—Date and time
values will display in
local time.

false—Date and time
values will display in
GMT.

Default value: true

Timezone Offset

The time offset, in hours and minutes, that will be
applied to convert GMT to local time (see Show
Local Time), in the time zone where GVP reports
will be accessed.

Dates and times in all GVP reports will be
converted.

When specifying the value, use leading zeros if | «
necessary.

{s><HH>: <mm>

where:

<{s» is either + (plus) or -
(minus), to indicate
whether the time should
be added or subtracted.

<HH> indicates hours.

<mm) indicates minutes.

Default value: -08:00

Task Summary: Configuring GVP

Task Summary: Configuring and Provisioning GVP provides an overview of
the tasks to implement full GVP functionality in your deployment.

Task Summary: Configuring and Provisioning GVP

between the Resource Manager and
all the other GVP components.

Objective Related Procedures and Actions
Set up connections, SIP See:
communications, and routing .

Communication” on page 46.

page 146.

page 213.

on page 229.

“Configuring SIP Communication and Routing” on page 42.

* For secure communications, see “Enabling Secure

See also component-specific requirements:

* For the Media Control Platform, see Table Task Summary: on
* For the Call Control Platform, see Table Task Summary: on

» For the CTI Connector, see “Configuring the CTI Connector”

User’s Guide
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Task Summary: Configuring and Provisioning GVP (Continued)

Objective

Related Procedures and Actions

Provision the resources for the
Resource Manager.

See “Configuring Logical Resource Groups” on page 93.

Provision the IVR Profiles.

See Chapter 6 on page 107.

For additional specific configuration for GVPi IVR Profiles,
see

To modify legacy Voice XML applications to work with GVPi,
see the Genesys Voice Platform 8.1 Application Migration
Guide.

(Optional) Deploy Policy Server

Enables Genesys Administrator to manage DID Groups
and Resource Manager policies.

Enable GVP Reporting.

Configure the options in the ems configuration section of the
Resource Manager, Media Control Platform, Call Control
Platform, Fetching Module, and CTI Connector Application
objects. For more information, see “Configuring Reporting”
on page 63.

Configure the Reporting Server (see Chapter 14 on page 275).

If required, configure access control for Reporting services
(see “Controlling Access to Reporting Services” on
page 287).

On the Monitoring tab of Genesys Administrator, verify that
the Voice Platform view appears in the navigation panel. If
necessary, modify the default (Configuration Manager)
Application configuration to enable GVP reports to be
displayed in Genesys Administrator. For more information,

(1524

see “”” on page 289.

(Optional) Enable Automatic Speech
Recognition (ASR) and
Text-to-Speech (TTS).

See “Enabling ASR and TTS” on page 150.
To configure the MRCP Proxy, see Chapter 8 on page 199.

(Optional) Enable conferencing.

See “Enabling Conference Services” on page 62.
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Task Summary: Configuring and Provisioning GVP (Continued)

Objective Related Procedures and Actions

(Optional) Configure individual In general, see the remaining chapters in the Provisioning part of
components to customize or enable | this guide. More specifically, to customize:

GVP features. + Logging behavior, see “Service Quality Analysis (SQA)” on

page 65.
* Session behavior and performance, see “Configuring Session
Timers and Timeouts” on page 80.

» Messaging, see “Configuring SNMP” on page 72 and
Table 100 on page 470.

» Call Control Platform device profiles, see “Configuring
Device Profiles” on page 488.

» Caching behavior, see “Configuring the Squid Caching
Proxy” on page 272.

User’s Guide 39



Chapter 2: Configuration and Provisioning Overview Task Summary: Configuring GVP

40 Genesys Voice Platform 8.1 @



S Genesys

Chapter

User’s Guide

Configuring Common
Features

This chapter describes how to implement functionality that is shared across all
the components in a Genesys Voice Platform (GVP) deployment. It contains
the following sections:

«  Configuring SIP Communication and Routing, page 42
« Enabling Secure Communication, page 46

- Enabling IPv6 Communication, page 57

« Enabling Conference Services, page 62

«  Configuring Reporting, page 63

+  Configuring Logging, page 66

+  Configuring SNMP, page 72

«  Configuring Client-Side Connections, page 72

«  Customizing SIP Responses, page 78

«  Configuring Session Timers and Timeouts, page 80
This chapter describes selected configuration options (parameters) that are

common to GVP components. Later chapters similarly highlight important
configuration options that are more component-specific.

Note: Configuration options and parameters are one in the same, and these
terms are used interchangeably throughout the chapter.

The configuration option tables in this chapter provide parameter descriptions,
and also the default parameter values that are preconfigured in the GVP
Application objects. For information about all the available configuration
parameters, see the Genesys Voice Platform 8.1 Configuration Options
Reference.

Configure the options in Genesys Administrator on the Provisioning >
Environment > Applications > <GVP Component> > Options tab. For detailed
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steps to configure option settings, see Procedure: Viewing or modifying GVP
configuration parameters, on page 34.

Note: The configuration options for GVP processes are complex and provide
a great deal of flexibility. Deploying GVP as described in the Genesys
Voice Platform 8.1 Deployment Guide provides a fully functional,
basic GVP deployment, with the minimum number of customizations
required for GVP to operate in your environment. Before performing
additional customizations, ensure that you review the configuration
options and fully understand their implications.

Configuring SIP Communication and
Routing

Task Summary: Configuring SIP Communications and Routing summarizes
the steps and parameters to configure the transport and routing mechanisms for
SIP messaging within the GVP deployment.

Task Summary: Configuring SIP Communications and Routing

Objective Related Procedures and Actions

For each Resource Manager, Media | Configure the sip.transport.<x) options (see page 44). Note
Control Platform, Call Control the following:

Platform, and CTI Connector .
Application in your deployment,
configure the SIP transports for the
supported transport protocols.

For the Resource Manager, specify separate transports for SIP
proxy, registrar, and monitoring purposes.

* The lowest {x> in a set of sip.transport.<x> options
indicates the preferred default protocol. By default, User
Datagram Protocol (UDP) is the preferred protocol for all
components (sip.transport.0).

* To make TCP the preferred protocol, either reorder (by
renaming) the respective sip.transport parameters, or else
remove the sip.transport.0 UDP parameter so that the
sip.transport.1 TCP parameter is the lowest numerically
defined sip.transport.<x> and thus, becomes the default.
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Task Summary: Configuring SIP Communications and Routing (Continued)

Objective

Related Procedures and Actions

For each Resource Manager, Media
Control Platform, Call Control
Platform, and CTI Connector
Application in your deployment,
configure the SIP transports for the
supported transport protocols.
(continued)

» For secure SIP (SIPS) communications, specify a transport for
TLS. For more information, see “Enabling Secure
Communication” on page 46.

* For setting IP DiffServ (ToS) field in the outgoing SIP
messages, specify the ToS parameter:
sip.transport.<x>.tos

Note: If you change the default preferred protocol for the Call

Control Platform, you must complete additional steps on the

CCXML application side, to ensure that the Request-URI

specifies the correct protocol. For more information, see

page 215.

Configure the route set and routing
table for outbound calls.

* For each Media Control Platform and Call Control Platform
Application in your deployment, configure the sip.routeset
or sip.securerouteset option.

» For each Resource Manager, Media Control Platform, and
Call Control Platform AppLication in your deployment,
configure the required sip.route.dest.<n) entries.

Verify settings that determine
behavior in relation to the SIP stack.

Review and, if necessary, modify the options that control such
parameters as number of threads, size of the Maximum
Transmission Unit (MTU) of the network interfaces, and number
of connections:

* For the Resource Manager, the relevant options are in the
proxy configuration section.

» For the Media Control Platform and Call Control Platform,
the relevant options are in the sip configuration section.

Table 4 provides information about important SIP communications and routing
options. It includes parameter descriptions as well as the default parameter
values that are preconfigured in various configuration sections in the Resource
Manager, Media Control Platform, and Call Control Platform Application

objects.

The default values for the sip.transport.<n)> parameter in the Resource
Manager, Media Control Platform, Call Control Platform, and CTI Connector
Applications are summarized in Table 4.

For information about all the available configuration options, see the Genesys
Voice Platform 8.1 Configuration Options Reference.

User’s Guide
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Table 4: Default SIP Transports

Configuring SIP Communication and Routing

Component Application

Section.Option Name

Default Value

Resource Manager

proxy.sip.transport.0

transport® udp:any:5060

proxy.sip.transport. 1

transport1 tcp:any:5060

proxy.sip.transport.2

transport2 tls:any:5061 cert=
$InstallationRoot$\config\x509_cert
ificate.pem key=$InstallationRoot$\
config\x509_private_key.pem

Note: If host names are used in your deployment, the
proxy.sip.transport. [x] must be configured with that hostname—for
example, proxy.sip.transport.® = transporto

udp:myhostname.com:5060.

registrar.sip.transport.0

transport@ udp:any:5062

registrar.sip.transport. 1

transport1 tcp:any:5062

registrar.sip.transport.2

transport2 tls:any:5063 cert=
$InstallationRoot$\config\x509_cert
ificate.pem key=$InstallationRoot$\
config\x509_private_key.pem

monitor.sip.transport.0

transport@ udp:any:5064

monitor.sip.transport. 1

transport1 tcp:any:5064

monitor.sip.transport.2

transport2 tls:any:5065 cert=
$InstallationRoot$\config\x509_cert
ificate.pem key=$InstallationRoot$\
config\x509_private_key.pem

subscription.sip.transport.0

transport@ udp:any:5066

subscription.sip.transport. 1

transport1 tcp:any:5066

subscription.sip.transport.2

transport2 tls:any:5067 cert=
$InstallationRoot$\config\x509_cert
ificate.pem key=$InstallationRoot$\
config\x509_private_key.pem
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Table 4: Default SIP Transports (Continued)

Configuring SIP Communication and Routing

Component Application

Section.Option Name

Default Value

Media Control Platform

Note: If all sip.transport.x
values are empty, UDP, TCP,
and TLS transports will all be
enabled, and will listen from
ports 5070, 5070, and 5071,
respectively, on any network
interface.

sip.transport.0

transport@ udp:any:5070

sip.transport. 1

transport1 tcp:any:5070

sip.transport.2

transport2 tls:any:5071 cert=
$InstallationRoot$\config\x509_cert
ificate.pem key=$InstallationRoot$\
config\x509_private_key.pem

MRCP V2 Client

Note: If all sip.transport.x
values are empty, UDP, TCP,
and TLS transports will all be
enabled, and will send MRCP
session request from ports
7080, 7080, and 7081,
respectively, on any network
interface.

sip.transport.0

transport@ udp:any:7080

sip.transport. 1

transport@ udp:any:7080

sip.transport.2

transport2 tls:any:7081
type=TLSv1

Call Control Platform

Note: If all sip.transport.x
values are empty, UDP, TCP,
and TLS transports will all be
enabled, and will listen from
ports 5068, 5068, and 5069,
respectively, on any network
interface.

sip.transport.0

transport@ udp:any:5068

sip.transport. 1

transport1 tcp:any:5068

sip.transport.2

transport2 tls:any:5069
cert=$InstallationRoot$/config/x509
_certificate.pem
key=$InstallationRoot$/config/x509_
private_key.pem

mediacontroller.sipsproxy

The address of SIP Secure Proxy for
outbound SIP requests. Specify in this
format: 10.10.30.205:5071

Default: $LocalIP$:5061

mediacontroller.bridge_
sips_server

Address of sip secure bridge server
Default: $LocalIP$:5061

mediacontroller.
sipsecure

If this flag is set to true, all the outbound
sip requests would be in SIP Secure
protocol. Note that the hints attribute of
the CCXML elements that initiates an
outbound request can overwrite this
configuration. Possible Values:

1 - true
0 - false (default)

User’s Guide
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Table 4: Default SIP Transports (Continued)

Enabling Secure Communication

Component Application

Section.Option Name

Default Value

CTI Connector

Note: If all sip.transport.x
values are empty, UDP, TCP,
and TLS transports will all be
enabled, and will listen from
ports 5080, 5080, and 5081
respectively, on any network
interface.

sip.transport.0

transport@ udp:any:5080

sip.transport.1

transport1 tcp:any:5080

sip.transport.2

transport2 tls:any:5081

cert=$InstallationRoot$/config/x509
_certificate.pem
key=$InstallationRoot$/config/x509_
private_key.pem

PSTN Connector

GatewayManager.
UserAgentAddr

GatewayManager.
UserAgentPort

Enabling Secure Communication

Task Summary: Enabling SIPS, HTTPS, and SRTP in GVP summarizes the
steps and parameters to set up your GVP deployment to use Secure Socket
Layer (SSL) technology for secure SIP (SIPS), secure HTTP (HTTPS), and

secure RTP (SRTP) communication.

Note: Although, the GVP components support SIPS, the Genesys SIP Server

46

does not. Before you enable SIPS in your GVP deployment, contact
your Genesys Sales Representative for more information.
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Enabling Secure Communication

Task Summary: Enabling SIPS, HTTPS, and SRTP in GVP

Objective

Related Procedures and Actions

Set up GVP to use SIPS for call
control messaging.

1.

If required, generate and deploy the SSL private key and
certificate (see Procedure: Creating an SSL private key and
certificate).

On the Resource Manager, Media Control Platform, Call
Control Platform, and CTI Connector Applications, specify
the SIP transport for TLS, including the additional parameters
for the certificate and key (see information about the
sip.transport.<x> option on pages 42, and the default values
in Table 4 on page 44).

On the Media Control Platform and Call Control Platform
Applications, specify secure routing for outbound calls (see
information about the sip.securerouteset option on page 44
and the sip.route.dest.<n> option on page 44).

On the Call Control Platform Applications, specify secure SIP
proxy to generate dialogs by using TLS calls (see information
about the mediacontroller.sipsproxy option on page 45.

Modify the CCXML applications, as required, to ensure that
the Request-URI specifies TLS as the transport protocol.

Set up the Fetching Module to use
HTTPS.

. Generate and deploy the SSL private key and certificate. For

. If Squid is deployed, modify the Squid configuration file, if

information about creating a self-signed certificate, see
Procedure: Creating an SSL key and self-signed certificate for
use with IIS, on page 51.

On the Media Control Platform or Call Control Platform
Applications in your deployment, configure the https_proxy,
and the ssl_x parameters in the fm section.

necessary, to configure “safe” and SSL ports, and to enforce
SSL (see Procedure: Moditying the Squid Configuration, on
page 272). Also, if the HTTPS connection is to tunnel through
Squid or another HTTP proxy, configure the https_proxy
parameter in the fm section.

Verify that timeout settings are
suitable for your deployment.

Given the additional processing time and lags associated with
SSL encryption/decryption and handshakes, reconsider the
following settings in particular:

For the Fetching Module, iproxy.connect_timeout (default is
5 seconds).

For the Media Control Platform, timeouts in the sessmgr and
sip sections.

User’s Guide
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Enabling Secure Communication

Task Summary: Enabling SIPS, HTTPS, and SRTP in GVP (Continued)

Objective

Related Procedures and Actions

Enable SRTP for the media channel
between the Media Control Platform
and the remote endpoint.

On the Media Control Platform Application:

1. Specify the required mode (accept-only, offer, or
offer_strict) in the mpc.srtp.mode parameter. By default,
SRTP is not enabled.

2. If necessary, modify the default values for the encryption and
authentication algorithms (the cryptographic suites), and for
the session parameters that the Media Control Platform will
advertise in the SDP crypto attribute:
mpc.srtp.cryptomethods
mpc.sessionparams
mpc.sessionparamsoffer

Enable SRTP for the media channel
between the MRCPv2 server and the
Media Control Platform.

On the MRCPv2 Application that represents the third-party
MRCP server for ASR or TTS, verify and, if required, modify
settings for the following options:
provision.vrm.client.TlsCertificateKey

provision.vrm.client.TlsPrivateKey
provision.vrm.client.TlsPassword

Create security certificates to enable
the Supplementary Services Gateway
to interact with SIP Server over
secure ports.

On Windows and Linux install and configure security certificates
to enable interactions over TLS. See Procedure: Creating
Security Certificates for TLS Interactions, on page 53.

If necessary, set up the Reporting
Server to use HTTPS.

See “Enabling HTTPS for Reporting” on page 287.

Configure Genesys Administrator to
use HTTPS to access Reporting
Server web services, for the GVP
reports that are displayed in the
Monitoring > Voice Platform view.

* In Genesys Administrator, on the Provisioning >
Environment > Applications > default > Options tab, set
the value of rptui.enablehttps to true.

* Ensure that the web server for Reporting Server is configured
to enable HTTPS.

Note: Observe standard security practices to ensure that you protect the
security of SSL private keys, SSL certificates, and configured user
names and passwords—for example, ensure that they are stored on
secure hosts, and do not create them over a network.

Configuring MCP, MRCPv2, CCP, CTIC, and RM for Secure SIP

Transport

This section offers configuration examples that enable secure communication.

48
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MCP

Inbound Inbound supports both sips: and transport=TLS schemas. Examples:

INVITE
sips:dialoge000.00.000.00:5071; voicexml=http://000.00.000.00/testca
se/gvp8/hellotransfer.vxml; aai=N/A SIP/2.0

INVITE
sip:dialoge000.00.000.00; transport=TLS; voicexml=http://000.00.000.0
0/testcase/gvp8/hellotransfer.vxml; aai=N/A SIP/2.0

Transfer Transfer can make calls with both and “transport=tls”. Examples:

{transfer name="newcall" dest="sips:4162245081e000.00.000.00:5071"
bridge=

sent: INVITE sips:4162245081e000.00.000.00:5071 SIP/2.0

sent: REFER sips:Genesyse000.00.000.00:5071 SIP/2.0

{transfer name="newcall"

dest="sip:4162245081e000.00.000.00:5071; transport=tls"bridge=

sent: INVITE sip:4162245081e000.00.000.00:5071; transport=tls SIP/2.0
sent: REFER sip:Genesyse000.00.000.00:5071; transport=tls SIP/2.0

MRCPv2

Nuance Speech Server 6 supports only the sips: schema. Example:
sips:mresourcese[MRCP server IP]:[port]

Nuance Speech Server 5 supports the transport=tls schema. Example:
sip:mresourcese[MRCP server IP]:[port] ; transport=TLS

Call Control Platform (CCP)

Inbound CCP supports sip secure schema sips: and transport=TLS

The example below applies to both:
INVITE

sips:ccxmle000.00.000.00:5069; ccxml=http://000.00.000.00/testcase/q
vp8/dialog.ccxml;

INVITE
sip:ccxmle000.00.000.00:5069; transport=TLS; ccxml=http://000.00.000.
00/testcase/gvp8/dialog.ccxml;
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CTI Connector

When CTI Connector receives an incoming call on a secure channel, it will use
only a secure channel to make the outbound call.

For example:
INVITE sips:1234e000.00.000.00:5080 SIP/2.0
INVITE sip:1234e000.00.000.00:5080; transport=TLS SIP/2.0

Note: We have not tested CTI Connector behavior by modifying the
mediacontroller.sipsecure parameter. I will check with QA about this and
revert back to you.

Resource Manager

When the Resource Manager receives an incoming call on a secure channel, it
will use only a secure channel to make the outbound call.

Procedures that Support Enabling Secure Communication

50

The following procedures support the tasks outlined in Task Summary:
Enabling SIPS, HTTPS, and SRTP in GVP:

* Procedure: Creating an SSL private key and certificate

*  Procedure: Creating an SSL key and self-signed certificate for use
with IIS, on page 51

*  Procedure: Creating Security Certificates for TLS Interactions, on page 53

* Procedure: Configuring the Fetching Module for HTTPS, on page 55

Procedure:
Creating an SSL private key and certificate

Purpose: To illustrate how to create and deploy the private key and SSL
certificate that are used for SIPS and HTTPS authentication.

Perform this procedure for each Resource Manager, Media Control Platform,
and Call Control Platform in your deployment.

Prerequisites

* The OpenSSL Toolkit (openssl) or other SSL tool is available.

You can download the OpenSSL Toolkit for Windows from Shining Light
Productions at the following URL:

http://www.shininglightpro.com/products/Win320penSSL.html
For more information about OpenSSL, see http://www.openssl.org/.
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Start of procedure

1. Generate the private key:
* For a password-protected key, execute the following command:
openssl genrsa -aes128 -out x509_private_key.pem 2048
* For a non-password-protected key, execute the following command:
openssl genrsa -out x509_private_key.pem 2048
2. Generate the certificate.
The following example of the required command creates a certificate with
file name x509_certificate.pem, which expires in 1095 days:

openssl req -new -x509 -key x509_private_key.pem -out
x509_certificate.pem -days 1095

For information about additional supported parameters, see the openssi
Manual page on the OpenSSL web site (http://www.openssL.org/).

3. [Install the certificate and key.

The default GVP configuration assumes that the file names and paths are
as follows:

* For the certificate:
$InstallationRoot$\config\x509_certificate.pem

* For the private key:
$InstallationRoot$\config\x509_private_key.pem

End of procedure

Next Steps

* Ifrequired, modify the sip.transport.<x> configuration option for TLS to
update the parameters for the certificate path, key path, and password (if
applicable).

Procedure:
Creating an SSL key and self-signed certificate for use
with 1IS

Purpose: To illustrate how to use the OpenSSL Toolkit to create a private key
and self-signed SSL certificate request, to enable HTTPS connections to the
IIS web server for Fetching Module communications.

Prerequisites

* The OpenSSL Toolkit (openssl) has been installed, with default settings.

You can download the OpenSSL Toolkit for Windows from Shining Light
Productions at the following URL:
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http://www.shininglightpro.com/products/Win320penSSL.html
For more information about OpenSSL, see http://www.openssl.org/.

Start of procedure

1. Set up the openssl directories and files:

a. (Optional, but recommended) Add C:\0penSSL\bin to your system path
(Control Panel > System > Advanced > Environment Variables »
System Variables).

b. Create a working directory—for example, C:\ssl.

Create the directory structure and files required by openssl:

» Directories: keys, requests, and certs

* Files: database.txt and serial.txt—these are empty (zero-byte)
text files

To create the directories and files manually, execute the following

commands at the C:\ss1> UNIX prompt:

md keys

md requests

md certs

copy con database.txt

i

copy con serial.txt

01

i

2. Setup a Certificate Authority (CA):

a. Atthe C:\ssl)> prompt, execute the following command to create a
1024-bit private key:
openssl genrsa -des3 -out keys/ca.key 1024

b. Atthe C:\ssl> prompt, execute the following command to create the
CA certificate:
openssl req -config openssl.conf -new -x509 -days 1001 -key
keys/ca.key -out certs/ca.cer
The following certificate is created:
c:\ssl\certs\ca.cer

3. Create an IIS Certificate Request (certreq. txt).

For more information, see the Microsoft Knowledge Base article number
228821, which is available from Microsoft Technical Support
(http://support.microsoft.com).

4. Sign the Certificate Request.
a. Copy the certreq.txt file into C:\ssl\requests.
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Linux

b. At the C:\ssl> prompt, execute the following command to sign the
request:

C:\ssl>openssl ca -policy policy_anything -config openssl.conf
-cert certs/ca.cer -in requests/certreq.txt -keyfile keys/ca.key
-days 360 -out certs/iis.cer

5. Install the new certificate under IIS.

For more information, see the Microsoft Knowledge Base article number
228836, which is available from Microsoft Technical Support
(http://support.microsoft.com).

The secure web server is now accessible from any web browser, using
SSL.

End of procedure

Next Steps

* Create security certificates for TLS interactions (if required). See
Procedure: Creating Security Certificates for TLS Interactions.

Procedure:
Creating Security Certificates for TLS Interactions

Purpose: To create security certificates to enable the Supplementary Services
Gateway to interact with SIP Server by using TLS through secure ports.

Summary

The Security Pack on Linux provides the components, such as shared libraries
and an example of a Certification Authority (CA), that are used to generate
certificates and to deploy them on the installed GVP components.

Start of procedure

1. Import the ca_cert.pem file to the Trusted Root Certificate Authorities
folder.

2. Import the <serial_#>_<host_name>_cert.pfx file to the Personal folder of
the certificate service.

3. Install the Security Pack for Linux.

4. Configure the environment variable that corresponds to Linux and specify
the path to Security Pack libraries. For example, export
LD_LIBRARY_PATH=/home/svetar/Security/Linux/SecurityPack_810

The certificate is generated and added to the application.

5. In Genesys Administrator, assign the certificate to the host machine and
the host application.
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6. Create a secure port for the SIP Server Application.

For a detailed description of the configuration that is required to assign the
certificate to the host machine, application, and port, see Chapter 18 in the
Genesys 8.1 Security Deployment Guide.

7. Assign the certificate to the secure port.
SIP Server will listen on both the default and the secure port.

8. In Genesys Administrator, in the Supplementary Services Gateway
Application, create a connection to SIP Server.

9. Inthe Connection Info dialog box, edit the properties to configure the
ports to which the Supplementary Services Gateway will connect to SIP
Server. See Figure 3 on page 54.

For a detailed description of how to install and configure security certificates,
see Chapters 16-18 in the Genesys 8.1 Security Deployment Guide

Connection Info

General Advanced Metwork Security

* Server:

* 10

Connection Protocol: default (7001}
secure (F003)

[Unknowen 107
Remote Timeout: ]

Local Timeout:

Trace Mode: [Unkrnown Trace Mode] s

Connection Mode:

[ (8] 4 ] [ Cancel

Figure 3: Connection Info Dialog Box in Genesys Administrator
End of procedure

Next Steps

* Configure the Fetching Module (pwproxy) to access files over HTTPS (see
Procedure: Configuring the Fetching Module for HTTPS).

Note: The following procedure is applicable for pre Genesys Voice Platform
8.1.2 only deployments.
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Procedure:
Configuring the Fetching Module for HTTPS

Purpose: To modify the default Fetching Module configuration to enable
secure HTTPS communications.

Perform this procedure on each Fetching Module in your deployment.

Prerequisites

* The SSL certificate and key have been created and installed under IIS.

For information about creating a self-signed certificate, see Procedure:
Creating an SSL key and self-signed certificate for use with IIS, on
page 51.

Start of procedure

1. Create the PEM certificate file:

a. Using a text editor, create a new file, proxy_client.pem. You can store
the file under any directory on the Fetching Module server.

Open the ca.key file created by openssl (see Step 2 on page 52).
Copy all the lines from ca.key into the new proxy_client.pen file.
Press Enter to create one blank line at the end of the text.

I~V O =

Open the iis.cer file created when you signed the certificate request
(see Step 4 on page 52).

f. Copy all the lines from iis.cer starting from ----- BEGIN
CERTIFICATE---- and ending with ----- END CERTIFICATE----- )
inclusive, into the bottom of the proxy_client.penm file.

The final file will look similar to Figure 4.
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Proc-Type: 4, ENCRYPTED
DEK-Info: DES-EDE3-CBC, 70D8F72D9BB079C3

aFnOkM5agL iG7gvcEBj Z+GIAKfFsCQKug3cYBkng/Z Lp5vgapDqx6JUycPcBs7A/
Y35h4E4HDJ v40gJ 3xqLc4ENrhFH4Vezc4hFDb5SfQteVAP Tnk LxYBESvUY +55xwv
UCcbrpD3Pj qVakWPwdz7HtA7prH/4izUytE99yEE3C5pf3QpnUvOpsI0H+WN3xIL
[AWun2t2bojDjwofIREx4C0iWH/3PHi9gqpbZeRXvgwvEfw8dpKwh/oV5mCexcWt
YTJ/6Nf5fFCA2NxoaboZXIBa831S0uceZXAbSYE i Xfpedk4wPwelLHcTkzhwl iwdL
6JUnG7yjAcVxeN6gDk+oxGRkPoz7xpOVwTWRK/uCSFOumai3@Mrv8Cu0dyadhB/2
) BD1PeH8+1yfngH5RcU33vZJ IMJtHVB i TA330YQLDgke2xvd f4uBxdawlU7BSmYpT
B035suRCc4wARfTTF8Gvx L5epFDCSx32i81rkbZhv9GLFfaj i iBV3VRTMLN+ydSXb
QnLU+0e5Ln1BRbY70UXOHLUGJRMAY 1j /vkJ YPbCeGh0a4S4wPQT 1tPYcBpYdVhcH
DFZn55G1z Lf0d4BUXeF L 1LKuS5FK9P@B4ozL tXwMZtaUXQ44vL jPJ TWLMLPNY3AKS
zmb2boDqgn5btipuxwmgXYFLfIZ16h32sLLuZex3gv9LbURsD8Zr+HgqVNzXwJ TWI
kDEndj 5Bd+pMUe3i/9gr@nPAVMFkFsUUHEZPNNN L2AZsWwOkPsd907YEHVJ GovS6
AV3D6KPhOHFhg8AHMrEHCJLKN77J TS LbUJdAO+t/KNyYRs3TLwWEexg==

MIICYjCCAcugAwIBAgIBATANBgkghkiG9w@BAQQFADCB i j ELMAKGATUEBhMCQOEX
EDAOBgNVBAGTBO9udGFyaW8xEDAOBGNVBAcTBO ThcmtoYWOXEDAOBGNVBAoTBOd L
bmVzeXMxCj AIBgNVBASTATExXFzAVBgNVBAMTDj Ez0C4xMj Au0DQuMTQOMSAwHgYJ
KoZIhvcNAQKBFhFxYUB2b2Lj ZWd Lbml LLmNvbTAeFw@wODAOM) UXNDUXNTBaFwow
0TAOMj AXNDUXNTBaMGMxCzAJBgNVBAYTAKNBMQswCQYDVQQIEwWJPTj EQMA4GATUE
BXMHTWFya2hhbTEQMA4GATUEChMHR2VUZXN5czEKMAGGATUECXMBMTEXMBUGATUE
AXMOMTMA4L j EyMC44NC4xNDQwgZ8wDQYJKoZIhvcNAQEBBQADGY@AMIGJA0GBAMAr
f +mPgVE8Aemgbg90UocmyEJOLh2yC3KG) C1UGLPF6TQaJ 2vLINiCBSUUINGDrujo
BPKMJBXOpLAFUIqMzcX@foVCx4zXK7bPw08mibm1DB1DDJ7dy+2n7vLRVIPMER/
G4120YeRC6tYLEQ3818WJNGR49yrWPMGfHVXeHTzAgMBAAEWDQYJKoZ IhveNAQEE
BQADgYEAaVG0@q0sU7L3riGomIWCnp30rtcv4 LnVmUDGIBVhBWNFE5EFX i SwEjqi
GIAnss9CZYwlodqo+hZsNLttwERLRN973K4GGmywQFnErei5hZeonMFmOBZjkvch
ynbPVTr/000t3+cKhW1Ef 1osh5fFx LWLhNrwv11mpkG@0Z8pVME=

Figure 4: Sample PEM Certificate File

2. Save the file.

3. In Genesys Administrator, on the Provisioning > Environment »>
Applications > <Fetching Module)> > Options tab, modify the Fetching
Module configuration:

a. Verify that the value of the fm.https_proxy parameter is empty
(disabled—encrypted pages will not be cached).

b. Configure the following options in the iproxy configuration section:
* ssl_key_passwd =<Your private key passphrase)
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e ssl_key=<Local path to your proxy_client.pem file)
* ssl_cipher_Llist=TLSv1

For information about other SSL-related configuration options for the
Fetching Module, see the Genesys Voice Platform 8.1 Configuration
Options Reference (options beginning with ssl_ in the iproxy section).

¢. Click Save or Apply to save the configuration changes.

4. Restart the Fetching Module application.
End of procedure

Next Steps

* Ifrequired, modify the Squid configuration file to identify the “safe” ports
for HTTP and SSL requests, to identify the ports to be used for SSL
connections, and to deny access to non-SSL connections.

For more information, see Procedure: Modifying the Squid Configuration,
on page 272

Enabling IPv6 Communication

Table 5 contains a list of the configuration options that you should be aware of
if you intend to support Internet Protocol version 6 (IPv6) communication in
your environment. These options can be used to customize your GVP
configuration.

Notes: Although, the GVP components supports IPv6, the Genesys SIP
Server and Cisco T-Servers do not. Before you enable IPv6 in your
GVP deployment, contact your Genesys Sales Representative for
more information.

GVP components support non-linked-local IPv6 addresses only.
When using IPv6, do not use linked-local addresses.

Tip: When using IPv4-mapped IPv6 addresses, be aware that not all
operating platforms function in the same way. While IPv4-mapped IPv6
addresses might function on a Windows platform, they might not
function on a Linux platform.
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Table 5: Configuration Options that Support IPv6

Component

Configuration option

Description

Resource Manager

o [proxyl sip.
preferred_ipversion

» [registrar] sip.
preferred_ipversion

* [monitor] sip.
preferred_ipversion

» [subscription] sip.
preferred_ipversion

Use this option to specify the preferred IP version
when a destination address resolves into multiple
IP addresses that use different IP versions. The
first IP address processed that matches the
preferred IP version is used. However, if a
sip.transport is not defined for the preferred
version, a defined version that matches one of the
processed IP addresses is used. Valid values are
ipv4 and ipv6.

e [proxyl sip.
transport.<n)

» [registrar] sip.
transport.<n)

* [monitor] sip.
transport.<n>

« [subscription] sip.
transport.<n)

Use these options to define the transport layer for
the SIP stack and the network interfaces that are
used to process SIP requests.

* [proxyl sip.transport.
localaddress_ipv6

* [registrar] sip.
transport.
localaddress_ipv6

e [monitor] sip.
transport. localaddress
_ipv6

» [subscription] sip.
transport. localaddress
_ipv6

Use these options to specify the sent-by field of
the Via header and the hostport part of the
Contact header in an outgoing SIP message if an
IPv6 transport is used The value must be a host
name or domain name. (Configuration of this
option is not required; it can work with the default
value.)

58

Genesys Voice Platform 8.1 @




Chapter 3: Configuring Common Features

Enabling IPv6 Communication

Table 5: Configuration Options that Support IPv6 (Continued)

Component

Configuration option

Description

Resource Manager

* [proxyl sip.route.

Use these options to specify the transport that is

(continued) default.udp.ipvé defined in the sip.transport.x configuration
« [registrar] sip.route. | Option, where x is the value of this option. These
default.udp.ipv6 options are used when there are no IPv6 UDP
. . routes found.
* [monitor] sip.route.
default.udp.ipv6
» [subscription] sip.
route.default.udp.ipv6
* [proxyl sip.route. Use these options to specify the transport that is
default.tcp.ipvé defined in the sip.transport.x configuration
« [registrar] sip.route. | option, where x is the value of these options.
default.tcp.ipvé These options are used when there are no [IPv6
. . TCP routes found.
* [monitor] sip.route.
default.tcp.ipvb
» [subscription] sip.
route.default.tcp.ipv6
* [proxyl sip.route. Use these options to specify the transport that is
default.tls.ipv6 defined in the sip.transport.x configuration
+ [registrar] sip. option, where x is the value of this option. These
route.default. options are used when there are no IPv6 TLS
tls.ipvé routes found.
* [monitor] sip.route.
default.tls.ipv6
» [subscription] sip.
route.default.tls.ipv6
Note: For a complete description of these Resource Manager options and their
default values, see Table 13 on page 89.
Media Control [mpc] Use this option to specify the preferred [P
Platform preferredipinterface interface to use (IPv4 or IPv6) when SDP is being

negotiated. This option value sets the root
connection attribute in SDP answers and sets the
connection attribute in SDP offers.

* [sip] route.default.
udp.ipv6

* [sip] route.default.
tep.ipvo

* [sip] route.default.
tls.ipv6

Use these options to specify the default IPv6 route
for UDP, TCP, or TLS. The number denotes the
transport that is defined in the sip.transport.x
configuration option.

User’s Guide
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Table 5: Configuration Options that Support IPv6 (Continued)

Component Configuration option Description
Media Control [sip] transport.x Use this option to define the transport layer for
Platform the SIP stack and the network interfaces that are
(continued) used to process SIP requests.
[sip] preferred_ipversion | Use this option to specify the preferred IP version
when a destination address resolves into multiple
IP addresses that use different IP versions. The
first IP address processed that matches the
preferred IP version is used. However, if a
sip.transport is not defined for the preferred
version, a defined version that matches one of the
processed IP addresses is used. Valid values are
ipv4 and ipv6.
[sip] transport. Use this option to specify the sent-by field of the
localaddress_ipvé Via header and the hostport part of the Contact
header in an outgoing SIP message if an [Pv6
transport is used The value must be a host name
or domain name. (Configuration of this option is
not required; it can work with the default value.)
Note: For a complete description of these Media Control Platform options and
their default values, see Table 23 on page 160.
Call Control [ccxmli] basichttp.recv. | Use this option to specify the IPv6 address or host
Platform host.ipvé name on which the basic HTTP event I/O
processor will listen for HTTP requests on [Pv6
network interface.
[cexmli] createsession. Use this option to specify the IPv6 address or host
recv.host.ipv6 name on which the session creation event I/O
processor will listen for HTTP requests on [Pv6
network interface.
[ccxmli] createsession. Use this option to specify the preferred IP version
recv.accessuri that will be used in the create session access URI
session.ioprocessors["createsession"].
[mediacontroller] sdp. Use this option to specify the host part of the
localhost. ipvb local host IPv6 address that is used in SDP.
[sip] basichttp.recv. Use this option to specify the preferred IP version
accessuri that will be used in basic HTTP access URI
session.ioprocessors["basichttp"].
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Table 5: Configuration Options that Support IPv6 (Continued)

Component Configuration option Description

Call Control * [sip] route.default. Use these options to specify the default IPv6 route
Platform udp.ipvo for UDP, TCP, or TLS. The number denotes the
(continued) « [sip] route.default. transport that is defined in the sip.transport.x

tep.ipvo

* [sip] route.default.
tls.ipv6

configuration option.

[sip] transport.x

Use this option to define the transport layer for
the SIP stack and the network interfaces that are
used to process SIP requests.

[sip] preferred_ipversion

Use this option to specify the preferred IP version
when a destination address resolves into multiple
IP addresses that use different IP versions. The
first [P address processed that matches the
preferred IP version is used. However, if a
sip.transport is not defined for the preferred
version, a defined version that matches one of the
processed IP addresses is used. Valid values are
ipv4 and ipv6.

[sip] transport.
localaddress_ipv6

Use this option to specify that the sent-by field
of the Via header and the hostport part of the
Contact header in the outgoing SIP message will
be set to this value if a [Pv6 transport is used.
(Configuration of this option is not required; it
can work with the default value.)

Note: For a complete description of these Call Control Platform options and their
default values, see Table 26 on page 217

CTI Connector

[sip] transport.x

Use this option to define the transport layer for
the SIP stack and the network interfaces that are
used to process SIP requests.

[sip] preferred_ipversion

Use this option to specify the preferred IP version
when a destination address resolves into multiple
IP addresses that use different IP versions. The
first IP address processed that matches the
preferred IP version is used. However, if a
sip.transport is not defined for the preferred
version, a defined version that matches one of the
processed IP addresses is used. Valid values are
ipv4 and ipv6.
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Table 5: Configuration Options that Support IPv6 (Continued)

Component

Configuration option

Description

CTI Connector

* [sip] route.default.

Use these options to specify the default IPv6 route

Services Gateway

(continued) udp.ipvo for UDP, TCP, or TLS. The number denotes the
« [sip] route.default. transport that is defined in the sip.transport.x
tep.ipv6 configuration option.
* [sip] route.default.
tls.ipv6
[sip] transport. Use this option to specify that the sent-by field
localaddress_ipvé of the Via header and the hostport part of the
Contact header in the outgoing SIP message will
be set to this value if a IPv6 transport is used.
(Configuration of this option is not required; it
can work with the default value.)
Note: For a complete description of these CTI Connector options and their
default values, see Table 27 on page 234.
Supplementary [Common] enable-ipv6 Use this option to enable an IPv6 communication

between the SSG and SIP Server.

Note: For a complete description of this Supplementary Services Gateway option
and its default value, see Table 30 on page 251.

Enabling Conference Services

Task Summary: Configuring Conferencing summarizes the steps and
parameters to configure the GVP deployment to provide conference service.

62

Notes: You can set values for options such as conference reserve, maximums
for number of conferences and participants, and conference

capabilities can be set at the level of the resource group, the resource,
and the IVR Profile, in order of override priority. These parameters
are significant in determining how the Resource Manager handles a
particular request for conference service.

Genesys recommends that, before you modify options, you carefully
review the descriptions for all contexts (resource group, individual
resource, and IVR Profile). For more information about the
configuration options, see the remaining chapters in the Provisioning
section of this guide, and the Genesys Voice Platform 8.1
Configuration Options Reference
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Configuring Reporting

Task Summary: Configuring Conferencing

Objective

Related Procedures and Actions

Assign a conference resource to a
logical resource group that provides
conference service.

Note: For MCP only.

See “Configuring Logical Resource Groups” on page 93:

1. Create or modify a logical resource group for the Resource
Manager, where the value of the {logical resource
group>.service-types option includes conference.

2. Set the general conference maximums for the resource group
(see the description of the confmaxsize and confmaxcount
options).

3. If the resource has not already been added to the Resource
Manager connections, add it. For more information, see the
chapter about postintstallation activities in the Genesys Voice
Platform 8.1 Deployment Guide.

Create an IVR Profile for conference
service.

Set the following required parameter:
* gvp.service-prerequisite.conference-id

Also consider the following [VR Profile options, which
determine whether and how conference service will be provided:

e gvp.general.application-confmaxsize

* gvp.general.service-type

* gvp.policy.conference-allowed

* gvp.policy.conference-capability-requirements

* gvp.policy.conference-usage-limit and
conference-usage-Limit-per-session

For more information, see “IVR Profile Configuration Options”
on page 113.

Verify that conference-related
settings on the Media Control
Platform and Call Control Platform
are suitable.

» For the Media Control Platform, review the options in the
conference section.

» For the Call Control Platform, verify the settings for the
Default Conference device profile, and the options in the
mediacontroller configuration sections.

(Optional) Customize the SIP
response codes and Resource
Manager behavior in the event of an
erTor.

On the Resource Manager, customize the value of the
rm.conference-sip-error-respcode option.

For more information, see Table 100 on page 470.

Configuring Reporting

This section describes important parameters for GVP Reporting, which you
configure in the ems section of the Resource Manager, Media Control Platform,
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Call Control Platform, Fetching Module, CTI Connector, UCM Connector,
MRCP Proxy, Supplementary Services Gateway, and PSTN Connector
Application objects.

For general information about Reporting in a GVP deployment, see Chapter 3,
“How GVP Works” in the Genesys Voice Platform 8.1 Deployment Guide.

For information about additional configuration options, see the Genesys Voice
Platform 8.1 Configuration Options Reference.

Except where otherwise indicated, all changes to ems configuration options
take effect after you restart the component Application.

Table 6 summarizes the default values for the various logs and metrics filters
for the component Application objects.

Note: Genesys recommends that you do not modify the log filter settings.

Table 6: Default Log and Metrics Filters

Com- Option
ponent | Name (in
ems
Section)*
logconfig. | logconfig. | logconfig. | metrics- | metrics- metricsconfig.
DATAC MFSINK TRAPSINK | config. config. TRAPSINK
DATAC MFSINK
MCP 0-2, 41%[* | *|x|* 0-4]x|* * 0-16, 18-41, 43| Not Applicable
,52-56,72-74,
76-81, 127-129
, 130, 132-141
CCP 0-2]*|* 0-3,5*|* *| % | * * 1000-1001, 100 | *
3-1005, 1007-1
016, 1019-1021
, 1024, 1027-10
36, 1039-1045,
1048-1050, 105
2-1054, 1056, 1
058-1062
CTIC Not *| % | % * | * | % Not Not Not Applicable
Applicable Applicable | Applicable
SSG Not *| % | % * | * | % Not Not Not Applicable
Applicable Applicable | Applicable
PSTNC | Not *| % | % * | * | % Not Not Not Applicable
Applicable Applicable | Applicable
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Table 6: Default Log and Metrics Filters (Continued)

Configuring Reporting

Com- Option
ponent | Name (in
ems
Section)*
logconfig. | logconfig. | logconfig. | metrics- | metrics- metricsconfig.
DATAC MFSINK | TRAPSINK | config. config. TRAPSINK
DATAC MFSINK
MRCP | Not ¥ k| * Not Not Not Applicable
Proxy Applicable Applicable | Applicable
RM Not *|*|* k| * Not Not Not Applicable
Applicable Applicable | Applicable

Note: The MCP, CCP, MRCPP, and RM components must have a connection
to the Reporting Server application in order to collect metrics, CDR
and OR data.

Service Quality Analysis (SQA)

Table 7 describes the parameters required for Service Quality reporting in the
Media Control Platform.

Note: Service Quality reports apply to NGi Voice XML applications, and are
found in Genesys Administrator. GVP 8.1.5 and thereafter are
NGi-only platforms unless you run MCP 8.1.4 to incorporate support
for GVPi applications.

Table 7: Service Quality Advisor Parameters

Option Name Description Valid Values and
Syntax
SQA Enable Flag Specifies whether to perform Service Quality e True
Analysis. * False

Default value: True

Codes

Inbound Reject Failure

Specifies which in call reject reason codes that, | A pipe (|)separated list.
when encountered, do not mark the call as a

failure.

Default value: decline
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Table 7: Service Quality Advisor Parameters (Continued)

Configuring Logging

Option Name

Description

Valid Values and
Syntax

Outbound Reject Failure
Codes

Specifies which out call reject reason codes that,
when encountered, do not mark the call as a
failure.

A pipe (|)separated list.

Default value:
busyl|decline|fax|noanswe
rhangup

Call Reject Latency Specifies the maximum time, in milliseconds, to | Any integer.
Threshold determine whether the call reject latency is Default value: 3000
considered a failure because it falls below the
threshold.
Audio Gap Latency Specifies the largest audio gap allowed while Any integer.

playing audio to the customer.

Default value: 2000

Cumulative Response

Specifies the maximum threshold, in

Any integer.

Latency Threshold milliseconds, before playing a prompt after Default value: 4000
customer interaction.

Inter Prompt Latency Specifies the maximum time, in milliseconds, Any integer.

Threshold before playing a prompt after playing a previous | pefault value: 4000
prompt when no customer interaction has taken
place.

First Prompt Outbound | Specifies the maximum threshold, in Any integer.

Latency Threshold milliseconds, before playing a prompt on an Default value: 3000
outbound call.

First Prompt Inbound Specifies the maximum threshold, in Any integer.

Latency Threshold milliseconds, before playing a prompt on an Default value: 3000
inbound call.

Call Answer Latency Specifies the maximum time, in milliseconds, to | Any integer.

Threshold determine whether the call answer latency is Default value: 3000
considered a failure because it falls below the
threshold.

SQA Batch Size Specifies the number of SQA messages to queue | An integer in the range of

before sending them to the Reporting Server.

1-5000.
Default value: 5000

Configuring Logging

Table 8 describes the most commonly customized options for logging. Table 9
on page 71 summarizes the default values for these options in GVP. The
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options are in the Log configuration section of each GVP component
Application.

Configure the options for each component in Genesys Administrator on the
Provisioning » Environment > Applications > <GVP Application) > Options
tab. For the detailed steps to configure option settings, see Procedure: Viewing
or modifying GVP configuration parameters, on page 34.

Changes take effect immediately.

The Application Templates do not expose all the logging parameters that are
standard in Genesys applications; therefore, the Options tab and its metadata
(which is also described in the Genesys Voice Platform 8.1 Configuration
Options Reference) therefore do not describe all the parameters that determine
the logging behavior of GVP applications. For more information about the
additional, standard logging options, see the Log Section in the chapter about
common configuration options in the Framework 8.1 Configuration Options
Reference Manual.
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Table 8: Selected Configuration Options—log Section

Configuring Logging

Option Name Description Valid Values and Syntax
all A comma-separated list of the output * stdout—Log events are
destinations to which the AppLlication (GVP sent to the Standard
process) sends all log events. output (stdout).
Setting log.verbose to all and this parameter | * stderr—Log events are
(Log.all) to network enables an application to sent to the Standard error
send log events of the Standard, Interaction, output (stderr).
and Trace levels to Message Server. With this | « network—Log events are
setting, Debug-level log events are not sent to sent to Message Server,
Message Server, and they are not stored in the which can reside
Log Database. anywhere on the network.
Message Server stores the
standard A comma-separated list of the output log events in the Log
destinations to which the application (GVP Database.
process) sends log events of the Standard level. |, emory—Log events are
interaction A comma-separated list of the output sent to the memory output
destinations to which the application (GVP on the local dlsk'.Thls 'S
) the safest output in terms
process) sends log events of the Interaction L
. . of application
level and hlgher (that is, Standard and performance.
Interaction levels). )
* <filename>—Log events
trace A comma-separated list of the output are stored in a file with
destinations to which the application (GVP the specified name. The
process) sends log events of the Trace level and default P?‘th er the file is
higher (that is, Standard, Interaction, and the working directory of
Trace levels). the application.
debug A comma-separated list of the output
destinations to which the application (GVP
process) sends log events of the Debug level and
higher (that is, Standard, Interaction, Trace,
and Debug levels).
Enable 6.x Specifies whether the application uses 6.x | ¢ true—The log of the
Compatibility Log output logic. level specified by Log
Output Priority Output options is sent to
the specified output.
* false—The log of the
level specified by Log
Output options and higher
levels is sent to the
specified output.
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Table 8: Selected Configuration Options—log Section (Continued)

Option Name

Description

Valid Values and Syntax

expire

(Applicable only if log output is configured to
be sent to a log file.)

Specifies the criteria for determining when log
files (segments) expire and are deleted.

false—No expiration.
All generated segments
are stored.

<number >
filel<number>—A
number in the range of 1—
100 that specifies the
maximum number of log
files to store.

<{number> day—A
number in the range of 1—
100 that specifies the
maximum number of days
before log files are
deleted. (This value is not
applicable for Reporting
Server.)

Log Message Format

The log record header format that an
Application uses when writing logs in the log
file.

Using compressed log record headers improves
application performance and reduces the size of
the log file. When message_format=short
(compressed headers):

* A header of the log file or the log file
segment contains information about the
application (such as the application name,
application type, host type, and time zone),
whereas individual log records within the
file or segment do not contain this
information.

* Log message priority is abbreviated to Std,
Int, Trc, or Dbg (instead of Standard,
Interaction, Trace, or Debug,
respectively).

» The message ID does not contain the prefix
GCTI or the application type ID.

short—The Application
uses compressed headers
when writing log records
in the log file.

full—The Application
uses complete headers
when writing log records
in the log file.

Log record examples:

Full format:
2002-05-07T18:11:38.19
6 Standard localhost
cfg_dbserver
GCTI-00-05060
Application started
Short format:
2002-05-07T18:15:33.95
2 Std 05060
Application started

User’s Guide
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Table 8: Selected Configuration Options—log Section (Continued)

Option Name

Description

Valid Values and Syntax

Log Segmentation

(Applicable only if log output is configured to
be sent to a log file.)

Specifies the mode of measurement and
maximum size for a log file segment. If the
current log segment exceeds the size set by this
option, the file is closed and a new log file is
created.

false—No segmentation
is allowed.

<{number > KB|<number>—
The maximum segment
size, in kilobytes. The
minimum segment size is
100 KB.

<number» MB—The
maximum segment size,
in megabytes.

<{number > hr—The
number of hours for the
segment to stay open. The
minimum time period is 1
hour. (This value is not
applicable for Reporting
Server.)

Time Generation for
Log Messages.

The system by which an application calculates

the log record time when a log file is generated.

The time is converted from the time in seconds
since the Epoch (00:00:00 UTC, January 1,
1970).

<{number) Llocal—The
time of log record
generation is expressed as
a local time, based on the
time zone and any
seasonal adjustments.
Time zone information of
the application's host
computer is used.

<{number) utc—The time
oflog record generation is
expressed as Coordinated
Universal Time (UTC).
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Table 8: Selected Configuration Options—log Section (Continued)

Option Name Description Valid Values and Syntax
Time Format for Log | The format in which the log file presents the e time—The time string is
Messages time at which time the application generated the the HH:MM: SS.sss format
log record. (hours, minutes, seconds,

milliseconds).

* locale—The time string
is formatted according to
the locale of the system.

* 1S08601—The date in the
time string is the ISO
8601 format. Fractional
seconds are given in
milliseconds.

Example:
2001-07-24T04:58:10.123

Verbose Level Specifies the minimum level of log events that | » all—All log events.

will be generated. + debug—Log events of all

In descending order of priority, the log event levels (same as al l).

levels are: * trace—Log events of the
Standard Standard, Interaction, and
Interaction Trace levels.
Trace * interaction—Logevents
Debug of the Standard and

Interaction levels.

» standard—Log events of
the Standard level only.

* none—No output will be
generated.

Table 9 provides the default values for those options in the Log configuration
section that are commonly customized.

Table 9: Default Values for Selected log Options

Option Default Value
Name
RM MCP CCP FM RS SSG CTIC PSTN
all ../logs/ ../logs/ ../logs/ ../logs/ | Empty | ../logs/ | ../logs/ | ../logs/
ResourceMgr | MCP ccp fm SS6 CTIConne | PSTNConnec
ctor tor
debug ../logs/ ../logs/ ../logs/ ../logs/ | /logs/ | ../logs/ | ../logs/ | ../logs/
ResourceMgr | MCP ccp fm rs.log SS6 CTIConne | PSTNConnec
ctor tor
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Table 9: Default Values for Selected log Options (Continued)

Configuring SNMP

Option Default Value
Name
RM MCP CCP FM RS SSG CTIC PSTN
expire 20 (files) 10 (files) | 10 (files) | 10 false 7 days 20 7 days
(files) (files)
interaction | ../logs/ ../logs/ ../logs/ ../logs/ Empty | - ./logs/ | ../logs/ | ../logs/
ResourceMgr | MCP ccp fm SS6 CTIConne | PSTNConnec
ctor tor
message short short short short full short short short
format
segment 10000 KB 10000 KB 10000 KB 10000 KB | 10 MB 10000 KB | 10000 KB | 10000 KB
standard ../logs ../logs/ ../logs/ ../logs/ | stdout ../logs/ | ../logs/ | ../logs/
/ResourceMg | MCP_standar | ccp_standar| fm SSG CTIConne | PSTNConnec
r d d ctor tor
time- time 1S08601 1S08601 time time I1S08601 | time 1508601
format
trace ../logs/ ../logs/ ../logs/ ../logs/ | Empty | ../logs/ | ../logs/ | ../logs/
ResourceMgr | MCP ccp fm SS6 CTIConne | PSTNConnec
ctor tor
verbose standard interaction| interaction| standard| trace standard | standard | standard

Configuring SNMP

Table 10 describes the option for snmp task timeout.

Table 10: Selected Configuration Options—snmp Section

Option Name

Description

Valid Values and Syntax

SNMP Task Timeout

Specifies the maximum time interval, in
milliseconds, that SNMP waits for a new

task.

Any integer greater than zero.
Default Value: 100

Configuring Client-Side Connections

GVP components provide the ability to configure the server-side ports in a
UDP or a TCP connection. This includes situations where the GVP
components act as the server (for example, Call Control Platform’s SIP service
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port), so that modification of the corresponding configuration results in a
different listening port. It also includes situations where the GVP components
acts as the client (for example, Call Control Platform’s connection to Reporting
Server), so that modification of the port option results in an attempt to connect

to a different remote port.

Table 11 describes the connections for each GVP component.

Table 11: Client Connections

Component Connection Purpose
Call Control Configuration Server —TCP dynamically | Allows the CCP to receive
Platform (CCP) configured by the OS configuration data and updates from
the Configuration Server.
Message Server—TCP dynamically Sends logs to the Message Server if
configured by the OS sink logging is turned on.
Local Control Agent (LCA)—TCP Allows CCP to send status
dynamically configured by the OS information to the Solution Control
Server (SCS).
SIP—UDP Allows the CCP to provide SIP
option Service
sip.transport.x
Default value: 5068
SIP—UDP/TCP dynamically configured
by the OS
Reporting Server—TCP dynamically Allows the CCP to send sink, OR
configured by the OS and CDR information to the
Reporting Server.
Call Control HTTP—TCP dynamically configured by | Allows the CCP to fetch pages and
Platform (CCP) the OS HTTP messaging.
(continued)

SNMP—TCP dynamically configured by
the OS

Allows the CCP to connect to SNMP
Master Agent
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Table 11: Client Connections (Continued)

Configuring Client-Side Connections

Component Connection Purpose
Media Control Configuration Server—TCP dynamically | Allows the MCP to receive
Platform (MCP) configured by the OS configuration data and updates from

the Configuration Server.

Message Server—TCP dynamically
configured by the OS

Sends logs to the Message Server if
sink logging is turned on.

Local Control Agent (LCA)—TCP
dynamically configured by the OS

Allows the MCP to send status
information to the Solution Control
Server (SCS).

SIP—UDP

option
sip.transport.x
Default value: 5070

SIP—TCP dynamically configured by the
(0N

Allows the MCP to provide SIP
Service.

Reporting Server—TCP dynamically
configured by the OS

Allows the MCP to send logging,
OR, and CDR information to the
Reporting Server.

HTTP—TCP dynamically configured by
the OS

Allows the MCP to fetch pages and
HTTP messaging.

PageCollector—TCP dynamically
configured by the OS with ports ranging
from 1024 to 65535.

Allows the legacy interpreter (GVPi)
to fetch pages from the Web Server.

SNMP—TCP dynamically configured by
the OS

Allows the MCP to connect to
SNMP Master Agent

MRCPv2—TCP/UDP
option:
mrcpv2client.sip.localport
Default value: 7080

Allows local non-security SIP
messages.
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Table 11: Client Connections (Continued)

Configuring Client-Side Connections

* mcp.rtp.portlow
e mcp.rtp.porthigh
Default value: 10000-65535

Component Connection Purpose

Media Control RTP—UDP Allows the MCP to receive media
Platform (MCP) options: data.

(continued)

RTP for ASR/TTS UDP
options:

e mtinernal.rtp_min_port
e mtinternal.rtp_max_port
Default value: 20000-30000

Allows the MCP to perform
recognition and play synthesized
text.

Reporting Server Configuration Server—TCP dynamically
(RS) configured by the OS

Allows the RS to receive
configuration data and updates from
the Configuration Server.

Message Server—TCP dynamically
configured by the OS

Sends logs to the Message Server if
sink logging is turned on.

Local Control Agent (LCA)—TCP
dynamically configured by the OS

Allows the RS to send status
information to the Solution Control
Server (SCS), and to receive High
Auvailability instructions.

DBMS (Oracle or MSSQL)

Allows the RS to connect to an
Oracle or MSSQL database for data
storage. There can be up to seven
connections.

Resource Manager Configuration Server—TCP dynamically
(RM) configured by the OS

Allows the RM to receive
configuration data and updates from
the Configuration Server.

Message Server—TCP dynamically
configured by the OS

Sends logs to the Message Server if
sink logging is turned on.

Local Control Agent (LCA)—TCP
dynamically configured by the OS

Allows the RM to send status
information to the Solution Control
Server (SCS).

SIP—TCP/UDP dynamically configured
by the OS

Allows the RM to provide SIP
Service.
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Table 11: Client Connections (Continued)

Configuring Client-Side Connections

Component

Connection

Purpose

Resource Manager
(RM)

Reporting Server—TCP dynamically
configured by the OS

Allows the RM to send logging, OR,
and CDR information to the
Reporting Server.

Cluster—TCP dynamically configured by
the OS

Allows RM to monitor the primary
and backup connections for High
Availability configuration.

Supplementary
Services Gateway
(SSG)

Configuration Server—TCP dynamically
configured by the OS

Allows the SSG Connector to receive
configuration data and updates from
the Configuration Server.

Message Server—TCP dynamically
configured by the OS

Sends logs to the Message Server if
sink logging is turned on.

Local Control Agent (LCA)—TCP
dynamically configured by the OS

Allows the SSG to send status
information to the Solution Control
Server (SCS).

HTTP Client port—TCP
option

[fm]lportrange

Default value: Empty

Allows the SSG to post the call
results to the Notification URL that
is specified in the call request sent by
the Trigger Application.

T-Lib Port—TCP dynamically configured
by the OS

Allows the SSG to send and receive
T-1ib messages from SIP Server.
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Table 11: Client Connections (Continued)

Configuring Client-Side Connections

Component

Connection

Purpose

CTI Connector
(CTIC)

Configuration Server—TCP dynamically
configured by the OS

Allows the CTI Connector to receive
configuration data and updates from
the Configuration Server.

Local Control Agent (LCA)—TCP
dynamically configured by the OS

Allows the CTI Connector to send
status information to the Solution
Control Server (SCS).

SIP—UDP

option
sip.transport.x
Default value: 5080

SIP—TCP dynamically configured by the
(0N

Allows the CTI Connector to provide
SIP Service.

IVR Server—TCP dynamically configured
by the OS with ports in a range is
determined by the configuration parameter
IVRSCCLlientPortRange in the
corresponding IVR Server section.

Allows the CTI Connector to receive
messages from [VR Server.

PSTN Connector
(PSTNC)

Configuration Server—TCP dynamically
configured by the OS

Allows the PSTN Connector to
receive configuration data and
updates from the Configuration
Server.

Message Server—TCP dynamically
configured by the OS

Sends logs to the Message Server if
sink logging is turned on.

Local Control Agent (LCA)—TCP
dynamically configured by the OS

Enables the PSTN Connector to send
status information to the Solution
Control Server (SCS).

SIP—UDP

option:

* GatewayManager.LocalSIPPort
Default value: 5060

Enables the PSTN Connector to
provide SIP Service
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Table 11: Client Connections (Continued)

Customizing SIP Responses

Component Connection Purpose
MRCP Proxy Configuration Server—TCP dynamically | Enables the MRCPP to receive
(MRCPP) configured by the OS configuration data and updates from
the Configuration Server.
Message Server—TCP dynamically Sends logs to the Message Server if
configured by the OS sink logging is turned on.
Local Control Agent (LCA)—TCP Enables the MRCPP to send status
dynamically configured by the OS information to the Solution Control
Server (SCS).
Reporting Server—TCP dynamically Enables the MRCPP to send OR log
configured by the OS. information to the Reporting Server.
ASR and TTS speech engines—TCP Enables MRCPP to send RTSP
dynamically configured by the OS. requests and receive responses.
Policy Server (PS) Configuration Server—TCP dynamically | Enables the PS to receive

configured by the OS

configuration data and updates from
the Configuration Server.

Message Server—TCP dynamically
configured by the OS

Enables PS to send logs to the
Message Server if sink logging is
turned on.

Local Control Agent (LCA)—TCP
dynamically configured by the OS

Enables PS to send status
information to the Solution Control
Server (SCS).

HTTP—TCP dynamically configured by
the OS

Default value: 8090

Enables PS to receive incoming
policy queries from Genesys
Administrator.

Customizing SIP Responses
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This section lists the configuration options that enable you to customize the
SIP responses and alarms that the Resource Manager, Media Control Platform,
Call Control Platform, and CTI Connector signal for certain events and

conditions.

For more information about the SIP response codes that are generated, and
how the following configuration options relate to them, see Table 100 on
page 470. For more information about all the configuration options, see the
Genesys Voice Platform 8.1 Configuration Options Reference.
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Customizing SIP Responses

To customize GVP behavior in response to error conditions and other events,
consider the following options.

Resource Manager:

*

*

*

*

*

*

*

rm.conference-sip-error-respcode
rm.options_response_contenttype
rm.options_response_msg_body
rm.resource-no-match-respcode
rm.resource-unavailable-respcode
rm.suspend-mode-respcode

{gateway resource groupy.noresource-response-code

IVR Profile:

*

*

*

gvp.policy.announcement-call-forbidden-response-code
gvp.policy.announcement-call-forbidden-set-alarm
gvp.policy.announcement-usage-Llimit-exceeded-set-alarm
gvp.policy.ccxml-usage-Llimit-exceeded-respcode
gvp.policy.ccxml-usage-Limit-exceeded-set-alarm
gvp.policy.conference-forbidden-respcode
gvp.policy.conference-forbidden-set-alarm
gvp.policy.conference-usage-Limit-exceeded-respcode
gvp.policy.conference-usage-limit-exceeded-set-alarm
gvp.policy.dialing-rule-forbidden-respcode
gvp.policy.dialing-rule-forbidden-set-alarm
gvp.policy.external-sip-forbidden-respcode
gvp.policy.external-sip-forbidden-set-alarm
gvp.policy.external-sip-usage-limit-exceeded-set-alarm
gvp.policy.inbound-usage-Llimit-exceeded-set-alarm
gvp.policy.inbound-call-forbidden-response-code
gvp.policy.msml-call-forbidden-response-code

gvp.policy.msml-call-forbidden-set-alarm
gvp.policy.msml-usage-limit-exceeded-set-alarm
gvp.policy.outbound-call-forbidden-respcode
gvp.policy.outbound-call-forbidden-set-alarm

gvp.policy.outbound-usage-limit-exceeded-set-alarm
gvp.policy.outbound-call-forbidden-response-code

gvp.policy.transfer-forbidden-respcode
gvp.policy.transfer-forbidden-set-alarm
gvp.policy.usage-Llimit-exceeded-respcode
gvp.policy.usage-limit-exceeded-set-alarm
gvp.policy.voicexml-dialog-forbidden-respcode
gvp.policy.voicexml-dialog-forbidden-set-alarm
gvp.policy.voicexml-usage-Limit-exceeded-respcode
gvp.policy.voicexml-usage-limit-exceeded-set-alarm
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*  Media Control Platform:
+ sip.sendalert
¢+ sip.copyunknownheaders

* (Call Control Platform:
+ ccpcexml.defaultrejectcode
¢+ ccpcexml.sip.send_progressing
+ session.copy_unknown_headers
¢+ sip.copyunknownheaders
¢ sip.OPTIONS.header.Accept
¢+ sip.OPTIONS.header.Accept-Encoding
¢+ sip.OPTIONS.header.Accept-Language
¢+ sip.OPTIONS.header.Allow
* CTI Connector:
+ sip.copyunknownheaders
To further customize the SIP response codes for specific situations, use the

<hints) attribute of the <redirect) and <{reject) tags—the responseCode
property of the hints object specifies the response code to be used.

Configuring Session Timers and Timeouts

This section describes two kinds of timeouts that determine the length of a
session and affect responses to service requests:

* The session inactivity timers, expiry timers, and timeouts that the Resource
Manager uses to manage sessions (see “Resource Manager Session
Timers”).

* Additional timeouts that are set at the resource level, or specified in SIP or
HTTP requests (see “Additional Timeouts” on page 83).

Resource Manager Session Timers

80

Table 12 summarizes the configuration options that determine the session
timers that the Resource Manager uses to manage sessions, in the order in
which the Resource Manager applies them. Configure these options on the IVR
Profile, Tenant, or Application (Media Control Platform, Call Control
Platform, Resource Manager) objects, as applicable for your deployment.

The Resource Manager adds a Session-Expires header to initial INVITE
requests if one is not present, and if the request does not contain the timer
option in the Supported header. The value of the Session-Expires header is the
configured value of the applicable session inactivity timer.
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Table 12: Session Timer Configuration Options

Configuring Session Timers and Timeouts

Option Name

Description

Valid Values and Syntax

Environment Tenant/ IVR Profile

gvp.general.
sip.sessiontimer

The timeout interval, in seconds, for the SIP
session that is executed for the IVR Profile. If
the Resource Manager receives no SIP
messages associated with this call leg within the
timeout interval, it considers the call leg to have
ended.

For the call leg associated with the IVR Profile
for this tenant, the value that you configure for
this sip.sessiontimer option overrides session
expiry timeouts that are set at the level of the
resource and the Resource Manager.

Any positive integer.

Default value: Empty

PSTN Connector
GatewayManager Section

Enable Session Timer

Specifies whether the session timers is enabled
for a call session.

* True
* False

Default value: True

Session Timer Interval
(secs)

The time interval, in seconds, for which a call
session must be refreshed before it expires.

An integer in the range of 90
to 86400.

Default value: 1800

Session Minimum
Timer Interval (secs)

The minimum time interval, in seconds, for
which a call session must be refreshed.

An integer in the range of 90
to 1800.

Default value: 90

Session Timer Refresh

Specifies which user agent is to initiate the
refresh of a call session.

e 0—1Local
¢ 1—Remote

Default value: 0

User’s Guide
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Table 12: Session Timer Configuration Options (Continued)

Option Name Description Valid Values and Syntax

Resource Manager
proxy Section

Min SE The minimum value of the Session-Expires Any unsigned integer.
header, in seconds, that the Resource Manager Default value: 90
will accept.

If an incoming SIP request contains a
Session-Expires header with a value that is less
than sip.min_se, the Resource Manager rejects
the INVITE request with a 422 (Session
interval too small) response.

Changes take effect: After restart.

Session Expires The default timeout interval, in seconds, for An integer in the range of
Media Control Platform or Call Control 90-3600.

Platform sessions. If.no re-INVI.TES are sent.or Default value: 1800
received within the timeout period, the session
expires.

If a different timeout has been set for a
particular VoiceXML or CCXML application, it
overrides the value of this sip.sessionexpires

option.
Resource Manager
proxy Section
Min SE The minimum value of the Session-Expires Any unsigned integer.

header, in seconds, that the Resource Manager Default value: 90
will accept.

If an incoming SIP request contains a
Session-Expires header with a value that is less
than sip.min_se, the Resource Manager rejects
the INVITE request with a 422 (Session
interval too small) response.

Changes take effect: After restart.

Session Timeout The timeout interval, in seconds, for each SIP | Any unsigned integer.
session (call leg) that the Resource Manager Default value: 1800
handles.

If a different timeout has been set for a
particular resource or XML application, it
overrides the Resource Manager session expiry
timeout for the applicable session.

Changes take effect: After restart.
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Table 12: Session Timer Configuration Options (Continued)

Option Name Description Valid Values and Syntax
Resource Manager
registrar Section

Registrar Max Expiry | The maximum expiry time, in seconds, of this | An integer in the range of
Time registrar. If the client requests an expiry time 60—7200.

greater than this value, this sip.registrar. Default value: 60

maxexpirytime value is returned.
Registrar Min Expiry | The minimum expiry time, in seconds, of this | An integer in the range of
Time registrar. If the client requests an expiry time 60—7200.

smaller than this value, the request is rejected, | pefault value: 60
with this value in the Min-Expires header.

Additional Timeouts

User’s Guide

The following timeouts and timers are also important for GVP behavior:

* Resource Manager, Media Control Platform, and Call Control Platform:

*

dproxy.sip.timer.ci_proceeding—The timeout for the client INVITE.
The timer starts after a 1xx response is received for a client INVITE. If
a final response is not received before the timer expires, the SIP
session and dialog is destroyed without further notice to the UAS. This
timer should be greater than the connect timeout of the outbound call
(depending on how the outbound call is initiated, the connect timeout
can be specified in the transfer tag, or in the remdial command).
Otherwise, the dsip.timer.ci_proceeding timer will trigger before the
connect timeout occurs, which overrides the connect timeout. (The
default is 120000 ms, or 120 seconds.)

* Resource Manager:

*

sip-timer_B—The timeout Resource Manager uses when selecting a
resource for messaging. If no 1xx provisional response is received with
this timeout, Resource Manger considers this resource unreachable,
and attempts to select another resource.

¢ Media Control Platform:

*

mpc.rtp.timeout—The timeout for the RTP/RTCP stream. (The default
is 60000 ms.)

msml.cpd.beeptimeout—The timeout for the default beep. (The default
is 30 seconds.)

msml.cpd.postconnecttimeout—The timeout for the CPD postconnect.
(The default is 30 seconds.)

msml.cpd.preconnecttimeout—The timeout for CPD preconnect. (The
default is 30 seconds.)
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sessmgr.acceptcalltimeout—The timeout for the platform to accept
inbound calls, after alerting is issued. (The default is 30000 ms.)
sessmgr.maxincalltime—The maximum call time for inbound calls.
(The default is 0—disabled.)

sip.hfdisctimer—The timeout to terminate a SIP hookflash transfer.
(The default is 5000 ms.)

sip.referxferwaitbye - After a REFER transfer, timeout to wait for
BYE message from the remote end before sending BYE to disconnect
the call. If it is zero, it will send BYE right after a NOTIFY/200 is
received. If it is non-zero, it will wait for the configured timeout (in
milliseconds) before sending the BYE. Values are specified in
millisecond. (The default is 0 - send BYE immediately).
stack.connection.timeout—The connection timeout for the MRCP
Client stack to establish a TCP connection to the MRCP server. (The
default is 10000 ms.)

vrm.client.timeout—The connection timeout for the MRCP Client to
receive a response from the MRCP server. (The default is 10000 ms.)
vxmli.default.connecttimeout—The default value of the
connecttimeout attribute for bridge or consultation transfers, if not
provided. (The default is 30000 ms.)
vxmli.initial_request_fetchtimeout—The fetch timeout for the
initial VoiceXML page. (The default is 30000 ms.)
vxmli.max_script_time—The maximum time allowed for each script
or ECMAScript expression to be executed. (The default is 2000 ms.)

Call Control Platform:

*

cexmli.fetch.timeout—The default timeout for the fetch of the initial
page to be completed. (The default is 30 seconds.)

Supplementary Services Gateway:

*

ssg.ReqAccOnResourceDNErrTimeoutSecs—The timeout for the
Supplementary Services Gateway to reject new requests from tenant
applications if the Supplementary Services Gateway fails to register a
Resource DN with SIP Server. (The default is 900 seconds).
ssg.ReqAccOnSIPSConnErrTimeoutSecs—The default timeout for the
Supplementary Services Gateway to reject new requests from tenant

applications if the Supplementary Services Gateway fails to connect to
SIP Server. (The default is 900 seconds).

CTI Connector:

*

ctic.connectcal ltimeout—The default timeout that CTI Connector
waits for an outbound call to connect. (The default is 6000 ms)
IServer_Sample.keepaliveresptimeout—The timeout that

CTI Connector waits for a response from IVR Server. (The default is 3
seconds.)

IVRSC.scriptidfetchtimeout—The time to wait for a response to fetch
the script id from URS. (The default is 5000 ms.)
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¢ PSTN Connector:

*

GatewayManager.XferConnectTimeoutMSec—The time to wait for the
transfer result after issuing a blind or consult transfer request. (The
default is 60000 ms)

*  MRCP Proxy:

*

timeout.back_in_service—The time to wait for the server to be put
back into service after it encounters errors such as timeout or TCP
connection error.

timeout.barge_in_occurred—The timeout for a barge-in to occur.

timeout.clean_loop—The time interval in which idle sessions are
cleaned, as determined by timeout.max_idle configuration option.

timeout.close_session—The time it takes for a Close-Session request
to expire.

timeout.control—The time it takes for a CONTROL message to expire.

timeout.define_grammar—The time it takes for a DEFINE-GRAMMAR
message to expire.

timeout.get_params—The time it takes for a GET-PARAMS message to
expire.

timeout.get_result—The time it takes for a GET-RESULT message to
expire.

timeout.get_server_info—The time to wait to get a response to a
Get-Server-Info request (ping) before timing out.

timeout. lca_calibrate—The time to wait (at connect or re-connect)
before an application mode query is sent to the LCA. After this timeout
expires the query can be sent.

timeout.max_idle—The maximum amount of time a session can be
idle before it is terminated.

timeout.open_session—The time it takes for an Open-Session to
expire.

timeout.pause—The time it takes for a PAUSE message to expire.

timeout.recog_start_timers—The time it takes for a
RECOGNITION-START-TIMERS message to expire.
timeout.recognize—The time it takes for a RECOGNIZE message to
expire.

timeout.reconnect_interval—The time to wait before a reconnect

attempt is made, if the TCP connection is not yet established with the
MRCP server.

timeout.resume—The time it takes for a RESUME message to expire.
timeout.set_params—The time it takes for a SET-PARAMS message to
expire.

timeout.speak—The time it takes for a SPEAK message to expire.
timeout.stop—The time it takes for a STOP message to expire.
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+ connection.timeout—The time it takes before a connection times out
when the SRM MRCPv1 and MRCPv2 stack is attempting to establish
a TCP connection to the server.

+ timeout—The maximum amount of time that SNMP can wait for a
new task.
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Configuring the Resource
Manager

This chapter describes the Resource Manager configuration requirements for
your Genesys Voice Platform (GVP) deployment. It contains the following

sections:

+  Task Summary: Configuring the Resource Manager, page 87
« Important Resource Manager Configuration Options, page 88
«  Configuring Logical Resource Groups, page 93

Task Summary: Configuring the Resource

Manager

Task Summary: Configuring the Resource Manager summarizes the
configuration steps and options to implement Resource Manager functionality
in your GVP deployment.

Task Summary: Configuring the Resource Manager

Objective

Related Procedures and Actions

Set up the Resource Manager to
function as SIP Proxy, SIP Registrar,
SIP Notifier, and resource monitor
and manager.

See “Configuring SIP Communication and Routing” on page 42.

To secure SIP communications between the Resource Manager
and the other GVP components, ensure that you specify a
transport for the Transport Layer Security (TLS) protocol and a
secure routeset for outbound calls.

Provision GVP resources.

See “Configuring Logical Resource Groups” on page 93.

User’s Guide

87



Chapter 4: Configuring the Resource Manager

Task Summary: Configuring the Resource Manager (Continued)

Objective

Related Procedures and Actions

Configure the IP DiffServ (ToS).

Set the SIP packet’s ToS using
[sipltransport.[n].tos

See “Configuring SIP Communication and Routing” on
page 42”.

Provision IVR Profiles.

See Chapter 6 on page 107.

Configure conferencing.

See “Enabling Conference Services” on page 62.

Configure reporting.

See “Configuring Reporting” on page 63.

Customize logging.

See “Configuring Logging” on page 66.

Customize session management
behavior and performance.

See “Configuring Session Timers and Timeouts” on page 80.

See also the parameters in the proxy section that specify
parameters such as the number of threads and connections.

Customize client-side
communication ports.

See “Configuring Client-Side Connections” on page 72.

Customize Resource Manager
messaging.

See “Configuring SNMP” on page 72 and Table 100 on
page 470.

Important Resource Manager
Configuration Options

This section describes the key configuration options that you either must or
may want to customize.

Configure the options in Genesys Administrator on the Provisioning >
Environment > Applications > <Resource Manager) ) Options tab. For the
detailed steps to configure option settings, see Procedure: Viewing or
modifying GVP configuration parameters, on page 34.

Except where otherwise indicated, all changes to Resource Manager
parameters take effect after you restart the Resource Manager.

The Resource Manager configuration options are in the following
configuration sections:

* cluster—Parameters that determine the High Availability behavior.

o gvp—Parameters that monitor the health and status of the network

Important Resource Manager Configuration Options

interfaces and bonding drivers.

* ems—Parameters that the determine Reporting behavior. (See Table 6 on
page 64.)
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Log—Parameters the determine the behavior for Management Framework
logging. (See “Configuring Logging” on page 66.)

mon i tor—Parameters that support the Resource Manager in its role as
manager of GVP resources.

proxy—Parameters that determine the behavior of the Resource Manager
in its role as SIP Proxy and session manager.

registrar—Parameters that determine the behavior of the Resource
Manager in its role as SIP Registrar.

rm—Parameters that determine the behavior of the Resource Manager in its
role as manager of GVP services.

snmp—Parameters that determine the behavior of SNMP. (See
“Configuring SNMP” on page 72.)

subscription—Parameters that control the SUBSCRIBE/NOTIFY behavior.

Table 13 provides information about important Resource Manager parameters
that are not described in Chapter 3 on page 41. Table 13 provides parameter
descriptions, and also the default parameter values that are preconfigured in the
Resource Manager App Lication object.

For information about all the available configuration options for the Resource
Manager, see the Genesys Voice Platform 8.1 Configuration Options
Reference.

Table 13: Selected Resource Manager Configuration Options

Option Name

Description Valid Values and Syntax

cluster Section

Election Timer

Specifies the interval, in milliseconds, in which An integer in the range of
this node waits for a response from its remote 1000—-10000
members. If there is no response within this time, | pefault value: 3000

the local Resource Manger becomes the active

node.
FailOver Batch Specifies the path to the fail over script. Install dir /bin/nbl.bat
Script Default value:
$InstallationRoot$/bin/nb
L.bat
Heartbeat Interval Specifies the interval, in milliseconds, for which | An integer in the range of

the members of the cluster check each other’s 2000-60000
health status. Default value: 2000

User’s Guide
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Table 13: Selected Resource Manager Configuration Options (Continued)

Option Name Description Valid Values and Syntax
Cluster Standby This parameter has effect only if cluster.virtual-ip | * True
Mode parameter is non-empty. If true, this parameter e False
mandates that the RM cluster run in hot-standby Default value: Fal
redundancy mode where call data is replicated to clault value: Talse
other RM node for SIP dialog redundancy.
Otherwise, this parameter mandates that the RM
cluster be run in warm-standby redundancy mode
where SIP dialog redundancy is not supported, but
the new requests will be handled by the other
healthy RM node
Members List of ID's of the members in the cluster Default value: 1 2
(unsigned integers 1 to 32 delimited by space). For
NLB, the ID's correspond to the unique host
identifier (priority) number specified for each of
the NLB cluster machines.
Members 1 Describes the IP and TCP port on which the {first member IP
member ID 1 can be reached. The format is address»:<first member
IP:Port where IP and Port specifies the [P and port | cluster communication
where this RM node can be reached for cluster port)
communication Default value: Empty
Members 2 Describes the IP and TCP port on which the {second member IP
member ID 2 can be reached. The format is address»:<second member
IP:Port where IP and Port specifies the [P and port | cluster communication
where this RM node can be reached for cluster port)
communication Default value: Empty
My Member ID Indicates this cluster manager instance's member | AN integer.
ID (select one among the ID's listed in Default value: Empty
cluster.members
Cluster Virtual IP If non-empty, this parameter indicates that this An integer.
Address RM pode is pqrt of a RM cluster and the value Default value: Empty
specifies the virtual IP address of the RM cluster
this RM node is part of. In stand-alone mode, this
parameter must be left empty.
Cluster HA Mode Specifies which cluster the Resource Manager * none—stand alone RM
instances are configured. + active-standby—RM in
cluster
* active-active—external
load balancer
Default value: none
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Table 13: Selected Resource Manager Configuration Options (Continued)

Option Name Description Valid Values and Syntax
rm Section
FIPS Mode Enabled | Enables FIPS mode in RM. True
False

Default value: False

Changes take effect:
start/restart

SIP Header for DNIS| The header from which the Resource Manager * To
will retrieve the DNIS, to identify which IVR . Request-Uri

Profile to use. .
* History-Info

Ensure that the value you specify is consistent
with Media Gateway behavior, so that the INVITE
messages that SIP Server forwards to the Resource
Manager have the DNIS information in the
expected header.

Default value: History-Info

 [f the value of this parameter is History-Info
but there is no History-Info header in the SIP
INVITE, the Resource Manager picks up the
DNIS from the To header.

+ If the value of the specified header in the SIP
INVITE is not a valid DNIS, the Resource
Manager cannot map the SIP request to an IVR
Profile, and it defaults to the next behavior to
select the IVR Profile.

 [f the P-Called-Party-ID header is present, SIP
Header for DNIS is ignored.

Changes take effect: Immediately.

Default Resource Specifies the port capacity that is assigned to each | Any unsigned integer.
Port Capacity physical resource. Default value: 500

Note: This parameter can be overridden by the
MaxPorts configuration during post installation
activities. For more information, see the Genesys
Voice Platform 8.1 Deployment Guide.

monitor Section

SIP Resource The interval, in milliseconds, at which the Any unsigned integer.
OPTIONS Interval | Resource Manager sends OPTIONS messages t0a | pefault value: 5000
healthy resource, to determine whether the
resource is alive.
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Table 13: Selected Resource Manager Configuration Options (Continued)

Option Name Description Valid Values and Syntax
SIP Unavailable The interval, in milliseconds, at which the Any unsigned integer.
Resource OPTIONS | Resource Manager sends OPTIONS messages t0 @ | pefault value: 5000
Interval dead resource to determine whether the resource is

alive.
SIP Release Specifies how to handle new incoming calls that | ¢ True
Conference Resource | are joining the conference if the conference . False
on Failure resource goes oftline.

If set to True, all conference sessions are released,
and the new incoming calls are routed to the next
available resource.

If set to False, all conference sessions are
released, and the new incoming calls will receive
an error.

Default value: True

proxy Section

Preferred IP Version | Specifies the preferred IP version when multiple | ipv4

Used in SIP Proxy IP addresses with different IP versions are « ipv6
resolved from a destination address. The first Default value: iova
address from the list with the preferred IP version © P
is used. However, if there the sip.transport.x
configuration option is not defined with the
preferred version, other version are used.
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Table 13: Selected Resource Manager Configuration Options (Continued)

Option Name Description Valid Values and Syntax
IP Type of Service Specifies the IP differentiated services field (ToS) | Range: 0-255
for SIP Transport to set in all outgoing SIP packets over the SIP Examples:
transport. .
Not * 0—Disabled
otes: « 16— IPTOS LOWDELAY
* For Windows Server 2003, the ToS must be (0x10)
enabled in the registry. See
_ . * 32—IPTOS PREC
http -/./Zuppor'st .microsoft .hcom/ksb/24861 1 PRIORITY (0x20)
¢ For Win ows Server 2008, the To . 64— IPTOS PREC
configuration is not supported. It must be CRITICAL (0x40
configured at the OS level. You can define per . (0x40)
executable and per port, and what type of * 184—DiffServ EF
DiffServ bits to set on the outgoing packets (Expedited Forward
using the QoS policy defined in the following 0xBB)
article. Default value: 0
http://technet.microsoft.com/en-us/library/
cc771283.aspx
* For all Operating Systems, when the SIP/RTP
packets are sent across different subnets, the
router may reset the DiffServ bits in the IP
header even though it was set by MCP.
Record Route Host | Specifies the host to be used for the Record-Route | <hostname or IP address>

when an INVITE is forwarded when Resource
Manager is in stand-alone mode. The value
specified can either be configured as an [P
address, or FQDN. If the value is empty, the I[P
address of the outgoing transport is used.

Configuring Logical Resource Groups

User’s Guide

For each type of service that GVP provides (Voice XML, CCXML,
Conference, MSML, Announcement, Recording Server), you must create and
configure a logical resource group (LRG) that the Resource Manager will use
as its resource pool. You must create a resource group for each type of service,
even if there is only one resource available to provide that service (in other
words, if the group has a single member).

Use the Genesys Administrator Resource Group Wizard (Provisioning »
Voice Platform > Resource Groups) to create, modify, or view settings for the
resource group and to specify the resources that belong to each group. For
detailed information about using the Resource Group Wizard, see Procedure:
Configuring logical resource groups.
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You identify the actual resource hosts and applications in the connections that
you configure for the Resource Manager. In addition, you must create a remote
access point for the recordingserver resource that points to the Resource
Manager. See Procedure: Creating the resource access point for Recording
Server, on page 99.

For more information about logical resource groups, see the chapter about
post-installation activities in the Genesys Voice Platform 8.1 Deployment
Guide.

The following procedure provides the detailed steps to use the Resource Group
Wizard.

Procedure:
Configuring logical resource groups

Purpose: To create or modify the property information that is shared by a
logical group of GVP resources managed by a particular Resource Manager.

Unless otherwise indicated, changes to logical resource group configurations
take effect immediately.

Prerequisites
* The GVP Application objects have been installed, as described in the
Genesys Voice Platform 8.1 Deployment Guide.

*  You are logged in to Genesys Administrator. To access Genesys
Administrator, go to the following URL:

http://<{Genesys Administrator host>/wcm
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Start of procedure

Configuring Logical Resource Groups

1. In Genesys Administrator, go to the Provisioning > Voice Platform >
Resource Groups panel (see Figure 5).

e
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g Desktop
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Figure 5: The Resource Groups Panel

2. Do one of the following to invoke the wizard:
* To create a new group, click New.

* To modify the configuration parameters for an existing group, select
the group name and click Edit.

* To delete an existing group, click Delete.

For more information on how to use the Resource Groups Wizard, see the
Genesys Voice Platform 8.1 Deployment Guide.

End of procedure

Next Steps

* Ifrequired, configure the noresource-response-code option in the {gateway
resource group) section of the Resource Manager Application object.

The default behavior for the Resource Manager with regard to gateway
resources is not to retry failed requests. To configure the Resource
Manager to automatically retry other resources in a gateway resource
group, specify the required SIP failure response codes in the
noresource-response-code option. This option does not appear in the
Resource Management Wizard, you configure it on the Provisioning >
Environment > Applications > <Resource Manager) > Options tab.

Group (see page 98).

Manually set the capabilities and the preferences for the Logical Resource

Table 14 provides information about the Resource Manager parameters for
logical groups.
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Table 14: Logical Group Section Configuration Options

Configuring Logical Resource Groups

Option Name Description Valid Values and Syntax
Group Type Specifies the type of logical resource group. * Media Control Platform
* Call Control Platform
¢ Gateway
e CTI Connector
e Recording Server
Default value: Empty
CTI Usage Specifies whether the Resource Manager will * Always off—Resource
use CTI Connector for a Gateway logical group Manager does not use
resource. CTI Connector, and
proceeds with the call
using DNIS-IVR Profile
mapping.
* Always On—Resource
Manager will not map the
call.
* Based on DID lookup—
Resource Manager
performs the IVR Profile
lookup for the call and
forwards it to
CTI Connector with the
CTI service parameters
configured in the IVR
Profile.
Default value: Empty
Port Capacity Specifies the port capacity of all resources in e Default value: 500
this logical resource group combined. Individual
resource port capacity will be ignored.
Note: The port capacity option is available for
the Recording Server resource group only when
parallel-forking is used as the load balancing
scheme.
Load Balancing The distribution algorithm that the Resource * Round-robin
Scheme Mapager will use to select a resource within this | « | gast used
logical resource group. . Least percent
Note: The parallel forking option value is « parallel forkin
available for the Recording Server LRG only. P &
Default value: Round-robin
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Table 14: Logical Group Section Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Max Conference Size
(For MCP)

The maximum number of participants allowed
in a conference.

An integer in the range of 0—
32.

Max Conference Count
(For MCP)

The maximum number of conferences allowed
for a resource.

Any integer.

Monitoring Method

The method that the Resource Manager will use
to determine whether the physical resources that
belongs to the logical resource group are alive
and healthy.

* SIP OPTIONS—Resource
Manager will use SIP
OPTIONS messages.

* None—Resource Manager
will not monitor resource
health. It assumes that
resources in this group are
always alive.

Default value: SIP OPTIONS

Geo Location

The geographical location of the resource.

A character string.

(Optional)
Capability The list of values supported by the resources | A character string.
(Manually configured) within the logical resource that corresponds
to the SIP INVITE capability. This is read
from the configuration parameter capability
of a logical resource, and the parameter value
has the following syntax:
[cap_NameAl=[cap_ValueAll, ...,[cap_ValueAm
1
[cap_NameB]l=[cap_ValueB1l, -, [cap_ValueBn]
[cap_NameM]=[cap_ValueM1], -, [cap_ValueMi]
Note: The set of [cap_NameX] must be unique.
Preference Specifies which logical resource group has Any positive integer.
ference. If there are two resource groups
Manually configured) | P*C group
(Manually gured) with difference preference numbers, the
logical resource group with lower number is
considered first for all calls.
Address of Record Specifies the list of contacts for the physical | [sip|sips]:<address):
AOR resource. This parameter must be configured | <port).
(AOR) p g
(Manuall manually in order for Resource Manager to
confi gure}(]l) support static routing (see Procedure:

Configuring Resource Group capabilities,
preferences, and AOR, on page 98)

User’s Guide
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The following procedure provides the detailed steps to manually configure the
Logical Resource Group capabilities, preferences and AOR.

Procedure:
Configuring Resource Group capabilities, preferences,
and AOR

Purpose: To configure capabilities, preferences, and AOR for the logical
resource group.

Prerequisites

* The GVP Application objects have been installed, as described in the
Genesys Voice Platform 8.1 Deployment Guide.

* The Logical Resource Group has been created.

* You are logged in to Genesys Administrator. To access Genesys
Administrator, go to the following URL:

http://<Genesys Administrator host)/wcm

Start of procedure

1. In Genesys Administrator, go to the Provisioning » Environment >
Business Units/Sites

2. Select the appropriate tenant.

3. Select the MCP Application, and click Edit.

4. Add the Capability, Preference, and AOR parameters to the gvp. Lrg
section. For more information on how to add options using Genesys
Administrator, see the Framework 8.1 Genesys Administrator Help.

See Table 14 for descriptions of these parameters.

End of procedure

Note: When a SIP Server HA pair is configured as a gateway resource for
the Resource Manager, the sip-address configuration option in the
T-Server section of both SIP Servers in the pair must be configured to
point to the virtual-ip for the HA pair. This value is used by SIP Server
to build the Via and the Contact headers in SIP messages.
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Procedure:
Creating the resource access point for Recording
Server

Purpose: To provide an overview of the steps to configure logical recording
server Application, to provide a presence for the recording server in the
Genesys Configuration Layer.

Summary

You must create a separate App Lication for each recording server in your
deployment. The Application type is Resource Access Point.

For detailed information about importing Application Templates and
metadata, and creating Applications from the templates, see Appendix A in
the Genesys Voice Platform 8.1 Deployment Guide, which describes the
pre-installation activities

Prerequisites

*  You are logged in to Genesys Administrator. To access Genesys
Administrator, go to the following URL:

http://<{Genesys Administrator host>/wcm

* The Resource Manager Installation Package (IP) is available.

Start of procedure

1. Create the Recording Server Application object.

Configuring Logical Resource Groups

a. Import the required Application Template from the Resource Manager

Installation Package (IP). For example,
VP_CallRecordingServer_814.apd.

b. On the Provisioning > Environment > Applications tab, create and
name the new Resource Access Point, based on the Application
Temp late.

2. Inthe gvp.rm section, on the Provisioning » Environment > Applications

> <Recording Server> > Options tab, configure the following options:
* aor=sipls]:<host|ip>:<{port>
* port-capacity=500

redundancy-type=active

Note: The host and port number in the aor configuration option, is
populated automatically when the LRG group wizard is used to
create the recordingserver resource group.
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3. Inthe provision section, ensure the default value of 1 is retained for the
recording-server configuration option.

4. Save the configuration.
End of procedure

Next Steps

* No further steps are required.
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The Genesys Voice Platform (GVP) Policy Server component is used by
Genesys Administrator for the validation and resolution of GVP-specific
business rules. It is a stand-alone Java process that connects to Management
Framework through an HTTP interface.

This chapter provides information about configuring Policy Server in the
following sections:

«  Task Summary: Configuring Policy Server, page 101

« Important Policy Server Configuration Options, page 102

Task Summary: Configuring Policy Server

Task Summary: Configuring Policy Server summarizes the tasks that are

required to implement Policy Server functionality in your GVP deployment.

Task Summary: Configuring Policy Server

Objective

Related Procedures and Actions

Create a connection to Policy Server
in the Configuration Manager
Application.

In Genesys Administrator, open the Configuration Manager
Application and on the Configuration tab, add Policy Server
the Connections.

to

Note: Policy Server can be deployed with Genesys Administrator

and Configuration Manager 8.1 and later releases only.

Customize client side
communication ports.

See “Configuring Client-Side Connections” on page 72.

User’s Guide
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Important Policy Server Configuration

Options

This section describes the key configuration options that you either must or
may want to customize.

Configure the options on Genesys Administrator on the Provisioning »
Environment > Applications » <Policy Server> > Options tab. For the
detailed steps to configure option settings, see Procedure: Viewing or
modifying GVP configuration parameters, on page 34.

The configurable Policy Server parameters are in the following configuration
sections:

* https—Parameters that determine how security is implemented for Policy
Server.

* https_key—Parameters that specifies the optional security key password.
* log —Parameters that determine the logging behavior.

* reporting—Parameters that determines how data from Policy Server is
reported.

Table 15 provides information about important Policy Server parameters that
are not described in Chapter 3 on page 41. Table 15 provides parameter
descriptions as well as the default parameter values that are preconfigured in
the Policy Server Application object.

Unless indicated otherwise, all changes take effect immediately.

For a complete list of Policy Server configuration options and their
descriptions, see the Genesys Voice Platform 8.1 Configuration Options
Reference.

Table 15: Selected Policy Server Configuration Options

Option Name Description Valid Values and Syntax
https Section
SSL Keystore Path Specifies the path to the keystore file, which | Any string of characters.
will be used for all the HTTPS connectors. Default value:
${user.home}/.keystore
Changes take effect: start/restart
SSL Keystore Specifies the password for the keystore file. Any string of characters.
Password Default value: Empty
Changes take effect: start/restart
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Table 15: Selected Policy Server Configuration Options (Continued)

Option Name Description Valid Values and Syntax

SSL Keystore Type Specifies the type of keystore, which defines | Any string of characters.

the supported file format for the security Default value: JKS
implementation.
Changes take effect: start/restart
SSL Certificate Specifies the name of the SSL algorithm that | Any string of characters.
Algorithm will be used for the configured keystore. Default value: SunX509

Changes take effect: start/restart

HTTPS Protocol Specifies the cryptographic protocol to use. | Select one of five option
values—SSL, SSLv2, SSLv3,
TLS, or TLSv1

Default value: TLS
Changes take effect: start/restart

Secure Random Specifies the name of the RNG (Random Any string of characters.

Algorithm Number Generator) algorithm. Default value: Empty

For more information about the RNG, see the Changes take effect: start/restart
JDK JavaDoc for class
java.security.SecureRandom

Security Provider Specifies the name of Java security provider. | Any string of characters.
For more information about the security Default value: None
provider, see the JDK JavaDoc for class Changes take effect: start/restart
java.security.Provider
Client Authentication | Specifies the HTTPS client authentication Select one of three option
Requirement requirements. values—none, required, or
preferred.

If this option is set to:

* none—No certificate is requested; Default value: Empty

Client-side authentication is disabled. Changes take effect: start/restart

* required—A certificate is requested and
the server will require a valid, non-empty
certificate response to establish the
connection. (Works for BIO connector type
only.)

* preferred—A certificate is requested, but
the server will still establish the connection
if the certificate response is empty.
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Table 15: Selected Policy Server Configuration Options (Continued)

Option Name Description Valid Values and Syntax

HTTPS Connector Specifies the type of Jetty connector that will | Select one of two option
Type be used. values—1 or 2.

If this option is set to: Default value: 2
» 1 <NI0>—Non-blocking NIO connector. Changes take effect: start/restart
* 2 <BI0>—BIlocking BIO connector.

For more information about these connectors,
see Jetty's JavaDoc for class
org.mortbay.jetty.security.SslSelectChan
nelConnector.

https_key Section

SSL Key Password Specifies the optional key password for the Any string of characters.

HTTPS configuration. Default value: Empty

Changes take effect: start/restart

Log Section
Verbose Level Determines whether or not a log output is Select one of several log event
created. If it is, this option specifies the levels.
minimum level of log events that are Default value: standard

generated.

Any one of the following log event levels can
be selected as the value for this option
(starting with the highest priority level):
standard, interaction, trace, debug, all,
or none.

For a description of the log events that are
logged for each level, see Table 8 on page 68.

Output for Level All | Specifies the outputs to which an application | A string of characters.

sends all log events. Default value: Enpty

The log output types must be separated by a
comma when more than one output is

configured.
Output for Level Specifies the outputs to which an application | A string of characters.
Standard sends the log events of the Standard level. Default value: stdout
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Table 15: Selected Policy Server Configuration Options (Continued)

Important Policy Server Configuration Options

higher, which means, more than one output is
configured—standard, interaction, trace,
and debug levels.

Option Name Description Valid Values and Syntax
Output for Level Specifies the outputs to which an application | A string of characters.
Interaction sends.the log eyents of the Interaction level Default value: Enpty

and higher, which means, more than one

output is configured—standard and

interaction levels.
Output for Level Specifies the outputs to which an application | A string of characters.
Trace se?nds the lgg events of the Trace level and | Default value: Empty

higher, which means, more than one output is

configured—standard, interaction, and

trace levels.
Output for Level Specifies the outputs to which an application | A string of characters.
Debug sends the log events of the Debug level and Default value: Logs/ps. Log

Log Segmentation

Specifies the segmentation limit for a log file.
Sets the mode of measurement, along with the
maximum size.

If the current log segment exceeds the size set
by this option, the file is closed and a new one
is created.

For a complete description of the option values
for log segmentation, see Table 8 on page 68.

A string of characters.
Default value: 10MB

Log Expiration

Determines whether or not the log files
expires. If they do, this option sets the
measurement for determining when they
expire, along with the maximum number of
files (segments) or days before the files are
removed.

For a complete description of the option values
for log expiration, see Table 8 on page 68.

A string of characters.

Default value: false

Log Messages Format

Specifies the format of log record headers that
an application uses when writing logs in the
log file. Using compressed log record headers
improves application performance and reduces
the log file's size.

For a complete description of each option
value, see Table 8 on page 68.

Select one of two option
values—short or full.

Default value: full

User’s Guide

105



Chapter 5: Configuring Policy Server Important Policy Server Configuration Options

Table 15: Selected Policy Server Configuration Options (Continued)

Option Name Description Valid Values and Syntax

Time Format for Log | Specifies how to represent the time when an | Select one of three option

Messages application generates log records in a log file. | values—time, locale, or

For a complete description of each option 1508601.

value, see Table 8 on page 68. Default value: time

reporting Section
PS Service IP Specifies the interface [P address that will be | A string of characters.
Address used to bind the Policy Server service. Default value: Empty
Changes take effect: start/restart

PS Service Hostname | Specifies the hostname that will be used to A string of characters.

access Policy Server. Default value: Empty

Changes take effect: start/restart

PS Service Port Specifies the port on which Policy Server will | An integer greater than 0.
receive reporting requests. Default value: 8090

Changes take effect: start/restart

PS Service Protocol | Specifies the type of communication protocol | Select one of two option
that Policy Server will use to service reporting | values—http or https.

requests. Default value: http

Changes take effect: start/restart

Basic HTTP Specifies the user name that Policy Server uses | A string of characters.
Ié};ﬁcﬂ:ntlca‘uon User | to perform basic HTTP authentication. Default value: Empty

Changes take effect: start/restart
Basic HTTP Specifies the password that Policy Server uses | A string of characters.
Authentication to perform basic HTTP authentication. Default value: Empty
Password

Changes take effect: start/restart
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Chapter

Provisioning IVR Profiles

IVR Profiles are the Voice Extensible Markup Language (VoiceXML), Call
Control Extensible Markup Language (CCXML), Conference, and
Announcement applications that control interactions with external customers.
This chapter describes how to provision IVR Profiles for Genesys Voice
Platform (GVP). It contains the following sections:

«  Provisioning IVR Profiles for GVP, page 107

« IVR Profile Configuration Options, page 113

+  Operational Parameter Management and Self-Service Applications,
page 127

« IVR Profile Configuration for GVP1i, page 127

- IVR Profile Configuration for Cisco ICM, page 131

«  Mapping IVR Profiles to DID Numbers, page 132

«  DID Group Bulk Operations Wizard, page 135

« Data Retention Policy Wizard, page 138

« IVR Profile Configuration for Tenants, page 140

Provisioning IVR Profiles for GVP

The summary procedure in this section provides an overview of the steps to
provision IVR Profiles for GVP.

Procedure:
Provisioning IVR Profiles

Purpose: To set up GVP so that it uses specified Voice XML or CCXML
applications.
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Provisioning IVR Profiles for GVP

Prerequisites

You are logged in to Genesys Administrator. To access Genesys
Administrator, go to the following URL:

http://<Genesys Administrator host)/wcm

Start of procedure

1.

Use the IVR Profile Wizard in Genesys Administrator to create or edit an
IVR Profile object. For more information on how to use the wizard, see the
Genesys Voice Platform 8.1 Deployment Guide.

On the Provisioning > Voice Platform > IVR Profile tab of Genesys
Administrator, launch the IVR Profile Wizard.
On the Service Type page:
a. Enter the name of the IVR Profile.
b. Select the type of service that the IVR Profile requires. This sets the
gvp.general.service-type parameter. The possible values are:
* VoiceXML
e CCXML
e (Conference
* Announcement
¢. Complete the remainder of the wizard as applicable for your

deployment. Depending on the type of service you have selected in
Step b, the wizard presents different subsequent pages.

* For VoiceXML, go to Step 4 on page 108.

*  For CCXML, go to Step 5 on page 110.

* For Conference, go to Step 6 on page 110.

* For Announcement, go to Step 7 on page 111.

For VoiceXML:
a. On the Service Properties page:
i.  Enter the Initial Page URL. This sets the initial-page-url
parameter.
ii. Enter the Alternate Page URL. This sets the alternatevoicexml
parameter.
iii. Enter the Default Properties Page URL. This sets the
default-properties-page parameter.

iv. Select the type of Voice XML interpreter. This sets the
voicexml.gvp.appmodule parameter. For more information on the
interpreters, see Chapter 7, “Configuring the Media Control
Platform,” on page 145.

v. Enter the Toll Free Number. This sets the toll-free-number
parameter.
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vi. Enter the Virtual Reporting Object 1 and Virtual Reporting
Object 2. This sets the VirtualReportingTag1, and
VirtualReportingTag2 parameters.

b. On the Usage Limits page, if required, enter the maximum number of
concurrent sessions. This sets the usage-Llimits parameter.

¢. Onthe IVR Capabilities page:
i. If you want outbound calls with bridged or consultation transfers,

allow outbound calls. This sets the outbound-call-al Lowed
parameter.

ii. If you want midcall transfers (blind or consultation), allow
transfers. This sets the transfer-al lowed parameter.

iii. If MSML requests are not to be processed, set msmL-allowed to
false.

iv. Select how to use the gateway. This sets the use-same-gateway
parameter.

d. On the CTI Parameters page:

i. If CTI Connector is required to interface with IVR Server, select

Require CTI Interaction. This sets the cti-allowed parameter.

ii. If midcall blind transfers (starts in the application) are allowed
(transfer-allowed is set to true) and you want the transfers to be
performed through the IVR Server, select Transfer on CTI. This
sets the cti.TransferOnCTI parameter.

iii. Enter the default agent. This must be a DN that is configured in the
Configuration Server database. This sets the cti.DefaultAgent
parameter.

e. Ifyou allowed outbound calls and/or transfers, on the Dialing Rules
page:
i. Select to accept or reject the rule expression.
ii. Enter the Regular Expression.
iii. Click Add as New Rule.

Repeat Steps i to iii for each Dialing Rule that you require. This sets the

gvp.policy.dialing-rules parameter.

For more information on Dialing Rules, see the

“gvp.policy.dialing-rules Section” on page 123.

f. OnthePolicies page, add the SQ Notification Threshold. This sets the
error.notification.threshold parameter.

For more information on VoiceXML IVR Profile parameters, see Table 16
on page 113.
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Provisioning IVR Profiles for GVP

5. For CCXML:

a.

On the Service Properties page:

i. Enter the Initial Page URL. This sets the initial-page-url
parameter.

ii. Enter the Virtual Reporting Object 1 and Virtual Reporting
Object 2. This sets the VirtualReportingTag1, and
VirtualReportingTag2 parameters.

On the Usage Limits page, if required:
i. Enter the maximum number of concurrent sessions. This sets the
usage-Llimits parameter.

ii. Enter the usage limits for each service. This sets the
{servicep-usage-limit parameter.

iii. Enter the usage limits per session. This sets the
{servicey-usage-limit-per-session parameter.

On the IVR Capabilities page, if required:
i. Enable conferencing. This sets the conference-al Lowed parameter.

ii. Enable outbound calling. This sets the outbound-call-al Lowed
parameter.

iii. Enable transfers. This sets the transfer-al lowed parameter.

iv. Enable VoiceXML dialogs. This sets the voicexml-dialog-al Lowed
parameter.

v. Select how to use the gateway. This sets the use-same-gateway
parameter.

If you allowed outbound calls and/or transfers, on the Dialing Rules
page:

i. Select to accept or reject the rule expression.

ii. Enter the Regular Expression.

iii. Click Add as New Rule.

Repeat Steps i to iii for each Dialing Rule required. This sets the
gvp.policy.dialing-rules parameter.

For more information on Dialing Rules, see “gvp.policy.dialing-rules
Section” on page 123.

€.

On the Policies page, add the SQ Notification Threshold. This sets the
error.notification.threshold parameter.

For more information on CCXML IVR Profile parameters, see Table 16 on
page 113.

6. For Conference:

a.

On the Service Properties page:
i.  Enter the conference ID. This sets the conference-id parameter.

ii. Enter the maximum conference size, if required. This sets the
application-confmaxsize.
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iii. Enter the Virtual Reporting Object 1 and Virtual Reporting
Object 2. This sets the VirtualReportingTag1, and
VirtualReportingTag2 parameters.

b. On the Usage Limits page, if required, enter the maximum number of
concurrent sessions. This sets the usage-Llimits parameter.

¢.  On the Policies page, add the SQ Notification Threshold. This sets the
error.notification.threshold parameter.

For more information on Conference IVR Profile parameters, see Table 16
on page 113.

7. For Announcement:
a. Onthe Service Properties page;

i. Enter the VoiceXML page that is used to play announcements. This
sets the announcement-url parameter.

ii. Enter the content-type, if required.
iii. Enter the repeat count, if required.
iv. Enter the delay amount, if required.
v. Enter the duration, if required.

vi. Enter the Virtual Reporting Object 1 and Virtual Reporting
Object 2. This sets the VirtualReportingTag1, and
VirtualReportingTag2 parameters.

b. On the Usage Limits page, if required, enter the maximum number of
concurrent sessions. This sets the usage-Limits parameter.

¢.  On the Policies page, add the SQ Notification Threshold. This sets the
error.notification.threshold parameter.

For more information on Announcement IVR Profile parameters, see
Table 16 on page 113.

8. On the Context Services page, enter a username and password for context
services authentication.

The password is masked when it is entered into the password field.

9. When you have completed the required configuration in the wizard, click
Finish.
The IVR Profile object now displays in the list on the Provisioning >
Voice Platform > IVR Profile tab in Genesys Administrator.
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10. Modify the IVR Profile to capture the required configuration parameters
that are not set with the wizard.

The Resource Manager uses the IVR Profile name that you specify to
identify the context of the session. For more information, see “Application
Identifiers” on page 27.

For detailed information about the IVR Profile configuration options, see
“IVR Profile Configuration Options” on page 113.

For detailed information about configuring IVR Profiles for GVPi, see
“IVR Profile Configuration for GVPi” on page 127.

End of procedure
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IVR Profile Configuration Options

IVR Profile Configuration Options

The IVR Profile configuration options determine the type of service the IVR
Profile will provide, and also its operating parameters.

Configure the IVR Profile parameters in Genesys Administrator:

* Configure the parameters in the gvp.service-parameters section and, if
applicable, in the dbmp section on the Provisioning > Voice Platform >

IVR Profile > <IVR Profile> > Options tab.

* Configure all the other IVR Profile parameters on the Provisioning >
Voice Platform > IVR Profile > <IVR Profile)> > Option tab.

For more information about using Genesys Administrator to add or modify
configuration sections and options, see Procedure: Viewing or modifying GVP

configuration parameters, on page 34.

Table 16 describes the IVR Profile configuration options.

Notes: All changes to IVR Profile configuration options take effect with the

next session that uses the IVR Profile.

The alarm and response codes are not independent policies. Resource
Manager will look for the corresponding alarm and/or response code
parameters from the matched tenant/profile only.

Table 16: IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

gvp.general Section

Conf Max Size

(For Conference only) The maximum number of
participants in the conference.

This setting does not override conference size
maximums that are configured for the Resource
Manager logical group or the conference resource
itself.

Any unsigned integer.
Default value: 20

Profile.

Service Type The default type of service that the IVR Profile * ccxml
provides. » conference
The default service type does not preclude the use | «  ygicexml
of other service types within the application as
well. * announcement
Default value: Empty
Toll Free Number The toll free number that is used by this IVR A string of characters.

Default value: Empty
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

SIP Session Timer
Interval

The timeout value, in seconds, for the SIP session
that it executed for this IVR Profile. If the
Resource Manager receives no SIP messages
associated with this call leg within the timeout
interval, it considers the call leg to have ended.

For the call leg that is associated with this [IVR
Profile, the value of this sip.sessiontimer
parameter overrides session expiry timeouts that
are set at the level of the tenant, the Resource
Manager, and the resource.

Any unsigned integer.

Default value: Empty

Virtual Reporting
Tag 1

Virtual Reporting
Tag 2

Specifies the Virtual Reporting Object 1 and
Virtual Reporting Object 2.

These parameters enable you to query and
correlate call data with custom parameters based
on business needs.

For example, if you are running a certain
campaign, you may want to associate calls with a
virtual reporting object value of “Last Campaign
2009” and later query call data by that, not having
to deal with which DIDs, IVR Profiles or platform
instances were utilized for that campaign.

A string of characters.

Default value: Empty

gvp. log Section

metricsfilter The filter that determines which metrics (for calls | <FilterID1>[, <FilterID2),
that are made to this IVR Profile) will be ]
forwarded to the Reporting Server. where:
If this parameter is set, the value will override.the « <FilterID)is a single
default DATAC filter for the component for sessions Metric ID or a range of
that execute under this IVR Profile. This overrides Metric IDs. For the valid
the default parameter that is set at the platform Metric IDs, see the
level. Genesys Voice
The Resource Manager passes this property value Platform 8.1 Metrics
to the component in a SIP custom header. Reference.
The wildcard character (*)
means “all”.
Default value: Empty
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

gvp.policy Section

<Service> Allowed

Specifies whether a Resource Manager session is
allowed to use the selected service. Valid values
for <Service> are:

* Announcement

* ccxml

* Conference

e cpd

* MSML

* (Qutbound Call

* Treatment

* VoiceXML Dialog

e True
* False

Default value: True

CTI Allowed

Specifies whether calls that use this [VR Profile
use CTI Connector to interface with IVR Server,
or send directly to Media Control Platform (MCP)
or Call Control Platform (CCP).

e True—Use
CTI Connector

¢ False—Use MCP or CCP
Default value: True

Transfer Allowed

Specifies whether a Resource Manager session is
allowed to perform a transfer by using a SIP REFER
request within the existing SIP session.

* True
e False

Default value: True

Allow Burst Usage.

Specifies whether burst usage for an application is
allowed for various usage-based policies.

Note: This parameter applies to individual objects
(tenant/profile) only; it’s not applicable for
hierarchical use.

* True
* False

Default value: False

Raise Alarm for
Exceeding Burst
Limit

Specifies whether to raise an alarm when the burst
limit has been exceeded.

e True
* False

Default value: False

Dialing Rule Based
Rejection Response
Code

The SIP response code that is sent in the SIP
response when a call is rejected because of a
dialing rule (gvp.policy.dialing-rules.
rule-<n»).

e <sipcode); {desc>
e <sipcode)
where:

* <sipcode) is an integer in
the range of 400-699.

» <desc) is any string.
Default value: 403
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

Raise Alarm for
Dialing Rule Based
Rejection

Specifies whether an alarm will be raised for the
corresponding policy violation.

e True
* False

Default value: False

Usage Limits Note: GVP has the ability to set policy limits for Level 1, Level 2 and Level 3

simultaneous use of specific services, and also usage limit alarms as well.

Usage Limits

The number of times that a Resource Manager
session can be concurrently in use in the context
of any IVR Profile.

Any unsigned integer.

Default value: Empty

<service> level2
Usage Limit (burst
limit)

Specifies the number of times a Resource
Manager session can concurrently be in use in the
context of the IVR Profile for level2 burst.

Valid values for <{service) are:
* announcement

* ccxml

* conference

* inbound

e msml

* outbound

e voicexml

Any integer
Default value: Empty

<service> level3
Usage Limit (burst
limit)

Specifies the number of times a Resource
Manager session can concurrently be in use in the
context of the [VR Profile for level3 burst.

Valid values for <service) are:
* announcement

e ccxml

* conference

* inbound

* msml

e outbound

* voicexml

Any integer
Default value: Empty
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

<service> Usage
Limit

The maximum number of concurrent service
sessions that are permitted for this [VR Profile
Valid values for <service) are:

* announcement
e ccxml

* conference

* inbound
* msml
e outbound

e voicexml

Any unsigned integer.

Default value: Empty

<service> Usage
Limit per session

The number of times that the specified service
may be invoked in the context of this instance of a
Resource Manager session. Valid values for
{service) are:

* announcement
e ccxml

* conference

* msml

e voicexml

Any unsigned integer.

Default value: Empty

<service> Usage
Limit Exceeded
Response Code

The SIP response code that is sent in the SIP
response when a request for a service is rejected
because the usage limits for that service
(gvp.policy.<service>-usage-Llimit or gvp.
policy.<service)>-usage-limit-per-session)
have been reached. Valid values for <service>
are:

e ccxml

* conference

e voicexml

e outbound

* inbound

* announcement

* msml

e <sipcode; <desc>
* <sipcode)
where:

* <sipcode) is an integer in
the range of 400—699.

» <desc) is any string.
Default value: 503
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

Usage Limit
Exceeded Response
Code

The SIP response code that is sent in the SIP
response when a call is rejected because the usage
limits that are specified in the following
configuration options have been reached:

e gvp.policy.usage-Llimits
e gvp.policy.outbound-usage-Llimit

e gvp.policy.inbound-usage-Limit

* <sipcodey; <desc)
* <sipcode>
where:

+ <{sipcode) is an integer in
the range of 400—699.

» <desc) is any string.

Default value: 480
(Temporarily unavailable)

Raise Alarm for
<service> Not
Allowed

Specifies whether an alarm will be raised for the
corresponding policy violation. Valid values for
{service) are:

e ccxml

e conference

e outbound-call

* transfer

e voicexml-dialog
* announcement

* msml

e True
* False

Default value: False

Raise Alarm for
<service> Usage

Specifies whether an alarm will be raised for the
corresponding policy violation. Valid values for

* True

* False

Limit Exceeded {service are: Default value: False
* ccxml
* conference
* inbound
* outbound
e voicexml
* announcement
* msml
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

<service> Forbidden

Specifies the error response code to send when the

{sipcodey;description

Response Code {service) is not allowed. Valid values for or
{servicey are: ¢sipcode)
* coxml Default value: 403
* conference For more information on SIP
* inbound Response Codes, see
* outbound Appendix D, “SIP Response
« voicexml Codes,” on page 469.
* announcement
* msml
Disable Video Specifies whether to disable video. * True—Disable video

e False—Enable video

Default value: False

Disable <Codec>

Specifies whether to disable <Codec>
transcoding. The values for <Codec> are:

+ G729
+ AMR-NB
+ AMR-WB

* True—Disable
transcoding

* False—Enable
transcoding

Default value: False
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Table 16: IVR Profile Configuration Options (Continued)

Option Name Description Valid Values and Syntax
mcp-asr-usage- Specifies whether there will be one Voice e per-call
mode Resource Management (VRM) session for the . per-utterance

entire call, or whether a separate VRM session

will be opened for each recognition request. Default value: per-call

A single session for the entire call
(mcp-asr-usage-mode = per-call) means that
each call may have multiple recognition sessions.

If this parameter is set not to enable a single
session for the entire call (mcp-asr-usage-mode =
per-utterance), each VRM session is closed
when the recognition request completes, either
successfully or unsuccessfully (such as no match).
Therefore, each call may have multiple VRM
sessions.

The Resource Manager passes this value to the
Media Control Platform in a Request-URI
parameter. The value of this parameter overrides a
similar parameter that is set for the Media Control
Platform overall (asr. Load_once_per_call), if the
settings are not consistent. See the description of
the asr. load_once_per_call parameter on

page 160 for more information about the
implications of this setting.

MCP Send/Receive | Specifies whether a Media Control Platform is * True
Enabled allowed to perform <send) and <receive> e False
extensions. The Resource Manager passes this
value to the Media Control Platform in a
Request-URI parameter.

Default value: True

MCP Specifies the number of subdialogs allowed ina | An unsigned integer.

max-subdialog-depth | VoiceXML call. Default value: Empty
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

<service> Capability
Requirement

A list of name-value pairs that specify the
capabilities that are required when the specified
{service) is invoked in the context of this [IVR
Profile.

Valid values for <{service) are:
e ccxml

e conference

* voicexml

* msml

* announcement

Items in the name-value pair list are separated by a
semicolon (;). The value side of each name-value
pair can itself be a comma-separated list of
capabilities. Each set of values must be unique.

The Resource Manager will direct interactions to a
resource group only if the resource group
capabilities exactly match the capability
requirements that are specified in this option (see
the <Logical Group).capability option in

Table 14 on page 96).

{cap_NameA>={cap_ValueA)
[; <cap_NameB>=<cap_
ValueB); ...]

where:

e <cap_NameX> is the name
of the capability.

e <cap_ValueX>isa
comma-separated list of
values.

Example:

Lang=en-US; grammar=grxml,
gsl

Default value: Empty
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

Use Same Gateway

(For gateway service only) Specifies whether
outbound calls to a gateway must use the same
gateway that the Resource Manager session is
currently using.

A gateway resource becomes associated with a
Resource Manager session when (a) the Resource
Manager session is not already associated with
another gateway resource and (b) one of the
following occurs:

* The Resource Manager receives a request from
a gateway resource.

» The Resource Manager receives a request for a
gateway service and allocates it in accordance
with the load-balancing scheme for the group.

¢ always—The Resource
Manager must forward
the request to exactly the
same gateway resource
already associated with
the Resource Manager
session, or else the
request fails.

e preferred—The
Resource Manager first
tries to forward the
request to the gateway
resource already
associated with the
Resource Manager
session, but tries other
gateways if the first
request fails.

* indifferent—The
Resource Manager
chooses a gateway in
accordance with
load-balancing scheme
for the group.

Default value: always

Prediction Factor

Specifies the ratio of agent calls to customer calls
from Outbound Contact Server (OCS) for a
campaign to minimize bridging when multiple
MCPs are present in the environment.

Any integer range between
0.33—1.0.

Default value: 0.5
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

rule that the Resource Manager will use to
determine if an address towards a gateway is
allowed.

<n» is a positive integer in the range of 1-10000.
The rules are applied in rule number order.
Example:

To reject outbound calls to 911, allow calls to
toll-free numbers, and reject calls to long-distance
numbers, specify the following set of rules:

gvp.policy.dialing-rules.rule-1: r, 911
gvp.policy.dialing-rules.rule-2: a, 1800%*
gvp.policy.dialing-rules.rule-3: a, 1888*
gvp.policy.dialing-rules.rule-4: a, 1877*
gvp.policy.dialing-rules.rule-5: a, 1866%*
gvp.policy.dialing-rules.rule-6: r, 1%

Note: Resource Manager will search to match a
dialed number with the rejected expressions first.
Then, it will then search to match the dialed
number with the accepted expressions. If not
found, the dialed number is accepted.

Option Name Description Valid Values and Syntax
gvp.policy.dialing-rules Section
rule-<n> For each <n», this parameter specifies a dialing {rule-type>; <regex>

where:

e <rule-type) iseither a or
r, where a = allowand
r = reject.

» <regex» is aregular
expression.

Default value: Empty
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name Description Valid Values and Syntax
gvp.policy.call-info Section
rule-<n> For each <n», this parameter specifies a set of <{type>; <entity>; <regex»; <
DNIS, ANI, and User-Agent rules as obtained action)
from the SIP message. where:
<n> is a positive integer in the range of 1-100. e <typedis either a, r, ors,
The rules are applied in rule number order. When where:
a rule is matched, subsequent rules are ignored. a = accept.
Notes: r =reject.
These rules apply only to inbound calls. s = script play.
DNIS and User-Agent rules are applicable for the |, <entity is either ani,
Tenant. dnis, or va, where:
ANI based rules are applicable for the IVR ani = ANL
Profile.
dnis = DNIS.
Example:
_ va = SIP User Agent.
rule-1 = r;ani; 408666%; 503 )
» <regex»is aregular
rule-2 = ex .
: _ pression.
s;dnis; “[0-9]1234%; voicexml, http://www.gvp.c ) .
om/play-error. vxml. » <action) is set based on
the <type> value, as
follows. If:
{type)>=a, <action) is
empty
{type>=r, <action) is
{response-code>,<respo
nse-text)
{type>=s, <action)is
{service-type),<url>
Default value: Empty
gvp.policy.speech-resources Section
ASR default engine | Specifies the default ASR engine to use. {vendor>?Protocol
Example: Nuance?MRCPv2 where:
» <vendor) is a supported
ASR Vendor.
* Protocol is either MRCPv1
or MRCPv2
Default value: Empty
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name

Description

Valid Values and Syntax

TTS default engine

Specifies the default TTS engine to use.
Example: Realspeak?MRCPv2

<{vendor>?Protocol
where:

» <vendor) is a supported
TTS Vendor.

* Protocol is either MRCPv1
or MRCPv2

Default value: Empty

ASR/TTS default
language

Specifies the default ASR or TTS language.

An alphanumeric string.
Default value: Empty

gvp.service-parameters Section

<service>.<param-
name>

Each parameter that you create in this section
takes the form of a pair of strings that determine
whether a Request-URI parameter called
{param-name, with a value specified in <value),
will be included in forwarded SIP requests.

Valid values for <service) are:
* announcement

* ccxml

* conference

e cti

* gateway

e voicexml

The Resource Manager will apply this parameter
to a SIP request only if the specified <service) is
invoked by the SIP request.

» Setting the <{value-type) to undef ined deletes
the <param-name ) parameter from the incoming
SIP request.

» Setting the <value-type> to fixed overrides
the <param-name ) parameter value in the
incoming SIP request.

» Setting the <value-type)to default provides a
default value for the <param-name > parameter
in the outgoing SIP request, if the

{param-name parameter does not already exist.

{value-type>, <value)

where <value) is any string
and <value-type) is:

* undefined—The SIP
Request-URI parameter
with the specified
{param-name > will not be
in the forwarded request
(even if the parameter
was already in the
incoming request).

* fixed—The parameter
{param-name >=<{value)
will be in the SIP
Request-URI.

e default—Ifthe SIP
Request-URI parameter
with name <{param-name )
already exists, it will be
left unmodified in the SIP
Request-URI, but if the
incoming request does not
already include the
parameter, the parameter
{param-name >=<{value)
will be added to the SIP
Request-URI.
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Table 16: IVR Profile Configuration Options (Continued)

IVR Profile Configuration Options

Option Name Description Valid Values and Syntax
gvp.service-prerequisite Section

Alternate VoiceXML | (For voicexml service only) The URL to an Any valid URL.

URL alternative initial page that the Media Control

Platform will use if the request to the Initial
Page URL fails. Before it forwards the service
request, the Resource Manager inserts this
information as the value of the
gvp.alternatevoicexml SIP parameter.

Default value: Empty

Announcement URL

(Mandatory for announcement service) Specifies
the play parameter.

Any valid URL.
Default value: Empty

Conference 1d

(Mandatory for conference service) The
conference identifier.

Before it forwards the service request, the
Resource Manager replaces the user part of the
SIP Request-URI with conf=<conference-id).

The Resource Manager uses the conference-id to
ensure that it routes all requests for the same
conference to the same conference resource, even
if the requests originate from different Resource
Manager sessions.

Any alphanumeric string,
without spaces.

Default value: Empty

Default Properties (For voicexml service only) The URL to a page Any valid URL.

Page that contains the default properties and handlers. | pefault value: Empty
Before it forwards the service request, the
Resource Manager inserts this information as the
value of the gvp.defaultsvxml SIP parameter.

Initial Page URL (Mandatory for voicexml and ccxml services) The | Any valid URL.

URL of the initial page that is to be invoked.

Before it forwards the service request, the
Resource Manager inserts this information as the
value of the voicexml or ccxml SIP parameter.

Default value: Empty

gvp.context-services-authentication Sect

ion

Context Service
Username

Specifies the username that will be used for
context services authentication.

An alphanumeric string.

Default value: Empty

Context Service
Password

Specifies the password that will be used for
context services authentication.

An alphanumeric string.

Default value: Empty
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Table 16: IVR Profile Configuration Options (Continued)

Option Name

Description Valid Values and Syntax

OPM Section

transaction object
ID

Specifies the transaction or list object DBID that | Any string of integers
will be referenced during runtime of this profile. | (except @ [zero]).

Default value: Empty

Operational Parameter Management and
Self-Service Applications

Genesys offers a means of controlling the behavior (logic) of routing and
VoiceXML applications, using a common method called Operational
Parameter Management (OPM). Through a web interface, a customer, business
manager, or any third party who has access permission, can modify the value
of a set of custom parameters. When the routing or VoiceXML application
executes in servicing a call, its behavior can be changed based on OPM
parameter values. The parameters, possible values and logic to handle them is
designed by the application developer (routing strategy or GVP VoiceXML
application), and the set of parameters used within an application(s) are
configured for end-user access, and eventually accessed, using the Genesys
Administrator Extension (GAX) interface.

An end-user—a managed services administrator, a business marketing person,
or even a hosted services customer—can be given security access to specific
OPM parameter set(s) via the web. Using dropdown menus, data entry, or radio
buttons, the end-user can change the behavior of an application to match their
needs without ever knowing how the application was created or where it is
executed.

Once configured in GAX, an OPM set can be assigned to a routing strategy or
configured within a GVP IVR Profile, or even both. GVP supports up to two
parameter sets per IVR Profile (application) and is configured as a setting in
the IVR Profile. When the VoiceXML application executes, the GVP
interpreter fetches the named parameter set for use as operational variables
within the application.

IVR Profile Configuration for GVPi

User’s Guide

Configure the IVR Profile parameters in Genesys Administrator:

* Configure the parameters in the gvp.service-parameters section and, if
applicable, in the dbmp section on the Provisioning » Voice Platform >
IVR Profile > <IVR Profile> > Options tab.
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IVR Profile Configuration for GVPi

* Configure all the other IVR Profile parameters on the Provisioning >
Voice Platform > IVR Profile > <IVR Profile)> > Option tab.

For more information about using Genesys Administrator to add or modify
configuration sections and options, see Procedure: Viewing or modifying GVP

configuration parameters, on page 34.

Table 17 section describes the specific [IVR Profile configuration options for

GVPi.

Note: All changes to IVR Profile configuration options take effect with the

next session that uses the IVR Profile.

Table 17: IVR Profile Configuration Options for GVPi

for Recognition

Option Name Description Valid Values and Syntax
gvp.service-parameters Section
App Module Name | Specifies which interpreter that Media Control *  VXML-LGVP—GVPi
Platform is to use. e VXML-NG—Next
Generation
Default value: VXML-NG
Enable Debugging | Specifies whether to enable debugging. * True—Disable debugging
* False—Enable
debugging
Default value: False
ASR Platform Used | Specifies the ASR speech engine that is used for | Comma separated string.

voice recognition.

Default value: Empty

Enable Record Specifies whether to record utterance files. * True—Record utterance
Utterance files
* False—Do not record
utterance files
Default value: True
Bad XML Page Specifies the URL to which unsuccessfully parsed | Any URL.
Hook VoiceXML pages are written. Default value: Empty
Note: This option is available only if the
voicexml.gvpi.$adn-flag$ (Enable Debugging)
option is set to 1.
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IVR Profile Configuration for GVPi

Table 17: IVR Profile Configuration Options for GVPi (Continued)

Option Name

Description

Valid Values and Syntax

Call Trace Hook

Specifies the URL to which call trace information
is written.

Note: This option is available only if the
voicexml.gvpi.$adn-flag$ (Enable Debugging)
option is set to 1.

Any URL.
Default value: Empty

CTI - End Call when
Agent Hangs up

Specifies whether to end a call if an agent hangs
up when using a route request through IVR Server.

* True
* False

Default value: False

CTI - Reroute

Specifies how long the platform waits before

Any integer range from 3—

Timeout ending the call if the Agent leg ends without 60.
initiating a ReRoute. This is only applicable when | pefault value: 60
CTI - End Call when Agent Hangs up is set to
False.
Debug Hook Specifies the URL to which debugging Any URL.
information is written. Default value: Empty
Note: This option is available only if the
voicexml.gvpi.$adn-flag$ (Enable Debugging)
option is set to 1.
Default Language The default language for the VoiceXML A string.
application. Default value: en_US
IVR Timeout The timeout interval, in seconds, for the initial An integer range from 0 —

page url to execute before trying the alternate page
url.

300

Default value: 0

Dial out Number

Specifies the phone number for calls to transfer to
if there is an error in the IVR Profile.

Any integer.
Default value: Empty

CPA Timeout The timeout interval, in seconds, for call progress | Any unsigned integer.

analysis. Default value: Empty
Dump Fetched Specifies whether to move fetched VoiceXML * True—Move files to the
Pages pages to the <mcp installation>\tmp folder. temp folder

e False—Do not move files
to the temp folder

Default value: False
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IVR Profile Configuration for GVPi

Table 17: IVR Profile Configuration Options for GVPi (Continued)

Option Name

Description

Valid Values and Syntax

Enable setting

$.utterance with

application.lastresult

Specifies whether to enable the last utterance with
dtmf nomatch when using an on-board DTMF
recognizes.

e True—Enable
* False—Disable.

Default value: True

blind transfer (one step), or a bridge and
consultation transfer (two step).

DTMF nomatch If set to False, when ASR is disabled, and the
result application throws a nomatch, the
application. lastresult$.utterance parameter
is not populated with invalid digits.
Transfer Option Specifies the type of SIP transfer. * SipRefer
Note: If transfer type is set to 1-Signal Channel, |* ReferWithReplace
Zl}lTscoptli)n mus:Tl)Tecset toli iERefer‘, « AttCourtesy
ourtesy. onsuitative, or _ * ATTConsultative
ATTConference. If transfer type is set to 2-Signal
Channe, this option must be set to * ATTConference
ReferWithReplaces, or empty. * Att00BCourtesy
e ATTOOBConsultative
* ATTOOBConference
Default value: Not set.
Transfer Type Specifies whether the transfer that is requestedisa | « 1-Signal Channel—

Blind

e 2-Signal Channel—
Bridge and consultation

Default value: 2-Signal
Channel

Transfer Connect
Url

Specifies the script to execute when establishing a
transfer using the AT&T switch.

Any URL.
Default value: Empty

Reclaim Code
(ATT only)

Specifies the sequence of DTMF tones to use
when removing the caller from hold during an
ATTConference transfer, after the conference with
the Agent is completed.

Any valid DTMF sequence.

Default value:*7

Transfer Connect

Specifies whether to enable or disable Transfer
Connect functionality. Works with Transfer
Connect Script. This parameter is used for
backward compatibility.

¢ True—Enable
e False—Disable.

Default value: False

Transfer Connect
Script

Specifies the script to use if the Transfer Connect
parameter is enabled. This parameter is used for
backwards compatibility.

A string of characters.

Default value: Empty
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IVR Profile Configuration for Cisco ICM

Table 17: IVR Profile Configuration Options for GVPi (Continued)

Option Name Description Valid Values and Syntax
Trap Hook Specifies the URL for sending SNMP traps. Any URL.
Default value: Empty
TTS Vendor Specifies the Text-to-Speech (TTS) vendor that is | Comma separated string.
used. Default value: Empty
TTS Gender Specifies the voice gender that is used for TTS. * Male
* Female
Default value: Male
gvp.service-prerequisite Section
Alternate The URL to an alternative initial page that the Any valid URL.
VoiceXML URL Media Control Platform will use if the request t0 | pefault value: Empty
the Initial Page URL fails.
Before it forwards the service request, the
Resource Manager inserts this information as the
value of the gvp.alternatevoicexml SIP
parameter.
Initial Page URL The URL of the initial page that is to be invoked. | Any valid URL.

Before it forwards the service request, the
Resource Manager inserts this information as the
value of the voicexml or ccxml SIP parameter.

Default value: Empty

IVR Profile Configuration for Cisco ICM

Table 18 describes the options that must be configured in the IVR Profile to
support the CTI Connector and Cisco Intelligent Contact Management (ICM)

call flows through NGI.

Table 18: IVR Profile Configuration Options to Support CTIC/ICM

Option Name

Description

Valid Values and Syntax

gvp.service-parameters Section

ICM Service ID

A static, unique service ID that indicates the
ICM service that is associated with this IVR
Profile.

A string of characters.

Default value: fixed
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Table 18: IVR Profile Configuration Options to Support CTIC/ICM (Continued)

Option Name Description Valid Values and Syntax

Script Mapping Specifies whether the ICM routing script for the | Choose one of two option
IVR Profile is chosen, based on the Toll-Free values: fixed, TFN or
Number (TEN) or the DNIS. For example, the | fixed, DNIS
ICM script can be specified by using the DNIS. | pafault value: fixed, TFN
If so, the default value would be a TFN and the
applicable values could be either a TFN or the
DNIS.

Use Bridge Transfer When enabled, specifies that a BRIDGE transfer | Choose one of two option
will be invoked by the CTI Connector to values: fixed, TRUE or
connect the caller to agent. When disabled, (by | fixed, FALSE.
default) a BLIND transfer is triggered. This Default value: fixed, TRUE
feature is applicable for Service Control
Interface only, when the CONNECT message is
received with TransferHint flag set to false.

CTI Default Agent Specifies the default agent number to which the | A string of characters.

Number CTI Connector will send a transfer (to an agent) | pefault value: fixed
if an ICM CONNECT message is sent with the
label type set to DEFAULT.

gvp.general Section

Toll Free Number A unique identifier for the ICM script which is | String of integers.
an attribute that is configured in the IVR Default value: 0-9
profile. The Resource Manager sends the
toll-free number attribute in the Request-URI
that is sent to the CTI Connector in the
tollfreenum format

gvp.policy Section
CTI Allowed Specifies that this [IVR Profile is enabled for * True—Enable

CTTI functionality through the CTI Connector.

* False—Disable.

Default value: False

Mapping IVR Profiles to DID Numbers
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DID numbers are the DNs that are obtained from Dialed Number Identification
Service (DNIS).

The Resource Manager can be configured so that it obtains DNIS information
from SIP Server (see rm.sip-header-for-dnis on page 91).
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* If your GVP configuration includes a mapping of [IVR Profiles to DIDs,
the Resource Manager will use the DNIS information to determine which
IVR Profile to invoke for the session.

* Ifyou do not map IVR Profiles to DIDs, the Resource Manager will use
the default IVR Profile that you specify for the tenant.

All options described create the DID mappings as sections in the Tenant’s
Annex tab. Genesys recommends that you use Genesys Administrator’s [IVR
Profile Wizard to map the DIDs.

The following procedure describes how to create mapping rules.

Procedure:
Mapping IVR Profiles to DIDs

Purpose: To associate [IVR Profiles with DIDs so that the Resource Manager
can use DNIS information to invoke the required GVP services.

Prerequisites

* The IVR Profiles have been created if the DID Group is to be mapped to a
specific IVR Profile.

Note: DID Groups can be created without IVR Profiles, and assigned to
IVR Profiles at a later time.

For more information about creating an IVR Profile, see the chapter about
post-installation activities in the Genesys Voice Platform 8.1 Deployment
Guide. For more information about configuring the IVR Profile, see “IVR
Profile Configuration Options” on page 113.

*  You are logged in to Genesys Administrator. To access Genesys
Administrator, go to the following URL:

http://<{Genesys Administrator host>/wcm

Start of procedure

1. Goto the Provisioning > Voice Platform > DID Groups.
2. Inthe menu bar of the tab, click New.
The Property screen displays (see Figure 6).
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=

¥ cancel |=

* Name:

DIDs:

IVR Profile:

| (=l save & Mew “ZReload

[Unknown IVR Profile]
| Add 7}
DID =

Figure 6: Specifying a DID Mapping

3. In the Name text box, enter the name of the DID Group.

4. From the IVR Profile drop-down list, select the required IVR Profile.
5. Inthe Click DIDs box, click Add.
The Add/Edit DID dialog box displays (see Figure 7).

DID

* DID: |

Please specify a single DID (for example, "10007), a range of DIDs (for example,
"1000-2000%), or a range prefix (for example, "15%7). Mote that DIDs must be
unigue across all DID Groups, under all Tenants, in the GVP deployment.

oK ] [ Cancel

Figure 7: Add/Edit DID

6. Enter the DID.

7. Click OK.

Continue entering the DIDs until finished.

Note: The DIDs can be entered as either a single DID (for example,
100), a range of DIDs (for example, 100-199), or a DID prefix (for

example, 100%).

8. To edit or delete existing DIDs from the group, select the DID you want to
change, and click either Edit or Remove.
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9. Click Save.

Note: To add, edit or delete multiple DIDs, see “DID Group Bulk
Operations Wizard” on page 135.

End of procedure

DID Group Bulk Operations Wizard

The DID Group Bulk Operations Wizard allows you to add, delete, and move
multiple DIDs among DID groups. You can also create new DID groups with
the wizard. The following procedure describes how to use the DID Group Bulk
Operations Wizard.

Procedure:
Using the DID Group Bulk Operations Wizard

Purpose: To add, delete, and move DIDs using the DID Group Bulk
Operations Wizard.

Prerequisites
¢ The IVR Profiles have been created.

For more information about creating an IVR Profile, see the chapter about
post-installation activities in the Genesys Voice Platform 8.1 Deployment
Guide. For more information about configuring the IVR Profile, see “IVR
Profile Configuration Options” on page 113.

*  You are logged in to Genesys Administrator. To access Genesys
Administrator, go to the following URL:

http://<Genesys Administrator host)/wcm

Start of procedure

1. Gotothe Provisioning > Voice Platform > DID Groups.

2. Optionally, select the DID Group you want to change.

3. In the Tasks panel, click Bulk Operations Wizard to invoke the wizard.
4

After reading the introduction, click Next to start the wizard.
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5. Select the appropriate operation.

a. Select Add to add multiple DIDs to the selected group, or to create new
DID groups, then click Next.

i.  Click Browse to select the CSV file containing the list of new DIDs

Note: The uploaded file must be a CSV file with the following
columns (in the given order):
» DID
* DID Group
* Tenant
A DID is either a single DID (in the form <did>), a range of
DIDs (in the form <start>-<end>) or a DID prefix (in the form

<prefix>*). Lines of text that don’t match these patterns are
considered invalid.

A DID Group is the name of either an existing group or a new
group that is to be created. This column is optional and
defaults to the selected DID Group (if one was selected during
the launching of the wizard).

A Tenant is the name of the tenant that owns (or will own) the
specified DID Group. This column is optional and defaults to
the current tenant.

Because DID Group and Tenant columns are optional, a flat
list of DIDs can be uploaded (instead of a CSV) for
addition/moving into of DIDs into the selected (in the DID
group list) DID group.

ii. Click Next.

ili. Review the Confirmation screen for a summarization of the
operation.

Note: The summary includes the counts for invalid DIDs, valid
DIDs, and DIDs that currently belong to other DID Groups.

iv. Click Finish.
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b. Select Move to move the specified DIDs to a selected group, then click

Next.
i. Click Browse to select the file containing the list of new DIDs.

Note: The uploaded file must be a CSV file with the following
columns (in the given order):
« DID
* DID Group
* Tenant

A DID is either a single DID (in the form <did>), a range of
DIDs (in the form <start>-<end>) or a DID prefix (in the form
<prefix>*). Lines of text that don’t match these patterns are
considered invalid.

A DID Group is the name of either an existing group or a new
group that is to be created. This column is optional and
defaults to the selected DID Group (if one was selected during
the launching of the wizard).

A Tenant is the name of the tenant that owns (or will own) the
specified DID Group. This column is optional and defaults to
the current tenant.

ii. Click Next.

iii. Review the Confirmation screen for a summarization of the
operation.

Note: The summary includes the counts for invalid DIDs, valid
DIDs, and DIDs that currently belong to other DID Groups.

iv. Click Finish.

Select De lete to remove the specified DIDs from the selected group,
then click Next.

i. Click Browse to select the file containing the list of new DIDs.

Note: The file must be a text file containing a list of DID numbers.
Each line is either a single DID (for example, 100), a range of
DIDs (for example, 100-199), or a DID prefix (for example,
100*). Lines of text that do not match these patterns are
ignored.

ii. Click Next.
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ili. Review the Confirmation screen for a summarization of the
operation.

Note: The summary includes the counts for invalid DIDs, valid
DIDs, and DIDs that currently belong to other DID Groups.

iv. Click Finish.

You can download these generated CSV files for diagnostic or auditing
purposes.

End of procedure

Data Retention Policy Wizard

138

The Data Retention Policy Wizard enables data retention policies for data
retained by the Reporting Server for Tenants and IVR Profiles easily. The
wizard allows the step-by-step configuration for the data retention policies for
call detail reporting, operational reporting, VAR, and service quality data.
Retention policies can also be configured in the Reporting Server application
in Genesys Administrator. For more information, see “Configuring Database
Retention Policies” on page 278.

Procedure:
Using the Data Retention Policy Wizard

Purpose: To create data retention policies using the Data Retention Policy
Wizard.

Prerequisites
* The IVR Profiles have been created.

For more information about creating an IVR Profile, see the chapter about
post-installation activities in the Genesys Voice Platform 8.1 Deployment
Guide. For more information about configuring the IVR Profile, see “IVR
Profile Configuration Options” on page 113.

* You are logged in to Genesys Administrator. To access Genesys
Administrator, go to the following URL:

http://<{Genesys Administrator host>/wcm
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Start of procedure

1. GototheProvisioning > Voice Platform > IVR Profiles.

2. Under the Tasks panel, select Configure Data Retention Policies to
invoke the wizard.

The Introduction screen appears.
3. Click Next.

4. Ifyou do not want to use the default values, on the CDR Data Retention
screen, enter the required duration for Call Log Events, and CDR.

Note: The value configured for Call Log Events must be less than the
value configured for CDR for the Call Log Events value to be valid.

5. Click Next.
6. Ifyou do not want to use the default values, on the OR Data Retention
screen, enter the required durations for the following:
* Five-minute Summaries
e Thirty-minute Summaries
* Hourly Summaries
* Daily Summaries
* Weekly Summaries
* Monthly Summaries
7. Click Next.
8. Ifyou do not want to use the default values, on the VAR Data Retention
screen, enter durations for the following:
* Five-minute Summaries
e Thirty-minute Summaries
* Hourly Summaries
* Daily Summaries
* Weekly Summaries
* Monthly Summaries
9. Click Next.
10. If you do not want to use the default values, on the SQ Data Retention
screen, enter the required durations for the following:
* Five-minute Summaries
e Thirty-minute Summaries
* Hourly Summaries
* Daily Summaries
* Weekly Summaries
* Monthly Summaries

11. Click Next.
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12. If you do not want to use the default values, on the Latency Data
Retention screen, enter durations for the following:

* Hourly Summaries
* Daily Summaries

* Weekly Summaries
* Monthly Summaries

13. Click Next, and then Finish to save the values.

For more information on the default values, see “Configuring Database
Retention Policies” on page 278.

End of procedure

IVR Profile Configuration for Tenants
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The Tenant configuration options determine how the Resource Manager will
use IVR Profiles in the tenant’s environment.

Setting options at the tenant level sets values that are inherited as defaults by
the IVR Profiles. You can override these settings for individual IVR Profiles
by setting different values for the equivalent options in the IVR Profile.

Configure the tenant parameters in Genesys Administrator on the Provisioning
> Environment > Tenants > <{tenant)> > Options > Advanced View (Annex)
tab.

All changes to these parameters take effect with the next session that uses the
IVR Profile.

gvp.general Section
Table 19 describes the parameters in the gvp.general section. These

parameters specify general configuration information for the Resource
Manager in the tenant’s environment.
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Table 19: General Tenant Configuration Options

IVR Profile Configuration for Tenants

Parameter Name

Description

Valid Values and Syntax

gvp.general Section

Default Application

(Mandatory) The default IVR Profile for a request
to the Resource Manager. The Resource Manager
uses the default IVR Profile if the incoming
request does not contain information to map the
request to an application.

<IVR Profile>

where <IVR Profile) is the
name of the IVR Profile that
you assigned when you
created the IVR Profile
object.

Default value: Empty

SIP Session Timer
Interval

The timeout value, in seconds, for the SIP session
that executes for this IVR Profile. If the Resource
Manager receives no SIP messages associated
with this call leg within the timeout interval, the
Resource Manager considers the call leg to have
ended.

For the call leg associated with this [VR Profile,
the value of this sip.sessiontimer parameter
overrides session expiry timeouts that are set at
the level of the Resource Manager, but may be
overridden by the sip.sessiontimer setting for
the IVR Profile.

For more information about how the Resource
Manager uses expiry timeouts to manage sessions,
see “Resource Manager Session Timers” on

page 80.

Any positive integer.

Default value: Empty

User’s Guide

gvp.policy Section

The parameters in this section are identical to the configuration parameters in
the gvp.policy section of the IVR Profile object. These parameters enable you
to configure policies for the Resource Manager—for example, to specify
which requests the Resource Manager will allow, or to attach certain
Request-URI parameters to send to the endpoint to enable or disable particular
features. You can also specify Reporting Server tenant parameters in the

gvp.policy section.

For more information about the configuration options in the gvp.policy

section, see Table 16 on page 113.
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gvp.policy.sqa Section

The parameters in this section are determine the Reporting Server service
quality behavior for the tenant. Table 20 describes the import options in the
gvp.policy.sga section.

Table 20: Service Quality Tenant Configuration Options

Parameter Name

Description Valid Values and Syntax

gvp.policy.sqa Section

Threshold for
Service Quality
Notification

If the percentage of successful calls for an [IVR An integer in the range of
Profile falls below this threshold during a service | -1-100.
quality period, a notification is generated. Default value: -1

If set to -1, the Reporting Server default value is
used.
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For more information on how to change the default
sqa.error.notification.threshold value for the Tenant in Genesys
Administrator, see the Framework 8.1 Genesys Administrator Help.

gvp.service-parameters Section

The parameters in this section are identical to the configuration parameters in
the gvp.service-parameters section of the IVR Profile object. The Resource
Manager uses these values to add, modify, or delete Request-URI parameters in
the SIP requests that it forwards.

For more information about the configuration options in the
gvp.service-parameters section, see Table 16 on page 113.

gvp.policy.<child-tenant> Section

The parameters in this section are those policies that Resource Manager must
enforce for a child tenant on behalf or a parent tenant. For more information
about the configuration options in the gvp.policy parameters section, see
Table 16 on page 113.

gvp.dn-groups Section

Table 21 describes the parameters in the gvp.dn-groups section. These
parameters specify the mapping for DID groups in an Hierarchical
Multi-Tenancy (HMT) environment. The Resource Manager obtains DID
group information from this section.
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Table 21: DID Groups Tenant Configuration Options

IVR Profile Configuration for Tenants

Parameter Name

Description

Valid Values and Syntax

gvp.dn-groups Section

DN Group Name

The name of each parameter represents the name
of the DID Group.

The value contains the list of DIDs. The value is
a comma-separated string in which each value
represents one of the following:

e An individual DID
e A consecutive block of DIDs
* A prefix DID with a * suffix

e An individual DID, for
example, 1000

* A consecutive block of
DIDs, for example,
1000-1999

* A prefix DIO with *
suffix, for example,
1800555%*

* Any number of the
above combinations
separated by commas for
a DID Group.

gvp.dn-group-assignments Section

Table 22 describes the parameters in the gvp.dn-group-assignments section.
These parameters specify the IVR Profile mapping for DID Group assignments

in an HMT environment.

Table 22: DID Group Assignments Tenant Configuration Options

Parameter Name

Description

Valid Values and Syntax

gvp.dn-group-assignments Section

DN Group Name

The DBID of the IVR profile to which the DID
group is mapped. The value must be a positive
integer.

Any tenant in the hierarchy can define DID
Groups. Each group can contain:

* An individual DN.

* A consecutive block of DNs.

» A prefix DN string (for example, 1234%).

Corresponding to these DID Groups, each tenant
can contain DID group assignments to specify the
target IVR Profile for each group. Only those IVR
Profiles that are at the current tenant level can be
assigned.

A positive integer.

User’s Guide
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Configuring the Media
Control Platform

The Genesys Voice Platform (GVP) Media Control Platform (MCP)
component provides media-centric services. This chapter provides information
about the configuration of the Media Control Platform and, if required, the
provisioning of the resources for Automatic Speech Recognition (ASR) and
Text-to-Speech (TTS). This chapter contains the following sections:

Task Summary: Configuring the Media Control Platform, page 146
Enabling ASR and TTS, page 150

Enabling Outbound Dialing, page 153

Media Server Markup Language, page 157

Important Media Control Platform Configuration Options, page 158
Important MRCP Server Configuration Options, page 194
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Task Summary: Configuring the Media Control Platform

Task Summary: Configuring the Media

Control Platform

Task Summary: Configuring the Media Control Platform summarizes the
configuration steps and options to implement Media Control Platform
functionality in your GVP deployment.

Task Summary: Configuring the Media Control Platform

Objective Related Procedures and Actions

Integrate the Media Control Platform | 1.

with the Resource Manager.

Point the Media Control Platform to the Resource Manager as
the SIP Proxy server, and define the properties for SIP
communications. Key configuration options are:

* sip.transport.x
+ sip.routeset orsip.securerouteset

To secure SIP communications, ensure that you specify a
transport for the Transport Layer Security (TLS) protocol and
a secure routeset for outbound calls.

For additional, relevant configuration options, see
“Configuring SIP Communication and Routing” on page 42.

. If you if intend to use the Call Recording Solution through

third-party recording servers, configure the following option
so that it points to the Resource Manager’s IP address and
port:

+ vrmrecorder.sip.routeset

(Optional) Secure the media channel | 1.

between the Media Control Platform
and the remote endpoint.

Enable Secure Real-time Transport Protocol (SRTP) by
specifying the required mode (accept-only, offer, or
offer_strict) in the mpc.srtp.mode parameter. By default,
SRTP is not enabled.

If necessary, modify the default values for the encryption and
authentication algorithms (the cryptographic suites) and
session parameters that the Media Control Platform will
advertise in the SDP crypto attribute:
mpc.srtp.cryptomethods

mpc.sessionparams

mpc.sessionparamsoffer

If required for your deployment, See “Enabling ASR and TTS” on page 150.

provision the third-party Media
Resource Control Protocol (MRCP)
servers for ASR and TTS.
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Task Summary: Configuring the Media Control Platform (Continued)

Objective

Related Procedures and Actions

Configure the IP DiffServ (ToS) and
RTP/RTCP.

Set the RTP/RTCP packet and the SIP packets ToS using:
[mpc] rtp.tos

[mpc] rtep.tos

[sip] transport.[n].tos

See “Configuring SIP Communication and Routing” on page 42.

Configure conferencing.

See “Enabling Conference Services” on page 62.

Configure reporting.

See “Configuring Reporting” on page 63.

Configure logging.

See “Configuring Logging” on page 66.

Tune Media Control Platform
performance.

Configure appropriate maximums and timeouts for your
deployment. Consider the following options, in particular:
vxmli.cache.document.max_count (default is 50)
vxmli.cache.document.max_size (default is 1000000 bytes)
vxmli.max_num_documents (default is 2000)
vxmli.initial_request_fetchtimeout (default is 30000 ms)
vxmli.max_num_sessions (default is 10000)

If your deployment includes ASR and TTS, consider the
following options, which affect the MRCP Client behavior:
vrm.client.timeout (default is 10000 ms)
stack.connection.timeout (default is 10000 ms)

See also “Configuring Session Timers and Timeouts” on
page 80.

It is usually not necessary to modify the default settings for

the media processing behavior of the Media Server (mpc and
mtinternal configuration sections). However, review buffer
and packet size related mediamgr.* and rtp.* options in the
mpc configuration section, to verify that they are optimal for
your deployment (especially if using video).

Customize Media Control Platform
behavior in relation to VoiceXML
applications.

Review and, if necessary, modify the configuration options in
the vxmli configuration section (see the Genesys Voice
Platform 8.1 Configuration Options Reference). Some of the
important NGI vxmli options are described in Table 23 on
page 160. Some of the important GVPi options are described
in Table 23.

For Next Generation Interpreter (NGI), consider also the
parameters in the sip configuration section that specify what
parts of SIP messages are exposed to the Voice XML
application (for example, in.invite.headers and
in.invite.parameters). For the list of SIP headers that are
known to GVP, see Table 96 on page 449.

User’s Guide
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Task Summary: Configuring the Media Control Platform (Continued)

Objective

Related Procedures and Actions

Customize Media Control Platform
for Inband DTMF detection.

* Verify that settings for the following configuration options,
which are required for DTMF detection, are suitable for your

deployment. Consider the following parameters:

mpc.rtp.dtmf.receive
mpc.rpt.dtmf.send
mpc.dtmf.detectedge
mpc.dtmf.maxsilence
mpc.dtmf.minduration
mpc.fcr.defaultdtmfhandling
mpc.record.defaultdtmfhandling

Customize Media Control Platform
for Call Progress Analysis

» Verify that the general CPA settings are suitable for your

deployment. Consider the following parameters:
cpa.maxpreconntime

cpa.maxpostconntime

cpa.maxbeepdettime
cpa.keptdur_before_statechange
cpa.priority_normal_machinegreetingdur
cpa.priority_normal_voicepausedur
cpa.priority_normal_maxvoicesigdur
cpa.priority_voice_machinegreetingdur
cpa.priority_voice_voicepausedur
cpa.priority_voice_maxvoicesigdur
cpa.priority_machine_machinegreetingdur
cpa.priority_machine_voicepausedur
cpa.priority_machine_maxvoicesigdur
cpa.faxdur

cpa.voice_range_db

cpa.maxrings

cpa.voice_level_db
cpa.preconn_tones_det_mode
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Task Summary: Configuring the Media Control Platform

Task Summary: Configuring the Media Control Platform (Continued)

Objective

Related Procedures and Actions

Customize Media Control Platform | ¢
for Call Progress Analysis

(Continued)

cpa

cpa

cpa

Re-define standard tones or add new custom tones if
necessary for your deployment:

cpa.
cpa.
cpa.
cpa.
.sit_nocircuit
cpa.
cpa.

cpa.
cpa.
cpa.
cpa.

cpa.
cpa.
cpa.
cpa.
cpa.

sit_operatorintercept

.sit_reorder

customi

custom2

custom3

custom4

.tone[1-10] .segment[1-3].f[1-2]min
tone[1-10].segment[1-3].f[1-2]1max
tone[1-10].segment[1-3].ontimemin
tone[1-10].segment[1-3].ontimemax
tone[1-10].segment[1-3].offtimemin
tone[1-10].segment[1-3].0fftimemax

fax
ringback
busy
fastbusy

sit_vacantcircuit

Customize Media Control Platform | o
for video recording.

For NGI, if required, set the following configuration option to
enable [-frame request during video recording:
mpc.

rtp.request_iframe

Customize Media Control Platform | o
for PSTN Connector prompt play
support.

For PSTN Connector, if installed, the following configuration
options can be adjusted for your requirements:

mpc.
mpc.

mpc.

playremoteflushtimeout
playremoteeodtimeout

rtp.prefilltime

Customize client-side
communication ports.

See “Configuring Client-Side Connections” on page 72

Customize Media Control Platform
for Outbound dialing.

See “Enabling Outbound Dialing” on page 153.

Customize session management
behavior and performance.

See “Configuring Session Timers and Timeouts” on page 80.

Customize Media Control Platform
messaging.

See “Configuring SNMP” on page 72 and Table 100 on
page 470.

User’s Guide
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Enabling ASR and TTS

Task Summary: Configuring the Media Control Platform (Continued)

Objective Related Procedures and Actions

for SIP Server and MSML.

Customize Media Control Platform | Create a VoIP Service DN and set the contact option to the
Resource Manager IP address in the T-Server section.

For more information, see the Framework 8.1 SIP Server

Deployment Guide.

Customize Media Control Platform
for DTMF transmission method.

Consider the following configuration parameters:
mcp.rtp.dtmf.send
mcp.sdp.map.orign.[n].dtmftype

Customize Media Control Platform
jitter buffer.

Consider the following configuration parameters:
mpc.rtp.recvaudiobuffersize
mpc.rtp.recvvideobuffersiz,
mpc.rtp.dejitter.delay
mpc.rtp.dejitter.timeout

Customize Media Control Platform
for VoIP metrics reporting.

Consider the following configuration parameters:
mpc.voipmetrics.enable
sip.voipmetrics.localhost
sip.voipmetrics.registration
sip.voipmetrics.remoteserver
sip.voipmetrics.routeset

Enabling ASR and TTS

The following procedure describes how to create and configure MRCP server
Applications, to provision ASR and TTS speech resources for the GVP

deployment.

Procedure:
Provisioning ASR and TTS resources

Purpose: To provide an overview of the steps to configure logical GVP
MRCPv1 or MRCPv2 speech server Applications, to provide a presence for
third-party speech engines in the Genesys Configuration Layer.

Repeat this procedure as required to create the necessary Application objects.
You must create a separate AppLication for each third-party speech server in
your deployment. The Application type is Resource Access Point.
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MRCP Server

User’s Guide

Prerequisites

You are logged in to Genesys Administrator. To access Genesys
Administrator, go to the following URL:

http://<Genesys Administrator host)/wcm
The Media Control Platform Installation Package (IP) is available.

Start of procedure

1.

Create the MRCPvI or MRCPv2 Application object.

a. Import the required Application Template from the Media Control
Platform Installation Package (IP).

The following Application Templates are available:.
* MRCPv1_ASR_IBM ¢ MRCPvZ2_ASR_NUANCE
¢ MRCPv1_ASR_NUANCE

MRCPvZ2_TTS_NUANCE
¢ MRCPv1_ASR_TELISMA

MRCPvZ_ASR
* MRCPvI1_TTS_IBM * MRCPv2_TTS
* MRCPv1_TTS_NUANCE

¢ MRCPV1_ASR .
e MRCPv1_TTS .

Note: The generic templates can be used for those vendors that are not
listed above.

b. Import metadata into the Application Template.

On the Provisioning > Environment » Applications tab, create and
name the new Resource Access Point, based on the required
Application Template.

For detailed information about importing Application Templates and
metadata, and creating App Lications from the templates, see Appendix A
in the Genesys Voice Platform 8.1 Deployment Guide, which describes the
pre-installation activities.

Configure Resource Access Points:

2.

If you are configuring the resource access points for the MRCP Server,
omit Step b. If you are configuring them for the MRCP Proxy, omit Step a:

a. OntheProvisioning > Environment > Applications > <MRCP Server)
> Options tab, configure the options in the provision section.

* vrm.client.resource.type—Enter the resource type (ASR or
TTS).
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* vrm.client.resource.name—Enter a name for the speech resource.
(See template names in Step 1).

Note: MRCP resources of the same type (ASR or TTS) can be
assigned the same resource name. However, a resource name
that is used by a ASR resource cannot be used by a TTS
resource.

* vrm.client.resource.uri—Enter the MRCP Server’s RTSP URL
For example, rtsp://<MRCPServer Host IP):<MRCPServer
Port>/<suffix>

e vrmproxy.ping_interval—Enter a value for the interval between
pings (to the MRCP Proxy). (Not required if you have not
deployed the MRCP Proxy.)

MRCP Proxy b. OntheProvisioning > Environment > Applications > <MRCP Proxy> >
Options tab, configure the options in the provision section.
* vrm.client.resource.type—Enter the resource type (ASR or
TTS).
* vrm.client.resource.name—Enter a name for the speech resource.
* vrm.client.resource.uri—Enter the MRCP Proxy’s RTSP URIL.
For example, rtsp://<MRCPP Host IP>:<MRCPP Port)>/<{suffix>

For other important configuration options that you may need to be modify,
see “Important MRCP Server Configuration Options” on page 194.

Configure TTS Vendor-Specific Parameters:

3. Ifrequired, configure the TTS vendor-specific parameters that will be sent
in SET-PARAM requests:

a. Inthe provision section on the Provisioning » Environment »
Applications > <MRCP Server) ) Options tab, add a new parameter,
vem.client.TTSVendorSpecific.Xxxxxxx.

This defines one arbitrary TTS vendor-specific parameter to be sent to
the MRCP server.

b. Define as many vendor-specific keys as you require for the desired
vendor-specific key-value pairs, using the following format:
vrm.client.TTSVendorSpecific.param<{n>=value<n>

c. Click Save or Apply to save the MRCP server configuration.

Creating the Connections:

MCP/ MRCP 4. Ifyou are deploying the Media Control Platform without the MRCP Proxy:

Server e OntheProvisioning > Environment » Applications » <Media Control

Platform)» > Configuration tab, create the connection between the
Media Control Platform and the MRCP Server.
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MCP/ MRCPP/
MRCP Server

5. If you are deploying the Media Control Platform with the MRCP Proxy:
* OntheProvisioning > Environment > Applications > <Media Control
Platform)> > Configuration tab, create the connection between the
Media Control Platform and the MRCP Proxy.
* OntheProvisioning » Environment > Applications » <MRCP Proxy) >

Configuration tab, create the connection between the MRCP Proxy
and the MRCP Server.

For more details, see the procedure to assign the MRCP Proxy to the Media
Control Platform and the MRCP Server to the MRCP Proxy in the chapter
about post-installation activities in the Genesys Voice Platform 8.1
Deployment Guide.

End of procedure

Enabling Outbound Dialing

User’s Guide

One of the most useful features in GVP 8.1 is the ability to initiate outbound
calls in an asynchronous manner through remote dialing and either configured
bi-directional or outbound channels.

Making a Call

You can use the telnet interface to connect to the preconfigured remote dialing
port (default 6999) to place outbound calls. The following example shows the
outbound request with a Voice XML page:

pwegalahad 379>

pwegalahad 379) telnet localhost 6999

Trying 127.0.0.1...

Connected to localhost.

Escape character is '"]'.

PW RemoteDial)

call 4167360905 4167362012
http://www.genesyslab.com/helloworld.vxml 0001 Test
ICALL_SENT 1: telno:4167360905 dnis:4167362012
url:http://www.genesyslab.com/helloworLld.vxml
vuidata:Test

PW RemoteDial>

ICALL_STATUS 1: CONNECTED: Line is connected.

PW RemoteDial>

ICALL_DROP 1 41: USER_END: User hung up call. (time spent
was 41 secs) (protocol reason: [DlgcChannel] User

hangup)

PW RemoteDial>

You can also use the command-line interface to make an outbound call. This
interface provides a number of useful commands. These include:
call <telno) <ani> <url) <refno> [uuidata] [defaults]
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[parameter_Llist]

The call command initiates an outbound call to the specified telephone number
(<telno>). The <telno) parameter can accept up to 1023 characters. This can
eitherbe asip: uri,oratel: uri. Ifnot specified, a tel: uri is assumed. If a
tel:uri isused, the defaultgw configuration option in the sip section must be
configured to point to a device that can handle the SIP call (for example, a
media gateway), so that the call can be forwarded. When connected, the

Voice XML page referred to by the specified URL (<url>) is attached to the
call.

The value of the <ani) parameter is displayed in the CDR as the Local.uri. If

the value of <ani > is a SIP URI, it is used in the From header of the SIP INVITE
request. If the value of <ani> is not a SIP URI, it is converted into a SIP URI,

and used in the From header of the SIP INVITE request.

The <platform ANI)> parameter can accept up to 32 characters. The actual
number of ANI digits that can be delivered on PSTN depends on the
network—for example, the maximum number on ISDN T1 is 15.

The reference number (<refno)) parameter is a user-supplied identifier that is
used to associate status replies with the call initiation, and is unique for each
active call. This reference number must be an integer between 0 and

2147483647.

There are three other optional parameters that can be specified:
* [uuidatal]—The user-to-user information element.

* [defaults]—The default Voice XML page.

* [parameter_Llist]—The name value pair separated by the pipe (|)
character that is passed from the interface to the call manager.

The gvp.appmodule in the parameter list is used to specify the Next Generation
Interpreter used to execute the vxml page.

Note: GVPi does not support remote dialing.

You can also specify all the parameters before the gvp.appumodule parameter,
or specify the dash (-) character for the default value. For example, if

you wish to specify the parameter list, but not the uuidata and the defaults file,
use the following command:

PW RemoteDial) call 4167366493 2323
http://205.150.90.12/deve loper/main/cgi-bin/index.cgi
1223 - - NWNAME=dtiB1T21|NUMBERINGPLAN=0

Note: The size of <uuidata) cannot exceed 254 characters.

Other valid commands within the interface are:

* cc—Clears all message counters.
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* dump—Toggles debug information.
* g, q, or x —EXit the command-line interface.
e setto <unit_type> <num_units>—Sets the timeout for the call setup.

e timelimit <seconds>—Sets the maximum number of seconds for the call.
The default is 604800 seconds.

* end <refno)>—Ends the call at the Remote Dial interface.

* analysis y, n, or a—Enables dialogic call analysis.

* scall—Displays the calls for this session.

* scount—Displays the counters for this session.

* show—Displays the current settings. For example:
ISETTINGS: max_calls:500 timeout_length:120
timeout_unit:s call_analysis:enabled time_Limit:604800

e 2 or h—Displays the help information the interface.

Status Messages

Once the call has been placed with the CALL_SENT notification, there are two
possible status messages returned.

Note: The <refno) returned in the status message must match the one the
following:

e ICALL_SENT <refno)>—telno:<telno) dnis:<dnis> url:<url>
vuidata:<vuid) defaults_file:<{defaults>
parameter_Llist:<{parameter_list)

* ISOCKET_ERROR <refno>— Socket not found

* INO_REFNO—No reference number

* IINVALID_REFNO <refno>—Invalid reference number

* ITOO_MANY_CALLS <refno>—Too many calls in progress

e IINVALID_TELNO <refno>—Incorrect telephone number

e IINVALID_URL <refno>—Incorrect URL format

* IINVALID_UUIDATA <refno>—Incorrect UUIDATA format
e IINVALID_DEFAULTFILE—Incorrect DEFAULTFILE format
e IINVALID_PAIRLIST—Incorrect PAIRLIST format.

e ICALL_FAILED <refno)>—telno:<telno) dnis:<dnis> url:<url)
uuidata:<uvid) defaults_file:<{defaults)
parameter_Llist:<parameter_list)

In all these cases, except for CALL_SENT, there will be no further status
returned for this call attempt.

1. The call connects successfully:
ICALL_STATUS <refno> followed by one of the following:
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¢+ CONNECTED—Connected successfully.
+  MACHINE—Answering machine detected.
+  UNKNOWN_STATUS <status number>—Status is unknown.

The call is then dropped with the following message:

ICALL_DROP <refno)> <timespent) <network disconnect reason): <one of
the disconnect reason Listed below:)> {protocol reason: protocol
disconnect string>

+  USER_END—The caller disconnected the call.

+  APPL_END—The VoiceXML application disconnected the call.

+  TIMELIMIT_END—The timelimit of call is reached.

+  UNKNOWN_REASON <internal disconnect reason number)>—The reason
for the disconnect is unknown.

The call does not connect and is dropped immediately with a !CALL_DROP

message instead of a |CALL_STATUS message.

ICALL_DROP <refno> <timespent)> <network disconnect reason):
{drop_status). < protocol reason: protocol disconnect string>

where <drop_status) is one of the following:

+  MACHINE—Answering machine detected.

+  VXML_DECLINE—The VoiceXML Interpreter declined the call.

+  BUSY—The connection is busy.

+  NO_ANSWER—There is no answer in <num_units> <unit_type>.

+  NO_RESOURCES—There are no free channels or media resources.

+  CALL_FAILED—The call failed.

¢ URLTIMEOUT—The fetch URL timed out.

+  BADURI—The URI type is invalid.

+  NOAUTH—The network denied the call.

+  SHUTTINGDOWN—The Interpreter is shutting down.

+  NETWORKTIMEOUT—The network timed out.

+  BADDEST—The destination number is invalid.

+  UNSUPPORTED_URL—The URL is not supported.

+  INVALID_TELNO—The telephone number is invalid.

+  USER_END—The caller disconnected the call.

+  UNKNOWN_REASON <internal disconnect reason number>—The reason
for the disconnect is unknown.

The <network disconnect reason), and the <protocol disconnect string>
are returned by the callmanager to give more information about the reason
the call was dropped.
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Media Server Markup Language

GVP uses the Media Server Markup Language (MSML) application module to
control many different types of services for the Media Control Platform.

In the current release of SIP Server (up to version 7.6), media interactions can
be initiated with different components. For IVR interactions, SIP Server
integrates with GVP using Voice XML applications, and for simple media
operations and conferencing, SIP Server integrates with the Stream Manager.
Simple media operations (conferencing, announcements, and simple dialog
management) are controlled using SIP, NETANN (RFC 4240), and extensions
to the NETANN protocol.

With more complex media requirements, such as media switching, a full
featured media server language is required to provide control over the media
channel. MSML support has been introduced to allow for such complex media
interactions. The use of MSML allows the Media Control Platform to provide
advanced media services to other Genesys components. For example, Call
Progress Detection services can be provided to Genesys offerings such as the
Outbound Contact Solution, and for GVP itself.

The MSML functionality on the MCP is designed to operate with the
Supplementary Services Gateway, and the Outbound Contact Server through
the SIP Server.

The MSML interface offers the following functionality:
* Performing Call Progress Detection (CPD) on calls.

* Launching VoiceXML applications with the NGI after performing CPD
operations.

* Launching VoiceXML applications with the NGI without performing CPD
operations.

* Playing audio and video prompts.

* Recording, including dual-channel (audio) call recording.
* DTMEF collection.

* Conferencing.

* Bridging calls without using a Voice XML application.

For the complete Genesys Media Server 8.1 supported MSML specification,
see the Genesys Voice Platform 8.1 Deployment Guide, Appendix B.
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Important Media Control Platform
Configuration Options
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This section describes the key configuration options that you either must or
might want to customize.

Configure the options on Genesys Administrator on the Provisioning »
Environment > Applications » <Media Control Platform> > Options tab. For
the detailed steps to configure option settings, see Procedure: Viewing or
modifying GVP configuration parameters, on page 34.

The configurable Media Control Platform parameters are in the following
configuration sections:

* asr—Session Manager parameters determine specific configuration for
ASR behavior.

* calllog—Parameters determine call recording file management.

e conference—Parameters determine the default behavior of the Conference
application module, for NETANN-initiated conference calls.

* cpa—Parameters determine call progress analysis (cpa) type detection.

* emai l—Parameters enable you to configure e-mail address information for
maintained e-mail messages.

* ems (see Table 6 on page 64)—Parameters determine Reporting behavior
for call detail records (CDRs) and metrics.

* fm—Parameters determine file fetching and caching behavior for NGI.
* log (see “Service Quality Analysis (SQA)” on page 65)—Parameters
determine behavior for Management Framework logging.

* mpc and mtmpc—Parameters determine the default media processing and
transport behavior of the Media Processing Component (MPC), or Media
Server.

* mtinternal—Parameters determine the behavior of the Internal Media
Transport application module, which is responsible for managing internal
media transmission between the Media Server and the ASR and TTS
speech engines. This internal data transmission uses RTP.

* msml—Parameters determine Media Server Markup Language (MSML)
functionality.

* Netann—Parameters determine default behavior for the NETANN Prompt
Announcement application module.

* remdial—Parameters determine remote dialer behavior.

* sessmgr—Parameters determine call control and platform-level behavior of
the Call Manager API (CMAPI) application modules that are loaded at
startup.
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Note: Genesys recommends that you do not modify the default values,
unless you are an advanced user who needs to use special CMAPI
applications for your deployment.

* sip—Parameters integrate the Media Control Platform with the SIP Proxy
(the Resource Manager). These parameters determine the behavior of the
SIP Line Manager application module, and configure the supported
transport interfaces.

* snmp (see “Configuring SNMP” on page 72)—Parameters that determine
SNMP behavior.

* stack—Parameters relate to the MRCP stack and determine the way the
Media Control Platform manages connections to the external MRCP
server.

* tts—Parameters determine specific configuration for TTS behavior.

* vrm—Parameters determine the behavior of the MRCP Client. These
parameters relate to the Voice Resource Management (VRM), or Speech
Resource Management (SRM), module.

e vxmli—Parameters determine the behavior of the Next Generation
Interpreter (NGI).

Table 23 provides information about important Media Control Platform
parameters that are not described in Chapter 3 on page 41. Table 23 provides
parameter descriptions as well as the default parameter values that are
preconfigured in the Media Control Platform Application object.

Unless indicated otherwise, all changes take effect on restart.

For information about all the available configuration options for the Media
Control Platform, see the Genesys Voice Platform 8.1 Configuration Options
Reference.

For information about configuring multiple Media Control Platforms, see
“Deploying Multiple Media Control Platforms” in the Genesys Voice Platform
8.1 Deployment Guide.
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Table 23: Selected Media Control Platform Configuration Options

Option Name Description Valid Values and Syntax
asr Section
ASR Load once per | Specifies whether there will be one VRM session | * True—Single session not
call for the entire call, or whether a separate VRM enabled.
session will be opened for each recognition + False—Single session
request. enabled.
A single session for the entire call Default value: False (only
(Load_once_per_call = 1) means that each call | gne VRM session for the
may have multiple recognition sessions. entire call)
If this parameter is set not to enable a single
session for the entire call (Load_once_per_call =
0), each VRM session is closed when the
recognition request completes, either successfully
or unsuccessfully (such as no match). Therefore,
each call may have multiple VRM sessions.
Having multiple VRM sessions in a call may
improve the efficiency of ASR server license
usage. However, be aware of the following
possible consequences:
* There will be longer delays on speech
barge-in.
» Some recognizer servers delete saved
utterance data after each VRM session. In
these cases, the Voice XML application cannot
refer to the saved utterance file after the
recognition session.
Changes take effect: Immediately.
ASR Engine Default | Specifies the default ASR Engine resource when | <resourcename
using Request URI. [?<protocol>]
Changes take effect: Immediately For example,
SPEECHWORKS?MRCPv1
callmgr Section
FIPS Mode Enabled | Enables FIPS mode in MCP. True
False
Default value: False
Changes take effect:
start/restart
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

conference Section

Conference
Participant Limit

Specifies the maximum number of participants
allowed for a conference that is initiated by a
conferencing application.

If this option is set to 0, the number of
participants allowed is unlimited and depends on
the machine resource limits.

Any integer greater than or
equal to 0.

Default value: 0

Conference Highest
Input

Specifies the number of highest inputs that will
be used for mixing output.

If this option is set to @, all inputs are used.

A range of integers.

Default value: 3

Conference Video Specifies the type of video output for * single
Output Type conferences. e mixed
+ If set to single, a single stream output is Default value: single
enabled, where the video stream from one
conference participant is sent to each
conference participant.
» If set to mixed, a video mixed output is
enabled, where the video streams from
multiple conference participants are combined
into one frame and sent to each participant.
cpa Section
The CPA Method Specifies the supported Outbound CPA method. | ¢ NONE—Disable CPA for
chsﬁd for Outbound | Changes take effect: Immediately. outbound calls.
alls

e AUDIOCODES—CPA using
AudioCodes gateway.

*  PSTNC—CPA using PSTN
Connector.

* NATIVE—CPA using
Native CPA.

Default value: NONE

User’s Guide

161




Chapter 7: Configuring the Media Control Platform

Important Media Control Platform Configuration Options

Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Supported Gateway
CPA Events

A space-separated list of supported Gateway CPA
events. If NONE is selected, CPA events will not be
sent to the application.

Changes take effect: Immediately.

AMD —Answering
Machine Detection

CPT —Call Progress
Tones Detection

FAX —Fax Machine
Detection

PVD—Positive Voice
Detection

PTT —Push to Talk
Events

Default value: AMD CPT FAX
PVD

Outbound Calls with
Native CPA - Initial
State

Specifies the initial CPA state when using Native
CPA.

Changes take effect: Immediately.

preconnect —Detection
starts as soon as the call is
initiated.

postconnect —Detection
starts when the call is
connected.

Default value: preconnect

Outbound Call with
Native CPA - Ignore
Call Connect Events

Specifies whether the CPA algorithm ignores the
call connect event.

Note: This parameter is valid only if Outbound
Calls with Native CPA - Initial State is set to
preconnect.

Changes take effect: Immediately.

True —Ignore call
connect event.

False —Use the call
connect event.

Default value: False

fm Section
HTTP Proxy Specifies the HTTP proxy to use for HTTP <host:port)
requests. Default value:
localhost:3128
HTTPS Proxy Specifies the HTTPS proxy to use for HTTPS <host:port)
requests. Default value: Empty
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Outgoing Interface

Specifies the network interface IP address that is
used for outgoing HTTP requests. If this
configuration option has an empty value, the
Media Control Platform automatically selects the
network interface it will use.

If the Squid HTTP proxy is used, it must be
configured to accept HTTP requests from the
interface that is specified. Otherwise, by default,
it accepts HTTP requests from the local host only.

Any string of characters.

Default value: Empty

No Cache URL
Substring

Specifies that documents fetched from a URL
containing one of the substrings in this list should
not be cached. Any substring listed in this comma
delimited list, will not be cached.

Any comma delimited list of
characters.

Default value:
cgi-bin,jsp,?

Mazxage for Local
File

Specifies, in seconds, how long to cache local file
for. If set to 0, local files will not be cached.

Any integer.
Default value: 60

Maximum Cache Size

The total maximum size, in bytes, of all cached
files.

Any integer.
Default value: 50, 000, 000

Maximum Cache
Entry Size

Specifies the maximum size, in bytes, of each
cache entry.

Any integer.
Default value: 500, 000

Maximum Cache

Specifies the maximum number of entries that

Any integer.

Entry Count can be stored in cache. Default value: 1000
Maximum Specifies the maximum number of times to Any string of characters.
Redirections follow the Location header in the HTTP

response.
If set to 0, HTTP redirection is disabled.

Default value: 5

Enable 100-Continue
header

Specifies whether to enable the Expect:
100-continue header in HTTP 1.1 requests.

* 0—Disable
* 1—Enable
Default value: 0

SSL Certificate

Specifies the certificate file name.

Any string of characters.

Default value: Empty
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name Description Valid Values and Syntax
SSL Certificate Type | Specifies the format of the certificate file name. |+ PEM—Privacy Enhanced
Mail
e DER—Distinguished
Encoding Rules
Default value: PEM
SSL Key Specifies the private key file name. Any string of characters.
Default value: Empty
SSL Key Type Specifies the format of the key file name. * PEM—Privacy Enhanced
Mail
e DER—Distinguished
Encoding Rules
Default value: PEM
SSL Key Password Specifies the password required in order to use Any string of characters.
the SSL Key. Default value: Empty
SSL Version Specifies the Secure Socket Layer version to use. | © 0—Automatically detect
version
e 1—Force TLSvl
* 2—Force TLSv2
* 3—Force TLSv3
Default value: 0
Verity Peer Specifies whether to verify the peer’s certificate. | ©+ 0—Do not verify
Certificate Note: SSL CA Info or SSL CA Path must also be | *  1—Verify
set in order for this parameter to take affect. Default value: 0
SSL CA Info Specifies the file name to use for verifying peer | Any string of characters.
certificate. Default value: Empty
SSL CA Path Specifies the path to the directory holding the Any string of characters.
peer certificates. Default value: Empty
Note: This directory must be created using the
openssl c_rehash utility.
SSL Random File Specifies the random initial value used to Any string of characters.
Seed generate the first number of the SSL key. Default value: Empty
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name Description Valid Values and Syntax
SSL Verify Host Specifies how the common name from the peer |+ 0—Do not verify
1clert(liﬁlfla;e is to be verified during the SSL « 1—Check existence only
andshake. * 2—Make sure that it
matches provided host
name
Default value: 0
SSL Cipher List Specifies the list of ciphers to use for the SSL Any string of characters.
Connection. Default value: Empty
mpc Section
Append Rejected Specifies whether GVP will advertise all * 0—GVP will not
Codecs supported codecs when it generates a Session advertise all supported
Description Protocol (SDP) answer or SDP offer. codecs.
Even if codecs are rejected or not presented in the | *  1—GVP will advertise all
caller’s SDP message, the platform will still supported codecs.
support receiving these codecs. The platform will | Default value: 0
not send for the SDPs unless a payload is
presented by the caller.
Changes take effect: Immediately.
Codecs A space-separated list of the codecs that e amr
correspond to the platform capabilities advertised | «  gnr-wb
with SDP.
. g722
The list controls which codecs the Media Control | | 126
Platform offers to the remote party, for media g
sent from the remote party to GVP. * g729
Changes take effect: Immediately. © gsm
* h263
* h263-1998
* h264
* pcmu
* pcma

* telephone-event
e tfci

Default value: pcmu pcma
g726 gsm h263 h263-1998
h264 telephone-event
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Codec Preference

Specifies whether remote or local preferences
will be used to interpret the list of accepted
codecs.

» Local preferences means that the effective
accept list is the locally configured accept list,
filtered to include only those capabilities also
offered by the remote entity.

* Remote preferences means that the effective
accept list is the list of formats offered by the
remote entity, filtered to include only those
entries also on the locally configured list.

Changes take effect: Immediately.

* |—Local preferences will
be used.

* r—Remote preferences
will be used.

Default value: r

<codec> maxptime

If the MCP is offering the SDP, or answering the
SDP where the offer does not have the maxptime,
the maxptime attribute will be set according to
this configuration.

If this configuration does not exist, or is disabled,
the maxptime attribute will not be sent unless the
SDP offer had the maxptime attribute. In the case
where other codecs in the SDP also specify
maxptime, the configuration of the codec listed
before this codec will take precedence.

0

e 10
e 20
e 30
e 40
* 60
80
* 100

Note: 0 = Disabled

<codec > ptime

Specifies the duration, in milliseconds, and
arrival interval of one RTP packet. For example,
if the AMR codec is sent at 20 ms ptime, then one
AMR RTP packet contains 20 ms duration of
audio data. Also, this 20 ms ptime packet must be
sent every 20 ms in order to supply audio data
continuously.

If the remote SDP does not specify the ptime
attribute, this option is used as the transmission
rate of this codec.

* 0

e 10
e 20
e 30
* 40
* 60
e 80
e 100

Note: 0 = Disabled
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

<codec > ptime
(continued)

If this option is disabled, the SDP ptime attribute
is not sent to the remote SDP unless the SDP
offer had the SDP ptime attribute.

Display name values for <codec> ptime:
+ AMR

+ AMR-WB
« G722
 (726-32

+ G729

+ GSM6.10

+ G711 A-law (PCMA)
* G711 U-law (PCMU)
+ RFC2833 DTMF (Telephone-Event)

Notes: AMR, AMR-WB and GSM 06.10 do not
support the 10 and 30 millisecond durations.

G.726-32 does not support the 80 and 100
millisecond durations.

The packet interval does not always conform to
the ptime for the bridging, conferencing, or ASR
operations. However, packet size always
conforms to the ptime.

Changes take effect: Immediately.

Maximum and
Minimum Frequency
of Segments

Specifies the accuracy of the minimum and
maximum tone frequencies (in Hz) for CPA. The
options names are configured as follows:

mpc.cpa.tone<m>.segment<n>.fImin
mpc.cpa.tone<m).segment<{n).f2min
mpc.cpa.tone<m>.segment<n>.fImax
mpc.cpa.tone<m).segment<n). f2max

Where <m) ranges from 1 to 10 for each tone, and
<n» ranges 1 to 3 for each segment.

A positive integer.

Default Audio
Formats

The default audio format for the Call Manager.

e ALAW
e ULAW
Default value: ULAW
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

SRTP Mode

The mode of operation with regard to Secure
Real-Time Transport Protocol (SRTP).

For of fer mode:

+ If the other side ignores SRTP, the platform
will fall back to non-SRTP mode.

» Ifapreviously negotiated m-line is used in a
reoffer or if the far end requests an offer, and
that m-line did not have SRTP negotiated,
SRTP will not be added.

* Ifthe far end reoffers and adds SRTP to a
previously negotiated m-line, SRTP will be
negotiated.

Default value: none

none—No SRTP support.
The Media Control
Platform will ignore the
crypto attribute in SDP
offers.

accept_only—SRTP is
supported for SDP offers
sent to the Media Control
Platform, but the platform
will not add SRTP to
m-lines in outgoing offers
that did not previously
contain it.

of fer—SRTP is
supported for SDP offers
sent to the Media Control
Platform, and will be
included in all outgoing
SDP offers.

offer_strict—The
Media Control Platform
accepts SRTP received in
the offer, and sends a
crypto line in its own
offer, but will fail if the
answer does not contain a
valid crypto line.

offer_selectable—Two
media lines are offered for
each media type, one with
crypto, one without. If
both media lines are
accepted, all RTP is sent
and received through the
crypto line.
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

RTP Send Mode

Specifies the output mode for outgoing RTP
streams.

Notes:

» Continuous mode applies only for G.711
mulaw, G.711 alaw, AMR, and AMR-WB
audio codecs.

» Continuous mode does not apply in the
following scenarios:

+ When a bridge transfer is in progress

+ When RTP data is sent to ASR speech
engines.

+ When the RTP data contains video.

continous—Audio
silence is sent when there
1s no data to send.

vad—DRTP transmissions
stop when there is no data
to send.

Default value: vad

IP Type of Service for
RTP/RTCP

Specifies the IP differentiated services field
(ToS) to set in all outgoing RTP/RTCP packets.

Notes:

»  For Windows Server 2003, the ToS must be
enabled in the registry. See
http://support.microsoft.com/kb/248611

»  For Windows Server 2008, the ToS
configuration is not supported. It must be
configured at the OS level. You can define per
executable and per port, and what type of
DiffServ bits to set on the outgoing packets
using the QoS policy defined in the following
article.

http://technet.microsoft.com/en-us/library

/cc771283 . aspx

* For all Operating Systems, when the SIP/RTP
packets are sent across different subnets, the
router may reset the DiffServ bits in the IP
header even though it was set by MCP.

Range: 0-255

Examples:

L]

L]

0—Disabled
16—IPTOSLOWDELAY
(0x10)

32—IPTOS PREC
PRIORITY (0x20)
64—IPTOS PREC
CRITICAL (0x40)

184—DiffServ EF
(Expedited Forward
0xB8)

Default value: 0

Maximum Record
File Size

Specifies the maximum file size, in bytes,
reached before the recording is stopped.

If this option is set to 8, disables this limit.

Note: The recorded file may exceed this limit by
a few hundred bytes depending on the codec and
container chosen.

An integer range of 0—
4,000,000,000.

Default value: 0
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Table 23: Selected Media Control Platform Configuration Options (Continued)

SDP, the DTMF type and confgain specified by
DTMF Send Type [n] and Conference gain [n].

n=0to 9

Option Name Description Valid Values and Syntax
SDP Origin Name Specifies the origin to match in the SDP. If the <FQDN or IP
Map [n] origin specified by this parameter matches the Address)/[session name

content]

Default value: Empty

DTMF Send Type [n]
for SDP Origin Name
Map[n]

Specifies the DTMF type to use when SDP
Origin Name Map [n] matches the SDP of the
call.

n=0to 9

e SIPINFO
e INBAND
Default value: INBAND

Conference Gain [n]
for SDP Origin Name
Map [n]

Specifies the input gain percentage to apply for
the SDP matching connection when joining a
conference.

n=0to 9

An integer range of 0—-1000
Default value: 100

RTP De-lJitter Delay

Specifies the duration, in milliseconds, of buffer
time to allow for RTP packet inter-arrival
dejittering. This translates to an initial delay
before the packets are dispatched.

If set to 0, inter-arrival detector is disabled.

An integer range of 0—10000

Default value: 0

RTP De-litter

Specifies the length of time, in milliseconds, that

An integer range of 0—1000

Timeout the RTP packets are to wait for the missing RTP | pefault value: 200
packet. Once the timeout expires, the packets are
dispatched without the missing packet.
RTP/RSTP/RSTP Specifies the ports for MPC to use. A character string with
RTP Port Range Note: The Media Control Platform allocates local | POssible values of 1030 to
RTP port in a round-robin manner starting from 65535.
the lowest port specified, and starting from the Default value: 10000-65535
lowest port again when the highest port is
reached.
Local RTSP/RTP Specifies the where the RTSP interface is located.| <IP Address>
Address Default value: $LocalIP$
RTP Audio Buffer Specifies the size of the buffer to be used for Any integer.
Size sending RTP audio data. Default value: Empty
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

RTP Video Buffer
Size

Specifies the size of the buffer to be used for
sending RTP video data.

Notes: The higher frame rates and resolutions
require larger values this parameter, but the
default value should be big enough for MCP to
play any frame rates and resolution.

For H263 or H264 video file play, SQCIF, QCIF,
and CIF resolution with 10, 15, and 30 frame
rates have been tested with the default
configuration.

Any integer.
Default value: Empty

Media Manager
Audio Buffer Size

Specifies the size of the buffer to be used for
sending non-TTS audio data.

Any integer.
Default value: 102400

Media Manager
Video Buffer Size

Specifies the size of the buffer to be used for
sending non-TTS video data.

Notes: The higher frame rates and resolutions
require larger values this parameter, but the
default value should be big enough for MCP to
play any frame rates and resolution.

For H263 or H264 video file play, SQCIF, QCIF,
and CIF resolution with 10, 15, and 30 frame
rates have been tested with the default
configuration.

Any integer.
Default value: Empty

Transcoders

Specifies the list of transcoders that will be used
to provide transcoding services. The G.726
transcoder is loaded by default.

If this option value is set to none, all transcoders
are disabled.

Valid values:

e G.722
e G.726
e G.729
* AMR

* GSM

* AMR-WB
e MP3

* H.263
* H.264
* None

Default value: None
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Table 23: Selected Media Control Platform Configuration Options (Continued)

These metrics are divided into local and remote.
For local metrics, MCP collects some by
exchanging RTCP messages between itself and
the remote party, and some are calculated locally
from ongoing activities.

For remote metrics, the remote party, if it
supports RFC 3611, sends the metrics to MCP
periodically. MCP records these metrics when it
receives an update.

Option Name Description Valid Values and Syntax
VoIP Metrics Specifies whether to collect the metrics definedin | « 0—Disable
RFC 3611 for each audio session. e 1—Enable

Default value: 0

msml Section

Beep Filename

Specifies the filename of the beep that is sent
before the <join> operation.

Example:
file://$InstallationRoot$/audio/ulaw/

default_audio/endofprompt.vox

$InstallationRoot$/
Default value:

file://$InstallationRoot$
/audio/ulaw/default_audio
/endofprompt.vox

Beep File Time Limit
in Join

Specifies the time limit, in milliseconds, for the
audible beep when played during a <join>
element.

An integer range of 1-10000.
Default value: 5000

Post-connect Timeout

seconds, if the <cpd> element is not used in the
VoiceXML application.

Note: Setting this parameter to 0 disables the
functionality.

CPD default Beep Specifies the CPD beep timeout, in seconds, if An integer range of 0-60.
Timeout the <cpd> element is not used in the VoiceXML | pefault value: 30
application.
Note: Setting this parameter to 0 disables the
functionality.
CPD default Specifies the CPD post-connect timeout, in An integer range of 0—60.

Default value: 30

CPD default
Pre-connect Timeout

Specifies the CPD pre-connect timeout, in
seconds, if the <cpd> element is not used in the
VoiceXML application.

Note: Setting this parameter to 0 disables the
functionality.

An integer range of 0—60.
Default value: 30
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Option Name

Description

Valid Values and Syntax

Root Directory for
Play Media

Specifies the path to the prompt media root
directory.

A character string.

Default value:
file://$InstallationRoot$

Root Directory for
Record Media

Specifies the path to the recording media root
directory.

A character string.

Default value:
file://$InstallationRoot$

Root Directory for
CPD Recording

Specifies the path to the CPD recording root
directory.

A character string.

Default value:
file://$InstallationRoot$
/Record

File Extension for
CPD Recording

Specifies the CPD recording file extension that
determines the MIME-type and extension to use.

A character string.

Default value: .wav

Default Final Silence
Timeout

Specifies the final silence duration, in seconds, in
order to terminate the recording.

Changes take effect: Immediately

An integer range of 0—10000.

Default value: 4

MSML INFO
Allowed
Content-Types

Specifies the content -types allowed in a SIP

INFO messages for the MSML AppModule.

Only the defined content types are processed,
others are ignored.

An alphanumeric string of
space delimited characters.

Default value:
application/vnd.radisys.m
sml+xml

Default Audio File
Extension for Play
Prompt and
Recording

Specifies the default file extension of the audio
files used in play prompt or recording.

A character string.

Default value: .wav

Netann Section

Root Directory for
Prompt Media

Specifies the path to the prompt media root
directory.

A character string.

Default value:
$InstallationRoot$/

Root Directory for
Recorded Media

Specifies the path to the record media root
directory.

A character string.

Default value:
$InstallationRoot$/record
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Option Name

Description

Valid Values and Syntax

Send DTMF-Relay
SIP Info Messages

Specifies whether to include prompt
announcement services in the SIP header when
receiving DTMF.

* Auto
* True
e False

Default value: Auto

Root Directory for
Record Media

Specifies the path to the recording media root
directory.

A character string.

Default value:
$InstallationRoot$/record
/

Maximum Allowed
Silence Time During
Recording

Specifies the maximum amount of silence, in
seconds, allowed during a recording.

If set to 0, silence detection is not used.

Any integer.

Default value: 0

Maximum Recording
Time

Specifies the maximum time, in seconds, allowed
to record.

If set to 0, the recording time is unlimited.

Any integer.

Default value: 0

Default Repeat Times | Specifies the default repeat times to be used for | A character string.

for Play Netann Netann announcement playback. Default value: forever
Announcement Note: This parameter is not applicable to DTMF

Prompts prompts.

Conference Specifies the recording mode when recording is | ¢ mixed—The recorded file
Recording Mode enabled in a conference. format will be specified

by request with audio
from all participants
mixed into a single file.

e pcap—One pcap format
file will be created for
each participant.

Default value: mixed

List of H.263 Video
Formats

Specifies, in a comma separated list, H.263 video
formats that are used for selecting H.263 video
files to play.

H.263 video formats are:
SQCIF=1 to 6
QCIF=1t0 6

CIF=1t0 6

CIF4=1to 6

CIF16=1t0 6

A character string.
Default value: QFIC=2

174

Genesys Voice Platform 8.1 @




Chapter 7: Configuring the Media Control Platform

Important Media Control Platform Configuration Options
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Option Name Description Valid Values and Syntax
remdial Section

Remdial Port Specifies the port used for remote dialing. An integer in the range of

1025-65535.

Default value: 6999
Remdial Max Calls Specifies the maximum number of concurrent Any integer greater than

remdial calls. Zero.

Default value: 500
Remdial Max Client | Specifies the maximum number of remdial clients | Any integer greater than
Sockets allowed to connect to the interface. Zero.

Default value: 64
Remdial Telnet Mode | Specifies the telnet Operating System mode. * Auto—Mode

automatically selected
based on the OS.

¢ RAW—Windows OS mode.
¢ Normal—Linux OS mode.

Default value: Auto

sip Section

(Note: For additional important options in this configuration section, see also “Configuring SIP
Communication and Routing” on page 42.)

Default Blind
Transfer

The default transfer method for SIP, for blind
transfers.

* HKF—Hookflash
¢ REFER—REFER-based
transfer

* BRIDGE—Bridge-based
transfer

¢ REFERJOIN—Consultative
REFER transfer

e MEDIAREDIRECT—Media
redirect transfer

e ATTCOURTESY—AT&T
In-band Courtesy transfer

e ATTCONSULT—AT&T
In-band Consult transfer

e ATTCONFERENCE—AT&T
In-band Conference
transfer
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Option Name

Description

Valid Values and Syntax

Default Blind
Transfer (continued)

ATTOOBCOURTESY—AT&T
Out-of-Band Courtesy
transfer

ATTOOBCONSULT—AT&T
Out-of-Band Consult
transfer

ATTOOBCONFERENCE—
AT&T Out-of-Band
Conference transfer

Default value: REFER

Default Bridge
Transfer

The default transfer method for SIP, for
bridge-type transfers.

BRIDGE—Bridge-based
transfer

MEDIAREDIRECT—Media
redirect transfer

Default value: BRIDGE

Default Consultation
Transfer

The default transfer method for SIP, for
consult-type transfers.

HKF—Hookflash

BRIDGE—Bridge-based
transfer

REFERJOIN—Consultative
REFER transfer

MEDIAREDIRECT—Media
redirect transfer

ATTCONSULT—AT&T
In-band Consult transfer

ATTCONFERENCE—AT&T
In-band Conference
transfer

ATTOOBCONSULT—AT&T
Out-of-Band Consult
transfer

ATTOOBCONFERENCE—
AT&T Out-of-Band
Conference transfer

Default value: REFERJOIN
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Option Name

Description

Valid Values and Syntax

Default Gateway

The default gateway host and port that will be
used for SIP calls (transfer, call, or remote dial) to
a telephone, if the destination address does not
specify a gateway.

If this parameter is not specified, telephony calls
that do not specify a gateway in the destination
address will fail.

Example:

If sip.defaultgw=pstn-gw.voiceplatform.
com:5060 and a SIP call is placed to telephone
number 123456789, the SIP Line Manager
translates the destination address to
sip:123456789edefault-gw, and the call is
routed to port 5060 on host pstn-gw.
voiceplatform.com.

<{Host name or IP
address»:<SIP port)

Default value: Empty

Default Host

The default host and port that the Media Control
Platform will use for SIP calls (transfer, call, or
remote dial), if the destination address does not
contain a host name or IP address.

If this parameter is not specified, calls that do not
specify a host in the destination address will fail.
Example:

If sip.defaulthost=voiceplatform.com:5060

and a SIP call is placed to address sip: 1234e, the
destination address is translated to:

sip:1234evoiceplatform.com:5060

{Host name or IP
address>:<SIP port)

Default value: Empty

Defer Out Alerting

Enables early media for an outbound call, by
specifying whether the CallOutAlerting response
to the session manager will be deferred until the
media session is initialized and registered.

If enabled, the session manager can start
performing media operations on the channel as
soon as the session manager receives the
CallOutAlerting notification.

» 0—CallOutAlerting will
not be deferred.

o 1—CallOutAlerting will
be deferred.

Default value: 0
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Option Name

Description

Valid Values and Syntax

DNIS Correlation ID
Length

The length of the correlation ID, within the
user-id portion of the DNIS. The correlation ID
is the portion of the user-id that will be stripped,
in order to isolate the DNIS.

Note: In the special case where the correlation ID
is all of the user-id, the ampersand character
(@) will also be stripped away from the DNIS,
because e<hostname ) does not make sense.

A non-negative integer.

Default value: 0 (no
correlation ID)

DNIS Correlation ID
Offset

The offset that specifies where the correlation ID
starts, within the user-id portion of the DNIS.
The correlation ID is the portion of the user-id
that will be stripped, in order to isolate the DNIS.

Any integer.

A negative value indicates
that the offset is from the
right.

Default value: 0 (no offset)

Enable Send/Receive
Events

Enables the sending and receiving of SIP INFO
messages for VoiceXML application usage.

This parameter does not affect SIP INFO messages
used for other purposes (for example, DTMF).

Changes take effect: Immediately.

e True—VoiceXML
applications are enabled
to send and receive SIP
INFO messages.

* False—VoiceXML
applications cannot send
and receive SIP INFO
messages.

Default value: True

Enable SDP answer
in provisional

Specifies whether to send an SDP answer in the
reliable provisional response if the INVITE

¢ True—The MCP includes
the SDP answer.

response contains an SDP offer. e False—The MCP does
Note: Applies only if Enable Reliable not include the SDP
Provisional Responses is setto Supported or answer.
Required, orifSend Alertissetto 2. Default value: True
Enable Reliable Specifies whether to allow the SIP stack to send |+ 0—Disabled
Provisional reliable 101-199 provisional responses. « 1—Supported
Responses If set to 1, the 100rel extension is included in the | « 5 Required
header of the outbound INVITE request giving Default value: 0
the remote end the option to send the reliable )
provisional response.
If set to 2, the MCP includes the 100rel extension
in the Require header of the outbound INVITE
forcing the remote end, that supports PRACK, to
send the reliable provisional response.
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Option Name Description Valid Values and Syntax
HF Disconnect Type | The timeout value, in milliseconds, to terminate a | Any non-negative integer.
SIP hookflash transfer. Default value: 5000
* Ifsip.hftype=0 (wait for disconnection), the
transfer is treated as failed if a BYE is not
received from the remote end before this
timeout expires.
* Ifsip.hftype=1 (force disconnection), the
transfer is always treated as successful. If a
BYE is not received from the remote end before
this timeout expires, then a BYE will be sent
from the local end.
HF Prefix The SIP hookflash transfer dialing prefix. A string that contains one or

Examples:

* sip.hfprefix=none means the dial string is
exactly as specified in the transfer.

* sip.hfprefix=! means dial a hookflash.

* sip.hfprefix=+8, means dial *8 followed by
two pause durations.

more of the following
characters: 0—9, ! * none

Default value: !

HF Stop Dial

The digits to dial to stop a hookflash transfer.
Dialing the digits specified in this parameter will
abort a multi-phase hookflash. The connection is
switched back to the original caller.

A string that contains one or
more of the following
characters: 0—9 !

Default value: !

Hook Flash Transfer
Type

Specifies the type of hookflash transfer for SIP.

e 0—Wait for
disconnection.

¢ 1—Force disconnection.

Default value: 0
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Option Name

Description

Valid Values and Syntax

Customer Inbound
<SIP request>
Headers

The list of header names from incoming <SIP
request) messages that will be exposed to the
VoiceXML application, where <SIP request) is
one of:

* BYE
e INFO
* INVITE

The names of the exposed headers appear in the
application in the following format:

sip.invite.<headername)=<value)

{Header1) [<Header2)...]
where <HeaderX) is:

* A header name—Each
specified header name
will be exposed.

e *—Al]l header names will
be exposed.

* none—No header names
will be exposed. If any
other value is specified
alongside none, none is
ignored.

Example: From To Via
Default values:
* For BYE requests: Reason

» For INFO and INVITE
requests: *

Custom Inbound
Invite Parameters

The list of header names from incoming INVITE
requests whose parameters will be exposed to the
VoiceXML application.

The exposed parameter values appear in the
application in the following format:

sip.invite.<headernamy.<paramname>=<value)

{Header1) [<Header2)...]
where <HeaderX) is:

¢ A header name—Each
specified header name
will be exposed.

* none—No header names
will be exposed. If any
other value is specified
alongside none, then none
is ignored.

Default value: RequestURI

INFO Request
Content-Type

The content type of outgoing SIP INFO messages
that correspond to VoiceXML application <log»
events.

A VoiceXML application can trigger the sending
of a SIP INFO message by using the {log) tag
with dest="callmgr". Call Manager will then
send a SIP INFO message to the remote end. The
content of the SIP INFO message is the content of
the <log> tag.

A string indicating the
content type.

Default value:
application/text

180

Genesys Voice Platform 8.1 @




Chapter 7: Configuring the Media Control Platform

Important Media Control Platform Configuration Options

Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Local RTP Address

The Media Control Platform IP address to

advertise for Real-time Transport Protocol (RTP).

With multicast or proxied systems, you may need
to specify what IP address to advertise in the SDP
description for a session. By default, the [P
address of the local system is retrieved by
performing a standard gethostname () . However,
if your system is multi homed or behind a
firewall, use this parameter to control the IP
address that is advertised.

<IP address)

Default value: Empty
(which causes the local IP
address to be determined
automatically)

P-Asserted-Identity
Header

Specifies whether the P-Asserted-Identity
header is used as the ANI if it is included in the
incoming SIP INVITE, and its value is exposed
with the session.connection.remote.uri
session variable. If not, the From header is used.

* 0—Do not use
P-Asserted-Identity for
ANI

« 1—Use
P-Asserted-Identity for
ANI

Default value: 1

P-Called-Party-ID
Header

Specifies whether the P-Called-Party-ID header
is used as the DNIS if it is included in the
incoming SIP INVITE, and its value is exposed
with the session.connection. local.uri session
variable. If not, the To header is used.

* 0—Dono use
P-Called-Party-ID for
DNIS

» 1—Use
P-Called-Party-ID for
DNIS

Default value: 1

P-Alcatel-CSBU
Header Value

Specifies the P-Alcatel-CSBU header value of the
2000K response to the initial incoming INVITE if
the request contains this header. If this parameter
is an empty string, no header is set.

A character string.

Default value:
fb=notransfer;

dtmf_auto=on

User’s Guide

181



Chapter 7: Configuring the Media Control Platform

Important Media Control Platform Configuration Options

Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Custom Outbound
<SIP request>
Headers

The list of header names from outgoing <SIP
request) messages that will be exposed to the
VoiceXML application, for customization. <SIP
request) is one of:

* INFO
e INVITE
* REFER

The customized names of the exposed headers

appear in the application in the following format:

sip.invite.<headername)=<value)

{Header1) [<Header2)...]

where <HeaderX) is:

* A header name—Each
specified header name
will be exposed.

e *—Al]l header names will
be exposed.

* none—No header names
will be exposed. If any
other value is specified
alongside none, none is
ignored.

Example: From To Via

Default value: *

Custom Outbound
<SIP request> Params

The list of header names from outgoing <SIP
request) messages whose parameters will be
exposed to the VoiceXML application, for
customization. <SIP request) is one of:

e INVITE
* REFER

The exposed parameter values appear in the
application in the following format:

sip.invite.<headername).<{paramname>=
{value>

{Header1) [<Header2)...]
where <HeaderX) is:

* A header name—Each
specified header name
will be exposed.

* none—No header names
will be exposed. If any
other value is specified
alongside none, none is
ignored.

Default value: RequestURI

Route Set

Specifies the route set for non-secure SIP
outbound calls. If defined, this route set is
inserted as the ROUTE header for all outgoing
calls and forces the MCP to send the SIP
messages through this defined route set. Each
element in the routeset must be separated by
commas. For example,
sip.routeset=<sip:p1.example.com; Lr>, <sip:
p2.domain.com; Lr)

Note: This parameter does not apply to SIP
REGISTER messages.

Any string of characters.

Default value: Empty
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Option Name

Description

Valid Values and Syntax

Secure Route Set

Specifies the route set for secure SIP outbound
calls. Secure SIP calls must specify the sips
scheme or tls transport parameters. If defined,
this route set is inserted as the ROUTE header for
all outgoing calls and forces the MCP to send the
SIP messages through this defined route set. Each
element in the routeset configuration option
must be separated by commas. For example,
sip.securerouteset=<sips:p1.example.com; Lr
>, {sips:p2.domain.com; Lr)

Note: This parameter does not apply to SIP
REGISTER messages.

Any string of characters.

Default value: Empty

SIP Static Route List

Specifies, in a pipe delimited list, the static route
groups. Each route group contains a list,
separated by commas, of IP addresses. Within the
route group, each IP address may substitute each
other as an alternate route destination if sending a
SIP request to one of the IP address that fails. For
example,
10.0.0.1,10.0.0.2(10.0.10.1,10.0.10.2
specifies two static route groups, and each group
specified two routes that are alternate to each
other.

Any string of characters.

Default value: Empty

hold (Invite hold) before the Media Control
Platform sends the REFER message for a REFER or
REFERJOIN transfer.

Use Original Specifies how the Media Control Platform will e 0—The gateway specified
Gateway in Outbound | determine which gateway to use for an outbound insip.defaultgw or
Call call or transfer, if the destination address does not sip.defaulthost will be
contain a host name or IP address. used.
Example: * 1—The gateway of the
If sip.outcalluseoriggw=1 and the inbound call inbound call will be used.
came from a gateway with host name 3000, the | Default value: 1
call will be placed to one of the following:
* tel://3000
* sip:3000e—The ampersand character (@) is
required to delimit the user part from the host
part of the address.
Refer Transfer Hold | Specifies whether to put the originating caller on | ¢ 0—Original caller will

not be put on hold.

e 1—Original caller will be
put on hold.

Default value: 1

User’s Guide

183



Chapter 7: Configuring the Media Control Platform

Important Media Control Platform Configuration Options

Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name Description Valid Values and Syntax
Refer Transfer Retry | Specifies the action to take if the caller (or its * 0—Disabled
REFER on the Media Gateway) cannot handle the REFER e 1—FEnabled
Outbound Leg request. Default value: 0
If the Caller (or its Media Gateway) cannot
handle the REFER request, the transfer will fail.
When failed, MCP will send REFER with
Replaces to the Agent instead (hoping the Agent
can establish direct connection to the Caller,
when the Caller cannot do so).
Registration The settings for registering the Media Control {registration-server)
Platform with the SIP Registrar. {register-as)
You can conﬁggre th@ system to register with one 2522:ﬁ:;:§ i)p(g;gwgr‘ d>
or more SIP registration servers on the network. [(routeset>]
To specify more than one registration entry,
separate the entries with a pipe (]). where:
The Media Control Platform will attempt to ' fr‘eg istration-server)
. . . . . is the host and port of the
register with all defined registration entries, and
will periodically reregister as required (in Resource Mapager. or
. _ other SIP registration
accordance with the <requested-expiry> server
parameter). The Media Control Platform will ’
de-register when it shuts down.
Example: * <register-as)isthe SIP
ResourceManager.yourdomain.com:5064 identity of the Media
mcpe10.0.0.101 60 - -|proxy2.yourdomain. Control Platform.
com:5064 mcpe10.0.0.102 60 user password  <requested-expiry>is
means that the Media Control Platform will the duration of
register with the Resource Manager as SIP user registration, in seconds.
mcpe10.0.0.101, and with another SIP proxy as | <username) is the user name
SIP user mcpe10.0.0.102, with authentication when authentication is
user name (user), and password (password). required by the server. This
may or may not be the same
as <register-as)>. A dash (—
) indicates that no user name
is needed. If username=—
(dash) and the server requests
authentication, Anonymous is
used.
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name Description Valid Values and Syntax
Registration e <(Password) is the
(continued) password associated with

the authentication user
name. To specify an
empty string, use a dash
)

* <Routeset>isa
comma-separated list of
the servers that the
REGISTER messages will
go through. If a route set
is not defined, the
REGISTER messages will
be sent directly to the
{registration-server).

Default value: Empty

Send Alert The SIP response for alerting and intermediate * 0—No SIP response
provisional responses. e 1—Send 180 RINGING
Changes take effect: Immediately response

* 2—Send 183 Session
Progress response with
SDP information

Default value: 1

INFO Allowed A space-delimited list of the content types that {Content typel>[<Content
Content-Type are allowed to be passed up to the VoiceXML type2>...1]
application level in a SIP INFO message. Any where <Content typeN is:
content types that have not been defined will be

* An alphanumeric string—

ignored. Defines the content type.

* An empty string—Allows
all content to be passed
upstream.

Default value:
application/text
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Option Name

Description

Valid Values and Syntax

Transfer Methods

A space-separated list of the supported transfer
methods for SIP.

HKF—Hookflash

REFER—REFER-based
transfer

REFERJOIN—Consultative
REFER transfer

MEDIAREDIRECT—Media
redirect transfer

none—No transfer
methods for SIP

ATTCOURTESY—AT&T
In-band Courtesy transfer

ATTCONSULT—AT&T
In-band Consult transfer

ATTCONFERENCE—AT&T
In-band Conference
transfer

ATTOOBCOURTESY—AT&T
out-of-band courtesy
transfer

ATTOOBCONSULT—AT&T
out-of-band consult
transfer

Transfer Methods

ATTOOBCONFERENCE—
AT&T out-of-band
consult transfer

Default value: REFER
REFERJOIN MEDIAREDIRECT
ATTCOURTESY ATTCONSULT
ATTCONFERENCE
ATTOOBCOURTESY
ATTOOBCONSULT
ATTOOBCONFERENCE
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Table 23: Selected Media Control Platform Configuration Options (Continued)

call INVITE requests for the same Voice XML
session (in other words, for bridged and Release
Link Transfer [RLT] calls).

The headers are re-scanned for the re-INVITE (the
outbound call INVITE request), so changes that
have been made to the values of the headers
during the inbound call leg are applied on any
outbound calls made within the call session.

Changes take effect: Immediately.

Option Name Description Valid Values and Syntax
VoiceXML URL Specifies whether VoiceXML URLs in SIP e 0—VoiceXML URLs will
INVITE INVITE messages will be accepted, thereby not be accepted.
bypassing the normal method of selecting a e 1—VoiceXML URLs will
VoiceXML application on the basis of DNIS be accepted.
mapping. Default value: 1
If vxmLinvite is enabled, the originator of a SIP
call can specify the initial VoiceXML URL that
will be fetched for the session. To implement this
functionality, the originator of the SIP call must
encode the Request-URI in the following special
form:
“sip:dialog.vxml.<URL>ehost.com"
where the <URL) portion is encoded (for example,
%3A).
Warning Headers Specifies whether the Media Control Platform * 0—The Media Control
will send warning headers. Platform will send
Changes take effect: Immediately. warning hegders only
when it receives an error
response.
* 1—The Media Control
Platform will always send
warning headers, if there
are any.
* 2—The Media Control
Platform will never send
warning headers.
Default value: 0
Transfer Copy A space-delimited list of the headers to be copied | <Header1> [<Header2)...]
Headers from inbound call INVITE requests to outbound

where <HeaderX) is:

¢ A header name—Each
specified header will be
copied.

e *—Al]l headers will be
copied, including
unknown headers.

¢ none—No headers will be
copied.

Default value: *
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SIP transport.

Note: This configuration parameter is not valid
on a Windows 2008 operating system.

Option Name Description Valid Values and Syntax
IP Type of Service for | Specifies the IP differentiated services field Range: 0-255
Transport (ToS) to set in all outgoing SIP packets over the Examples:

e 0—Disabled

« 16—IPTOSLOWDELAY
(0x10)

« 32—IPTOS PREC
PRIORITY (0x20)

« 64—IPTOS PREC
CRITICAL (0x40)

* 184—DiffServ EF
(Expedited Forward
0xB8)

Default value: 0m

Transport Instance 0

Specifies the transport layer for the SIP stack and
the network interfaces that are used to process
SIP requests.

This option uses the following format:
sip.transport.x = transport_name type:
ip:port [parameters]

Where:
* transport_name—Is any string.
* type—Is UDP, TCP, or TLS.

» ip—Is the IP address of the network interface
that accepts incoming SIP messages.

» port—Is the port number where the SIP stack
accepts incoming SIP messages.

* [parameters]—Defines any extra SIP
transport parameters. This is used for
LMSIP2.

A string.
Default value: Empty
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Option Name Description

Valid Values and Syntax

Transport Instance 0 | If ip is an IPv6 address, [1 must be used.

(continued)

for ip.

For example:

used.

used.

authentication.

To define a transport to listen to all IPv4
interfaces, use any or any4 for ip. To define a
transport to listen to all IPv6 interfaces, use any6

cert=[cert path and filename]—The path and
the filename of the TLS certificate to be used.
Applicable to SIPS only and mandatory if SIPS is

key=[key path and filename]—The path and
the filename of the TLS key to be used.
Applicable to SIPS only and mandatory if SIPS is

type=[Type of secure transport]—The type of
secure transport to be used. Value can be TLSv1,

SSLv2, SSLv3, SSLv23. Default value is SSLv23.

Applicable to SIPS only and optional.

password=[password]—The password associated
with the certificate and key pair. Required only if
key file is password protected. Applicable to
SIPS only and optional.

cafile=[CA cert path and filename]—The
path and the filename of the certificate to be used
to verify the peer. The same certificate that is
specified in the cert=[cert path and filename]
parameter can be used as the value here if only
one certificate is preferred.

verifypeer=true—Turns on TLS mutual
authentication. Mandatory for TLS mutual

verifydepth=[max depth for the certificate
chain verification]—Sets the maximum depth
for the certificate chain verification. The
recommended value is 1 for the default Genesys
certificate that is provided. Applicable to TLS
mutual authentication only.
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Transport Instance 0
(continued)

The default transport is the smallest non-empty
ID. If all transport.x values are empty, the
UDP, TCP, and TLS transports are all enabled
and ports 5060, 5060 and 5061 respectively,
listen on any network interface. TLS transport
uses the certificate, x509_certificate.penm,
and key, x509_private_key.pem, in the config
directory and UDP is the default transport.

Transport Instance 1

See the description for Transport Instance 0.

A string.
Default value: Empty

Transport Instance 2

See the description for Transport Instance 0.

A string.
Default value: Empty

Preferred IP version
to be used in SIP

Specifies the connection timer bucket depth.

If this parameter is set to a higher value, the
initial memory usage increases, but the allocation
of run-time memory for high loads is prevented,
thereby enhancing performance and stabilizing
memory at a lower mark. The default for this
section is set to the maximum value of 3000 for
performance reasons.

A numeric string.
Default value: 3000

Local Transport [Pv6
Address

Specifies whether or not the
sip.transport. localaddress configuration
option contains an SRV domain name.

» If this option is set to true, the port part is not
automatically generated by the SIP stack.

» If this option is set to false, the port of the
outgoing transport is used together with the
host name that is specified by the
sip.transport. localaddress option.

e true
e false

Default value: false
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name Description Valid Values and Syntax

sessmgr Section

Send SDP in INVITE | Specifies whether to send the caller’s last SDP to | « True
for Media Redirect the called party for Media Redirect calls. . False

For NGI applications: Default value: True

» Ifthis option is set to true, if a call has
connectwhen specified as answered, MCP will
send the caller’s last SDP in the re-INVITE and
the ACK message.

 If'this option is set to false, MCP will not
send the caller’s last SDP in the re-INVITE.

For GVPi applications:

 [f this option is set to true, and the transfer is
a 2 leg transfer, if a call has connectwhen
specified as answered, MCP will send the
caller’s last SDP in the re-INVITE and the ACK
message.

Note: For backward compatibility with legacy
devices, which always require SDP in INVITE,
Media Control Platform in the default
configuration does not fully conform to RFC3264
when performing a Media Redirect Transfer. In
particular, MCP will send a SDP offer in INVITE
and will send an updated SDP in the ACK. If full
offer/answer behavior is desired, and legacy
devices are not involved, Genesys recommends
setting this parameter to False.

Accept Call Timeout | Specifies the time, in milliseconds, to wait after | Any integer.

an alert is issued when the application module Default value: 30000
does not accept the inbound call before
disconnecting it.

tts Section

TTS Engine Default | Specifies the default TTS Engine resource when | <resourcename)
using Request URL. [?<protocol>]

Changes take effect: Immediately Default value: Empty
For example, REASPEAK?MRCPv?2.
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name Description Valid Values and Syntax
vrm Section
FIPS Enabled Specifies whether to enable FIPS mode in MRCP | «  true
Proxy. When FIPS mode is enabled, only FIPS . false
140—2 approved mph@rs and algorithms can be Default value: false
used in SSL connections.
Native DTMF Specifies the Maxage, in milliseconds, that a An integer value of -1

Grammar Maxage

native DTMF recognizer uses to fetch an external
grammar.

indicates the server's maxage
value is used.

Default value: -1

Native DTMF
Grammar Maxstale

Specifies the Maxstale, in milliseconds, that a
native DTMF recognizer uses to fetch an external
grammar. A value of -1 indicates to use the
server's maxstale value.</

An integer value of -1
indicates the server's
maxstale value is used.

Default value: -1

SRM Default
Response Timeout

The timeout interval, in milliseconds, for the
MRCP client to wait for a response from the
MRCP server.

If no response is received within this timeout
period, the request is deemed to have failed.

An integer in the range of 1—
60000.

Default value: 10000

SRM Ping Frequency

The interval, in milliseconds, at which the MRCP
Client pings each MRCP server that has been
provisioned.

The MRCP DESCRIBE method is used as a ping
message.

An integer in the range of 1—
3000000.

Default value: 30000

SRM Ping Timeout

The timeout interval, in milliseconds, for the
MRCP client to wait for a ping response from the
MRCP server.

If no response is received within this timeout
period, the MRCP server is considered to be
unavailable. The MRCP Client disconnects from
the server, and then periodically tries to
re-establish a connection, at a retry interval
specified in the client.ping.frequency
parameter.

Genesys recommends setting the
client.ping.timeout value to twice the value of
the client.ping.frequency parameter.

An integer in the range of 1—
6000000.

Default value: 60000
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Universals Grammar
URI

The URI convention that the NGI uses to specify
the universals grammars.

builtin:grammar/
universals

Default value:
builtin:grammar/

release all open ASR engines.

universals
vxmli Section
Release ASR Engines | Specifies that for successful transfers, without e True
on Transfer speech grammars loaded, the interpreter will « False

Default value: True

Strict Grammar Mode

Specifies whether the NGI will follow the
VoiceXML specification strictly when handling
the grammar element.

The default value (false) means that the NGI
will ignore the mode attribute for an external
grammar.

e True
* False

Default value: False

Enable Real Time Enables real-time debugging for the platform. * True
Debugging * False
Default value: False
Initial Request The HTTP method to use for the initial request. | ¢ GET
Method e POST

Default value: GET

Maximum Subdialog
Depth

Specifies the maximum number of dialogs that
are allowed in a VoiceXML session. The depth
increments when a subdialog is entered, and the
depth decrements when a subdialog is returned.

An integer range of 1-1000.
Default value: 50

Maximum bytes of
total saved temp files
per session

Specifies the maximum number of bytes that are
allowed for the total saved temp files per session.
If the limit is exceeded, saving the temp files is
disabled for the applicable session.

An integer range of 0-2 GB.
Default value: 100 MB

Maximum Size of
VXML Document

Specifies the maximum size (in bytes) that is
allowed for a VoiceXML document. If the limit is
exceeded, the interpreter will generate a
error.badfetch event.

Note: Setting the parameter to @ disables the
functionality.

An integer range of 0—1 GB.

Default value: 0
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Table 23: Selected Media Control Platform Configuration Options (Continued)

Option Name Description Valid Values and Syntax
Maximum Size of Specifies the maximum size (in bytes) that is An integer range of 0—1 GB.
Script File allowed for a script file. If the limit is exceeded, | pefault value: 0

the interpreter will generate a error.badfetch

event.

Note: Setting the parameter to @ disables the

functionality.
Maximum Size of Specifies the maximum size (in bytes) that is An integer range of 0—-1 GB
XML/JSON data allowed for XML or JSON data. If the limit is

A ) Default value: 0
exceeded, the interpreter will generate a

error.badfetch event.

Note: Setting the parameter to 0 disables the

functionality.
Enable External Specifies whether the application can access e True
Messaging Within messaging. « False
VoiceXML Note: If set to False, executing a <send> or Default value: True

<receive) will result in an

error.unsupported.send event or

error.unsupported.receive event.
Transfer Allowed Specifies whether dialog-initiated transfers are * True

allowed. . False

Default value: True

Userdata Prefix The string that, when used as a prefix in a SIP Any string.

header, identifies userdata variables. Default value: X-Genesys-

Important MRCP Server Configuration
Options

This section describes important configuration options that you either must or
may want to customize.

Configure the options in Genesys Administrator on the Provisioning »
Environment > Applications > <MRCP Server) > Options tab. For the detailed
steps to configure option settings, see Procedure: Viewing or modifying GVP
configuration parameters, on page 34.

The configurable MRCP server options are in the provision configuration
section. Table 24 provides information about these options. Table 23 provides
parameter descriptions as well as the default parameter values that are
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preconfigured in the MRCPvl ASR, MRCPvl TTS, MRCPv2 ASR, and

MRCPv2 TTS Application objects.
All changes take effect on restart.

For information about all the available configuration options for the MRCP
servers, see the Genesys Voice Platform 8.1 Configuration Options Reference.

Table 24: Selected MRCP Server Configuration Options

Session

TTS server for each MRCP session setup.

Option Name Description Valid Values and Syntax
ASR and TTS

New MRCP (For MRCPvV2 only) Specifies whether the MRCP | = True

Connection Per Client will create a new connection to the ASRor |+ faise

Default value: True

Vendor Name

The name of the speech resource vendor.

{vendor_name)

Default value: Empty

Speech Resource
URI

The URI to the speech resource.

* For MRCPv1 ASR:
rtsp://<MRCP server
IP>:<port>/media/speec
hrecognizer

e For MRCPvl1 TTS:
rtsp://<MRCP server
IP>:<port>/media/speec
hsynthesizer

¢ For MRCPv2:
sip:mresources@{MRCP
server IP>:<{port)

Default value: Empty

ASR Only

ASR Resource
Reservation

Specifies whether or not the MCP reserves an
ASR resource prior to accepting the call. This
resource is available until the resource is explicitly
released, or until the end of the call. The call is
rejected if the resource is not successfully
reserved.

* true (enabled)
* false (disabled)

Default value: false
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Table 24: Selected MRCP Server Configuration Options (Continued)

Media Control Platform. The MRCP Client uses
the HotKeyBasePath to translates this address to
the appropriate URI, which is sent to the ASR
servers.

Option Name Description Valid Values and Syntax
Disable Hotword Specifies whether or not the platform treats * true—Recognition-based
Recognition recognition-based barge-in as speech-based barge-in will be treated as
barge-in. speech-based.
Set this parameter to true for all ASR servers that | * false—
do not support recognition-based barge-in. Recognition-based
barge-in will not be
treated as speech-based.
Default value: false
HotKey Base Path The HTTP fetchable location for the hotkey /mcp/$AppName$/grammar/co
grammars. The value of this parameter is mmon/hotkey
concatenated with the IP address of the Media Default value: Empty
Control Platform to form a fetchable location for
hotkey grammars.
The <vendor name) in the path must be the same
as the vendor name that is specified in
vrm.client.resource.name on page 194.
HotKey Local Path | The local path for the hotkey grammars on the $InstallationRoot$/

grammar/<{vendor name)/
hotkey

Default value: Empty

Enable Silence
Filling

Specifies whether to send silence audio during an
ASR recognition session pause period.

* True—Send silence audio
to the MRCP server.

¢ False—Does not send
silence audio to the
MRCP server.

Default value: True

TTS Only

TTS Resource Specifies whether or not the MCP reserves an TTS | + true (enabled)
Reservation resource prior to accepting the call. This resource |+ 550 (disabled)

is available until the resource is explicitly Default value: false

released, or until the end of the call. The call is clault vafue:

rejected if the resource is not successfully

reserved.
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Note:

Important MRCP Server Configuration Options

Media Control Platform supports various MRCP vendors, and
provides select vendor specific templates that have pre-populated
parameters for your convenience. Some of those parameters may not
have defaults listed, as the so-called default values are provided by
the templates and not by software (in the event a parameter is
manually deleted)
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Chapter

Configuring the MRCP
Proxy

The Genesys Voice Platform (GVP) Media Resource Control Protocol
(MRCP) Proxy component acts as proxy for all MRCPv1 traffic, residing
between the Media Control Platforms and the MRCPv1 resources.

This chapter provides information about configuring the MRCP Proxy in the
following sections:

«  Task Summary: Configuring the MRCP Proxy, page 199

+  Task Summary: Configuring the MRCP Proxy for HA, page 200

« Important MRCP Proxy Configuration Options, page 202

Task Summary: Configuring the MRCP
Proxy

Task Summary: Configuring the MRCP Proxy summarizes the configuration
tasks that are required to implement MRCP Proxy functionality in your GVP
deployment.
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Task Summary: Configuring the MRCP Proxy

Objective Related Procedures and Actions

Complete the prerequisites. 1. Create the ASR and TTS speech resource Application objects

If you have not already done so, see the Procedure: Provisioning
ASR and TTS resources, on page 150.

2. In the Media Control Platform Application, create a server
connection to the MRCP Proxy.

To create server connections, see the procedure in Chapter 7 of
the Genesys Voice Platform 8.1 Deployment Guide.

Configure the MRCP Proxy | 1. Configure the client-side connections.

Application See “Configuring Client-Side Connections” on page 72.

2. Create the server connections to:

+ The ASR and TTS speech resource access points that will be used
by this proxy.

+ The Reporting Server
+ The SNMP Master Agent (optional)

To create server connections, see the procedure in Chapter 7 of the
Genesys Voice Platform 8.1 Deployment Guide.

3. Configure the [vrmproxy]l uri option with URI that the Media
Control Platform uses to contact the MRCP Proxy.
If the MRCP Proxy and Media Control Platform are installed on
the same host, retain the default value for this option. Otherwise,
configure the host part with the actual IP address of the MRCP
Proxy.

Task Summary: Configuring the MRCP
Proxy for HA

Task Summary: Configuring the MRCP Proxy for HA summarizes the
configuration tasks that are required to implement MRCP Proxy for High
Availability (HA).
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Task Summary: Configuring the MRCP Proxy for HA

Objective Related Procedures and Actions

Complete the prerequisites. 1. Ensure that the Solution Control Server (SCS)
Application is configured to support HA licenses:

For a description of how to create and configure the
license files, see the Framework 8.1 Deployment Guide
and the Framework 8.1 Management Layer User's
Guide.

Note: To support HA mode, you must ensure that the
latest versions of Management Framework and LCA are
installed. In addition, the Solution Control Server (SCS)
must have an HA license. If the SCS is not licensed, it
cannot provide HA functionality.

2. Create the ASR and TTS speech resource AppLication
objects

If you have not already done so, see the Procedure:
Provisioning ASR and TTS resources, on page 150.

3. In the Media Control Platform Application, add a
connection to the primary MRCP Proxy.

To create server connections, see the procedure in
Chapter 7 of the Genesys Voice Platform 8.1
Deployment Guide.

Configure the primary MRCP Proxy | 1. Create the server connections to:

Application + The ASR and TTS speech resource access points that

will be used by this proxy.
+ The Reporting Server
+ The SNMP Master Agent (optional)

To create server connections, see the procedure in
Chapter 7 of the Genesys Voice Platform 8.1 Deployment
Guide.

2. Configure the [vrmproxy] uri option with URI that
points to the MRCP Proxy.

If the MRCP Proxy and Media Control Platform are
installed on the same host, retain the default value for
this option. Otherwise, configure the host part with
the actual IP address of the MRCP Proxy.

3. Inthe Server Info section, add the backup MRCP
Proxy in the Backup Server field.
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Task Summary: Configuring the MRCP Proxy for HA (Continued)

Objective Related Procedures and Actions

Configure the backup MRCP Proxy | Complete the same steps as you did for the primary MRCP
Application Proxy.

See “Configure the primary MRCP Proxy Application”,
(Steps 1 and 2 only) in this table.

Note: The connections must be the same for both the
primary and backup proxy.

Important MRCP Proxy Configuration
Options
This section describes the key configuration options that you either must or

may want to customize.

Configure the options in Genesys Administrator on the Provisioning
Environment > Applications > <MRCP Proxy)> > Options tab. For the detailed
steps to configure option settings, see Procedure: Viewing or modifying GVP
configuration parameters, on page 34.

The configurable MRCP Proxy parameters are in the following configuration
sections:

* vrmproxy—Parameters that contain connection information for MRCP
Proxy such as, IP address and port number, and application session timers.

* stack—Parameters that determine the connection timeouts, trace behavior,
and RTSP port ranges.

* ems—Parameters that determine Reporting behavior.

* log—Parameters that determine the behavior for Management Framework
logging.
* snmp—Parameters that determine the behavior of SNMP.

Table 25 provides parameter descriptions as well as the default parameter
values that are preconfigured in the MRCP Proxy Application object.

Unless indicated otherwise, all changes take effect immediately.

For a complete list of MRCP Proxy configuration options and their
descriptions, see the Genesys Voice Platform 8.1 Configuration Options
Reference.
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Option Name

Description

Valid Values and Syntax

ems Section

MF Sink Metrics
Filter

Specifies the metrics that are delivered to the MF
Sink.

An asterisk in the value (*) indicates that all
metrics will be sent to the sink. Alternatively,
5-8,50-55, 70, 71 indicates that metrics with IDs
5,6,7,8,50,51,52,53,54,55,70 and 71 will be sent
to the MF sink.

A string of characters in the
format of a comma-separated
list of values or ranges. A
metric value must be
between 0 and 141 inclusive,
but values '*' and blank are
also allowed.

Default value: *

MF Sink Log Filter

Specifies how the log messages that are sent to
the MF sink are controlled.

The values between pipes can be in the format:
m-n, o, p (for example, 0-4, 5, 6). The wildcard
character * (asterisk) can also be used to indicate
all valid numbers. For example, *|*|* indicates
that all log messages should be sent to the sink.
Alternatively, 0, 110-10|*|4|*|* indicates that
CRITICAL (@) and ERROR(1) level messages with
module IDs in the range 0-10 will be sent to the
sink; as well as all INFO(4) level messages.

A pipe-delimited range or
string of characters for log
levels, module IDs and
specifier IDs in the format:
levels|moduleIDs|specifie
rIDs (repeated if necessary).

Default value: *|*|*

Persistent DB File for
CDR Data

Specifies the full path of the local database file
that is used to locally persist data for CDRs.

A character string.

Default value:
cdrQueve_rm.db

be queued up by the Reporting Client before they
are sent to the Reporting Server.

Larger batch sizes (for example, 50 records)
lessen bandwidth constraints, at the cost of
making and sending CDR data at larger intervals.

Changes take effect:
start/restart

Persistent DB File for | Specifies the full path of the local database file A character string.

OR Data that is used to locally persist data for Operational | pefault value:

Reporting. orsQueuve_rm.db

Changes take effect:
start/restart

CDR Batch Size Specifies the number of CDR messages that can | An integer between 1-5000

inclusive.
Default value: 500

Changes take effect:
start/restart
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Table 25: Selected MRCP Proxy Configuration Options (Continued)

Option Name Description Valid Values and Syntax
OR Batch Size Specifies the number of OR messages that can be | An integer between 1-5000
queued up by the Reporting Client before they inclusive.
are sent to the Reporting Server. Default value: 500
Changes take effect:
start/restart
OR Reporting Specifies the interval, in seconds, between the An integer between 1-299
Interval accumulation of operational reports that are inclusive.

submitted to the Reporting Server.

Default value: 60

Changes take effect:
start/restart

Maximum Records in
the Persisted Local
DB File for CDR
Data

Specifies the maximum number of data items to
the local database for CDR reporting.

Queuing occurs either when the Reporting Server
is unavailable, or when data is provided to the
client faster than the Reporting Server can
consume it.

The default value -1 indicates an unlimited
number of records are allowed. A value of 0
indicates that no records are persisted locally and
data is discarded if the Reporting Server is
unavailable.

An integer greater or equal
to -1.

Default value: -1

Changes take effect:
start/restart

Maximum Records in
the Persisted Local
DB File for OR Data

Specifies the maximum number of data items to
the local database for CDR reporting.

Queuing occurs either when the Reporting Server
is unavailable, or when data is provided to the
client faster than the Reporting Server can
consume it.

The default value -1 indicates an unlimited
number of records are allowed. A value of 0
indicates that no records are persisted locally and
data is discarded if the Reporting Server is
unavailable.

An integer greater or equal
to -1.

Default value: -1

Changes take effect:
start/restart
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Table 25: Selected MRCP Proxy Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

TLS Certificate for
Reporting Client

Specifies the file name of the TLS certificate in
PEM format. The certificate is required to make
the connection to the Reporting Server
(ActiveMQ) over TLS.

A string of characters.

Default value:
$InstallationRoot$/config
/MRCPPROXY_EMStoMFLogID.
txt

Changes take effect:
start/restart

Log Section

Verbose Level

Determines whether or not a log output is created.
If it is, this option specifies the minimum level of
log events that are generated.

Any one of the following log event levels can be
selected as the value for this option (starting with
the highest priority level): standard,
interaction, trace, debug, all, or none.

For a description of the log events levels, see
Table 8 on page 68.

Select one of several log
event levels.

Default value: standard

higher, which means, more than one output is
configured—standard and interaction levels.

Log events are sent to the Standard output
(stdout).

Output for Level All | Specifies the outputs to which an application A string of characters.
sends all log events. The log output types must be | pefault value:
separated by a comma when more than one ../logs/MRCPProxy
output is configured.

Log events are sent to the Standard output
(stdout).
Output for Level Specifies the outputs to which an application A string of characters.
Standard sends the log events of the Standard level. Default value:
Log events are sent to the Standard output ../logs/MRCPProxy
(stdout).
Output for Level Specifies the outputs to which an application A string of characters.
Interaction sends the log events of the Interaction level and

Default value:
../ logs/MRCPProxy
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Table 25: Selected MRCP Proxy Configuration Options (Continued)

Option Name Description Valid Values and Syntax
Output for Level Specifies the outputs to which an application A string of characters.
Trace sends the log events of the Trace level and higher, | pefault value:
which means, more than.one outppt 1s ../logs/MRCPProxy
configured—standard, interaction, and trace
levels.
Log events are sent to the Standard output
(stdout).
Output for Level Specifies the outputs to which an application A string of characters.
Debug sends the log events of the Debug level and Default value:

higher, which means, more than one output is
configured—standard, interaction, trace,
and debug levels.

Log events are sent to the Standard output
(stdout).

../ logs/MRCPProxy

Log Segmentation

Specifies whether or not there is a segmentation
limit for a log file. If there is, this option sets the
mode of measurement, along with the maximum
size.

If the current log segment exceeds the size set by
this option, the file is closed and a new one is
created.

For a complete description of the option values
for log segmentation, see Table 8 on page 68.

A string of characters.
Default value: 10000

Log Expiration

Determines whether or not log files expire. If
they do, this option value sets the measurement
for determining when they expire, along with the
maximum number of files (segments) or days
before the files are removed.

A string of characters.
Default value: 20

Keep Startup Log File

Specifies whether or not a startup segment of the
log, containing the initial T-Server configuration,
is kept. If it is, this option value can be set to true
or to a specific size.

If this option value is set to true, the size of the
initial segment will be equal to the size of the
regular log segment that is defined by the
segment option. If this option value is set to
false (segmentation is turned off), the value of
this option will be ignored.

A string of characters.
Default value: false

Changes take effect:
start/restart
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Table 25: Selected MRCP Proxy Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Message File

Specifies the file name of application-specific log
events. The name must be valid for the operating
system on which the application is running. The
option value can also contain the absolute path to
the application-specific *. Lms file. Otherwise, an
application looks for the file in its working
directory.

A string of characters.

Default value: Empty

Log Messages Format

Specifies the format of log record headers that an
application uses when writing logs in the log file.
Using compressed log record headers improves
application performance and reduces the log file's
size.

For a complete description of each option value,
see Table 8 on page 68.

Select one of two option
values—short or full.

Default value: short

Time Generation for
Log Messages

Specifies the system in which an application
calculates the log record time when a log file is
generated. The time is converted from the time in
seconds since the Epoch (00:00:00 UTC, January
1, 1970).

For a complete description of each option value,
see Table 8 on page 68.

Select one of two option
values—local or utc.

Default value: Local

Time Format for Log
Messages

Specifies how to represent the time when an
application generates log records in a log file.

For a complete description of each option value,
see Table 8 on page 68.

Select one of three option
values—time, locale, or
1S08601.

Default value: 1508601
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Table 25: Selected MRCP Proxy Configuration Options (Continued)

Option Name

Description

Valid Values and Syntax

Enable Printing
Extended Attributes

Specifies whether the application attaches
extended attributes, if any exist, to a log event
that it sends to log output. Typically, log events
of the Interaction log level and audit-related log
events contain extended attributes.

Note: When this option is set to true, audit
capabilities are enabled, but performance is
negatively affected.

Genesys recommends that you enable this option
for Solution Control Server (SCS) and

Configuration Server when audit tracking is used.

For other applications, see Genesys Combined
Log Events Help to find out whether an
application generates Interaction-level and
audit-related log events; If it does, enable the
option when testing new interaction scenarios
only.

Select one of two option
values—true, or false.

Default value: false

Check Point Interval

Specifies how often the application generates a
check point log event to divide the log into
sections of equal time.

By default, the application generates this log
event every hour. Setting the option to 0 prevents
the generation of check-point events.

An integer.
Default value: 1

Memory Snapshot
File Name

Specifies the name of the file to which the
application regularly prints a snapshot of the
memory output, if configured to do so. The new
snapshot overwrites the previously written data.
If the application terminates abnormally, this file
contains the latest log messages.

Note: Memory output is not recommended for
processors with a CPU frequency lower than 600
MHz.

A string of characters.

Default value: Empty

Memory Output
Buffer Size

Specifies the buffer size for log output to the
memory, if configured.

This option value can be configured in kilobytes
(KB), minimum 128 KB, or megabytes (MB),
maximum 64 MB.

A string of characters.

Default value: Empty
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Table 25: Selected MRCP Proxy Configuration Options (Continued)

establish a TCP connection to the server.

Option Name Description Valid Values and Syntax
Folder for Temporary | Specifies the folder, including the full path, in A string of characters.
Network Log Output | which an application creates temporary files that | pefault value: Empty
File are related to network log output.
If the option value is changed while the
application is running, the change does not affect
the network output that is currently open.
Enable 6.x Specifies whether the application uses 6.x output | Select one of two option
Compatibility Log logic. values—true or false.
Output Priority For a complete description of each of the option | Default value: false
values, see Table 8 on page 68.
snmp Section
SNMP Task Timeout | Specifies the maximum amount of time, in Any integer value greater
milliseconds, that SNMP waits for a new task. than zero (0).
Default value: 100
stack Section
MRCP Connection Specifies the connection timeout, in milliseconds, | Any integer value.
Timeout for SRM MRCPv1 and MRCPv2 stack to

Default value: 10000

Changes take effect:
start/restart

Enable MRCP Stack

Specifies whether or not to enable the STACK

Boolean: True/False

MRCPv1 Client

used by the MRCPv1 client.

Debug Trace DEBUG message. Default value: True
Changes take effect:
start/restart

RTSP Port Range for | Specifies the port range of the RTSP stack that is | A string of characters.

Default value: 10000-11999
Changes take effect:

start/restart
vrmproxy Section
FIPS Mode Enabled | Enables FIPS mode in MRCP Proxy. True
False

Default value: True

Changes take effect:
start/restart
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Table 25: Selected MRCP Proxy Configuration Options (Continued)

Option Name Description Valid Values and Syntax
MRCP Proxy Contact | Specifies the full Real-Time Streaming Protocol | String of characters in RTSP
RTSP URI URI that is used by the MRCPv1 clients to URI format.

contact this proxy.

The MRCP Proxy listens for TCP connections at
the port that is specified by the URI. If port is not
specified in the URI, default port 11000 is
assumed. If the MRCP Proxy is deployed on a
host separate from the Media Control Platform,
the default value must be changed to the IP of the
MRCP Proxy.

Default value:
rtsp://$LocallP$:11000/mr

Cpproxy

Changes take effect:
immediately

Error Recovery Time
for Speech Resource

Specifies the timeout, in millisec