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Deployment Prerequisites

Deployment Prerequisites

This section discusses prerequisites to installing Microsoft Lync on the server. In order to do this,
Active Directory must also be installed and configured, together with Active Directory Certificate
Services.

If you are deploying the SIP Server / UC Connector - based integration on a active Lync or Skype for
Business Enterprise Voice installation the procedures described in this page are not necessary, as
Active Directory will already have been configured. But you may need to perform these tasks if
installing Lync / Skype for Business from scratch, for instance in a lab setting.

Active Directory Domain Services

The process of installing Active Directory on your Windows Server 2008 environment consists of two
steps: the first step is to install Active Directory and the second step is to configure your installation.
Once this is complete, your Windows server will become a Domain Controller.

1. Access the Server Manager screen. From the Windows taskbar, select Start > Administrative Tools
> Server Manager.

2. Under Roles Summary, click Add Roles.
3. At the welcome page for the wizard, click Next.

4. On the Select Server Roles screen, select Active Directory Domain Services.
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Add Roles Wizard EII

& Select Server Roles
Before fou Begn Select one or more roles to install on this server,

Boles: Description:
Actve Domain Senvices Active Directory Demain Services (A0

Directory L] 5" __ 5] steres infermation about chjecs
Confirmation Active Drector y Domain Services e o ks T,
Fr L] Active Directory Federabon Services infarmatian available ta users and
b || Actve Drectary Lightweight Drectory Services netwirk administrators. AD DS uses

Results ] actve Drectory Rights Management Services domain contrallers ko give network

[ Apphention Server uSers aCcess Lo permitted resources

1 anywhere on the netwark thrawgh a

L DHCP Server single lagon pracess.

] oris Server

[ Fax Server

] File Services

L] Hyper-v

[ metwork Pobcy and Access Servioes

[] Print Sarvices

[_ Terminal Services

[ wood Services

[ web Server (05}

[] Windows Deployment Services

5. In the new dialog, click Add Required Features.

Add Roles Wizard x|

" . Add features required for Active Directory Domain Services?

%“ﬁ_:] You cannol ingtall Active Directory Domain Senvices unless the required festures are also instaled.
Features: Description:
=1 .NET Framework 3.5.1 Features Microsoft NET Framework 35 1 combines
NET Framework 3.5.1 the power of the NET Framewark 2.0 APls

with new technalogies for building
applications that offer appealing user
interfaces. protect your customers’ personal
identity information, enable seamless and
secure commanication, and provide the
ability to model a range of business
processes,

[ 0d Requred Features | Cancel |

(i) Wiy are thess features required? 4

6. Click Next.
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7. Review the information presented in the Active Directory Domain Services screen, and click Next.

8. Review the information on the Confirm Installation Selections screen, and click Install.
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(1) This server might need to be restarted after the instalation completes.
[ Active Directory Domain Services

(i) After you instal She AD 5 role, wse the Active Directary Domain Services Instalaton Wizard
{dpromao.exe) to make the server a fly functional domain controler,

(%! NET Framework 3.5.1 Features
JNET Framework 3.5.1

9. Onthe Installation Results screen, click Close.
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Add Roles Wizard

& Installation Results

Before You Begin

Server Roles

Actve Drectory Doman Senices
Canfirmation

Frogress

The following roles, role services, or features were installed successfuly:
(i) 1irrhermational masssge beiow

~| Active Directory Domain Services @ 1nstallation succeeded
The following role services were instalied:
Active Directory Domain Conbroller
@ Uise ithe Active Drechory Domain Services Installabon Wizard (doprosno, exe] o make the server &
fully functional domain controller,

Cleese this wizard snd lsunch the Active Directory Domain Services Installation Wizard (dopromo. exe).

#! .NET Fr rk 3.5.1 Feat ﬂ[nd:hlicn:med:d

The folovwang features were irstaled:
JHET Frameework 3.5.1

< PrEvios I fhext = 1 Clgese: I Canoed I

x|

Configuring Active Directory

1. Access the Server Manager screen. From the Windows taskbar, select Start > Administrative Tools

> Server Manager.

2. Confirm that the Role added in "Installing Active Directory" is displayed under "Roles Summary".

Warning

The Active Directory Domain Services may indicate errors because the software is
installed but is not yet configured.

3. Click the Windows Start button and select Run.

4. Type dcpromo.exe in the box and click OK. This will launch the Active Directory Domain Services
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Installation Wizard.

5. On the Welcome page, click Next.

6. On the Operating System Compatibility page, click Next.

7. On the Choose a Deployment Configuration page, select the Create a new domain in a new
forest option, and click Next.

Domain Services Installation Wizand E E
Choose a Deployment Configuration _-.:i-;
Yeu can creats a doman conbroler for an easting forest or for a new forest . L;'_I
W
1~ Bxsting forest

' tudd i domain canfvolle: (o' a0 el domen

O Ciatie & remy doen BT Br el foest
Thit server ol bagome The firet domesn contofer 1 He ey doman

- Cinste 2 doman n anfgforet |

8. On the Name the Forest Root Domain page, enter the fully qualified domain name (FQDN) of the
forest root domain and click Next.
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n'i Active Directory Doemain Services Installation Wizand

Hame the Forest Aoot Domain .
Thhee Test chomiin in the Toeest is ther forest sool domaen, Its name i abo the name of L0
the loeest - =

Type the fully qualfied domain name (FODM) of the mew fceest root domain

FODN of the forest root doman:
IILm:DCGI.IahI
Example: coipucontoso.com

<ﬂmm Cancel |

9. On the Set Forest Functional Level page, select Windows Server 2008 R2 and click Next.

ﬁ'l Actier Directony Domain Servioes Installation Wizard ﬂ

Set Foresl Funclional Level
Sedect the forest functional level

Dietads:

Thes Winidiorws Server F0E R2 {orest furctional level peovedes al e feafures (hat ;l
#'nﬁﬂrhhmﬁmmwwmmnm
Bddtional festum:

- Recycis Bin, which, when I s snabled, provides the abdity to mestons
deisted objects in their entirety while Active Directony Domain
Sanvices is running

mew domains that are created in this focest wil operate by defauk ol the

. Youwal be shie to add only domain controliers that e rurning
Windows Senver 2008 A2 or laber bo tihis fonest.

Mane about domain and forest funciional invels

10. On the Additional Domain Controller Options page, ensure that DNS server is selected, and click
Next.
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o Active Directory Domain Services Installation Wizard EI

Additionsl Domain Controller Oplions -

Select addtional optiona for this domain cortroliar.
R DNS serves

R Globial catalog

™ “Bead anly demniy conk ofles (FODE
Aeddtional infiomation

first deomain controler in & forest must be a gobal catalag server and =
bean RODC. -

recoememand that you natall the DNS Senver sanice on the first domain

Mors sbout addtional dompin controlier options

11. Click Yes on the delegation for DNS server warning.

g1 Active Directory Domain Services Installation Wizard

. A delegation for this DNS server cannck be crested becauze the
/..h authoritative parent 2one cannot be found or & does not run
= ‘Winsdows DN server. IF you are integrating with an existing DHS
Infrastruchure, you should manually craste a delagation bo this
DS server inthe parent 2ore bo ensure rebasbls name resolution
friam 'l::%d\!h domain yrododab”. Otherwise, no action i
required.

D yioul wank bo conbinue?

=« |

12. Onthe Location for Database, Log files, and SYSVOL page, accept the defaults, and click Next.
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@ Active Directony Domain Servioes Installation Wizard EII
Location for Dalabase, Log Files, and SYSVOL l
Specty the folders that wil contan the Active Directory domain controlier e d
databasa_log fias, amd 5YSVOL i

For betber perfiormance and recoversbilty, stone the database and log files on separale

13. Onthe Directory Services Restore Mode Administrator Password page, enter and confirm a
password, and click Next.

@ Active Directory Domain Servioes Installation Wizard EI

Direcory Services Aeglor: Mode Administralor Password i |
|
- .

The Directory Senvices Resiors Mode Admirestrator account is difenent from the domasn
Administrator acoount,

Assign a password for the Administrator account that wil be used when this doman
conirolar i staed in Deectory Services Restoes Mode. We recommend that you

choose a strong passwond,
Pasaward I--itvt--ilr
mm I.illII.iIlll

Mors about Directory Services Restors Mods password

< Back ! M'
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14. On the Summary page, verify the information and click Next.

15. Select the Reboot on completion option to reboot the server when the installation is complete.

Active Directory Certificate Services

Once your Windows server is configured a Domain Controller, you must install the Active Directory
Certificate Services.

1. Log on to the Domain Controller as [server name]\Administrator.
2. Goto Start > Administrative Tools > Server Manager.

3. Access the Server Manager screen. From the Windows taskbar, select Start > Administrative Tools
> Server Manager.

4. Under Roles Summary, click Add Roles.

5. At the welcome page for the wizard, click Next.
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Add Reoles Wizard

)

‘This wizard helps you instad roles on this server. You determine which roles to install based on the asks you
Server Roles want this server to perform, such as sharing documents or hosting a Web site.

Confrmabon Before you contimue, verify that:
Frogress » The Administrabor account has a
A dte » Network settings, such as static [P addresses, are

configured
» The lateat securiby updates from Windows Update are instalad
If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

T contne, dck Next.

™ Skip this page by default

6. On the Select Server Roles page, select Active Directory Certificate Services and click Next.
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Add Roles Wizard

ﬁ; Select Server Roles
Before You Begn Select one o more roles o instal on ths server,
Rple=:
ADCS i
Floke Services + | Actyve Drectory Domsin Services [Instalied
[ Active Directory Federation Services
ey [ Active Directory Lightweight Directory Services
CAType [} Acteve Directory Rights Managsmant Services
Private Key tﬁ”m
Cryptograpy o | NS Server (Instaled)
A Mames E,F-:mh'\tr
[ Fils Sarvices
Valdity Period O y
Certificate Database [ Metwork Pobcy and Access Services
Confirmaton Ehtmmm
Remobe Desitop Services
LIS [ Web Server (IIS)
Results [ windaws Deployment Services
[ windows Server Update Services

Description:

Active Directory Certificate Services
(&0 CSYis uzed to create certification
aytharities and related role services
that allow you to issue and manage
certificates used in a variety of
spplicatiars,

7. On the Introduction to Active Directory Certificate Services page, click Next.

)

8. On the Select Role Services page, ensure that both Certification Authority and Certification

Authority Web Enrollment are selected, and click Next.
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Add Roles Wizard

ﬁ Select Role Services
Befure Tou Begn Select the role ssrvices to install for Active Directory Certificate Services:
Server Roles Rple services: Description:
issue and manage certificatios.
|: Certification Authority Web Enrolment Mﬂﬂtmm“wﬂwl
[ Omine Responder public key infrastructure,
b [ Metwek Device Enroliment Service
CAType [ certifcats Ervoliment Web Service
Private Key [ Certifizats Ervalmant Pobcy Web Sarvars

9. On the Specify Setup Type page, ensure that Enterprise is selected and click Next.
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Mcdd Roles Wizard

B
ﬁ Specily Setup Type

Server Roles

Role Services

CAType
Private Key

Valdity Period
Certificate Database

Priogrets

Certification Authorites can use dats in Active Dractory to smpify the iesusnce and managemant of
cerificates. Spedfy whether you want to set up an Enterprise or Standalone CA.

= Enterprise
Select this oplon i this CA is a member of & domain and can use Directory Service b issue and manage
certificates.

™~ standsione

Select thiz option f this CA does not use Drectory Service data o ssus or manage certificates. A
standalone CA can be & member of 8 domain,

|

10. On the Specify CA Type page, ensure that Root CA is selected and click Next.
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Mcdd Roles Wizard

|

B
ﬁ Specily Setup Type

Before You Bagn Certification Authorites can use dats in Active Dractory to smpify the iesusnce and managemant of
cerificates. Spedfy whether you want to set up an Enterprise or Standalone CA.

Server Roles
ADCS B
Role Services Select this oplon i this CA is a member of & domain and can use Directory Service b issue and manage
cerbificates.
vl I Standsione
Privabe Key Select this opbon iF this CA doss not use Dreciory Sendos data o issus of manags certficates, &
rlayeely standalone CA can be & member of 5 domain,
CA Marme
Valdity Period
Certificate Database
Confirmaton
Prisgrass
Re=uits

11. Onthe Set Up Private Key page, ensure that Create a new private key is selected, and click
Next.
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Add Roles Wizard ] z]
ﬁ; Set Up Private Key
Batfora You Bagn Ta generate and issue certificates to dients, 5 CA must have & private key. Spedfy whether you want to
reate a new private key or use an existing one.
LGS = Create a new private key
Role Services Lise this option If you don't have a private ley or wish to ceate a new private key to enhanoe security.
ions wll be asked to salest & cryplographic service pravider and specfy 8 key length for the private key.
SeRip Type To issue new certficates, vou must also select a hash algeeithm,
CAType ~ Use exsting private key
Use this option to ensure continuity with previcusly issued certificates when ressialing a CA.
&m (o Select @ cirifhcate and uee e assodinted privete key
CA Name Select this cption If you have an existing certificate on s compuber o if you want tomport &
corsificate and use He associaled private key.
Hmw 7 Cleed oy Eieting privahe Ry on Bis computer
Certificate Database Select thes option if you have relaned privale keys from & previols rstalation of want (o use 8 private

ey from an sftermalte source,

12. On the Configure Cryptography for CA page, accept the defaults and click Next.
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Addd Roles Wizard

& Configure Cryptography for CA

Bafore You Begn To create 8 new private key, you must first select s cryptographic service provider hash slgonthm, and
key length that are sppropriate forthe intended wse of the certificates that you issue. Selecting a higher
Server Roles valus for key langth will result in strongar security, but incraase the time naeaded to complets sigring
ADCS aperations.
Rote Servaces
Select & cryptographic senvice provider (C5F): Ky character langth:
b |rsa=mcrosaft Software Key Storage Provider | =3 |
CAType
Private Key cerbificates ssued by this CA:
CA Mams SHAS1Z =
Walidity Period :T'“' | 'I—I
Certificate Database
Confimation ™ aBow administrator interaction when the private key s accessed by the CA,
Progress
Resufts
WMore about crvpioaraphic options for 3 CA

13. On the Configure CA Name page, accept the defaults and click Next.

14. On the Set Validity Period page, accept the defaults and click Next.

15. Onthe Configure Certificate Database page, accept the defaults and click Next.

16. Onthe Confirm Installation Selections page, click Install.
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Al Robes Wizard

ﬁ Confirm Installation Selections

Bedfore You
M_""" Tonstal the folowng rokes, roke servies, or festres, cick natal.
1. 1waming, 1 nformationsl messages below
ADCS
Rele Services (1) This server might need to be restarted after the mstallaton completes,
Sehup Type: ~ Active Directory Certificate Services
CAType Certification Authority
Private Key 4, The name and domain setings of the computer cannot be changed after Certification Authority has
" been irstalied.
Crypbagraphy CAType : Enterprise Root
A Mame = RiSA sMicrosoft Software Key Storage Provider
Huasshy Algyesrighen = SHAL
Yalldty Perod Key Length : 2
Certificate Database Al C5P Interacton : Disabled
_ Certificate Vabdity Period 1 2282015 1132 PM
Dasnguished name : = LyncDCO-DCOLYNC2-CAOCs LyncDO0 DC =local
Progress Cernficate Datahase Locanon : £ indows Eystem i ertog
Reafts Certficate Database Log Lemabon | Civindews wstem32Certlog

ﬂ'rﬂh'.l[ Hekt > Im Cancel |

17. Once the installation is complete, click Close.
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