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Configuring the BIG-IP LTM

Configuring the BIG-IP LTM

The following table provides an overview of the main steps that are required in order to configure the
BIG-IP LTM. Complete all steps in the order in which they are listed.

Integrating with BIG-IP LTM
1. Check Prerequisites.

Verify that BIG-IP LTM is working

The procedures in this topic assume that the BIG-IP LTM is properly licensed and fully functional, with
login and password access configured. For more information, see BIG-IP LTM specific documentation.

2. Configure VLANS.

Configuring VLANS

Purpose

To configure two VLANSs (Virtual Local Area Networks): one VLAN for the external interface (physical
interface 1.3) and one VLAN for the internal (SIP Server side) interface (physical interface 1.1). VLANs
are used to logically associate Self IP interfaces with physical interfaces on the BIG-IP LTM.

Prerequisites
* You are logged in to the BIG-IP LTM web interface.
Start

1. Goto Network > VLANs > VLAN List.

2. Click Create.

3. In the dialog box that appears, specify the following properties (see the following figure):
a. Name: Enter the VLAN name for the external interface--for example, vlanSipExternal.

b. Tag: 503 (it is set automatically).
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Cc. Resources > Interfaces > Untagged: Select 1.3 in the Available section and click the left-
pointing arrow button to move it into the Untagged section.

Hetwork # VLANS » anSipExte rmal

Properiies Layer 2 Slalic Forwarding Table

General Properties

I Narms vianSipExiernal
I Tag 501
Aegources
Untagged Awalabie Tagged
1d | 1.1
rierfaces ce ||1.2 35
14
35 || 4 <<
22
Configuration: | B38C =1
Sourcs Chack I
MTU I 1500

Update | Cancsl | Delete |

Configuring a VLAN for the External Interface

4. Click Finished.

5. Click Create.

6. In the dialog box that appears, specify the following properties (see the following figure):
a. Name: Enter the VLAN name for the internal interface--for example, vlianSipInternal.
b. Tag: 103 (it is set automatically).

c. Resources > Interfaces > Untagged: Select 1.1 in the Available section and click the left-
pointing arrow button to move it into the Untagged section.
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Metwork »  VLANS » anSipinterna

Layer 2 Static Forwarding Tabe

Hama wianSipimernal
Tag 103
Resources
Untagged v aiabe Tagged
1.1 ] 1.2
Interfaces £ 1 ? e
= |37 <
22

Configuration: Basc j"’

Source Check r
KT 1500

Update | Cancel | Deiets |

Configuring a VLAN for the Internal Interface

7. Click Finished.
End

Next Steps

e Configuring Self IP addresses

3. Configure Self IP addresses.

Configuring Self IP addresses

Purpose

To configure two Self IP addresses--one for the external interface and one for the internal interface--
and associate them with the VLANS, to access hosts in those VLANSs.

Prerequisites

* Procedure: Configuring VLANSs
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Start

1. Go to Network > Self IPs.

2. Click Create.

3. In the dialog box that appears, specify the following properties (see the following figure):
a. IP Address: Enter the IP address for the internal interface--for example, 192.168.63.1.
b. Netmask: Enter the netmask--for example, 255.255.255.240.

c. VLAN: Select the name of the VLAN to which you want to assign the self IP address--for example,
vlanSipInternal.

Hetwork ¥

Configuration
F address [192. 168631
Hetmask | 255 255 255 240
VLAN [ vienSpintemal =]
Port Lockdown [Alow Dafat =]

Carcel | Repest | Firished |

Configuring a Self IP Address for the Internal Interface

4. Click Finished.

5. Click Create.

6. In the dialog box that appears, specify the following properties (see the following figure):
a. IP Address: Enter the IP address for the external interface--for example, 192.168.203.67.
b. Netmask: Enter the netmask--for example, 255.255.255.0.

C. VLAN: Select the name of the VLAN to which you want to assign the self IP address--for example,
vlanSipExternal.

d. Click Finished (see the following figure).
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Configuration
I Address [182.168.201 67
tietmask | 2552952550
VLAN [vensestema =]
Port Lockdawn [Alow Defat =]
Cancel | Repeat | Frished |

Configuring a Self IP Address for the External Interface

End

Next Steps

¢ Configuring the Default IP route

4 Configure the Default IP route.

Configuring the Default IP route

Purpose
To configure the default IP route.

Prerequisites

* Configuring Self IP addresses
Start

1. Go to Network > Routes.

2. Click Add.

3. In the dialog box that appears, specify the following properties (see the following figure):
a. Type: Select Default Gateway.

b. Resource > Use Gateway: Enter the IP address for this default IP route--for example,
192.168.203.1.
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c. Click Finished.

Hetwork % Routes ¥ K

Properties
Type [ Gy =
Destinaten fo
Netmask |ooog
Resource [Use Gateway... =] |182.168.203.1

_Cancel | _Frished |

Configuring Default IP Route

End

Next Steps

¢ Configuring SIP Server nodes

5. Configure SIP Server nodes.

Configuring SIP Server nodes

Purpose
To configure two SIP Server nodes, primary and backup.

Prerequisites

¢ Configuring the Default IP route

Start

1. GotoLocal Traffic > Nodes.
2. Click Create.
3. In the dialog box that appears, specify the following properties (see the following figure):
a. Address: Enter the IP address for the primary SIP Server node--for example, 192.168.63.201.

b. Name: Enter the node name--for example, nodeHa01lPrimary.
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C. Health Monitors: Select Node Specific.

d. Select Monitors > Active: Select icmp.

Local Trathc &

General Prapartias
I Lddress |‘EI.‘E!.E-E m
Kare [ nedera0t Pamay
Configuration
Healh Menitors Node Spacfic =

Acthe Livailable

gaREwEY_icmp
Select Moniors il hiios_443
ol _server
L33 I mmp_dcas
icp_echo

&bty Reguirermant G R
Rati 1
Connection Lmi o

Carcel | Repest | Firished |

Configuring a Primary SIP Server Node

4. Click Finished.
5. Click Create.

6. In the dialog box that appears, specify the following properties (see the following figure):
a. Address: Enter the IP address for the backup SIP Server node--for example, 192.168.63.203.
b. Name: Enter the node name--for example, nodeHa01Backup.
c. Health Monitors: Select Node Specific.

d. Select Monitors > Active: Select icmp.
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Loezal Tretfic 3 Nodes

General Proparties

I Agddress [192168 62 203
Mame [ nodetall Beckup
Configuration
Healh Wonkors Node Specific =
Acive avalabie
gEbevEy_icrnp
Sedect Montars hitps_443
raal_sanaar
el I =nmp_dca
top_acha
Avaiabily Reguirement H =| Heath Monbons)
Ratio 1
Coanmetian Limt i}

Cancel | Fepest | Finished |

Configuring a Backup SIP Server Node

7. Click Finished.

End

6. Configure a health monitor.

Configuring a health monitor

Overview

In general, the BIG-IP LTM uses health monitors to determine whether a server to which messages
can be routed is operational (active). Servers that are flagged as not operational (inactive) will cause
the BIG-IP LTM to route messages to another server if one is present in the same server pool.
However, primary and backup SIP Servers must be configured as the only members of the same
server pool--one member active (primary) and one member inactive (backup).

In this procedure, the BIG-IP LTM is configured to use the health monitor of SIP type in UDP mode.
This means that the OPTIONS request method will be sent to both primary and backup SIP Servers.
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Any response to OPTIONS is configured as Accepted Status Code.

SIP Server always starts in backup mode, establishes a permanent connection with the Genesys
Management Layer, and changes its role to primary only if a trigger from the Management Layer is
received. Such trigger is only generated if no other primary SIP Server is currently running. After
switching to primary mode, SIP Server responds to UDP packets received on the SIP port specified by
the sip-port configuration option. Therefore, after receiving the OPTIONS request from the BIG-IP
LTM, SIP Server responds to the health check, and the BIG-IP LTM marks SIP Server as active.

When running in backup mode, SIP Server ignores UDP messages. Since the BIG-IP LTM does not
receive any response to the OPTIONS request, it marks the backup SIP Server as inactive. If SIP Server
does not respond because of network latency or other reasons, the BIG-IP LTM will mark SIP Server as
inactive, and continue sending ping messages periodically.

The Interval setting defines how often pool members (primary and backup) are checked for
presence. The Timeout setting defines the waiting time before an unresponsive member of the pool
is marked as inactive. Regardless of the member's status (or SIP Server status), the BIG-IP LTM will
always check servers for presence. When an inactive member responds to the health check, it is
marked as active. In this configuration, the Interval parameter is set to one second and Timeout to
four seconds in order to minimize a possible delay that might result from a switchover.

Start

1. GotoLocal Traffic > Monitors.

2. Click Create.

3. In the dialog box that appears, specify the following properties (see the following figure):
Name: Enter the name for this health monitor--for example, monSipUdp.

Type: Select SIP.

o o

Configuration: Select Basic.

e 0

Interval: Enter 1.

Timeout: Enter 4.

o

f. Mode: Select UDP.
g. Additional Accepted Status Codes: Select Any.
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Local Trafic » Monitors »  Hew Mot

General Froperiies :

I Hame | manSiplids

I Type SIP -
Import Sattings [50 =]

Interaal "I— seconds
Timeaout 4 FEConds
Mode UDP 'I

Addiional Accepled Sinfus m
Codes

Cancel | Fepeat | Finshed |

Configuring a Health Monitor

4. Click Finished.
End

Next Steps

¢ Configuring a server pool

/. Configure a server pool.

Configuring a server pool

Purpose
To configure a server pool with which the BIG-IP LTM will communicate.

Start

1. Goto Local Traffic > Pools.
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2. Click Create.

3. In the dialog box that appears, specify the following properties (see the following figure):

C.

a. Name: Enter the name for this server pool--for example, the poolHa01.
b.

Health Monitors > Active: Select monSipUdp.
Action On Service Down: Select Reselect.
Load Balancing Method: Select Round Robin.

Priority Group Activation: Select Disabled.
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Pools »

Local Traffic »

Hew

Configuration: I Advanced »|

I Hame

Heakh Monitors

Avaiabilty Reguiremeant
Allow SNAT

Alow NAT

Action On Service Down
Slow Ramp Time

P ToS to Clent

P To5 to Server

Link QoS to Chent

Link Qo5 to Server

Resources

Load Bakancing Method

Priority Group Activation

Hew Members

Configuring a Server Pool

| pociHa01

Active

Wm-_l

""' Health Monitor{s)

Available

seconds

iFa:ss Through vl
iF'a:ss Through "I
iPa:ss Through 'l

i Pass Through = I

IHOI.H:I Rokbin ;I
[Disabled ol
& New Address T Node List
Address: |
Service Port: | | Select. -
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4. Click Finished.

End

8. Add server pool members.

Adding server pool members

Purpose

To add primary and backup SIP Servers to the server pool. Note that they must be the only members
of this server pool.

Start

1. GotolLocal Traffic > Pools > poolHa0l > Members.
2. Click Add.
3. In the dialog box that appears, specify the following properties (see the following figure):

a. Address > Node List: Select the primary server node you created in Configuring SIP Server nodes.
In our example, it would be 192.168.63.201 (nodeHa01Primary).

b. Service Port: Enter 5060.

ocal Treffic » Pools ¥

Rew Pool Members..

™ New Address ™ Node Lst

Lddreze
152188 83 201 ipodeHal1 Primany) =]

Sanice Bon | 5060 ETNE

Friority Group I 1
Connecton Limé I 1]

Cancel | Repest | Firished |

Adding the Primary SIP Server to the Server Pool
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4. Click Finished.
5. Click Add.
6. In the dialog box that appears, specify the following properties (see the following figure):

a. Address > Node List: Select the backup server node you created in the Configuring SIP Server
nodes. In our example, it would be 192.168.63.203 (nodeHa01Backup).

b. Service Port: Enter 5060.

Loscal Traffic 3 Pools » po

T New Address % Node List
[ 192.163 £3 203 hedeHalBackup) =]
I Service Port EC [Getact =]
Configuration: | B3sC j'
Ratio 1
Prgrity Group 1
Connection Limik 0

Cancel | Repeat | Fmrud]

Adding the Backup SIP Server to the Server Pool

7. Click Finished.

8. Goto Local Traffic > Pools. The status of the poolHa01 server pool displays as available (green)
(see the following figure).

The Server Pool of Two Members

End
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9. Configure data groups.

Configuring data groups
Purpose

To configure data groups that will be used by the iRule. One data group (dataGroupHa) contains
physical IP addresses of primary and backup SIP Server nodes. The second data group
(dataGroupSnatExcluded) contains IP addresses of the groups that will be excluded from applying

SNAT, such as the Genesys Configuration Server group and Genesys T-Library Clients group (see the
Device Communication Groups figure).

Start

1. GotolLocal Traffic > iRules > Data Group List.
2. Click Create.

3. In the dialog box that appears, specify the following properties (see the following figure):
a. Name: Enter the name for this data group--for example, dataGroupSnatHa.

b. Type: Select Address.

Cc. Address Records > Type Host > Address: Enter the host IP address of the primary server node--
for example, 192.168.63.201.

d. Click Add.

e. Address Records > Type Host > Address: Enter the host IP address of the backup server node--
for example, 192.168.63.203.

f. Click Add.
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Local Traffie »  Data Groups »  New Data Growg

General Froperties

I Hame [ dataGroup SnatHa
I~

Address b

Records

Type: & Host © Netwosk
Asdress:[192.168.63.203

sdd|

1 o |

Cancel | Repest | Frished |

Configuring a Data Group for SNAT

4. Click Finished.

5. Click Create.

6. In the dialog box that appears, specify the following properties (see the following figure):

a.
b.

C.

Name: Enter the name for this data group--for example, dataGroupSnatExcluded.

Type: Select Address.

Address Records > Type Host > Address: Enter the host IP address of Genesys Configuration
Server--for example, 172.21.226.73.

Click Add.

Address Records > Type Network > Address: Enter the IP address and net mask--for example,
192.168.89.0/255.255.255.0.

Click Add.

Integration Reference Manual
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Local Traffie »  Data Groups »  New Data Growg

General Froperties

I Hame [ dataGroup SnatHa
I~

Address b

Records

Type: & Host © Netwosk
Asdress:[192.168.63.203

sdd|

1 o |

Cancel | Repest | Frished |

Configuring a Data Group for SNAT Exclusions

7. Click Finished.

End

10. Configure a SNAT pool.

Configuring a SNAT pool

Purpose

To configure a SNAT pool that specifies the Virtual IP address to be used as a source IP address for
any packet that originates from the primary or backup SIP Server to which SNAT is applied (with the
exception of the devices specified in the dataGroupSnatExcluded data group). SNAT is the mapping
of one or more original IP addresses to a translation address.

Start

1. Goto Local Traffic > SNAT Pools.
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2. Click Create.
3. In the dialog box that appears, specify the following properties (see the following figure):
a. Name: Enter the name for this SNAT pool--for example, snatPoolVip.

b. Configuration > Members List > IP Address: Enter the IP address to be used as a source IP
address--for example, 192.168.203.164.

Local Traffic ¥ SMAT Pools ¥ Hev

General Properties
I Hame | sratPoaliip
Configuration
[ Address: [ 192168 202164
Add
Member List

St Deite |

Configuring a SNAT Pool

4. Click Finished.

End

11. Configure an iRule.

Configuring an iRule

Purpose

To configure an iRule that is used to perform SNAT to the Virtual IP address to any packets that
originate from the primary or backup SIP Server (with the exception of the packets addressed to
Configuration Server and the Genesys T-Library Clients group). This iRule will then be associated with
a Virtual Server for the outbound traffic, vsWildCardOutbound. In this deployment architecture, the
HA synchronization traffic between primary and backup SIP Servers does not pass through the BIG-IP
LTM, that is why it is excluded from applying SNAT.

Integration Reference Manual 19



Configuring the BIG-IP LTM

Start

1. Goto Local Traffic > iRules.

2. Click Create.

3. In the dialog box that appears, specify the following properties (see the following figure):

Properties
Hame [ iFude SnatOutbound
=
# Apply SHAT as apecified in snatFoolWip for all
# packess originated from dataSroupSnatHs members .
¥ Dxclude packets addressed ©o members of
§ dataGroupSnatExcluded.
whan CLIENT_ACCEDTED |
if | [mazchelass ::I!..:nuuu_ul.de: suals
$: dataSsoupSnasHal |}
{
if | [maccholass [IF:-:local addr] squals
§i i datalIoupEnacincauded] |
Fl
alas
Detnition 1 -
snatpool snatFoolVip
1
1

¥ Extend Text Zn=a

W Wrap Text

_Cancel | _fiished |

Configuring an iRule

a. Name: Enter the name for this iRule--for example, iRuleSnatOQutbound.

b. Definition: Enter the following text:

# Apply SNAT as specified in snatPoolVip for all
# packets originated from dataGroupSnatHa members.
# Exclude packets addressed to members of

# dataGroupSnatExcluded.

when CLIENT ACCEPTED {

if { [matchclass [IP::remote addr] equals $::dataGroupSnatHa] }
{
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if { [matchclass [IP::local addr] equals $::dataGroupSnatExcluded] }
{
}

else

snatpool snatPoolVip
}
}
}

4. Click Finished.

End

12. Configure a Virtual Server.

Configuring a Virtual Server

Complete the following steps:

[+] Configuring a Virtual Server for outbound traffic

Purpose

To configure a Virtual Server to be used for outbound traffic. It is associated with a VLAN that is
configured for the internal interface (see Configuring VLANs) and it has iRule assigned to Resources,
which applies SNAT to all packets (except for packets addressed to Configuration Server).

Prerequisites
* Configuring an iRule
Start
1. GotoLocal Traffic > Virtual Servers.

2. Click Create.

3. In the dialog box that appears, specify the following properties (see the following figure):
. Name: Enter the name for this Virtual Server--for example, vsWildCardOutbound.

a
b. Destination > Type: Select Network.

o

Destination > Address: Enter 0.0.0.0.

Q

Destination > Mask: Enter 0.0.0.0.
e. Service Port: Enter * (asterisk).

f. Configuration: Select Basic.
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g. Type: Select Forwarding (IP).

h. Protocol: Select ALl Protocols.

i. VLAN Traffic: Select Enabled on....

j. VLAN List Selected: Select vlianSipInternal.

k. Resources > iRules > Enabled: Select iRuleSnatQutbound.

LoeGEl IFATTRE 3 WilTual Seanvers > N

General Propertist

Hare | va¥WidCaniOutbound
Ty ' Host ™ Metwork
DEEINETION snoress: | 0000
Mask | 0.0.00
Service Port |- |"AiPots =]
Stabe Enabled =1
Connguration: [E=== =]
Tyoe | Farwardreg (1P} )
Frobocol = Al Protoscols =
WLAN Trafhc Ersbled on.,, =
Selecied Awalank
vianSpEsemal
VILAN List |
a3
AEzources
Enabsed Lvaisbis
_eye_suth_eel_cc_ldap
_mye_auth_lebdalagata
Fuies
»
o | Down |

Cancel | Reoeat | Frﬂml.l

Configuring a Wildcard Virtual Server for Outbound Traffic

4. Click Finished.

End

[+] Configuring a Virtual Server for inbound traffic
Purpose

To configure a Virtual Server for inbound traffic. In Layer 3/Routing configuration mode, the BIG-IP LTM
passes through only those packets that have a destination matching a virtual server. Having the
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Virtual Server for inbound traffic allows packets with a destination that matches the physical IP
address of the primary or backup SIP Server to pass through.

Start

1. GotoLocal Traffic > Virtual Servers.
2. Click Create.
3. In the dialog box that appears, specify the following properties (see the following figure):

Name: Enter the name for this Virtual Server--for example, vsWildCardInbound.

o o

Destination > Type: Select Network.

Destination > Address: Enter 0.0.0.0.

e 0

Destination > Mask: Enter 0.0.0.0.

o

Service Port: Enter * (asterisk).

—h

Configuration: Select Basic.

Type: Select Forwarding (IP).

-«

Protocol: Select ALl Protocols.
VLAN Traffic: Select Enabled on....

jo VLAN List Selected: Select vlianSipExternal.
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Local Traffic =

Virbuasl Servera o Bew Vinual Senaar

General Properties

Hame

AeEsources

Cencel | Repsat | Fiished |

[ vswidCarminbound

Type:  © Host & Network

Addresa:| 0.0.0.0

[00.00

Mask:

& R
Enablad =
Forerarding (IF) -
| * Al Protocols TI
|Eﬂnﬂl:d an 'I
Selected Ayailabie
vian Spintemal
e
23
Enabded Al
Eys_puith_ssl_cc_jdsn
il _eye_muth_krbdelagete
iRuba SnatOuthound
e
o | Down |

Configuring a Wildcard Virtual Server for Inbound Traffic

4. Click Finished.

End

[+] Configuring Virtual Servers for UDP and TCP SIP communications

Purpose

To configure two virtual servers to handle traffic directed to a Virtual IP address: one virtual server for
SIP communications using the UDP as a transport protocol and one virtual server for SIP
communications using the TCP as a transport protocol. The Virtual IP address is used by SIP clients to
contact SIP Server. In other words, the Virtual IP address hides two physical IP addresses (used by the
primary and backup servers) and presents the SIP Server HA pair as a single entity for all SIP-based

communications.

Start
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1. GotolLocal Traffic > Virtual Servers.

2. Click Create.

3. In the dialog box that appears, specify the following properties (see the following figure):
a. Name: Enter the name for this Virtual Server--for example, vsVip.
b. Destination > Type: Select Host.

c. Destination > Address: Enter the IP address for this Virtual Server--for example,
192.168.203.164.

d. Service Port: Enter 5060 and select Other.
e. State: Select Enabled.

—h

Configuration: Select Basic.

Type: Select Standard.

-0«

Protocol: Select UDP.
SMTP Profile: Select None.

j. SIP Profile: Select sip.
k. VLAN Traffic: Select Enabled on....
I. VLAN List Selected: Select vlianSipExternal.

m. Resources > Default Pool > Select poolHa01.
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Local Traffic »  Virtual Servers »

General Properties
I Hame | valip
Type: @ Host O Hetwork
ol o wWor
Asdress:| 192.168.203.164
I Service Purt [s060 | [Oher =]
State Enabled =

Configuration: | Basc j"

Type | Standand =l
Protocol [uoe =]

SUTP Erofie [Hone =]

SIF Erofie gp %

WVLAN Traffic |Emhhd an.. =

AT, Avainbie
vian Siintemal
WLAM List ﬂ
2|
Resaurees
Enakizd Ayailable
_gye_mith sl co ldap
il ﬂs_ga.tr ﬂﬁaaﬂme
Ruies {Ruke Sniat unid
»]
Y| Dom|
Detaut Pgl ﬂ poolHall =

DeTaul Persigtence Profie INDﬁ! 'lri
Fallack Persiglence Profie INnrn 'I

cm|mujﬁw-|

Configuring a Virtual Server for UDP-Based Communications

4. Click Finished.
5. Click Create.
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6. In the dialog box that appears, specify the following properties (see the following figure):
a. Name: Enter the name for this Virtual Server--for example, vip_ tcp.
b. Destination > Type: Select Host.

c. Destination > Address: Enter the IP address for this Virtual Server--for example,
192.168.203.164.

d. Service Port: Enter 5060 and select Other.
e. State: Select Enabled.

—h

Configuration: Select Basic.
Type: Select Standard.
Protocol: Select TCP.

SMTP Profile: Select None.

J o«

j. SIP Profile: Select sip.
k. VLAN Traffic: Select Enabled on....
I. VLAN List Selected: Select vlanSipExternal.

m. Resources > Default Pool > Select poolHa01.
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General Properties
Harna | vo_tep
VAL Type: & Hoat T Metwork
sddress: | 192.168.203 164
Service Pon .|5usu [Other |
Stake | [Eobed =
- o
Tvpe E= =]
Proksal TR |=
OneConnect Prafile [fere =]
HTTR Profie [ o =l
FTP Profie [Feme =]
l S5L Profie (Clent) [tee =]
551 Profle (Server) [teme =]
SMTPProfie [tore =]
SIP Prafie [ =l
LAN Traffic [Enabled o =]
. SeRcea A i
e = wlanSplnemal
]
Reasources
Enased &y alane
|| ey
. Fude Bt O tbound
e
% | Down|
Enatried v pllairie
m [
HT TP Class Proflies
22|
| Down|
Defaut Paal || [eoekiant =
Defat Persistence Profie | [More =]
| Faimack PerstEnce Frome [toe =]
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Creating a Virtual Server for TCP-Based Communications

7. Click Finished.

End

<verttabber>
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