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Configure a TLS Connection Between AGA
and Stat Server

To establish a secure Transport Layer Security (TLS) connection between an Advisors Genesys
Adapter (AGA) and Stat Server, the following configuration is required:

1. You must configure a secure connection port on Stat Server.

2. You must configure a secure connection between the AGA and Stat Server.

3. You must add the client-side TLS properties on the AGA Application object or AGA connection to the Stat

Server.

This page provides additional information about each step, as well as examples of the configuration.

Using TLS with Primary and Backup Stat Servers

If you have more than one Stat Server configured, and you want to enable TLS encryption and
security on all of the connections, you have two options:

e If all of the Stat Servers connected to an adapter share the same TLS certificates, then you can
configure the client-side TLS properties on the AGA Application object.

¢ |If the Stat Servers connected to an adapter do not share TLS certificates (for example, the primary and
backup Stat Servers are on different hosts), then you configure the TLS properties on each AGA-Stat
Server connection.

Configuring a Secure Connection Port on Stat Server

To configure a secure connection port on each Stat Server Application object, see the instructions in
the Genesys Security Deployment Guide. You can configure security certificates on the Host
application (recommended), on the Application object, or on the connection port.

For additional information, see the Configuring TLS Parameters and the Using and Configuring
Security Providers sections of the Platform SDK guide.

The following figure shows the configuration of a secure port on the Stat Server Application object. In
this example, the port ID is called "secure", but it is not necessary to call it that; name it according to
the conventions you use in your enterprise.
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" Port Info
| General || Advanced | Network Security |

*1D: e LIre
* Port: |m X

Connection Protocol: w

<)

HA sync: True

Select Listening Mode: Secured R

Description:

Configuring Client-side TLS Properties

To configure a secure connection between AGA and each Stat Server, you must configure the
connection on a secure Stat Server port. For detailed information, see the Connection Object section
of the Platform SDK guide.

In the following figure, an existing secure port is used for the connection to AGA. Repeat this
configuration for each of the AGA-Stat Server connections.
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Connection Info
| General | Advanced | Network Security

* Sorver:
*ID: secure (7009) x
Connection Protocol: default (7007)
Local Timeout: secure (7009)
[Unknown ID]
Remote Timeout: 300
Trace Mode: Trace On Both Sides v
Connection Type: [ i ~

In general terms, enabling TLS on a secure AGA-Stat Server connection requires the following two
actions:

¢ Configure the certificates.

e Set the tls=1 configuration option (to enable TLS encryption and security).

In cases where all of the Stat Servers share the same TLS certificates, you can configure the TLS
properties on the AGA Application object. In this scenario, the TLS settings are applied to all AGA-Stat
Server connections. However, in cases where the Stat Servers do not share TLS certificates, then you
cannot apply a "global" TLS configuration. Instead, you must configure the TLS properties on each
AGA connection to a Stat Server. For example, when the primary Stat Servers are on one host, and
the backup Stat Servers are on another host, then you enable TLS on the connection, and not on the
AGA Application object.

If TLS is enabled on the AGA-Stat Server connection, then the Stat Server Application object must
have a secure port configured for the connection. If you fail to configure the secure connection port
on Stat Server, then an exception message will be written to the log file.

If you will not be using TLS on an AGA-Stat Server connection, then you can either omit the tls=1
configuration option, or set the option to zero (t1s=0). You might do the latter if you want to later
enable TLS encryption and security on the connection. If you are not using TLS to secure the
AGA-Stat Server connection, then you must not use a secure port on Stat Server to connect to AGA. If
you do not enable TLS on the AGA-Stat Server connection, but you use a secure Stat Server port to
connect to AGA, then an exception message will be written to the log file.

Example: Configuring client-side TLS properties

In this example, the Stat Servers are deployed in such a way that they can share TLS certificates.
Therefore, the TLS configuration can be completed on the AGA Application object, and will uniformly
apply to all of that adapter's Stat Server connections. In cases where Stat Servers do not and cannot

Performance Management Advisors Deployment Guide 5



Configure a TLS Connection Between AGA and Stat Server

share TLS properties, then you must configure the TLS properties on the Connection object, rather
than the AGA Application object.

The following figure shows the TLS certificate configuration in the Network Security section of an
AGA Application object:

- | * Server Info

« | * Network Security

Certificate Source: Application

* Certificate: Ci\gerth\o o o \serverl-cert.pem
Desoription:

Certificate Key: C:\cort\ e s e\ serverl-key.pem
Trusted CA: C:\cert\ i apny s\ ca.pem

The following figure shows the TLS option configuration (to enable TLS for connections) in the
security section of an AGA Application object's Options tab:

Configuration Options Permissions Dependencies Alarms Logs
[T New (i Delete % Export 3 Import
Name » Section Option Value
W | Filter Filter Filter Filter
3 security (1 Item)
securitytls security tis 1

Mutual TLS Authentication

The Stat Server Application object can enforce mutual TLS authentication on a connection. To
configure mutual TLS for the AGA-Stat Server connection, set the tls-mutual=1 configuration option
in the security section of the Stat Server Application object's Options tab.

Making Changes to the Application Objects

From time to time, you might make changes to your Application object configuration. If you change

the Stat Server configuration in the (Stat Server) Application object, then those changes take effect
when the Stat Server is restarted. If you change the adapter's configuration in the (AGA) Application
object, then those changes take effect when the adapter is restarted.

Performance Management Advisors Deployment Guide 6



	Performance Management Advisors Deployment Guide
	Configure a TLS Connection Between AGA and Stat Server

