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Genesys Voice Platform Options Reference

Genesys Voice Platform Options Reference

Welcome to the Options Reference for Genesys Voice Platform. This document describes the
configuration options for the following components of Genesys Voice Platform:

Core GVP Components

¢ Resource Manager
¢ Media Control Platform

¢ Reporting Server

Speech-Related Components

* MRCP Proxy

¢ MRCPv1 ASR
¢ MRCPv1 TTS
¢ MRCPv2_ASR
e MRCPv2_TTS

Connectors

¢ CTI Connector
e UCM Connector
¢ PSTN Connector

Others

e Policy Server
* Reporting Plug-in for GAX
¢ Call Control Platform

¢ Supplementary Services Gateway

Genesys Voice Platform
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¢ Third Party Call Recorder

Descriptions of configuration options provided in this Options Reference are definitive. Refer to the
GVP Supplemental Documentation for those GVP and Media Server components that are not yet
covered in the Options Reference.

Genesys Voice Platform
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Core GVP Components

Core GVP Components

The following components are considered as the core components of Genesys Voice Platform since
they play a vital role in servicing a call:

* Resource Manager

The Resource Manager (RM) controls the access and routing to all resources
in a GVP 8.5 deployment. The Resource Manager is the first element to
process requests for services, and it interacts with the Configuration Server
to determine the Interactive Voice Recognition (IVR) Profile to be associated
with the session. The RM manages resources that can deliver services
including Voice Extensible Markup Language (VoiceXML) or Call Control
Extensible Markup Language (CCXML) execution, and provide media services
including Announcements, Conferencing and Recording. The RM pushes the
profile to a component that can deliver the service, such as the Media Control
Platform or Call Control Platform, or CTI Connector.

For more information about the Resource Manager application, see Resource
Manager in the GVP Deployment Guide. For the Resource Manager
configuration options, see Resource Manager Options in this document.

¢ Media Control Platform

The Media Control Platform (MCP) is the core component of GVP, and it
executes the actual voice applications in the solution. In addition, it is used
by other communication layer components, such as SIP Server, to provide
media services in support of broader customer service scenarios, such as
agent interactions, queuing and many other functions.

For more information about the MCP, see Media Control Platform in the GVP
Deployment Guide. For the MCP configuration options, see Media Control
Platform Options in this document.

e Reporting Server

The Reporting Server (RS) component of GVP provides a comprehensive view
of the calls serviced by a GVP deployment. The Reporting Server receives
data from the Media Control Platform for VoiceXML applications, from the Call
Control Platform for CCXML applications, and from other components
involved in servicing a call, such as the Resource Manager.

For more information about the RS, see Reporting Server in the GVP

Genesys Voice Platform 8
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Core GVP Components

Deployment Guide. For the RS configuration options, see Reporting Server
Options in this document.
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Core GVP Components Resource Manager

Resource Manager

Options for this component are contained in the following configuration sections:

e cluster * gvp.service-parameters
e ems e gvp.service-prerequisite
* gvp * log

e gvp.context-services-authentication * monitor

* gvp.general * mrcpv2pxy

e gvp.log * OPM

e gvp.policy ¢ proxy

¢ gvp.policy.call-info e registrar

e gvp.policy.dbmp *rm

* gvp.policy.dialing-rules e snmp

¢ gvp.policy.speech-resources ¢ subscription

e gvp.policy.sqa

Tip

In the summary table(s) below, type in the Search box to quickly find options,
configuration sections, or other values, and/or click a column name to sort the table.
Click an option name to link to a full description of the option. Be aware that the
default and valid values are the values in effect with the latest release of the software
and may have changed since the release you have; refer to the full description of the
option to see information for earlier releases.

Power users: Download a CSV file containing default and valid values and
descriptions.

The following options are configured at the application level (in other words, on the application
object).

Section Option Default Changes Take Effect
$InstallationRoot$/config/

cluster cafile X509 _certificate.pem After restart
cluster certfile $Installatlanoot$/conﬁg/ After restart
x509_certificate.pem
Section Option Default Changes Take Effect

Genesys Voice Platform 10



Core GVP Components Resource Manager

Section Option Default Changes Take Effect
cluster certkeyfile ignosgfgﬁeg?ei?(%%?;ﬁg/ After restart
cluster electiontimer 3000 After restart
cluster failoverscript ﬁlﬁ;?cg&l]l?tionRoot$/bin/ After restart
cluster ha-mode none After restart
cluster heartbeattimer 2000 After restart
cluster hotstandby false After restart
cluster initial-electiontimer 10000 After restart
cluster member.1 After restart
cluster member.2 After restart
cluster members 12 After restart
cluster mymemberid After restart
cluster other-active-rmnode-ip After restart
cluster tlstype TLSv1 2 After restart
cluster usetls 0 After restart
cluster verifydepth After restart
cluster verifypeer false After restart
cluster virtual-ip After restart
cluster virtual-ip-in-via true After restart
ems logconfig.MFSINK S immediately
ems metricsconfig.MFSINK * immediately
ems ors.reportinginterval 60 At start/restart
ems rc.amq_connection_send_tiG&out At start/restart
ems rc.cdr.batch_size 500 At start/restart
ems rc.cdr.local_gqueue_max 1000000 At start/restart
ems rc.cdr.local_queue path  cdrQueue_rm.db At start/restart
ems rc.cdr.max_throughput 0 At start/restart
ems rc.certificate at start/restart
ems rc.keystore_certificate at start/restart
ems rc.keystore_password at start/restart
ems rc.ors.batch_size 500 At start/restart
ems rc.ors.local_queue_max 1000000 At start/restart
ems rc.ors.local_queue path  orsQueue_rm.db At start/restart
ems rc.truststore_certificate at start/restart
gvp nic.ethO After restart
avp nic.ethl After restart

Section Option Default Changes Take Effect

Genesys Voice Platform
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Core GVP Components

Resource Manager

Section
gvp
gvp
gvp

gvp.context-services-
authentication

gvp.context-services-
authentication

gvp.general
gvp.general

gvp.general
gvp.general
gvp.general
gvp.general
gvp.general
gvp.log
gvp.policy
gvp.policy

gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy

gvp.policy

gvp.policy

gvp.policy

gvp.policy
gvp.policy
gvp.policy
gvp.policy
Section

Option
nic.linkattribute
nic.upvalue

nics

password

username
application-confmaxsize
cisco-record-file

service-type
sip.sessiontimer
toll-free-number
VirtualReportingTagl
VirtualReportingTag?2
metricsfilter

announcement-allowed

announcement-
capability-requirement

announcement-
forbidden-respcode

announcement-
forbidden-set-alarm

announcement-
level2-burst-limit

announcement-
level3-burst-limit

announcement-usage-
limit
announcement-usage-
limit-exceeded-respcode

announcement-usage-
limit-exceeded-set-
alarm

announcement-usage-
limit-per-session

asr-reserve
burst-allowed
burst-set-alarm
ccxml-capability-
Option

Default
MIl Status:

up

CUCM/call-$REFCI$-at-
$AGENTDN$-on-$DATE$

true

403

false

480

false

false
false
false

Default

Changes Take Effect
After restart
After restart
After restart

immediately

immediately
immediately
immediately

immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately

immediately
immediately
immediately
immediately
immediately
immediately

immediately

immediately

immediately

immediately
immediately
immediately
immediately

Changes Take Effect

Genesys Voice Platform
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Core GVP Components

Resource Manager

Section

gvp.policy
gvp.policy
gvp.policy

gvp.policy
gvp.policy

gvp.policy
gvp.policy

gvp.policy
gvp.policy
gvp.policy
gvp.policy

gvp.policy
gvp.policy

gvp.policy
gvp.policy

gvp.policy
gvp.policy
gvp.policy

gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy

gvp.policy

gvp.policy

gvp.policy
Section

Option
requirement
cexml-level2-burst-limit
ccxml-level3-burst-limit
ccxml-usage-limit

ccxml-usage-limit-
exceeded-alarm

ccxml-usage-limit-
exceeded-respcode

ccxml-usage-limit-per-
session

conference-allowed

conference-capability-
requirement

conference-forbidden-
respcode

conference-forbidden-
set-alarm

conference-level2-burst-
limit
conference-level3-burst-
limit
conference-usage-limit

conference-usage-limit-
exceeded-respcode

conference-usage-limit-
exceeded-set-alarm

conference-usage-limit-
per-session

cpd-allowed

cpd-capability-
requirement

cpd-forbidden-respcode
cpd-forbidden-set-alarm
cpd-level2-burst-limit
cpd-level3-burst-limit
cpd-usage-limit

cpd-usage-limit-
exceeded-respcode

cpd-usage-limit-
exceeded-set-alarm

cpd-usage-limit-per-
Option

Default

false

480

true

403

false

480

false

true

403
false

480

false

Default

Changes Take Effect

immediately
immediately
immediately

immediately
immediately

immediately
immediately

immediately
immediately
immediately
immediately

immediately
immediately

immediately
immediately

immediately
immediately
immediately

immediately
immediately
immediately
immediately

immediately

immediately

immediately

immediately
Changes Take Effect

Genesys Voice Platform

13



Core GVP Components

Resource Manager

Section Option Default Changes Take Effect
session
gvp.policy cti-allowed true immediately
. dialing-rule-forbidden- . .
gvp.policy respcode 403 immediately
. dialing-rule-forbidden- . .
gvp.policy set-alarm false immediately
gvp.policy disable-amr false immediately
gvp.policy disable-amrwb false immediately
gvp.policy disable-g729 false immediately
gvp.policy disable-video false immediately
gvp.policy :pbpund-levelz-burst- immediately
imit
gvp.policy :pbpund-leveB-burst- immediately
imit
gvp.policy inbound-usage-limit immediately
. inbound-usage-limit- . .
gvp.policy exceeded-respcode 480 immediately
. inbound-usage-limit- . .
gvp.policy e e false immediately
gvp.policy level2-burst-limit immediately
gvp.policy level3-burst-limit immediately
gvp.policy max-subdialog-depth immediately
gvp.policy mcp-asr-usage-mode per-call immediately
gvp.policy mcp-sendrecv-enabled true immediately
gvp.policy msml-allowed true immediately
. msml-capability- . .
gvp.policy requirement immediately
. msml-forbidden- . .
gvp.policy respcode 403 immediately
. msml-forbidden-set- . .
gvp.policy alarm false immediately
gvp.policy msml-level2-burst-limit immediately
gvp.policy msml-level3-burst-limit immediately
gvp.policy msml-usage-limit immediately
. msml-usage-limit- . .
gvp.policy exceeded-respcode 480 immediately
. msml-usage-limit- . .
gvp.policy exceeded-set-alarm false immediately
. msml-usage-limit-per- . .
gvp.policy Session immediately
Section Option Default Changes Take Effect

Genesys Voice Platform
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Core GVP Components Resource Manager

Section Option Default Changes Take Effect
gvp.policy outbound-call-allowed true immediately
: outbound-call-forbidden- . .
gvp.policy respcode 403 immediately
gvp.policy ::;tgcr:rnrg-call-forbldden- false immediately
gvp.policy Ic?rl:;citt)ound-levelz-burst- immediately
. outbound-level3-burst- . .
gvp.policy limit immediately
gvp.policy outbound-usage-limit immediately
. outbound-usage-limit- . .
gvp.policy exceeded-respcode 480 immediately
. outbound-usage-limit- . .
gvp.policy exceeded-set-alarm false immediately
gvp.policy prediction-factor 1.0 immediately
gvp.policy recordingclient-allowed true immediately
vp.polic iaEet leEliEis immediatel
9vp-policy capability-requirement y
. recordingclient- . .
gvp.policy forbidden-respcode 403 immediately
q recordingclient- . .
gvp.policy forbidden-set-alarm false immediately
. recordingclient- . .
gvp.policy level2-burst-limit immediately
. recordingclient- . .
CRp. O IE level3-burst-limit T )
gvp.policy :’i%ic;rdmgchent-usage- immediately
q recordingclient-usage- . .
gvp-policy limit-exceeded-respcode i T iEC =)y
recordingclient-usage-
gvp.policy limit-exceeded-set- false immediately
alarm
q recordingclient-usage- . .
gvp.policy limit-per-session immediately
gvp.policy recordingserver-allowed  true immediately
. recordingserver- . .
ERp-pOIEy capability-requirement e )y
. recordingserver- . .
gvp.policy forbidden-respcode 403 immediately
] recordingserver- . .
gvp.policy forbidden-set-alarm false immediately
gvp.policy recordingserver- immediately
Section Option Default Changes Take Effect

Genesys Voice Platform
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Core GVP Components

Resource Manager

Section

gvp.policy
gvp.policy

gvp.policy

gvp.policy

gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy

gvp.policy
Section

Option
level2-burst-limit

recordingserver-
level3-burst-limit

recordingserver-usage-
limit
recordingserver-usage-
limit-exceeded-respcode

recordingserver-usage-
limit-exceeded-set-
alarm

recordingserver-usage-
limit-per-session

retry-on-speech-
reserve-failure

speech-reserve-failure-
response

transfer-allowed

transfer-forbidden-
respcode

transfer-forbidden-set-
alarm

treatment-allowed

treatment-capability-
requirement

treatment-forbidden-
respcode

treatment-forbidden-
set-alarm

treatment-level2-burst-
limit
treatment-level3-burst-
limit
treatment-usage-limit

treatment-usage-limit-
exceeded-respcode

treatment-usage-limit-
exceeded-set-alarm

treatment-usage-limit-
per-session

tts-reserve

usage-limit-exceeded-
respcode

usage-limit-exceeded-
Option

Default

480

false

true

true

403

false

true

403

false

480

false

false
480

false
Default

Changes Take Effect

immediately
immediately

immediately

immediately

immediately
immediately

immediately
immediately

immediately

immediately
immediately

immediately
immediately
immediately
immediately

immediately
immediately

immediately
immediately

immediately
immediately
immediately

immediately
Changes Take Effect
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Core GVP Components

Resource Manager

Section

gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy
gvp.policy

gvp.policy

gvp.policy

gvp.policy.call-info

gvp.policy.call-info

gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp

Section

Option Default
set-alarm
usage-limits
use-same-gateway always

voicexml-capability-
requirement

voicexml-dialog-allowed true

voicexml-dialog-

forbidden-respcode 403

voicexml-dialog-

forbidden-set-alarm false

voicexml-level2-burst-
limit
voicexml-level3-burst-
limit
voicexml-usage-limit

voicexml-usage-limit-

exceeded-respcode sl

voicexml-usage-limit-

false
exceeded-set-alarm

voicexm_l-usage-limit-
per-session
rule-1
rule-2
rs.db.retention.cdr.default 30
rs.db.retention.events.defadlt
rs.db.retention.latencies.da¥i9.default
rs.db.retention.latencies.hourly.default
rs.db.retention.latencies. md@@dy.default
rs.db.retention.latencies.we8dy.default
rs.db.retention.operations.30min.default
rs.db.retention.operations.3min.default
rs.db.retention.operations.d0ly.default
rs.db.retention.operations.hburly.default
rs.db.retention.operations.rh®8tnly.default
rs.db.retention.operations.\8édkly.default
rs.db.retention.sq.daily.def@0t
rs.db.retention.sq.failures.d26sult
rs.db.retention.sq.hourly.default
rs.db.retention.sq.monthly.@&%Bult
Option Default

Changes Take Effect

immediately
immediately

immediately
immediately

immediately
immediately
immediately

immediately
immediately

immediately
immediately

immediately

immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately

Changes Take Effect
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Core GVP Components

Resource Manager

Section
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dbmp
gvp.policy.dialing-rules
gvp.policy.dialing-rules

gvp.policy.speech-
resources

gvp.policy.speech-
resources

gvp.policy.speech-
resources

gvp.policy.speech-
resources

gvp.policy.speech-
resources

gvp.policy.speech-
resources

gvp.policy.sqa

gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters

Section

Option

Default

rs.db.retention.sq.weekly.da@ailt

rs.db.retention.var.30min.d&fault

rs.db.retention.var.5min.defhult

rs.db.retention.var.daily.def@0lt

rs.db.retention.var.hourly.d@fault

rs.db.retention.var.monthlyb@9sult

rs.db.retention.var.weekly.d&@6dult

rule-1
rule-2

asr.defaultengine

authorizedasrengines

authorizedttsengines

defaultlanguage

nsssessionxml

tts.defaultengine

error.notification.threshold -1

cti.DefaultAgent
cti.icm.enableBridgeXfer
cti.icm.ScriptMapping
cti.icm.ServicelD
cti.TransferOnCTI

recordingclient.audiosrc

fixed,2
fixed
fixed,0
fixed, TFN
fixed,
fixed,no

recordingclient. AWSAccessKeyld

recordingclient. AWSAccessKeyld2

recordingclient. AWSSecretAccessKey

recordingclient. AWSSecretAccessKey?2

recordingclient.callrec_authorization

recordingclient.callrec_dest

recordingclient.httpauthorization

recordingclient.httpauthorization2

recordingclient.recdest
Option

fixed,sip:$LocallP$:5060

Default

Changes Take Effect
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately

immediately
immediately
immediately
immediately
immediately

immediately

immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
Changes Take Effect
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Core GVP Components

Resource Manager

Section
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters
gvp.service-parameters

gvp.service-parameters
gvp.service-parameters

gvp.service-parameters
gvp.service-parameters

gvp.service-parameters

gvp.service-parameters

gvp.service-parameters

gvp.service-parameters
gvp.service-parameters

gvp.service-parameters

gvp.service-parameters

gvp.service-parameters
gvp.service-parameters

gvp.service-parameters

gvp.service-parameters

gvp.service-parameters
gvp.service-parameters
gvp.service-parameters

gvp.service-parameters

gvp.service-parameters
gvp.service-parameters
gvp.service-parameters

gvp.service-parameters

gvp.service-parameters
Section

Default
fixed,sip:$LocallP$:5060
recordingclient.recmediactlfixed,2

Option

recordingclient.recdest2

recordingclient.tonesilenceduration
recordingclient.type

recordingclient.type2
voicexml.gvp.appmodule fixed,VXML-NG

voicexml.gvpi.$adn-
flag$

voicexml.gvpi.$asrplatformfixed,
voicexml.gvpi.$asrwavfileldipged, FALSE
voicexml.gvpi.$badxmlpagdixesturl$

voicexml.gvpi.$call-
trace-url$

fixed,0

fixed,

voicexml.gvpi.$ccerror- Fxed,
telnum$
voicexml.gvpi.$cpatimeoutfixed,0
voicexml.gvpi.$cti_endcall firedgentleg hup$

voicexml.gvpi.$debug-

urls fixed,
voicexml.gvpi.$default- )

languages$ fixed,en-US
voicexml.gvpi.$dtmf_nomaforedTRt#hce_enabled$
voicexml.gvpi.$ivr-tmo$  fixed,6
voicexml.gvpi.$outbound- ..

call-limits fixed,21600
voicexml.gvpi.$record- e

pagess$
voicexml.gvpi.$rexfertimeofikgd,60
voicexml.gvpi.$tntenable$ fixed,0
voicexml.gvpi.$tntreclaimcdictedl,*7
voicexml.gvpi.$tntscript$ fixed,

voicexmI.gvpi.$transaction;il)-(ed 0
record$ ’

voicexml.gvpi.$transactional-
record-posturl$

voicexml.gvpi.$transfer-

option$ fixed,

voicexml.gvpi.$transfer-
types

voicexml.gvpi.$transferscrifixed,

fixed,

Option Default

Changes Take Effect
immediately
immediately
immediately
immediately
immediately
immediately

immediately

immediately
immediately
immediately

immediately

immediately

immediately
immediately

immediately

immediately

immediately
immediately

immediately

immediately

immediately
immediately
immediately
immediately

immediately
immediately
immediately

immediately

immediately
Changes Take Effect
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Core GVP Components

Resource Manager

Section

gvp.service-parameters

gvp.service-parameters

gvp.service-parameters

gvp.service-prerequisite
gvp.service-prerequisite
gvp.service-prerequisite
gvp.service-prerequisite

gvp.service-prerequisite

log

log
log
log
log
log
log
log
log
log
monitor
monitor
monitor
monitor

Section

Option
url$
voicexml.gvpi.$trap-url$

voicexml.gvpi.$tts-
gender$

voicexml.gvpi.$tts-
vendor$

alternatevoicexml
announcement-url
conference-id
default-properties-page
initial-page-url

all

check-point

compatible-output-
priority

debug

expire
interaction
keep-startup-file
memory

memory-storage-size

messagefile

message_format

print-attributes

segment

spool

standard

time_convert

time_format

trace

verbose

optionsofflineresp

sip.enable_dns_cache

sip.localuser

sip.logmsg.allowed
Option

Default
fixed,
fixed, MALE
fixed,

../logs/ResourceMgr
1

false

../logs/ResourceMgr
20
../logs/ResourceMgr
false

short
false
10000

../logs/ResourceMgr
local
ISO8601
../logs/ResourceMgr
standard
503
true
GVP
true

Default

Changes Take Effect

immediately

immediately

immediately

immediately
immediately
immediately
immediately
immediately
immediately
immediately

immediately

immediately
immediately
immediately
After restart
immediately

When memory output is
created

Immediately, if an
application cannot find
its *.Ims file at startup

immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
immediately
At start/restart
At start/restart
After restart
At start/restart
Changes Take Effect
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Resource Manager

Section
monitor
monitor
monitor
monitor

monitor

monitor

monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor

monitor

monitor
monitor

monitor

monitor

monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor
Section

Option Default
sip.logmsg.maskoption 0
sip.mtusize 1500
sip.preferred_ipversion ipv4

sip.proxy.optionsinterval 2000

sip.proxy.release-
recordingclient-session-  true
on-fail

sip.proxy.release-
recordingserver-session-  true
on-fail

sip.proxy.releaseconfonfailureie
sip.proxy.unavailoptionsint&s0a0
sip.route.default.tcp
sip.route.default.tcp.ipv6
sip.route.default.tls
sip.route.default.tls.ipv6
sip.route.default.udp
sip.route.default.udp.ipv6
sip.tcp.portrange
sip.tls.portrange

) transportO
sip.transport.0 udp:any:5064
sip.transport.0.tos 0

sip.transport.1
sip.transport.1.tos 0

transport2 tls:any:5065

transportl tcp:any:5064

Changes Take Effect

At start/restart
After restart
At start/restart
After restart

After restart

After restart

After restart

After restart

At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart

After restart

At start/restart
After restart
At start/restart

cert=$InstallationRoot$/config/

sip.transport.2

x509 _certificate.pem

After restart

key=$InstallationRoot$/config/

x509 private_key.pem

sip.transport.2.tos 0
sip.transport.dnsharouting false
sip.transport.localaddress
sip.transport.localaddress.sfalse
sip.transport.localaddress_ipv6
sip.transport.routefailovertibne
sip.transport.routerecoveryBfne
sip.transport.setuptimer.tc30000
sip.transport.unavailablewdkaap

Option Default

At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart

Changes Take Effect
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Resource Manager

Section
mrcpv2pxy

mrcpv2pxy
mrcpv2pxy
mrcpv2pxy

mrcpv2pxy

Mmrcpv2pxy

mrcpv2pxy

mrcpv2pxy

mrcpv2pxy

Mrcpv2pxy

mrcpv2pxy
OPM
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
Section

Option Default
gsgzlélig’esource-port- 500
enable_dns_cache true
enable_mrcpv2_proxy 0
fips_enabled false
options-errresp-on- true

noresources

options_response_contenttygpplication/text

Changes Take Effect
After restart

At start/restart
After restart
After restart

After restart

After restart

v=0%0D%0Am=application

options_response_msg_bod9 TCP/MRCPv2

After restart

1%0D%0Aa=resource:mrcpv2proxy%0D%0A

resolve-addr-for-aor-

match false
resource-no-match-

respcode 480
resource-unavailable- 480

respcode
suspend-mode-respcode 503
Transaction_dbid

sip.enable_dns_cache true
sip.localuser GVP
sip.logmsg.allowed true

sip.logmsg.maskoption 0

sip.maxtcpconnections 100

sip.maxtlsconnections 100
sip.min_se 90
sip.mtusize 1500
sip.preferred_ipversion ipv4

sip.proxy.respaddr
sip.route.default.tcp
sip.route.default.tcp.ipv6
sip.route.default.tls
sip.route.default.tls.ipv6
sip.route.default.udp
sip.route.default.udp.ipv6
sip.route.dest.0
sip.route.dests
sip.sessionexpires 1800
sip.tcp.portrange

Option Default

After restart
After restart

After restart

After restart
immediately
At start/restart
After restart
At start/restart
At start/restart
After restart
After restart
After restart
After restart
At start/restart
After restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
After restart
After restart
After restart
At start/restart
Changes Take Effect

Genesys Voice Platform

22



Core GVP Components

Resource Manager

Section
proxy
proxy
proxy
proxy
proxy

proxy

proxy
proxy
proxy

proxy

proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
proxy
registrar
registrar
registrar
registrar
registrar
registrar
registrar
registrar
registrar
registrar
registrar
Section

Option
sip.threadpoolsize
sip.threads
sip.timer_C
sip.timer_C1

sip.tls.portrange
sip.transport.0

sip.transport.0.tos
sip.transport.1

sip.transport.1.tos

Default
4
5
175000
6000

transport0O
udp:any:5060

0

Changes Take Effect

After restart
After restart
After restart
After restart
At start/restart

After restart

At start/restart

transportl tcp:any:5060  After restart
0 At start/restart
transport2 tls:any:5061

cert=$InstallationRoot$/config/

sip.transport.2

x509_certificate.pem

After restart

key=$InstallationRoot$/config/

x509 private key.pem

sip.transport.2.tos 0
sip.transport.alarmtimer 60000
sip.transport.dnsharouting false
sip.transport.localaddress
sip.transport.localaddress.sfalse
sip.transport.localaddress_ipv6
sip.transport.routefailovertibne
sip.transport.routerecoveryBne
sip.transport.setuptimer.tc@30000
sip.transport.unavailablewdkaap

sip.udprecvbuffersize 262144
sip.udpsendbuffersize 135168
sip.enable_dns_cache true
sip.localuser GVP
sip.logmsg.allowed true

sip.logmsg.maskoption 0
sip.preferred_ipversion ipv4
sip.registrar.domain
sip.registrar.maxexpirytime60
sip.registrar.minexpirytime 60
sip.route.default.tcp
sip.route.default.tcp.ipv6
sip.route.default.tls

Option Default

At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
After restart

After restart

At start/restart
After restart

At start/restart
At start/restart
At start/restart
After restart

After restart

After restart

At start/restart
At start/restart
At start/restart

Changes Take Effect
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Resource Manager

Section
registrar
registrar
registrar
registrar

registrar
registrar

registrar
registrar

registrar

registrar

registrar
registrar
registrar
registrar
registrar
registrar
registrar
registrar
registrar

rm

rm

m
m

rm

rm
rm

rm
rm

rm
rm
Section

Option Default
sip.route.default.tls.ipv6
sip.route.default.udp
sip.route.default.udp.ipv6
sip.tcp.portrange
sip.tls.portrange

. transport0
sip.transport.0 udp:any:5062
sip.transport.0.tos 0

sip.transport.1

sip.transport.1.tos 0

transport2 tls:any:5063

transportl tcp:any:5062

Changes Take Effect

At start/restart
At start/restart
At start/restart
At start/restart
At start/restart

After restart

At start/restart
After restart
At start/restart

cert=$InstallationRoot$/config/

sip.transport.2

x509 certificate.pem

After restart

key=$InstallationRoot$/config/

x509 private_key.pem

sip.transport.2.tos 0
sip.transport.dnsharouting false
sip.transport.localaddress
sip.transport.localaddress.sfalse
sip.transport.localaddress_ipv6
sip.transport.routefailovertibne
sip.transport.routerecoveryBéne
sip.transport.setuptimer.tc30000
sip.transport.unavailablewdikaap
conference-cleanup-

timer
conference-sip-error-
P 480
respcode
cti-unavailable-action answer

cti-unavailable-respcode 404

default-resource-port-

capacity 200
enable_dns_cache true
fips_enabled false

ignore-ruri-tenant-dbid false

options-errresp-on- true
noresources
options_response_contenttygpplication/text
options_response_msg_body

Option Default

At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart

After restart

After restart

After restart
After restart

After restart

At start/restart
After restart
After restart

After restart

After restart
After restart

Changes Take Effect
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Resource Manager

Section

rm
rm
rm
rm
m

rm

m
m
m
m

rm

rm

snmp
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription

subscription
subscription

Section

Option

pass-capability-params-
to-ctic

pass-tenantid-
parameter-to-gateway

reject-on-geo-location-
nomatch

resolve-addr-for-aor-
match

resource-no-match-
respcode

resource-unavailable-
respcode

rewrite-referto-header
sip-header-for-cti-dnis
sip-header-for-dnis
suspend-mode-respcode

treat-campaign-as-
conference

voicexml-recording-
allowed

timeout
notify-all-mcp-status
notify-interval
sip.enable_dns_cache
sip.localuser
sip.logmsg.allowed
sip.logmsg.maskoption
sip.mtusize
sip.preferred_ipversion
sip.route.default.tcp
sip.route.default.tcp.ipv6
sip.route.default.tls
sip.route.default.tls.ipv6
sip.route.default.udp
sip.route.default.udp.ipv6
sip.tcp.portrange
sip.tls.portrange

sip.transport.0

Option

Default

true

true

Changes Take Effect

After restart

After restart

recordingclient,recordingseivenediately

false
480

480

true
request-uri
history-info
503

true

true

100
true
5000
true
GVP
true
0
1500
ipv4

transport0
udp:any:5066

Default

After restart
After restart

After restart

After restart
immediately
immediately
After restart

After restart

After restart

At start/restart
After restart

After restart

At start/restart
After restart

At start/restart
At start/restart
After restart

At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart

After restart

Changes Take Effect
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Section

subscription
subscription
subscription

subscription

subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription
subscription

Section

Option Default
sip.transport.0.tos 0
sip.transport.1

sip.transport.1.tos 0

transport2 tls:any:5067

transportl tcp:any:5066

Changes Take Effect

At start/restart
After restart
At start/restart

cert=$InstallationRoot$/config/

sip.transport.2

x509_certificate.pem

After restart

key=$InstallationRoot$/config/

x509_private_key.pem

sip.transport.2.tos 0
sip.transport.dnsharouting false
sip.transport.localaddress
sip.transport.localaddress.sfalse
sip.transport.localaddress_ipv6
sip.transport.routefailovertibne
sip.transport.routerecoveryBfne
sip.transport.setuptimer.tc@30000
sip.transport.unavailablewdkaep
subscription-duration 600
Option Default

At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
At start/restart
After restart

Changes Take Effect
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cluster Section

» cafile * hotstandby  tlstype
« certfile * initial-electiontimer e usetls
e certkeyfile e member.1l « verifydepth
* electiontimer * member.2 * verifypeer
« failoverscript ¢ members e virtual-ip
* ha-mode e mymemberid  virtual-ip-in-via
* heartbeattimer * other-active-rmnode-ip
cafile

Default Value: $installationRoot$/config/x509 certificate.pem
Valid Values:
Changes Take Effect: After restart

Mandatory for TLS mutual authentication. The path and the filename of the certificate to be used for
verifying the peer. The same certificate specified in certfile parameter can be used as the value here
if using only 1 certificate is preferred

certfile

Default Value: $installationRoot$/config/x509 certificate.pem
Valid Values:
Changes Take Effect: After restart

The path and the filename of the TLS server certificate to be used. The certificate should be in X509
format

certkeyfile

Default Value: $installationRoot$/config/x509 private_key.pem
Valid Values:
Changes Take Effect: After restart
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The path and the filename of the TLS key to be used for TLS server certificate.

electiontimer

Default Value: 3000
Valid Values: Number must be from 1000 to 10000 inclusive
Changes Take Effect: After restart

Election timer in milli-seconds. If there is no response from remote member(s) for the election
process after the specified milli-seconds, this node will become the master. Local resource manager
will become the active node.

failoverscript

Default Value: $InstallationRoot$/bin/NLB.bat
Valid Values:
Changes Take Effect: After restart

Absolute path to the executable fail over script. For NLB: NLB.bat

ha-mode

Default Value: none
Valid Values: none, active-standby, active-active
Changes Take Effect: After restart

By default, this will be set to none (stand-alone mode). For active-standby HA configuration this
parameter should be set to active-standby, where only one RM is capable of taking calls at a time.
For active-active configuration this parameter should be set to active-active, where both RM
instances are capable of handling requests. The configuration cluster.virtual-ip is also mandatory if
running in active-standby or active-active mode.

heartbeattimer

Default Value: 2000
Valid Values:
Changes Take Effect: After restart

Heart beat interval between cluster members for determining health of each other.
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hotstandby

Default Value: false
Valid Values: true, false
Changes Take Effect: After restart

This parameter has effect only if cluster.virtual-ip parameter is non-empty. If "true", this parameter
mandates that the RM cluster run in hot-standby redundancy mode where call data is replicated to
other RM node for SIP dialog redundancy. Otherwise, this parameter mandates that the RM cluster be
run in warm-standby redundancy mode where SIP dialog redundancy is not supported, but the new
requests will be handled by the other healthy RM node.

initial-electiontimer

Default Value: 10000
Valid Values: Number must be from 1000 to 60000 inclusive
Changes Take Effect: After restart

Election timer in milli-seconds for initial election during RM startup. If there is no response from
remote member(s) for the election process after the specified milli-seconds, this node will become
the master. Local resource manager will become the active node.

member.1

Default Value:
Valid Values:
Changes Take Effect: After restart

Describes the IP and TCP port on which the member ID 1 can be reached. The format is IP:Port where
IP and Port specifies where this RM node can be reached for cluster communication.

member.2

Default Value:
Valid Values:
Changes Take Effect: After restart

Describes the IP and TCP port on which the member ID 2 can be reached. The format is IP:Port where
IP and Port specifies where this RM node can be reached for cluster communication.

members
Default Value: 1 2
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Valid Values:
Changes Take Effect: After restart

List of ID's of the members in the cluster (unsigned integers 1 to 32 delimited by space). For NLB, the
ID's correspond to the unique host identifier (priority) number specified for each of the NLB cluster
machines.

mymemberid

Default Value:
Valid Values:
Changes Take Effect: After restart

Indicates this cluster manager instance's member ID (select one among the ID's listed in
cluster.members).

other-active-rmnode-ip

Default Value:
Valid Values:
Changes Take Effect: After restart

If non-empty, this parameter indicates that this RM node is part of a RM active-active cluster and the
value specifies the IP address of other active RM in the same cluster. In active-active HA mode using
SIP Server, this value should be configured with IP address which takes SIP traffic in other active RM
node. In stand-alone, active-standby and active-active (Using load balancer like F5) HA modes, this
parameter must be left empty.

tistype

Default Value: TLSv1 2
Valid Values:
Changes Take Effect: After restart

The type of secure transport to be used and value can be TLSv1, SSLv3, SSLv23, TLSv1l 1, TLSvl 2.
Defaults to TLSv1 2. Note that SSLv2 is no longer supported. Note that this needs to be set to the
same value on both RM nodes.

usetls

Default Value: 0
Valid Values:
Changes Take Effect: After restart
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This parameter sets whether to use TCP or TLS for inter-node communication. Setting this paramter
value to 0 makes RM use TCP as the transport, and TLS otherwise. Default value is '0'

verifydepth

Default Value:
Valid Values:
Changes Take Effect: After restart

Applicable only to TLS mutual authentication. This parameter sets the maximum depth for the
certificate chain verification. For the default Genesys certificate provided, the recommended value is
1. This could be an integer. The default OpenSSL supported value is 100.

verifypeer

Default Value: false
Valid Values: true, false
Changes Take Effect: After restart

Mandatory for TLS mutual authentication. This parameter turns on the TLS mutual authentication.
Defaults to false

virtual-ip

Default Value:
Valid Values:
Changes Take Effect: After restart

If non-empty, this parameter indicates that this RM node is part of a RM cluster and the value
specifies the virtual IP address of the RM cluster this RM node is part of. In HA mode, this value gets
written into the Record-Route and Via header (if cluster.virtual-ip-in-via is true). This parameter takes
precedence over proxy.sip.transport.localaddress if both are specified. In stand-alone mode, this
parameter must be left empty.

virtual-ip-in-via

Default Value: true
Valid Values: true, false
Changes Take Effect: After restart

This parameter takes effect only in HA mode. If set to true, virtual-ip will be written into the Via
header when the SIP requests are forwarded. Otherwise, address specified by the
proxy.sip.transport.localaddress parameter or the private IP address associated with the transport will
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be written into the Via header.
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ems Section

* logconfig.MFSINK e rc.cdr.local_queue_max * rc.keystore_password
e metricsconfig.MFSINK e rc.cdr.local_queue_path e rc.ors.batch_size

e ors.reportinginterval e rc.cdr.max_throughput e rc.ors.local_queue_max
e rc.amg_connection_send_timeout e rc.certificate * rc.ors.local_queue_path
e rc.cdr.batch_size * rc.keystore_certificate  rc.truststore_certificate

logconfig.MFSINK

Default Value: *|*|*

Valid Values: Pipe delimited ranges for log levels, module IDs and specifier IDs. Ranges can be
comma separated integers or range of integers or "*'.

Changes Take Effect: immediately

Controls the log messages that are sent to the MF sink. The format is 'levels|modulelDs|specifierIDs'
(repeated if necessary). The values between the pipes can be in the format: 'm-n,o,p' (ie "0-4, 5,6").
The wildcard character "*' can also be used to indicate all valid numbers. Example: *|*|*' indicates
that all log messages should be sent to the sink. Alternatively, '0,1|0-10[*|4|*|*' indicates that
CRITICAL(O) and ERROR(1) level messages with module IDs in the range 0-10 will be sent to the sink;
and all INFO(4) level messages will be sent as well.

metricsconfig.MFSINK

Default Value: *

Valid Values: Comma separated list of metric values or ranges. A metric value must be between 0
and 141 inclusive. The values "*' and blank are also allowed.

Changes Take Effect: immediately

Specifies the metrics that are delivered to the MF Sink. '*' indicates that all metrics will be sent to the
sink. Alternatively, '5-10,50-55,70,71" indicates that metrics with IDs
5,6,7,8,9,10,50,51,52,53,54,55,70 and 71 will be sent to the MF sink.
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ors.reportinginterval

Default Value: 60
Valid Values: An integer between 1-299 inclusive.
Changes Take Effect: At start/restart

Interval (seconds) accumulated operational reports are submitted to the Reporting Server

rc.amqg_connection_send_timeout

Default Value: 60
Valid Values: An integer greater than or equal to 45.
Changes Take Effect: At start/restart

This option specifies the maximum time in seconds to wait for ActiveMQ Producer Send Message
response.

rc.cdr.batch_size

Default Value: 500
Valid Values: An integer between 1-5000 inclusive.
Changes Take Effect: At start/restart

The number of CDR messages queued up by the reporting client before sending them up to the
reporting server. A higher batch size (e.g. 50 records) will lessen bandwidth constraints, at the cost of
making sending CDR data at larger intervals.

rc.cdr.local_queue_max

Default Value: 1000000
Valid Values: An integer greater or equal to -1.
Changes Take Effect: At start/restart

This option specifies the maximum number of data items to the local database for CDR reporting.
Queuing to the local database will occur either when the Reporting Server is unavailable, or when
data is being provided to the Client faster than the Server can consume it. A value of -1 indicates an
"unlimited" number of records will be allowed. A value of 0 indicates that no records will be persisted
locally and data will be discarded if the RS is unavailable.

rc.cdr.local_queue path

Default Value: cdrQueue_rm.db
Valid Values: Path to the DB file.
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Changes Take Effect: At start/restart

The full path of the local database file used to locally persist data for CDRs.

rc.cdr.max_throughput

Default Value: 0
Valid Values: An integer greater or equal to 0.
Changes Take Effect: At start/restart

This option specifies the maximum rate at which CDR data, in bytes per second, is sent to the
Reporting Server. A value of 0 (default) indicates that CDR data will be sent as quickly as possible.

rc.certificate

Default Value:
Valid Values: File path
Changes Take Effect: at start/restart

The file name of the TLS certificate in "PEM" format. Required to connect to the Reporting Server
(ActiveMQ) over TLS.

rc.keystore_certificate

Default Value:

Valid Values: File path

Changes Take Effect: at start/restart
Introduced: 9.0.010.68

The file name of the TLS KeyStore certificate in "PEM" format. Required to connect to the Reporting
Server (ActiveMQ) over TLS.

rc.keystore _password

Default Value:

Valid Values: KeyStore Password
Changes Take Effect: at start/restart
Introduced: 9.0.010.68

The password for Reporting Client keyStore. Required to connect to the Reporting Server (ActiveMQ)
over TLS.
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rc.ors.batch_size

Default Value: 500
Valid Values: An integer between 1-5000 inclusive.
Changes Take Effect: At start/restart

The number of OR messages queued up by the reporting client before sending them up to the
reporting server.

rc.ors.local_queue_max

Default Value: 1000000
Valid Values: An integer greater or equal to -1.
Changes Take Effect: At start/restart

This option specifies the maximum number of data items to the local database for Operational
Reporting. Queuing to the local database will occur either when the Reporting Server is unavailable,
or when data is being provided to the Client fdaster than the Server can consume it. A value of -1
indicates an "unlimited" number of records will be allowed. A value of 0 indicates that no records will
be persisted locally and data will be discarded if the RS is unavailable.

rc.ors.local_queue_path

Default Value: orsQueue_rm.db
Valid Values: Path to the DB file.
Changes Take Effect: At start/restart

The full path of the local database file used to locally persist data for Operational Reporting.

rc.truststore certificate

Default Value:

Valid Values: File path

Changes Take Effect: at start/restart
Introduced: 9.0.010.68

The file name of the TLS TrustStore certificate in "PEM" format. Required to connect to the Reporting
Server (ActiveMQ) over TLS.
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gvp Section

e nic.ethO ¢ nic.linkattribute * nics

* nic.ethl e nic.upvalue

nic.ethO

Default Value:
Valid Values:
Changes Take Effect: After restart

If nics parameter does not explicitly specify 0 as one of the values, this parameter will be ignored. For
Windows, MAC address (in hexadecimal format) of the NIC to be monitored MUST be specified here.
For Linux, full path to the bonding driver status file can be specified here(default value /proc/net/
bonding/bond0 recommended). If the value is left empty or the bonding driver status file cannot be
opened for reading, then eth0 will be directly monitored.

nic.ethl

Default Value:
Valid Values:
Changes Take Effect: After restart

If nics parameter does not explicitly specify 1 as one of the values, this parameter will be ignored. For
Windows, MAC address (in hexadecimal format) of the NIC to be monitored MUST be specified here.
For Linux, full path to the bonding driver status file can be specified here(default value /proc/net/
bonding/bond0 recommended). If the value is left empty or the bonding driver status file cannot be
opened for reading, then ethl will be directly monitored.

nic.linkattribute

Default Value: MIl Status:
Valid Values:
Changes Take Effect: After restart

This parameter only affects Linux. On Linux when bonding driver is configured, the string specified in
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this parameter together with nic.upvalue will be used in determining the health. If left empty,
defaults to 'MII Status'.

nic.upvalue

Default Value: up
Valid Values:
Changes Take Effect: After restart

This parameter only affects Linux. On Linux when bonding driver is configured, the string specified in
this parameter together with nic.linkattribute will be used in determining the health. If left empty,
default to 'up'.

nics

Default Value:
Valid Values:
Changes Take Effect: After restart

This parameter specifies the list of NICS specified by nic.eth<n> parameters to be monitored. List of
integer <n> can be specified with the space as the delimiter. If this parameter is left empty, note: -
on Windows, all NICs will be discovered and monitored. - on Linux, if bonding driver is installed for
bond0, then /net/proc/bonding/bond0 will be monitored. Otherwise ethO to eth<n> will be auto
detected and directly monitored. - on both Windows and Linux, all nic.eth<n> parameters will be
ignored.
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gvp.context-services-authentication
Section

e password * username

password

Default Value:
Valid Values:
Changes Take Effect: immediately

Context Service Authentication Password

username

Default Value:
Valid Values:
Changes Take Effect: immediately

Context Service Authentication Username
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gvp-general Section

* application-confmaxsize e sip.sessiontimer * VirtualReportingTag2
e cisco-record-file * toll-free-number
e service-type e VirtualReportingTagl

application-confmaxsize

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

For conference application, user can specify optionally the maximum number of conferences allowed

cisco-record-file

Default Value: CUCM/call-$REFCI$-at-$AGENTDN$-on-$DATE$
Valid Values:
Changes Take Effect: immediately

Specifies the file name pattern that Resource Manager will use when framing the file for Cisco UCM
recording. The allowed substitutable strings are - $AGENTDN$: The DN where the call recording is
initiated, $REFCI$: The x-refci parameter found in the From header, $DEVICE$: The x-nearenddevice
parameter found in the From header, $DATES$: The current date in the YYYY-MM-DD format and
$TIME$: The current time in the HH-MM-SS format.

service-type
Default Value:

Valid Values:
Changes Take Effect: immediately

Service Type. The value must be either voicexml, ccxml, conference or announcement.
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sip.sessiontimer

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

SIP Session Timer Interval

toll-free-number

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Tollfree number for this IVR Profile

VirtualReportingTagl

Default Value:
Valid Values:
Changes Take Effect: immediately

Parameter used for Virtual Reporting Object 1

VirtualReportingTag?2

Default Value:
Valid Values:
Changes Take Effect: immediately

Parameter used for Virtual Reporting Object 2

Genesys Voice Platform

41



Core GVP Components

Resource Manager

gvp.log Section

e metricsfilter

metricsfilter

Default Value:
Valid Values:
Changes Take Effect: immediately

Allows the user to configure the metrics-filters to be sent to all the resources
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gvp.policy Section

announcement-allowed

announcement-capability-
requirement

announcement-forbidden-
respcode

announcement-forbidden-set-
alarm

announcement-level2-burst-
limit

announcement-level3-burst-
limit

announcement-usage-limit

announcement-usage-limit-
exceeded-respcode

announcement-usage-limit-
exceeded-set-alarm

announcement-usage-limit-
per-session

asr-reserve
burst-allowed
burst-set-alarm
ccxml-capability-requirement
ccxml-level2-burst-limit
ccxml-level3-burst-limit
ccxml-usage-limit

ccxml-usage-limit-exceeded-
alarm

ccxml-usage-limit-exceeded-
respcode

ccxml-usage-limit-per-session
conference-allowed

conference-capability-
requirement

conference-forbidden-

respcode

conference-forbidden-set-
alarm

conference-level2-burst-limit
conference-level3-burst-limit
conference-usage-limit

conference-usage-limit-
exceeded-respcode

conference-usage-limit-
exceeded-set-alarm

conference-usage-limit-per-
session

cpd-allowed
cpd-capability-requirement
cpd-forbidden-respcode
cpd-forbidden-set-alarm
cpd-level2-burst-limit
cpd-level3-burst-limit
cpd-usage-limit

cpd-usage-limit-exceeded-
respcode

cpd-usage-limit-exceeded-
set-alarm

cpd-usage-limit-per-session
cti-allowed

dialing-rule-forbidden-
respcode

dialing-rule-forbidden-set-
alarm

disable-amr
disable-amrwb
disable-g729

disable-video

inbound-level2-burst-limit
inbound-level3-burst-limit
inbound-usage-limit

inbound-usage-limit-
exceeded-respcode

inbound-usage-limit-
exceeded-set-alarm

level2-burst-limit
level3-burst-limit
max-subdialog-depth
mcp-asr-usage-mode
mcp-sendrecv-enabled
msml-allowed
msml-capability-requirement
msml-forbidden-respcode
msml-forbidden-set-alarm
msml-level2-burst-limit
msml-level3-burst-limit
msml-usage-limit

msml-usage-limit-exceeded-
respcode

msml-usage-limit-exceeded-
set-alarm

msml-usage-limit-per-session
outbound-call-allowed

outbound-call-forbidden-
respcode

outbound-call-forbidden-set-
alarm

outbound-level2-burst-limit
outbound-level3-burst-limit

outbound-usage-limit
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outbound-usage-limit-
exceeded-respcode

outbound-usage-limit-
exceeded-set-alarm

prediction-factor
recordingclient-allowed

recordingclient-capability-
requirement

recordingclient-forbidden-
respcode

recordingclient-forbidden-set-
alarm

recordingclient-level2-burst-
limit
recordingclient-level3-burst-
limit
recordingclient-usage-limit

recordingclient-usage-limit-
exceeded-respcode

recordingclient-usage-limit-
exceeded-set-alarm

recordingclient-usage-limit-
per-session

recordingserver-allowed

recordingserver-capability-
requirement

recordingserver-forbidden-
respcode

recordingserver-forbidden-
set-alarm

recordingserver-level2-burst-
limit

recordingserver-level3-burst-
limit

recordingserver-usage-limit

recordingserver-usage-limit-
exceeded-respcode

recordingserver-usage-limit-
exceeded-set-alarm

recordingserver-usage-limit-
per-session

retry-on-speech-reserve-
failure

speech-reserve-failure-
response

transfer-allowed
transfer-forbidden-respcode
transfer-forbidden-set-alarm
treatment-allowed

treatment-capability-
requirement

treatment-forbidden-respcode

treatment-forbidden-set-
alarm

treatment-level2-burst-limit
treatment-level3-burst-limit
treatment-usage-limit

treatment-usage-limit-
exceeded-respcode

announcement-allowed

Default Value: true
Valid Values:

Changes Take Effect: immediately

Controls the usage of an announcement resource

treatment-usage-limit-
exceeded-set-alarm

treatment-usage-limit-per-
session

tts-reserve

usage-limit-exceeded-
respcode

usage-limit-exceeded-set-
alarm

usage-limits
use-same-gateway

voicexml-capability-
requirement

voicexml-dialog-allowed

voicexml-dialog-forbidden-
respcode

voicexml-dialog-forbidden-
set-alarm

voicexml-level2-burst-limit
voicexml-level3-burst-limit

voicexml-usage-limit

¢ voicexml-usage-limit-

exceeded-respcode

voicexml-usage-limit-
exceeded-set-alarm

voicexml-usage-limit-per-
session
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announcement-capability-requirement

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the required capability for when the announcement service is invoked in the

context of an application. The value of this parameter takes a format of:
[cap_NameA]=[cap ValueAll],...,[cap_ValueAm]; [cap_NameB]=[cap_ValueB1],...,[cap_ValueBn]; ;
[cap_NameM]=[cap ValueM1],...,[cap _ValueMi] The set of [cap_NameX] must be unique.

announcement-forbidden-respcode
Default Value: 403

Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

announcement-forbidden-set-alarm
Default Value: false

Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

announcement-level2-burst-limit
Default Value:

Valid Values: The value must be an integer
Changes Take Effect: immediately

Announcement application level2 usage limit

announcement-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Announcement application level3 usage limit
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announcement-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Announcement application usage limit

announcement-usage-limit-exceeded-respcode

Default Value: 480
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

announcement-usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

announcement-usage-limit-per-session

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Announcement application usage limit per call

asr-reserve

Default Value: false
Valid Values:
Changes Take Effect: immediately

This configuration value specifies whether an MCP should pre-allocate ASR resource before accepting
the call
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burst-allowed

Default Value: false
Valid Values:
Changes Take Effect: immediately

Controls whether burst usage for an application is allowed for various usage based policies

burst-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised when usage limit is excceded and bursting is allowed

ccxml-capability-requirement

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the required capability for when the ccxml service is invoked in the context
of an application. The value of this parameter takes a format of:
[cap_NameA]=[cap_ValueAll],...,[cap_ValueAm]; [cap_NameB]=[cap_ValueB1],...,[cap_ValueBn]; ;
[cap_NameM]=[cap ValueM1],...,[cap ValueMi] The set of [cap_NameX] must be unique.

ccxml-level2-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

CCXML application level2 usage limit

ccxml-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

CCXML application level3 usage limit
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ccxml-usage-limit
Default Value:

Valid Values: The value must be an integer
Changes Take Effect: immediately

CCXML application usage limit

ccxml-usage-limit-exceeded-alarm
Default Value: false

Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

ccxml-usage-limit-exceeded-respcode
Default Value: 480

Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

ccxml-usage-limit-per-session
Default Value:

Valid Values: The value must be an integer
Changes Take Effect: immediately

CCXML application usage limit per call

conference-allowed

Default Value: true
Valid Values:
Changes Take Effect: immediately

Controls whether the usage of a conference resource is allowed
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conference-capability-requirement

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the required capability for when the conference service is invoked in the
context of an application. The value of this parameter takes a format of:

[cap_NameA]=[cap ValueAll],...,[cap_ValueAm]; [cap_NameB]=[cap_ValueB1],...,[cap_ValueBn]; ;
[cap_NameM]=[cap ValueM1],...,[cap _ValueMi] The set of [cap_NameX] must be unique.

conference-forbidden-respcode
Default Value: 403

Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

conference-forbidden-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

conference-level2-burst-limit
Default Value:

Valid Values: The value must be an integer
Changes Take Effect: immediately

Conference application level2 usage limit

conference-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Conference application level3 usage limit
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conference-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Conference application usage limit

conference-usage-limit-exceeded-respcode
Default Value: 480

Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

conference-usage-limit-exceeded-set-alarm
Default Value: false

Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

conference-usage-limit-per-session
Default Value:

Valid Values: The value must be an integer
Changes Take Effect: immediately

Conference application usage limit per call

cpd-allowed

Default Value: true
Valid Values:
Changes Take Effect: immediately

Controls whether CPD service is allowed
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cpd-capability-requirement

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the required capability for when the cpd service is invoked in the context of
an application. The value of this parameter takes a format of:

[cap_NameA]=[cap ValueAll],...,[cap_ValueAm]; [cap_NameB]=[cap_ValueB1],...,[cap_ValueBn]; ;
[cap_NameM]=[cap ValueM1],...,[cap _ValueMi] The set of [cap_NameX] must be unique.

cpd-forbidden-respcode

Default Value: 403
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

cpd-forbidden-set-alarm
Default Value: false

Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

cpd-level2-burst-limit
Default Value:

Valid Values: The value must be an integer
Changes Take Effect: immediately

CPD application level2 usage limit

cpd-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

CPD application level3 usage limit
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cpd-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

CPD application usage limit

cpd-usage-limit-exceeded-respcode

Default Value: 480
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

cpd-usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

cpd-usage-limit-per-session

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

CPD application usage limit per call

cti-allowed

Default Value: true
Valid Values:
Changes Take Effect: immediately

Controls whether CTI through CTI Connector and IVR Server is allowed. Applicable for CTI based on

DN lookup case.
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dialing-rule-forbidden-respcode
Default Value: 403

Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

dialing-rule-forbidden-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

disable-amr

Default Value: false
Valid Values:
Changes Take Effect: immediately

Controls whether AMR-NB transcoding is enabled

disable-amrwb

Default Value: false
Valid Values:
Changes Take Effect: immediately

Controls whether AMR-WB transcoding is enabled

disable-g729

Default Value: false
Valid Values:
Changes Take Effect: immediately

Controls whether g729 transcoding is enabled
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disable-video

Default Value: false
Valid Values:
Changes Take Effect: immediately

Controls whether use of Video is enabled

inbound-level2-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter specifies the number of times an RM session can be concurrently in-use for an
inbound call in the context of this IVRProfile for level2 burst

inbound-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter specifies the number of times an RM session can be concurrently in-use for an
inbound call in the context of this IVRProfile for level3 burst

inbound-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter specifies the number of times an RM session can be concurrently in-use for an
inbound call in the context of this IVRProfile

inbound-usage-limit-exceeded-respcode
Default Value: 480

Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.
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inbound-usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

level2-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter specifies the number of times an RM session can be concurrently in-use in the
context of this IVRProfile for level2 burst

level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter specifies the number of times an RM session can be concurrently in-use in the
context of this IVRProfile for level3 burst

max-subdialog-depth

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter limits the number of sub-dialogs in a VoiceXML call. RM simply passes this value to
MCP in a Request-URI parameter.

mcp-asr-usage-mode

Default Value: per-call
Valid Values:
Changes Take Effect: immediately
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When this parameter is set to per-call, there will be only one VRM session for the entire call which
could have multiple recognition sessions. If the parameter value is set to per-utterance, a VRM
session is opened for each recognition request. The VRM session is closed when the recognition
request is completed successfully or unsuccessfully (such as no match). RM simply passes this value
to MCP in a Request-URI parameter.

mcp-sendrecv-enabled

Default Value: true
Valid Values:
Changes Take Effect: immediately

This configuration value specifies whether an MCP is allowed to perform <send> and <receive>
extensions. The RM simply passes this value to the MCP in a Request-URI parameter.

msml-allowed

Default Value: true
Valid Values:
Changes Take Effect: immediately

Controls whether MSML service is allowed

msml-capability-requirement

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the required capability for when the MSML service is invoked in the context
of an application. The value of this parameter takes a format of:
[cap_NameA]=[cap_ValueAll],...,[cap_ValueAm]; [cap_NameB]=[cap_ValueB1],...,[cap_ValueBn]; ;
[cap_NameM]=[cap ValueM1],...,[cap _ValueMi] The set of [cap_NameX] must be unique.

msml-forbidden-respcode

Default Value: 403
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.
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msml-forbidden-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

msml-level2-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

level2 usage limit for MSML service-type

msmli-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

level3 usage limit for MSML service-type

msml-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

usage limit for MSML service-type

msml-usage-limit-exceeded-respcode

Default Value: 480
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.
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msml-usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

msml-usage-limit-per-session
Default Value:

Valid Values: The value must be an integer
Changes Take Effect: immediately

usage limit per call for MSML service type

outbound-call-allowed

Default Value: true
Valid Values:
Changes Take Effect: immediately

Controls whether the outbound call is allowed

outbound-call-forbidden-respcode

Default Value: 403
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

outbound-call-forbidden-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation
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outbound-level2-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter specifies the number of times an RM session can be concurrently in-use for an
outbound call in the context of this IVRProfile for level2 burst

outbound-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter specifies the number of times an RM session can be concurrently in-use for an
outbound call in the context of this IVRProfile for level3 burst

outbound-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter specifies the number of times an RM session can be concurrently in-use for an
outbound call in the context of this IVRProfile

outbound-usage-limit-exceeded-respcode
Default Value: 480

Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

outbound-usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation
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prediction-factor

Default Value: 1.0
Valid Values: Must be a numeric value either floating point or integer
Changes Take Effect: immediately

This parameter determines the ratio of engaging calls to predictive calls. It can be greater than 0.33
and less than or equal to 1. Default value is 1.0.

recordingclient-allowed

Default Value: true
Valid Values:
Changes Take Effect: immediately

Controls whether Recording Client service is allowed

recordingclient-capability-requirement

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the required capability for when the Recording Client service is invoked in
the context of an application. The value of this parameter takes a format of:
[cap_NameA]=[cap_ValueAll],...,,[cap_ValueAm]; [cap_NameB]=[cap_ValueB1],...,[cap_ValueBn]; ;
[cap_NameM]=[cap ValueM1],...,[cap_ValueMi] The set of [cap_NameX] must be unique.

recordingclient-forbidden-respcode

Default Value: 403
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

recordingclient-forbidden-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately
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If set to true, an alarm will be raised for the corresponding policy violation

recordingclient-level2-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

level2 usage limit for Recording Client service-type

recordingclient-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

level3 usage limit for Recording Client service-type

recordingclient-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

usage limit for Recording Client service-type

recordingclient-usage-limit-exceeded-respcode

Default Value: 480
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

recordingclient-usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately
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If set to true, an alarm will be raised for the corresponding policy violation

recordingclient-usage-limit-per-session

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

usage limit per call for Recording Client service type

recordingserver-allowed

Default Value: true
Valid Values:
Changes Take Effect: immediately

Controls whether Recording Server service is allowed

recordingserver-capability-requirement

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the required capability for when the Recording Server service is invoked in
the context of an application. The value of this parameter takes a format of:
[cap_NameA]=[cap_ValueAll],...,[cap_ValueAm]; [cap_NameB]=[cap_ValueB1],...,[cap_ValueBn]; ;
[cap_NameM]=[cap ValueM1],...,[cap _ValueMi] The set of [cap_NameX] must be unique.

recordingserver-forbidden-respcode

Default Value: 403
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

recordingserver-forbidden-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately
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If set to true, an alarm will be raised for the corresponding policy violation

recordingserver-level2-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

level2 usage limit for Recording Server service-type

recordingserver-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

level3 usage limit for Recording Server service-type

recordingserver-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

usage limit for Recording Server service-type

recordingserver-usage-limit-exceeded-respcode

Default Value: 480
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

recordingserver-usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately
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If set to true, an alarm will be raised for the corresponding policy violation

recordingserver-usage-limit-per-session

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

usage limit per call for Recording Server service type

retry-on-speech-reserve-failure

Default Value: true
Valid Values:
Changes Take Effect: immediately

This configuration value specifies whether RM should retry further resources when MCP sends ASR/
TTS pre-allocation failure in response.

speech-reserve-failure-response

Default Value: 0
Valid Values:
Changes Take Effect: immediately

This configuration value specifies what response code RM should send if MCP sent ASR/TTS resource
allocation failure and retry option is set to false in profile. The default value is 0 that signifies the MCP
return code will not be overwritten. To overwrite MCP return code this parameter should be set to
proper 4xx/5xx value.

transfer-allowed
Default Value: true

Valid Values:
Changes Take Effect: immediately

Controls whether transfer is allowed

transfer-forbidden-respcode

Default Value: 403
Valid Values:
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Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode. Example - 403 or 403;This

application does not allow call transfer

transfer-forbidden-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

treatment-allowed

Default Value: true
Valid Values:
Changes Take Effect: immediately

Controls whether Treatment media service is allowed

treatment-capability-requirement

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the required capability for when the treatment service is invoked in the

context of an application. The value of this parameter takes a format of:

[cap_NameA]=[cap_ ValueAll],...,[cap_ValueAm]; [cap_NameB]=[cap_ValueB1],...,[cap_ValueBn]; ;
[cap_NameM]=[cap ValueM1],...,[cap_ValueMi] The set of [cap_NameX] must be unique.

treatment-forbidden-respcode

Default Value: 403
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.
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treatment-forbidden-set-alarm
Default Value: false

Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

treatment-level2-burst-limit
Default Value:

Valid Values: The value must be an integer
Changes Take Effect: immediately

level2 usage limit for Treatment service-type

treatment-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

level3 usage limit for Treatment service-type

treatment-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

usage limit for Treatment media service-type

treatment-usage-limit-exceeded-respcode

Default Value: 480
Valid Values:
Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.
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treatment-usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

treatment-usage-limit-per-session

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

usage limit per call for Treatment service type

tts-reserve

Default Value: false
Valid Values:
Changes Take Effect: immediately

This configuration value specifies whether an MCP should pre-allocate TTS resource before accepting
the call

usage-limit-exceeded-respcode

Default Value: 480
Valid Values:
Changes Take Effect: immediately

When a call is rejected due to the configuration value of one of: gvp.policy.usage-limits, or
gvp.policy.outbound-usage-limit, or gvp.policy.inbound-usage-limit this is the SIP response code sent
in the SIP response. Takes the form of [sipcode];[desc] or [sipcode], where [sipcode] is an number in
the range of 400-699, and [desc] is any string

usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately
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If set to true, an alarm will be raised for the corresponding policy violation

usage-limits

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

This parameter specifies the number of times an RM session can be concurrently in-use in the
context of this IVRProfile

use-same-gateway

Default Value: always
Valid Values:
Changes Take Effect: immediately

This parameter is for Gateway Resource only.

voicexml-capability-requirement

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the required capability for when the voicexml service is invoked in the
context of an application. The value of this parameter takes a format of:
[cap_NameA]=[cap_ValueAll],...,[cap_ValueAm]; [cap_NameB]=[cap_ValueB1],...,[cap_ValueBn]; ;
[cap_NameM]=[cap ValueM1],...,[cap_ValueMi] The set of [cap_NameX] must be unique.

voicexml-dialog-allowed
Default Value: true

Valid Values:
Changes Take Effect: immediately

Controls whether the usage of a voicexml resource is allowed

voicexml-dialog-forbidden-respcode

Default Value: 403
Valid Values:
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Changes Take Effect: immediately

Expects parameter value of the form sipcode;desc or just sipcode.

voicexml-dialog-forbidden-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

voicexml-level2-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Voicexml application level2 usage limit

voicexml-level3-burst-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Voicexml application level3 usage limit

voicexml-usage-limit

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Voicexml application usage limit

voicexml-usage-limit-exceeded-respcode

Default Value: 480
Valid Values:
Changes Take Effect: immediately
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Expects parameter value of the form sipcode;desc or just sipcode.

voicexml-usage-limit-exceeded-set-alarm

Default Value: false
Valid Values:
Changes Take Effect: immediately

If set to true, an alarm will be raised for the corresponding policy violation

voicexml-usage-limit-per-session

Default Value:
Valid Values: The value must be an integer
Changes Take Effect: immediately

Voicexml application usage limit per call
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gvp.policy.call-info Section

e rule-1 e rule-2

rule-1

Default Value:
Valid Values:
Changes Take Effect: immediately

The parameters within the gvp.policy.call-info sub-section for IVR Profile are used to specify the ANI-
based rules to accept, reject, or script play for a call

rule-2

Default Value:
Valid Values:
Changes Take Effect: immediately

The parameters within the gvp.policy.call-info sub-section for IVR Profile are used to specify the ANI-
based rules to accept, reject, or script play for a call
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gvp.policy.dbmp Section

* rs.db.retention.cdr.default * rs.db.retention.operations.daily.defauts.db.retention.sq.weekly.default
¢ rs.db.retention.events.default ¢ rs.db.retention.operations.hourly.defasldb.retention.var.30min.default
* rs.db.retention.latencies.daily.defaultrs.db.retention.operations.monthly.defadl.retention.var.5min.default

* rs.db.retention.latencies.hourly.defauts.db.retention.operations.weekly.defasultb.retention.var.daily.default

* rs.db.retention.latencies.monthly.defasltb.retention.sq.daily.default * rs.db.retention.var.hourly.default
e rs.db.retention.latencies.weekly.defaul.db.retention.sqg.failures.default < rs.db.retention.var.monthly.default
* rs.db.retention.operations.30min.defasldb.retention.sq.hourly.default ¢ rs.db.retention.var.weekly.default

¢ rs.db.retention.operations.5min.defaukt.db.retention.sq.monthly.default

rs.db.retention.cdr.default

Default Value: 30
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately

The number of days for which Call Detail Records data will be retained in the database.

rs.db.retention.events.default

Default Value: 7
Valid Values: An integer greater than 0, or O to use RS default
Changes Take Effect: immediately

The number of days for which call log events (upstream logs) data will be retained in the database.

rs.db.retention.latencies.daily.default

Default Value: 90
Valid Values: An integer greater than 30
Changes Take Effect: immediately
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The number of days for which daily latency histogram data will be retained in the database.

rs.db.retention.latencies.hourly.default

Default Value: 7
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately

The number of days for which hourly latency histogram data will be retained in the database.

rs.db.retention.latencies.monthly.default

Default Value: 1095
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which monthly latency histogram data will be retained in the database.

rs.db.retention.latencies.weekly.default

Default Value: 364
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which weekly latency histogram data will be retained in the database.

rs.db.retention.operations.30min.default

Default Value: 7
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately

The number of days for which 30-minute operational data will be retained in the database.

rs.db.retention.operations.5min.default

Default Value: 0
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately
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The number of days for which 5-minute operational data will be retained in the database.

rs.db.retention.operations.daily.default

Default Value: 90
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which daily operational data will be retained in the database.

rs.db.retention.operations.hourly.default

Default Value: 7
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately

The number of days for which hourly operational data will be retained in the database.

rs.db.retention.operations.monthly.default

Default Value: 1095
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which monthly operational data will be retained in the database.

rs.db.retention.operations.weekly.default

Default Value: 364
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which weekly operational data will be retained in the database.

rs.db.retention.sq.daily.default

Default Value: 90
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which daily Service Quality summary data will be retained in the database.

Genesys Voice Platform 74



Core GVP Components Resource Manager

rs.db.retention.sq.failures.default

Default Value: 365
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately

The number of days for which Service Quality failure detail records will be retained in the database.

rs.db.retention.sqg.hourly.default

Default Value: 7
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately

The number of days for which hourly Service Quality summary data will be retained in the database.

rs.db.retention.sq.monthly.default

Default Value: 365
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which monthly Service Quality summary data will be retained in the
database.

rs.db.retention.sq.weekly.default

Default Value: 180
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which weekly Service Quality summary data will be retained in the database.

rs.db.retention.var.30min.default

Default Value: 7
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately

The number of days for which 30-minute Call Summary and IVR Action Summary data will be retained

Genesys Voice Platform 75



Core GVP Components Resource Manager

in the database.

rs.db.retention.var.5min.default

Default Value: 0
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately

The number of days for which 5-minute Call Summary and IVR Action Summary data will be retained
in the database.

rs.db.retention.var.daily.default

Default Value: 90
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which daily Call Summary and IVR Action Summary data will be retained in
the database.

rs.db.retention.var.hourly.default

Default Value: 7
Valid Values: An integer greater than 0, or 0 to use RS default
Changes Take Effect: immediately

The number of days for which hourly Call Summary and IVR Action Summary data will be retained in
the database.

rs.db.retention.var.monthly.default

Default Value: 1095
Valid Values: An integer greater than 30
Changes Take Effect: immediately

The number of days for which monthly Call Summary and IVR Action Summary data will be retained
in the database.

rs.db.retention.var.weekly.default

Default Value: 364
Valid Values: An integer greater than 30
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Changes Take Effect: immediately

The number of days for which weekly Call Summary and IVR Action Summary data will be retained in
the database.
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gvp.policy.dialing-rules Section

e rule-1 e rule-2

rule-1

Default Value:
Valid Values:
Changes Take Effect: immediately

The parameters within the gvp.policy.dialing-rules sub-section are used to specify dialing rules used
to determine if an address made towards a GW is allowed

rule-2

Default Value:
Valid Values:
Changes Take Effect: immediately

The parameters within the gvp.policy.dialing-rules sub-section are used to specify dialing rules used
to determine if an address made towards a GW is allowed
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gvp.policy.speech-resources Section

* asr.defaultengine * authorizedttsengines * nsssessionxmi

e authorizedasrengines * defaultlanguage e tts.defaultengine

asr.defaultengine

Default Value:
Valid Values:
Changes Take Effect: immediately

The engine specified here will be used to load a default engine when using the log metrics to ASR
configuration. An application using a different name should override this using the Request URI
configuration or asrengine property.

authorizedasrengines

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter represents the ":" delimited list of ASR resources that are authorized to be used by
this profile

authorizedttsengines

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter represents the ":" delimited list of TTS resources that are authorized to be used by
this profile
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defaultlanguage

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter represents the default language for ASR/TTS

nsssessionxml

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the path of a session configuration file for the speech recognizer and
synthesizer used by this application. When it is set, RM shall pass the value to MCP in a Request-URI
parameter "gvp.config.vrm.nsssessionxml".

tts.defaultengine

Default Value:
Valid Values:
Changes Take Effect: immediately

The engine specified here will be used to load a default engine. An application using a different name
should override this using the ttsengine property or the Request URI configuration.
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gvp.policy.sga Section

e error.notification.threshold

error.notification.threshold

Default Value: -1
Valid Values: An integer between 0 and 100 inclusive. Specify -1 to use RS' default setting.
Changes Take Effect: immediately

If the percentage of successful calls for an IVR Profile falls below this threshold during a service
quality period, a notification is generated.
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gvp.service-parameters Section

» cti.DefaultAgent * recordingclient.tonesilenceduratiore voicexml.gvpi.$outbound-call-
limit

¢ cti.icm.enableBridgeXfer ¢ recordingclient.type 5

. . . . . ¢ voicexml.gvpi.$record-pages$
e cti.icm.ScriptMapping ¢ recordingclient.type2

. . . * voicexml.gvpi.$rexfertimeout$
e cti.icm.ServicelD * voicexml.gvp.appmodule

) ) ) ¢ voicexml.gvpi.$tntenable$
¢ cti.TransferOnCTI ¢ voicexml.gvpi.$adn-flag$

. . . ) ) e voicexml.gvpi.$tntreclaimcode$

e recordingclient.audiosrc e voicexml.gvpi.$asrplatform$

. . . ) ) * voicexml.gvpi.$tntscript$
* recordingclient. AWSAccessKeyld « voicexml.gvpi.$asrwavfilelog$

. . ) ) » voicexml.gvpi.$transactional-
* recordingclient. AWSAccessKeyld2 ¢ voicexml.gvpi.$badxmlpageposturl$ record$

¢ recordingclient. AWSSecretAccessKey voicexml.gvpi.$call-trace-url$ « voicexml.gvpi.$transactional-

+ recordingclient. AWSSecretAccessKeyoicexml.gvpi.$ccerror- record-posturl$

telnum$ » voicexml.gvpi.$transfer-

¢ recordingclient.callrec_authorization !
- option$

* voicexml.gvpi.$cpatimeout$

« voicexml.gvpi.$cti_endcall_on_agerti¥g $Ri38!-9vpi.stransfer-types
* voicexml.gvpi.$transferscript-

» recordingclient.callrec_dest

* recordingclient.httpauthorization
¢ voicexml.gvpi.$debug-url$

¢ recordingclient.httpauthorization2 url$
. . * voicexml.gvpi.$default- . .
e recordingclient.recdest language$ ¢ voicexml.gvpi.$trap-url$
* recordingclient.recdest2 « voicexml.gvpi.$dtmf nomatch_uttetakiE RRbRER- $tts-genders
« recordingclient.recmediactl « voicexml.gvpi.$ivr-tmo$ * voicexml.gvpi.$tts-vendor$

cti.DefaultAgent

Default Value: fixed
Valid Values:
Changes Take Effect: immediately

The default agent number for CTI transfer

cti.icm.enableBridgeXfer
Default Value: fixed,0
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Valid Values:
Changes Take Effect: immediately

By enabling this parameter, the CTIC invokes Bridge Transfer to connect the caller to agent otherwise
by default Blind Transfer is triggered. This feature is applicable only for Service Control Interface
when CONNECT message is received with TransferHint flag set to false.

cti.icm.ScriptMapping

Default Value: fixed, TFN
Valid Values:
Changes Take Effect: immediately

This parameter indicates whether the ICM routing script should be chosen based on the TFN or the
DNIS

cti.icm.ServicelD

Default Value: fixed,
Valid Values:
Changes Take Effect: immediately

The Service-ID configured in ICM for this IVR application

cti.TransferOnCT]I

Default Value: fixed,no
Valid Values:
Changes Take Effect: immediately

CTI transfer option

recordingclient.audiosrc

Default Value:
Valid Values:
Changes Take Effect: immediately

The URI of a periodic audio tone to play during recording. If the URI is empty, no tone will be applied.
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recordingclient. AWSAccessKeyld

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the AWS Access Key ID for recdest when the destination is Amazon S3.

recordingclient. AWSAccessKeyld?2

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the AWS Access Key ID for recdest2 when the destination is Amazon S3.

recordingclient. AWSSecretAccessKey

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the AWS Secret Access Key for recdest when the destination is Amazon S3.

recordingclient. AWSSecretAccessKey?2

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the AWS Secret Access Key for recdest2 when the destination is Amazon S3.

recordingclient.callrec_authorization

Default Value:
Valid Values:
Changes Take Effect: immediately

The authorization parameter for posting metadata. The format for specifying the authorization
information is: username:password, where 'username' and 'password' are the credentials for
accessing the web server.
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recordingclient.callrec_dest

Default Value:
Valid Values:
Changes Take Effect: immediately

The URL for submitting Metadata as part of call recording.

recordingclient.httpauthorization

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the HTTP authorization information if "recdest" is specified to be an http://
destination (WebDAV). The format for specifying the authorization information is:
username:password, where 'username' and 'password' are the credentials for accessing the web
server.

recordingclient.httpauthorization2

Default Value:
Valid Values:
Changes Take Effect: immediately

This parameter specifies the HTTP authorization information if "recdest2" is specified to be an http://
destination (SpeechMiner). The format for specifying the authorization information is:
username:password, where 'username' and 'password' are the credentials for accessing the web
server.

recordingclient.recdest

Default Value: fixed,sip:$LocallP$:5060
Valid Values:
Changes Take Effect: immediately

This parameter specifies one of the destinations for recording. The following types of destinations are
allowed: - sip / sips URI. This will be used as the Request-URI address part of the outgoing recording
server request. - file:// for local file recording. Must begin with file://. Path is relative to recording base
path configured on the MCP, or can also be an absolute path location. - s3: for specifying an Amazon
S3 storage bucket (must be accompanied by AWSAccessKeyld and AWSSecretAccessKey). - http:// or
https:// for specifying a WebDAV storage location. Default value is the RM's address. However, the
value of the "dest" parameter in the MSML request takes precedence over this IVR Profile parameter
in the media server. When recdest / recdest2 are both configured, they must be both sip / sips, OR
both one of the other possible destinations. Additional notes related to sip / sips destination: When
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recdest is set to RM (SIP AOR), MCP will use this in the Request-URI address part of the recording
server request. RM will select the recording server resources based on load-balancing scheme
configured in recording server LRGs. When recdest2 is configured, recdest should also be configured
and these two parameters should be configured with AORs of two recording servers. Both recdest and
recdest2 will be used by MCP in the Request-URI address part of the recording server request and in
this case MCP will send two recording request to RM for the same recording (duplicate recording). RM
will select recording server based on the Request-URI address. Please note that these recdest and
recdest2 parameters should be configured for duplicate recording with third party recorders like
zoom.

recordingclient.recdest2

Default Value: fixed,sip:$LocallP$:5060
Valid Values:
Changes Take Effect: immediately

This parameter specifies a secondary/duplicate recording destination. The following types of
destinations are allowed: - sip / sips URI. This will be used as the Request-URI address part of the
outgoing recording server request. - file:// for local file recording. Must begin with file://. Path is
relative to recording base path configured on the MCP, or can also be an absolute path location. - s3:
for specifying an Amazon S3 storage bucket (must be accompanied by AWSAccessKeyld2 and
AWSSecretAccessKey?). - http:// or https:// for specifying a SpeechMiner destination for analytics
(requires call recording solution integration). Default value is the RM's address. However, the value of
the "dest2" parameter in the MSML request takes precedence over this IVR Profile parameter in the
media server. When recdest / recdest2 are both configured, they must be both sip / sips, OR both one
of the other possible destinations. Additional notes related to sip / sips destination: If "recdest" and
"recdest2" parameter are set to SIP AORs of recording servers, the MCP will use these AORs in RURI
address part. When recdest2 is configured, recdest should also be configured and these two
parameters should be configured with AORs of two recording servers. Both recdest and recdest2 will
be used by MCP in the Request-URI address part of the recording server request and in this case MCP
will send two recording request to RM for the same recording (duplicate recording). RM will select
recording server based on the Request-URI address. Please note that these recdest and recdest2
parameters should be configured for duplicate recording with third party recorders like zoom

recordingclient.recmediactl

Default Value: fixed,2
Valid Values:
Changes Take Effect: immediately

Select the SIP session behavior of the media server in contacting the external recorder. If set to
"Separate", separate SIP session (with single media line in the SDP) will be established for each of the
recorded parties. If set to "Combined", 1 SIP session (with multiple media lines in the SDP) is
established for the recorded parties in the same call recording session. Note that the URI specified by
the "recmediactl" parameter in the MSML request takes precedence over this parameter.
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recordingclient.tonesilenceduration

Default Value:
Valid Values:
Changes Take Effect: immediately

The duration of silence between audio tones when Periodic Audio Tone is in use in milliseconds.

recordingclient.type
Default Value:

Valid Values:
Changes Take Effect: immediately

The file type for http, S3 or file recording for recdest. Example formats: audio/wav, audio/
wav;codec=ulaw, audio/mp3 . If left empty, the MCP will use a default configured type.

recordingclient.type?2

Default Value:
Valid Values:
Changes Take Effect: immediately

The file type for http, S3 or file recording for recdest2. Example formats: audio/wav, audio/
wav;codec=ulaw, audio/mp3 . If left empty, the MCP will use a default configured type.

voicexml.gvp.appmodule

Default Value: fixed,VXML-NG
Valid Values:
Changes Take Effect: immediately

Select the app module name

voicexml.gvpi.$adn-flag$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$asrplatform$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.
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voicexml.gvpi.$asrwavfilelog$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$badxmlpageposturl$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$call-trace-url$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$ccerror-telnum$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$cpatimeout$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$cti_endcall on_agentleg _hup$

Extension:DynamicPagelist (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$debug-url$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$default-language$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$dtmf nomatch_utterance enabled$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.
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voicexml.gvpi.$ivr-tmo$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$outbound-call-limit$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$record-pages$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$rexfertimeout$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$tntenable$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$tntreclaimcode$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$tntscript$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$transactional-record$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$transactional-record-posturl$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.
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voicexml.gvpi.$transfer-option$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$transfer-type$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$transferscript-url$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$trap-url$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$tts-gender$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.

voicexml.gvpi.$tts-vendor$

Extension:DynamicPagelList (DPL), version 2.01 : Warning: No results.
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gvp.service-prerequisite Section

* alternatevoicexml * conference-id * initial-page-url

e announcement-url » default-properties-page

alternatevoicexml

Default Value:
Valid Values:
Changes Take Effect: immediately

For VoiceXML IVR profile an alternate voicexml parameter is also supported that's used by MCP if the
initial-page-url fails

announcement-url

Default Value:
Valid Values: The value should be a URL to the announcement audio file
Changes Take Effect: immediately

For announcement application, announcement-url is a mandatory parameter

conference-id

Default Value:
Valid Values: The value can be any string value
Changes Take Effect: immediately

For conference application, conference-id is mandatory parameter

default-properties-page

Default Value:
Valid Values:
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Changes Take Effect: immediately
For voicexml service, this is the URL to a page containing the default properties and handlers

initial-page-url

Default Value:
Valid Values:
Changes Take Effect: immediately

Initial Page URL is a mandatory parameter for VoiceXML, and CCXML Voice Platform IVR Profile
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l0g Section

e all * memory e standard
¢ check-point ¢ memory-storage-size * time_convert
e compatible-output-priority * message_format e time_format
e debug * messagefile * trace
¢ expire ¢ print-attributes ¢ verbose
* interaction * segment
* keep-startup-file e spool
all

Default Value: ../logs/ResourceMgr

Valid Values:

stdout Log events are sent to the Standard output (stdout).
stderr Log events are sent to the Standard error output (stderr).

network Log events are sent to Message Server, which can reside anywhere on the network. Message
Server stores the log events in the Log Database. Setting the all log level option to the network output
enables an application to send log events of the Standard, Interaction, and Trace levels to Message Server.
Debug-level log events are neither sent to Message Server nor stored in the Log Database.

memory Log events are sent to the memory output on the local disk. This is the safest output in terms of
the application performance.

[filename] Log events are stored in a file with the specified name. If a path is not specified, the file is
created in the application's working directory.

Changes Take Effect: immediately

Specifies the outputs to which an application sends all log events. The log output types must be separated
by a comma when more than one output is configured.

check-point

Default Value: 1
Valid Values: 0 - 24
Changes Take Effect: immediately

Specifies, in hours, how often the application generates a check point log event, to divide the log into sections of equal time. By
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default, the application generates this log event every hour. Setting the option to 0 prevents the generation of check-point events.

compatible-output-priority

Default Value: false
Valid Values: true, false
Changes Take Effect: immediately

Specifies whether the application uses 6.x output logic.

true The log of the level specified by "Log Output Options" is sent to the specified output.
false The log of the level specified by "Log Output Options" and higher levels is sent to the specified output.

debug

Default Value: ../logs/ResourceMgr

Valid Values:

stdout Log events are sent to the Standard output (stdout).
stderr Log events are sent to the Standard error output (stderr).

network Log events are sent to Message Server, which can reside anywhere on the network. Message
Server stores the log events in the Log Database. Setting the all log level option to the network output
enables an application to send log events of the Standard, Interaction, and Trace levels to Message Server.
Debug-level log events are neither sent to Message Server nor stored in the Log Database.

memory Log events are sent to the memory output on the local disk. This is the safest output in terms of
the application performance.

[filename] Log events are stored in a file with the specified name. If a path is not specified, the file is
created in the application's working directory.

Changes Take Effect: immediately

Specifies the outputs to which an application sends the log events of the Debug level and higher (that is, log
events of the Standard, Interaction, Trace, and Debug levels). The log output types must be separated by a
comma when more than one output is configured.

expire

Default Value: 20

Valid Values:

false No expiration; all generated segments are stored.

[number] file or [number] Sets the maximum number of log files to store. Specify a number from 1-1000.

[number] day Sets the maximum number of days before log files are deleted. Specify a number from
1-100.

Changes Take Effect: immediately

Determines whether log files expire. If they do, sets the measurement for determining when they expire,
along with the maximum number of files (segments) or days before the files are removed. This option is
ignored if log output is not configured to be sent to a log file. Note: If the value of the option is set
incorrectly -out of the range of valid values- it will be automatically reset to 10
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interaction

Default Value: ../logs/ResourceMgr

Valid Values:

stdout Log events are sent to the Standard output (stdout).
stderr Log events are sent to the Standard error output (stderr).

network Log events are sent to Message Server, which can reside anywhere on the network. Message
Server stores the log events in the Log Database. Setting the all log level option to the network output
enables an application to send log events of the Standard, Interaction, and Trace levels to Message Server.
Debug-level log events are neither sent to Message Server nor stored in the Log Database.

memory Log events are sent to the memory output on the local disk. This is the safest output in terms of
the application performance.

[filename] Log events are stored in a file with the specified name. If a path is not specified, the file is
created in the application's working directory.

Changes Take Effect: immediately

Specifies the outputs to which an application sends the log events of the Interaction level and higher (that
is, log events of the Standard and Interaction levels). The log outputs must be separated by a comma when
more than one output is configured.

keep-startup-file

Default Value: false

Valid Values:

false No startup segment of the log is kept.

true A startup segment of the log is kept. The size of the segment equals the value of the segment option.
[number] KB Sets the maximum size, in kilobytes, for a startup segment of the log.

[number] MB Sets the maximum size, in megabytes, for a startup segment of the log.

Changes Take Effect: After restart

Specifies whether a startup segment of the log, containing the initial T-Server configuration, is to be kept. If
it is, this option can be set to true or to a specific size. If set to true, the size of the initial segment will be
equal to the size of the regular log segment defined by the segment option. The value of this option will be
ignored if segmentation is turned off (that is, if the segment option set to false).

memory

Default Value:
Valid Values: [string] (memory file name)
Changes Take Effect: immediately

Specifies the name of the file to which the application regularly prints a snapshot of the memory output, if it is configured to do this.
The new snapshot overwrites the previously written data. If the application terminates abnormally, this file will contain the latest log
messages. Memory output is not recommended for processors with a CPU frequency lower than 600 MHz.

memory-storage-size

Default Value:
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Valid Values:
[number] KB or [number] The size of the memory output, in kilobytes. The minimum value is 128 KB.

[number] MB The size of the memory output, in megabytes. The maximum value is 64 MB
Changes Take Effect: When memory output is created
Specifies the buffer size for log output to the memory, if configured.

message_format

Default Value: short

Valid Values:

short An application uses compressed headers when writing log records in its log file.

full An application uses complete headers when writing log records in its log file.

Changes Take Effect: immediately

Specifies the format of log record headers that an application uses when writing logs in the log file. Using
compressed log record headers improves application performance and reduces the log file's size. With the
value set to short:

A header of the log file or the log file segment contains information about the application (such as the
application name, application type, host type, and time zone), whereas single log records within the file or
segment omit this information.

A log message priority is abbreviated to Std, Int, Trc, or Dbg, for Standard, Interaction, Trace, or Debug
messages, respectively.

The message ID does not contain the prefix GCTI or the application type ID.

A log record in the full format looks like this:

2002-05-07T18:11:38.196 Standard localhost cfg_dbserver GCTI-00-05060 Application started
A log record in the short format looks like this:

2002-05-07T18:15:33.952 Std 05060 Application started

messagefile

Default Value:
Valid Values: [string].Ims (message file name)
Changes Take Effect: Immediately, if an application cannot find its *.Ims file at startup

Specifies the file name for application-specific log events. The name must be valid for the operating system on which the application is
running. The option value can also contain the absolute path to the application-specific *.Ims file. Otherwise, an application looks for
the file in its working directory.

print-attributes

Default Value: false
Valid Values: true, false
Changes Take Effect: immediately

Specifies whether the application attaches extended attributes, if any exist, to a log event that it sends to log output. Typically, log
events of the Interaction log level and Audit-related log events contain extended attributes. Setting this option to true enables audit
capabilities, but negatively affects performance. Genesys recommends enabling this option for Solution Control Server and
Configuration Server when using audit tracking. For other applications, refer to Genesys 7.5 Combined Log Events Help to find out
whether an application generates Interaction-level and Audit-related log events; if it does, enable the option only when testing new
interaction scenarios.
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true Attaches extended attributes, if any exist, to a log event sent to log output.

false Does not attach extended attributes to a log event sent to log output.

segment

Default Value: 10000

Valid Values:

false No segmentation is allowed.

[number] KB or [number] Sets the maximum segment size, in kilobytes. The minimum segment size is
100 KB.

[number] MB Sets the maximum segment size, in megabytes.

[number] hr Sets the number of hours for the segment to stay open. The minimum number is 1 hour.
Changes Take Effect: immediately

Specifies whether there is a segmentation limit for a log file. If there is, sets the mode of measurement,
along with the maximum size. If the current log segment exceeds the size set by this option, the file is
closed and a new one is created.

spool

Default Value:
Valid Values: [path] (the folder, with the full path to it)
Changes Take Effect: immediately

Specifies the folder, including full path to it, in which an application creates temporary files related to network log output. If you change
the option value while the application is running, the change does not affect the currently open network output.

standard

Default Value: ../logs/ResourceMgr

Valid Values:

stdout Log events are sent to the Standard output (stdout).
stderr Log events are sent to the Standard error output (stderr).

network Log events are sent to Message Server, which can reside anywhere on the network. Message
Server stores the log events in the Log Database. Setting the all log level option to the network output
enables an application to send log events of the Standard, Interaction, and Trace levels to Message Server.
Debug-level log events are neither sent to Message Server nor stored in the Log Database.

memory Log events are sent to the memory output on the local disk. This is the safest output in terms of
the application performance.

[filename] Log events are stored in a file with the specified name. If a path is not specified, the file is
created in the application's working directory.

Changes Take Effect: immediately

Specifies the outputs to which an application sends the log events of the Standard level. The log output
types must be separated by a comma when more than one output is configured.
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time_convert

Default Value: local
Valid Values: local, utc
Changes Take Effect: immediately

Specifies the system in which an application calculates the log record time when generating a log file. The time is converted from the
time in seconds since the Epoch (00:00:00 UTC, January 1, 1970).

Local Time (local) The time of log record generation is expressed as a local time, based on the time zone
and any seasonal adjustments. Time zone information of the application's host computer is used.

Coordinated Universal Time (utc) The time of log record generation is expressed as Coordinated
Universal Time (UTC).

time_format

Default Value: 1ISO8601
Valid Values: time, locale, ISO8601
Changes Take Effect: immediately

Specifies how to represent, in a log file, the time when an application generates log records.
A log record's time field in the ISO 8601 format looks like this:
2001-07-24T04:58:10.123

HH:MM:SS.sss (time) The time string is formatted according to the HH:MM:SS.sss (hours, minutes,
seconds, and milliseconds) format.

According to the system's locale (locale) The time string is formatted according to the system's locale.

ISO 8601 format (ISO8601) The date in the time string is formatted according to the ISO 8601 format.
Fractional seconds are given in milliseconds.

trace

Default Value: ../logs/ResourceMgr

Valid Values:

stdout Log events are sent to the Standard output (stdout).
stderr Log events are sent to the Standard error output (stderr).

network Log events are sent to Message Server, which can reside anywhere on the network. Message
Server stores the log events in the Log Database. Setting the all log level option to the network output
enables an application to send log events of the Standard, Interaction, and Trace levels to Message Server.
Debug-level log events are neither sent to Message Server nor stored in the Log Database.

memory Log events are sent to the memory output on the local disk. This is the safest output in terms of
the application performance.

[filename] Log events are stored in a file with the specified name. If a path is not specified, the file is
created in the application's working directory.

Changes Take Effect: immediately

Specifies the outputs to which an application sends the log events of the Trace level and higher (that is, log
events of the Standard, Interaction, and Trace levels). The log outputs must be separated by a comma when
more than one output is configured.
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verbose

Default Value: standard
Valid Values: all, debug, trace, interaction, standard, none
Changes Take Effect: immediately

Determines whether a log output is created. If it is, specifies the minimum level of log events generated. The log events levels, starting
with the highest priority level, are standard, interaction, trace, debug and all.

all All log events (that is, log events of the Standard, Trace,Interaction, and Debug levels) are generated.
debug The same as all.

trace Log events of the Trace level and higher (that is, log events of the Standard, Interaction, and Trace
levels) are generated, but log events of the Debug level are not generated.

interaction Log events of the Interaction level and higher (that is, log events of the Standard and
Interaction levels) are generated, but log events of the Trace and Debug levels are not generated.

standard Log events of the Standard level are generated, but log events of the Interaction, Trace, and
Debug levels are not generated.

none No log evenets are generated.
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monitor Section

* optionsofflineresp

* sip.enable_dns_cache

¢ sip.localuser

* sip.logmsg.allowed

¢ sip.logmsg.maskoption
e sip.mtusize

* sip.preferred_ipversion
¢ sip.proxy.optionsinterval

e sip.proxy.release-
recordingclient-session-on-
fail

e sip.proxy.release-
recordingserver-session-on-
fail

optionsofflineresp

Default Value: 503
Valid Values:

Changes Take Effect: At start/restart

sip.proxy.releaseconfonfailure
sip.proxy.unavailoptionsinterval
sip.route.default.tcp
sip.route.default.tcp.ipv6
sip.route.default.tls
sip.route.default.tls.ipv6
sip.route.default.udp
sip.route.default.udp.ipv6
sip.tcp.portrange
sip.tls.portrange
sip.transport.0

sip.transport.0.tos

sip.transport.1
sip.transport.1.tos
sip.transport.2
sip.transport.2.tos
sip.transport.dnsharouting
sip.transport.localaddress
sip.transport.localaddress_ipv6
sip.transport.localaddress.srv
sip.transport.routefailovertime
sip.transport.routerecoverytime
sip.transport.setuptimer.tcp

sip.transport.unavailablewakeup

List of semi-colon separated SIP-OPTIONS response codes >=300 which can be used to mark a
resource offline. If the response code received is not present in the list, then the resource will be
considered online. Default is 503 which is the shutdown response code for OPTIONS by MCP

sip.enable_dns_cache

Default Value: true
Valid Values: true, false

Changes Take Effect: At start/restart

Specifies if RM should enable or disable the use of DNS cache. Enabling DNS cache increases RM's
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resilience towards network issues between RM and the DNS Servers. If the option is enabled, the
target address is retrieved from the DNS cache, if available. If unavailable, a fresh DNS query will be
used to retrieve the target address and the result will be cached depending on the DNS query
response. If the option is disabled, target address is resolved by a fresh DNS query.

sip.localuser

Default Value: GVP
Valid Values:
Changes Take Effect: After restart

SIP user presented in OPTIONS requests. The specified text will be presented in the "From:" field of
the form sip:user@host[:port]

sip.logmsg.allowed

Default Value: true
Valid Values: Choose between: true or false
Changes Take Effect: At start/restart

Specifies whether or not logging SIP message is allowed. This option can disable SIP message logging
regardless the [log].verbose setting.

sip.logmsg.maskoption

Default Value: 0
Valid Values: An integer greater or equal to 0.
Changes Take Effect: At start/restart

Specifies the option to restrict SIP message logging. Each bit in the value (starting with LSB) indicates
that a specific entity of the SIP message is masked. These bits can be logically OR'ed (or numerically
added) and the final value is set. Currently the following bits are supported:

value 1 - indicates all unknown headers (headers other than "Via", "From", "To", "Max-Forwards",
"CSeq", "Call-ID", "Contact", "Content-Length", "Content-Type", "Record-Route", "Route", "Refer-To",
"Allow-Events", "Subscription-State", "Event", "RSeq", "RAck") will be masked.

value 2 - indicates all user data headers (headers starting with "X-Genesys-" except "X-Genesys-GVP-
Session-Data", "X-Genesys-GVP-Session-ID", "X-Genesys-CallUUID") will be masked.

value 4 - indicates all SIP message bodies will be masked.

value 8 - indicates the SIP message bodies with the content type "application/dtmf-relay" or
"application/dtmf" will be masked.

value 16 - indicates the values of MSML tag "gvp:param" with the name start with "X-Genesys-" in SIP
message bodies will be masked.

For example, to mask all unknown headers and message bodies, set the valueto 5 (i.e. 1 + 4). To
mask all user data headers and the values of MSML tag "gvp:param" with the name start with "X-
Genesys-" in SIP message bodies, set the value to 18 (i.e. 2 + 16). Default value is 0, meaning no
masking at all.
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sip.mtusize

Default Value: 1500
Valid Values:
Changes Take Effect: After restart

Defines the Maximum Transmission Unit (MTU) of the network interfaces. If a SIP request size is
within 200 bytes of this value, the request will be sent on a congestion controlled transport protocol,
such as TCP.

sip.preferred _ipversion

Default Value: ipv4
Valid Values: ipv4, ipv6
Changes Take Effect: At start/restart

Preferred IP version to be used in SIP. When multiple IP addresses with different IP versions are
resolved from a destination address, the first address from the list with the preferred IP version will
be used. However, if there is no sip.transport defined for the preferred version, other version will be
used. Valid values are "ipv4" and "ipv6".

sip.proxy.optionsinterval

Default Value: 2000
Valid Values:
Changes Take Effect: After restart

Specified in milliseconds, this is the interval by which RM sends OPTIONS message to a healthy
resource to determine if the resource is alive

sip.proxy.release-recordingclient-session-on-fail

Default Value: true
Valid Values:
Changes Take Effect: After restart

Can be true of false. If true is specified and the resource that handles the Recording Client session
went offline, then all associated Recording Client session calls are released and the new coming calls
will be routed to the next available Recording Client resource. If false is specified, new calls that are
joining the Recording Client session will receive an error until the Recording Client session is released,
when the session timer expires.
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Sip.proxy.release-recordingserver-session-on-fail

Default Value: true
Valid Values:
Changes Take Effect: After restart

Can be true of false. If true is specified and the resource that handles the Recording Server session
went offline, then all associated Recording Server session calls are released and the new coming calls
will be routed to the next available Recording Server resource. If false is specified, new calls that are
joining the Recording Server session will receive an error until the Recording Server session is
released, when the session timer expires.

sip.proxy.releaseconfonfailure

Default Value: true
Valid Values:
Changes Take Effect: After restart

Can be true of false. If true is specified and the resource that handles the conference went offline,
then all associated conference sessions are released and the new coming calls will be routed to the
next available conference resource. If false is specified, new calls that are joining the conference will
receive an error until the conference is released, when the session timer expires.

sip.proxy.unavailoptionsinterval

Default Value: 5000
Valid Values:
Changes Take Effect: After restart

Specified in milliseconds, this is the interval by which RM sends OPTIONS message to a dead resource
to determine if the resource has become alive

sip.route.default.tcp

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv4 route for TCP. The number denotes the transport defined in sip.transport.x where x is the
value of this parameter and will be used when no IPv4 TCP routes are found.

Genesys Voice Platform 103



Core GVP Components Resource Manager

sip.route.default.tcp.ipv6

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv6 route for TCP. The number denotes the transport defined in sip.transport.x where x is the
value of this parameter and will be used when no IPv6 TCP routes are found. If this parameter is not
set, the first IPv6 TCP transport found in sip.transport.x becomes the default.

sip.route.default.tls

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv4 route for TLS. The number denotes the transport defined in sip.transport.x where x is the
value of this parameter and will be used when no IPv4 TLS routes are found.

sip.route.default.tls.ipv6

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv6 route for TLS. The number denotes the transport defined in sip.transport.x where x is the
value of this parameter and will be used when no IPv6 TLS routes are found. If this parameter is not
set, the first IPv6 TLS transport found in sip.transport.x becomes the default.

sip.route.default.udp

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv4 route for UDP. The number denotes the transport defined in sip.transport.x where x is
the value of this parameter and will be used when no IPv4 UDP routes are found.

sip.route.default.udp.ipv6

Default Value:
Valid Values:
Changes Take Effect: At start/restart
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Default IPv6 route for UDP. The number denotes the transport defined in sip.transport.x where x is
the value of this parameter and will be used when no IPv6 UDP routes are found. If this parameter is
not set, the first IPv6 UDP transport found in sip.transport.x becomes the default.

sip.tcp.portrange

Default Value:

Valid Values: Possible values are the empty string or low-high, where low and high are integers from
1030 to 65535 inclusive

Changes Take Effect: At start/restart

The local TCP port range to be used for SIP transport. If this parameter is not specified, RM will let the
OS choose the local port.

sip.tls.portrange

Default Value:

Valid Values: Possible values are the empty string or low-high, where low and high are integers from
1030 to 65535 inclusive

Changes Take Effect: At start/restart

The local TLS port range to be used for SIP transport. If this parameter is not specified, RM will let the
OS choose the local port.

sip.transport.0

Default Value: transport0 udp:any:5064
Valid Values:
Changes Take Effect: After restart

These parameters define transport layer for SIP stack and the network interfaces that are used to
process SIP requests. type:ip:port [parameters]

where transport_name is any string; type is udp/tcp/tls; ip is the IP address of the network interface
that accepts incoming SIP messages; If ip is an IPv6 address, [] must be used. To define a transport to
listen to all IPv4 interfaces, use "any" or "any4" for ip. To define a transport to listen to all IPv6
interfaces, use "any6" for ip; port is the port number where SIP stack accepts incoming SIP messages;

[parameters] defines any extra SIP transport parameters.

Example:

cert=[cert path and filename] Applicable to SIPS only and mandatory if using SIPS. The path and the
filename of the TLS certificate to be used key=[key path and filename] Applicable to SIPS only and
mandatory if using SIPS. The path and the filename of the TLS key to be used. type=[Type of secure
transport] Applicable to SIPS only and is optional. The type of secure transport to be used and value
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can be TLSv1, SSLv3, SSLv23, TLSv1_1, TLSv1_2. Default to TLSv1_2. Note that SSLv2 is no longer
supported. password=[password] Applicable to SIPS only and is optional. The password associated
with the certificate and key pair. Required only if key file is password protected. cafile=[CA cert path
and filename] Mandatory for TLS mutual authentication. The path and the filename of the certificate
to be used for verifying the peer. The same certificate specified in cert=[cert path and filename]
parameter can be used as the value here if using only 1 certificate is preferred. verifypeer=true
Mandatory for TLS mutual authentication. This parameter turns on the TLS mutual authentication.
verifydepth=[max depth for the certificate chain verification] Applicable only to TLS mutual
authentication. This parameter sets the maximum depth for the certificate chain verification. For the
default Genesys certificate provided, the recommended value is 1. tIs-cipher-list=[List of ciphers that
are applicable for the socket] Applicable only to TLS socket - both server and client sockets. This
parameter allows selecting a list of cipher suites used in TLS. This option is transfered to a third-party
library and describes a possible set of cipher suites. Refer to https://www.openssl.org/docs/manl.0.2/
manl/ciphers.html for Cipher list format. Default is ALL:!'EXPORT:!LOW:!aNULL:!eNULL:!SSLv2
crlenabled=true Mandatory for CRL validation. Enabling this parameter will only validate the CRL on
the client connection(For Server Certificate). To validation the CRL on server connection(For Client
Certificate) the verifypeer should be enabled along with this parameter. cripaths=[CRL cert filenames
with absolute path] Mandatory for CRL validation. The filenames of semi-colon separated certificates
for CRL validation. Note: The max path length supported for certificate and key file/path is 259
characters.

sip.transport.0.tos

Default Value: 0
Valid Values: Possible values are integers from 0 to 255 inclusive.
Changes Take Effect: At start/restart

Specifies the IP Differentiaed Services Field (also known as ToS) to set in all outgoing SIP packets over
the SIP transport. Note that this configuration does not work for Windows 2008 and above. For
Windows 2008 and above, the setting needs to be configured at the OS level through the policy
settings. Please refer to the GVP User's Guide.

sip.transport.1

Default Value: transportl tcp:any:5064
Valid Values:
Changes Take Effect: After restart

These parameters define transport layer for SIP stack and the network interfaces that are used to
process SIP requests. type:ip:port [parameters]

where transport_name is any string; type is udp/tcp/tls; ip is the IP address of the network interface
that accepts incoming SIP messages; If ip is an IPv6 address, [] must be used. To define a transport to
listen to all IPv4 interfaces, use "any" or "any4" for ip. To define a transport to listen to all IPv6
interfaces, use "any6" for ip; port is the port number where SIP stack accepts incoming SIP messages;

[parameters] defines any extra SIP transport parameters.

Example:
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cert=[cert path and filename] Applicable to SIPS only and mandatory if using SIPS. The path and the
filename of the TLS certificate to be used key=[key path and filename] Applicable to SIPS only and
mandatory if using SIPS. The path and the filename of the TLS key to be used. type=[Type of secure
transport] Applicable to SIPS only and is optional. The type of secure transport to be used and value
can be TLSv1, SSLv3, SSLv23, TLSv1_1, TLSv1_2. Default to TLSv1_2. Note that SSLv2 is no longer
supported. password=[password] Applicable to SIPS only and is optional. The password associated
with the certificate and key pair. Required only if key file is password protected. cafile=[CA cert path
and filename] Mandatory for TLS mutual authentication. The path and the filename of the certificate
to be used for verifying the peer. The same certificate specified in cert=[cert path and filename]
parameter can be used as the value here if using only 1 certificate is preferred. verifypeer=true
Mandatory for TLS mutual authentication. This parameter turns on the TLS mutual authentication.
verifydepth=[max depth for the certificate chain verification] Applicable only to TLS mutual
authentication. This parameter sets the maximum depth for the certificate chain verification. For the
default Genesys certificate provided, the recommended value is 1. tls-cipher-list=[List of ciphers that
are applicable for the socket] Applicable only to TLS socket - both server and client sockets. This
parameter allows selecting a list of cipher suites used in TLS. This option is transfered to a third-party
library and describes a possible set of cipher suites. Refer to https://www.openssl.org/docs/manl.0.2/
manl/ciphers.html for Cipher list format. Default is ALL:!EXPORT:!LOW:!aNULL:!eNULL:!SSLv2
crlenabled=true Mandatory for CRL validation. Enabling this parameter will only validate the CRL on
the client connection(For Server Certificate). To validation the CRL on server connection(For Client
Certificate) the verifypeer should be enabled along with this parameter. cripaths=[CRL cert filenames
with absolute path] Mandatory for CRL validation. The filenames of semi-colon separated certificates
for CRL validation. Note: The max path length supported for certificate and key file/path is 259
characters.

sip.transport.1.tos

Default Value: 0
Valid Values: Possible values are integers from 0 to 255 inclusive.
Changes Take Effect: At start/restart

Specifies the IP Differentiaed Services Field (also known as ToS) to set in all outgoing SIP packets over
the SIP transport. Note that this configuration does not work for Windows 2008 and above. For
Windows 2008 and above, the setting needs to be configured at the OS level through the policy
settings. Please refer to the GVP User's Guide.

sip.transport.2

Default Value: transport2 tls:any:5065 cert=$InstallationRoot$/config/x509_certificate.pem
key=$InstallationRoot$/config/x509_private_key.pem

Valid Values:

Changes Take Effect: After restart

These parameters define transport layer for SIP stack and the network interfaces that are used to
process SIP requests. type:ip:port [parameters]

where transport_name is any string; type is udp/tcp/tls; ip is the IP address of the network interface
that accepts incoming SIP messages; If ip is an IPv6 address, [] must be used. To define a transport to
listen to all IPv4 interfaces, use "any" or "any4" for ip. To define a transport to listen to all IPv6
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interfaces, use "any6" for ip; port is the port number where SIP stack accepts incoming SIP messages;
[parameters] defines any extra SIP transport parameters.

Example:

cert=[cert path and filename] Applicable to SIPS only and mandatory if using SIPS. The path and the
filename of the TLS certificate to be used key=[key path and filename] Applicable to SIPS only and
mandatory if using SIPS. The path and the filename of the TLS key to be used. type=[Type of secure
transport] Applicable to SIPS only and is optional. The type of secure transport to be used and value
can be TLSv1, SSLv3, SSLv23, TLSv1_1, TLSv1_2. Default to TLSv1_2. Note that SSLv2 is no longer
supported. password=[password] Applicable to SIPS only and is optional. The password associated
with the certificate and key pair. Required only if key file is password protected. cafile=[CA cert path
and filename] Mandatory for TLS mutual authentication. The path and the filename of the certificate
to be used for verifying the peer. The same certificate specified in cert=[cert path and filename]
parameter can be used as the value here if using only 1 certificate is preferred. verifypeer=true
Mandatory for TLS mutual authentication. This parameter turns on the TLS mutual authentication.
verifydepth=[max depth for the certificate chain verification] Applicable only to TLS mutual
authentication. This parameter sets the maximum depth for the certificate chain verification. For the
default Genesys certificate provided, the recommended value is 1. tls-cipher-list=[List of ciphers that
are applicable for the socket] Applicable only to TLS socket - both server and client sockets. This
parameter allows selecting a list of cipher suites used in TLS. This option is transfered to a third-party
library and describes a possible set of cipher suites. Refer to https://www.openssl.org/docs/manl.0.2/
manl/ciphers.html for Cipher list format. Default is ALL:!EXPORT:!LOW:!aNULL:!eNULL:!SSLv2
crlenabled=true Mandatory for CRL validation. Enabling this parameter will only validate the CRL on
the client connection(For Server Certificate). To validation the CRL on server connection(For Client
Certificate) the verifypeer should be enabled along with this parameter. cripaths=[CRL cert filenames
with absolute path] Mandatory for CRL validation. The filenames of semi-colon separated certificates
for CRL validation. Note: The max path length supported for certificate and key file/path is 259
characters.

sip.transport.2.tos

Default Value: 0
Valid Values: Possible values are integers from 0 to 255 inclusive.
Changes Take Effect: At start/restart

Specifies the IP Differentiaed Services Field (also known as ToS) to set in all outgoing SIP packets over
the SIP transport. Note that this configuration does not work for Windows 2008 and above. For
Windows 2008 and above, the setting needs to be configured at the OS level through the policy
settings. Please refer to the GVP User's Guide.

sip.transport.dnsharouting

Default Value: false
Valid Values: true, false
Changes Take Effect: At start/restart

Specifies whether the DNS HA routing based on RFC3263 should be turned on. If turned off, alternate
records returned from the DNS query will not be tried. Otherwise, alternate records returned from the
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DNS query will be tried based on RFC3263.

sip.transport.localaddress

Default Value:
Valid Values:
Changes Take Effect: At start/restart

If specified, the sent-by field of the Via header and the hostport part of the Contact header in the
outgoing SIP message will be set to this value if a IPv4 transport is used. The value must be a
hostname or domain name. If left empty the outgoing transport's actual IP and port will be used for
the Via header, and the Contact header. Note that if the domain nhame used in the SRV record query
is specified, sip.transport.localaddress.srv must be set to true to prevent the port part being
automatically generated by the SIP stack.

sip.transport.localaddress _ipv6

Default Value:
Valid Values:
Changes Take Effect: At start/restart

If specified, the sent-by field of the Via header and the hostport part of the Contact header in the
outgoing SIP message will be set to this value if a IPv6 transport is used. The value must be a
hostname or domain name. If left empty the outgoing transport's actual IP and port will be used for
the Via header, and the Contact header. Note that if the domain name used in the SRV record query
is specified, sip.transport.localaddress.srv must be set to true to prevent the port part being
automatically generated by the SIP stack.

sip.transport.localaddress.srv

Default Value: false
Valid Values: true, false
Changes Take Effect: At start/restart

Specifies whether the sip.transport.localaddress contains an SRV domain name. If set to true, port
part will not be automatically generated by the SIP stack. Otherwise, the outgoing transport's port
will used together with the hostname specified by the sip.transport.localaddress.

sip.transport.routefailovertime

Default Value: 5
Valid Values:
Changes Take Effect: At start/restart
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Specifies the failover time in seconds for SIP static routing and DNS HA routing. If a SIP request has
not received a response within the failover time, and SIP static routing or DNS HA routing is enabled,
the SIP request will be retransmitted to an alternate route.

sip.transport.routerecoverytime

Default Value: 30
Valid Values:
Changes Take Effect: At start/restart

Specifies the recovery time in seconds for SIP static routing and DNS HA routing. When SIP static
routing or DNS HA routing is enabled and the route is marked as unavailable due to error or SIP
response timeout, the route will be marked as available again after the recovery time.

sip.transport.setuptimer.tcp

Default Value: 30000
Valid Values: Possible values are integers from 1000 to 32000 inclusive.
Changes Take Effect: At start/restart

Specifies the maximum wait time in milliseconds for establishing a TCP or TLS connection before
marking the resource unavailable.

sip.transport.unavailablewakeup

Default Value: true
Valid Values: true, false
Changes Take Effect: At start/restart

Specifies whether unavailable route destinations can be made active if needed before the route
recover timer expires. The unavailable destinations would be made active only when all destinations
corresponding to a static route group or DNS SRV domain are unavailable. This parameter is
applicable when SIP stack is running under HA mode (Static route list or DNS SRV routing).
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Mrcpv2pxy Section

» default-resource-port-capacity * options_response_msg_body e resource-unavailable-
) respcode
* enable_dns_cache » options-errresp-on-
noresources ¢ suspend-mode-respcode

* enable_mrcpv2_proxy

. ¢ resolve-addr-for-aor-match
* fips_enabled

) ¢ resource-no-match-respcode
» options_response_contenttype

default-resource-port-capacity

Default Value: 500
Valid Values:
Changes Take Effect: After restart

This parameter specifies the port capacity assigned to each Physical Resources, if they are not
defined. Default value is 500.

enable _dns cache

Default Value: true
Valid Values: true, false
Changes Take Effect: At start/restart

Specifies if MRCPv2Pxy should enable or disable the use of DNS cache for MRCPv2Pxy's application
layer DNS resolutions. These resolutions are used to identify the source resource from where the SIP
request is received. Enabling DNS cache increases MRCPv2Pxy's resilience towards network issues
between MRCPv2Pxy and the DNS Servers. If the option is enabled, the target address is retrieved
from the DNS cache, if available. If unavailable, a fresh DNS query will be used to retrieve the target
address and the result will be cached depending on the DNS query response. If the option is disabled,
target address is resolved by a fresh DNS query

enable_mrcpv2_ proxy

Default Value: 0
Valid Values:
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Changes Take Effect: After restart

Determines whether this process should act as MRCPv2Proxy. Behaves as MRCPv2Proxy if set to 1;
otherwise it behaves as Resource Manager

fips_enabled

Default Value: false
Valid Values: true, false
Changes Take Effect: After restart

Specifies whether to enable FIPS mode in MRCPv2Pxy. When FIPS mode is enabled, only FIPS 140-2
approved ciphers and algorithms can be used in SSL connections.

options_response_contenttype

Default Value: application/text
Valid Values:
Changes Take Effect: After restart

If rm.options_response_msg_body is defined, this string is returned by the MRCPv2Pxy as the
"Content-type" header in the SIP response message.

options_response_msg_body

Default Value: v=0%0D%0Am=application 9 TCP/MRCPv2
1%0D%0Aa=resource:mrcpv2proxy%0D%0A

Valid Values:

Changes Take Effect: After restart

If defined, when the MRCPv2Pxy returns a response to a SIP OPTIONS message, this string is returned
by the MRCPv2Pxy as the SIP response message body. Any hex-encoded characters in the string will
first be decoded before being used. For example, string with multiple lines can be specified by: First
Line%0D%0ASecond Line. This will result in %0D and %0A replaced by "\r' and "\n' respectively.

options-errresp-on-noresources

Default Value: true
Valid Values: true, false
Changes Take Effect: After restart

This parameter when set to true, MRCPv2Pxy sends error response to SIP OPTIONS when it detects all
GVP resources are offline.
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resolve-addr-for-aor-match

Default Value: false
Valid Values: true, false
Changes Take Effect: After restart

When this parameter when set to true, MRCPv2Pxy resolves hostname/FQDN for matching incoming
resource AOR with configured resource AORs. Otherwise a direct string matching is performed.

resource-no-match-respcode

Default Value: 480
Valid Values:
Changes Take Effect: After restart

Expects parameter value of the form sipcode;desc or just sipcode.

resource-unavailable-respcode

Default Value: 480
Valid Values:
Changes Take Effect: After restart

Expects parameter value of the form sipcode;desc or just sipcode.

suspend-mode-respcode

Default Value: 503
Valid Values:
Changes Take Effect: After restart

When new session request comes and MRCPv2Pxy is in suspend mode, this SIP response code is
returned. Expects parameter value of the form sipcode;desc or just sipcode.
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OPM Section

* Transaction_dbid

Transaction_dbid

Default Value:
Valid Values:
Changes Take Effect: immediately

Allows the user to configure the transaction/list object DBID that is referenced during runtime in the
context of this profile.
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proxy Section

sip.enable_dns_cache
sip.localuser
sip.logmsg.allowed
sip.logmsg.maskoption
sip.maxtcpconnections
sip.maxtlsconnections
sip.min_se

sip.mtusize
sip.preferred_ipversion
sip.proxy.respaddr
sip.route.default.tcp
sip.route.default.tcp.ipv6
sip.route.default.tls

sip.route.default.tls.ipv6

sip.route.default.udp
sip.route.default.udp.ipv6
sip.route.dest.0
sip.route.dests
sip.sessionexpires
sip.tcp.portrange
sip.threadpoolsize
sip.threads
sip.timer_C
sip.timer_C1
sip.tls.portrange
sip.transport.0
sip.transport.0.tos

sip.transport.1

sip.transport.1.tos
sip.transport.2
sip.transport.2.tos
sip.transport.alarmtimer
sip.transport.dnsharouting
sip.transport.localaddress
sip.transport.localaddress_ipv6
sip.transport.localaddress.srv
sip.transport.routefailovertime
sip.transport.routerecoverytime
sip.transport.setuptimer.tcp
sip.transport.unavailablewakeup
sip.udprecvbuffersize

sip.udpsendbuffersize

sip.enable_dns _cache

Default Value: true
Valid Values: true, false
Changes Take Effect: At start/restart

Specifies if RM should enable or disable the use of DNS cache. Enabling DNS cache increases RM's
resilience towards network issues between RM and the DNS Servers. If the option is enabled, the
target address is retrieved from the DNS cache, if available. If unavailable, a fresh DNS query will be
used to retrieve the target address and the result will be cached depending on the DNS query
response. If the option is disabled, target address is resolved by a fresh DNS query.

sip.localuser

Default Value: GVP
Valid Values:
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Changes Take Effect: After restart

Configures the user name portion of the Contact header generated from the RM

sip.logmsg.allowed

Default Value: true
Valid Values: Choose between: true or false
Changes Take Effect: At start/restart

Specifies whether or not logging SIP message is allowed. This option can disable SIP message logging
regardless the [log].verbose setting.

sip.logmsg.maskoption

Default Value: 0
Valid Values: An integer greater or equal to 0.
Changes Take Effect: At start/restart

Specifies the option to restrict SIP message logging. Each bit in the value (starting with LSB) indicates
that a specific entity of the SIP message is masked. These bits can be logically OR'ed (or numerically
added) and the final value is set. Currently the following bits are supported:

value 1 - indicates all unknown headers (headers other than "Via", "From", "To", "Max-Forwards",
"CSeq", "Call-ID", "Contact", "Content-Length", "Content-Type", "Record-Route", "Route", "Refer-To",
"Allow-Events", "Subscription-State", "Event", "RSeq", "RAck") will be masked.

value 2 - indicates all user data headers (headers starting with "X-Genesys-" except "X-Genesys-GVP-
Session-Data", "X-Genesys-GVP-Session-ID", "X-Genesys-CallUUID") will be masked.

value 4 - indicates all SIP message bodies will be masked.

value 8 - indicates the SIP message bodies with the content type "application/dtmf-relay" or
"application/dtmf" will be masked.

value 16 - indicates the values of MSML tag "gvp:param" with the name start with "X-Genesys-" in SIP
message bodies will be masked.

For example, to mask all unknown headers and message bodies, set the value to 5 (i.e. 1 + 4). To
mask all user data headers and the values of MSML tag "gvp:param" with the name start with "X-
Genesys-" in SIP message bodies, set the value to 18 (i.e. 2 + 16). Default value is 0, meaning no
masking at all.

sip.maxtcpconnections

Default Value: 100
Valid Values: The number must be from 1 to 10000 inclusive
Changes Take Effect: After restart

Defines the maximum number of TCP connections established concurrently. If the maximum number
of TCP connections has been reached, new SIP requests to establish TCP connections will be rejected.
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sip.maxtisconnections

Default Value: 100
Valid Values: The number must be from 1 to 10000 inclusive
Changes Take Effect: After restart

Defines the maximum number of TLS connections established concurrently. If the maximum number
of TLS connections has been reached, new SIP requests to establish TLS connections will be rejected.

sip.min_se

Default Value: 90
Valid Values:
Changes Take Effect: After restart

Specified in seconds, this is used to calculate the minimum value of the Session-Expires header the
RM is willing to accept.

sip.mtusize

Default Value: 1500
Valid Values:
Changes Take Effect: After restart

Defines the Maximum Transmission Unit (MTU) of the network interfaces. If a SIP request size is
within 200 bytes of this value, the request will be sent on a congestion controlled transport protocol,
such as TCP.

sip.preferred _ipversion

Default Value: ipv4
Valid Values: ipv4, ipv6
Changes Take Effect: At start/restart

Preferred IP version to be used in SIP. When multiple IP addresses with different IP versions are
resolved from a destination address, the first address from the list with the preferred IP version will
be used. However, if there is no sip.transport defined for the preferred version, other version will be
used. Valid values are "ipv4" and "ipv6".

sip.proxy.respaddr

Default Value:
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Valid Values:
Changes Take Effect: After restart

The set of addresses or domains that the Resource Manager is responsible for

sip.route.default.tcp

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv4 route for TCP. The number denotes the transport defined in sip.transport.x where x is the
value of this parameter and will be used when no IPv4 TCP routes are found.

sip.route.default.tcp.ipv6

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv6 route for TCP. The number denotes the transport defined in sip.transport.x where x is the
value of this parameter and will be used when no IPv6 TCP routes are found. If this parameter is not
set, the first IPv6 TCP transport found in sip.transport.x becomes the default.

sip.route.default.tls

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv4 route for TLS. The number denotes the transport defined in sip.transport.x where x is the
value of this parameter and will be used when no IPv4 TLS routes are found.

sip.route.default.tls.ipv6

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv6 route for TLS. The number denotes the transport defined in sip.transport.x where x is the
value of this parameter and will be used when no IPv6 TLS routes are found. If this parameter is not
set, the first IPv6 TLS transport found in sip.transport.x becomes the default.

Genesys Voice Platform 118



Core GVP Components Resource Manager

sip.route.default.udp

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv4 route for UDP. The number denotes the transport defined in sip.transport.x where x is
the value of this parameter and will be used when no IPv4 UDP routes are found.

sip.route.default.udp.ipv6

Default Value:
Valid Values:
Changes Take Effect: At start/restart

Default IPv6 route for UDP. The number denotes the transport defined in sip.transport.x where x is
the value of this parameter and will be used when no IPv6 UDP routes are found. If this parameter is
not set, the first IPv6 UDP transport found in sip.transport.x becomes the default.

sip.route.dest.0

Default Value:
Valid Values:
Changes Take Effect: After restart

For each <n> in the config parameter proxy.sip.route.dests, the parameter with name
proxy.sip.route.dest.<n> must be present. Each of these represents an entry in the routing table. The
format is: [Destination] [Netmask] [Transport] [Metric] The [Transport] entry corresponds to the index
specified in 'sip.transport.x' configuration. The 'x' is the transport interface index. Each transport
specified in 'sip.transport.x' must have at least one entry in the routing table, otherwise the interface
will never be used. The order of destination does matter as the routing table is linearly searched until
none of the rows matches, then the default entry for the specified protocol will be used. To select an
interface, take the outgoing IP address. From the list of interfaces with the matching protocol, starting
from the top row, mask the IP address with [Netmask] entry and compare with [Destination] entry. If
[Destination] entry matches the masked value, then stop and use the interface defined in the
[Transport] column. Note that the [Metric] entry must be configured but not used at this point.

sip.route.dests

Default Value:
Valid Values:
Changes Take Effect: After restart

A list of space-delimited entries in a routing table. The entry ID starts from 0 and increments by 1
each time. For example, to specify 4 entries in the routing table, the value would be "0 1 2 3"
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sip.sessionexpires

Default Value: 1800
Valid Values:
Changes Take Effect: After restart

Specified in seconds, this is used to define the duration of which a SIP session will expire if no re-
INVITEs are sent/received within this period. This value would take affect only if the associate
application or its parent tenant did not specify the sip.sessiontimer parameter value. When this
parameter takes effect, its value will be used if (1) if the proxy.sip.min_se value is configured, if the
proxy.sip.sessiontimer value is less than the proxy.sip.min_se value, it will use the proxy.sip.min_se
value for session expiration, or (2) if the proxy.sip.min_se value is not configured, if the
proxy.sip.sessiontimer value is less than 90, 90 will be used.

sip.tcp.portrange

Default Value:

Valid Values: Possible values are the empty string or low-high, where low and high are integers from
1030 to 65535 inclusive

Changes Take Effect: At start/restart

The local TCP port range to be used for SIP transport. If this parameter is not specified, RM will let the
OS choose the local port.

sip.threadpoolsize

Default Value: 4
Valid Values:
Changes Take Effect: After restart

The size of the thread pool for handling DNS queries

sip.threads

Default Value: 5
Valid Values:
Changes Take Effect: After restart

Specifies the number of worker threads that handles the SIP requests arriving from the SIP transport
layer. If the value is 0, all requests are handled within the arriving transport layer thread. Otherwise,
all arriving requests are handled by hashing onto the N number of worker threads.
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sip.timer_C

Default Value: 175000
Valid Values: The timer length in millisecond must be between 100 and 1000000
Changes Take Effect: After restart

Defines a timer for client transaction to handle the case where an INVITE request never generates a
final response. The timer is set when the timer sip.timer_C1 fires. If a final response is not received
before this timer fires, the client transaction is considered terminated. Default value is 175000 (175
seconds).

sip.timer_C1

Default Value: 6000
Valid Values: The timer length in millisecond must be between 100 and 1000000
Changes Take Effect: After restart

Defines a timer for client transaction to handle the case where an INVITE request never generates a
final response. The timer is set when an INVITE request is proxied, and reset when a provisional
response with status codes 101 to 199 inclusive is received. Once it fires, the timer sip.timer_C will be
set. Default value is 6000 (6 seconds).

sip.tls.portrange

Default Value:

Valid Values: Possible values are the empty string or low-high, where low and high are integers from
1030 to 65535 inclusive

Changes Take Effect: At start/restart

The local TLS port range to be used for SIP transport. If this parameter is not specified, RM will let the
OS choose the local port.

sip.transport.0

Default Value: transport0 udp:any:5060
Valid Values:
Changes Take Effect: After restart

These parameters define transport layer for SIP stack and the network interfaces that are used to
process SIP requests. type:ip:port [parameters]

where transport_name is any string; type is udp/tcp/tls; ip is the IP address of the network interface
that accepts incoming SIP messages; If ip is an IPv6 address, [] must be used. To define a transport to
listen to all IPv4 interfaces, use "any" or "any4" for ip. To define a transport to listen to all IPv6
interfaces, use "any6" for ip; port is the port number where SIP stack accepts incoming SIP messages;
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[parameters] defines any extra SIP transport parameters.

Example:

cert=[cert path and filename] Applicable to SIPS only and mandatory if using SIPS. The path and the
filename of the TLS certificate to be used key=[key path and filename] Applicable to SIPS only and
mandatory if using SIPS. The path and the filename of the TLS key to be used. type=[Type of secure
transport] Applicable to SIPS only and is optional. The type of secure transport to be used and value
can be TLSv1, SSLv3, SSLv23, TLSv1_1, TLSv1_2. Default to TLSv1_2. Note that SSLv2 is no longer
supported. password=[password] Applicable to SIPS only and is optional. The password associated
with the certificate and key pair. Required only if key file is password protected. cafile=[CA cert path
and filename] Mandatory for TLS mutual authentication. The path and the filename of the certificate
to be used for verifying the peer. The same certificate specified in cert=[cert path and filename]
parameter can be used as the value here if using only 1 certificate is preferred. verifypeer=true
Mandatory for TLS mutual authentication. This parameter turns on the TLS mutual authentication.
verifydepth=[max depth for the certificate chain verification] Applicable only to TLS mutual
authentication. This parameter sets the maximum depth for the certificate chain verification. For the
default Genesys certificate provided, the recommended value is 1. tIs-cipher-list=[List of ciphers that
are applicable for the socket] Applicable only to TLS socket - both server and client sockets. This
parameter allows selecting a list of cipher suites used in TLS. This option is transfered to a third-party
library and describes a possible set of cipher suites. Refer to https://www.openssl.org/docs/manl.0.2/
manl/ciphers.html for Cipher list format. Default is ALL:!'EXPORT:!LOW:!aNULL:!eNULL:!SSLv2
crlenabled=true Mandatory for CRL validation. Enabling this parameter will only validate the CRL on
the client connection(For Server Certificate). To validation the CRL on server connection(For Client
Certificate) the verifypeer should be enabled along with this parameter. crlpaths=[CRL cert filenames
with absolute path] Mandatory for CRL validation. The filenames of semi-colon separated certificates
for CRL validation. Note: The max path length supported for certificate and key file/path is 259
characters.

sip.transport.0.tos

Default Value: 0
Valid Values: Possible values are integers from 0 to 255 inclusive.
Changes Take Effect: At start/restart

Specifies the IP Differentiaed Services Field (also known as ToS) to set in all outgoing SIP packets over
the SIP transport. Note that this configuration does not work for Windows 2008 and above. For
Windows 2008 and above, the setting needs to be configured at the OS level through the policy
settings. Please refer to the GVP User's Guide.

sip.transport.1
Default Value: transportl tcp:any:5060

Valid Values:
Changes Take Effect: After restart

These parameters define transport layer for SIP stack and the network interfaces that are used to
process SIP requests. type:ip:port [parameters]

where transport_name is any string; type is udp/tcp/tls; ip is the IP address of the network interface
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that accepts incoming SIP messages; If ip is an IPv6 address, [] must be used. To define a transport to
listen to all IPv4 interfaces, use "any" or "any4" for ip. To define a transport to listen to all IPv6
interfaces, use "any6" for ip; port is the port number where SIP stack accepts incoming SIP messages;

[parameters] defines any extra SIP transport parameters.

Example:

cert=[cert path and filename] Applicable to SIPS only and mandatory if using SIPS. The path and the
filename of the TLS certificate to be used key=[key path and filename] Applicable to SIPS only and
mandatory if using SIPS. The path and the filename of the TLS key to be used. type=[Type of secure
transport] Applicable to SIPS only and is optional. The type of secure transport to be used and value
can be TLSv1, SSLv3, SSLv23, TLSv1l 1, TLSvl 2. Default to TLSv1l 2. Note that SSLv2 is no longer
supported. password=[password] Applicable to SIPS only and is optional. The password associated
with the certificate and key pair. Required only if key file is password protected. cafile=[CA cert path
and filename] Mandatory for TLS mutual authentication. The path and the filename of the certificate
to be used for verifying the peer. The same certificate specified in cert=[cert path and filename]
parameter can be used as the value here if using only 1 certificate is preferred. verifypeer=true
Mandatory for TLS mutual authentication. This parameter turns on the TLS mutual authentication.
verifydepth=[max depth for the certificate chain verification] Applicable only to TLS mutual
authentication. This parameter sets the maximum depth for the certificate chain verification. For the
default Genesys certificate provided, the recommended value is 1. tls-cipher-list=[List of ciphers that
are applicable for the socket] Applicable only to TLS socket - both server and client sockets. This
parameter allows selecting a list of cipher suites used in TLS. This option is transfered to a third-party
library and describes a possible set of cipher suites. Refer to https://www.openssl.org/docs/manl.0.2/
manl/ciphers.html for Cipher list format. Default is ALL:!EXPORT:!LOW:!aNULL:!eNULL:!SSLv2
crlenabled=true Mandatory for CRL validation. Enabling this parameter will only validate the CRL on
the client connection(For Server Certificate). To validation the CRL on server connection(For Client
Certificate) the verifypeer should be enabled along with this parameter. cripaths=[CRL cert filenames
with absolute path] Mandatory for CRL validation. The filenames of semi-colon separated certificates
for CRL validation. Note: The max path length supported for certificate and key file/path is 259
characters.

sip.transport.1.tos

Default Value: 0
Valid Values: Possible values are integers from 0 to 255 inclusive.
Changes Take Effect: At start/restart

Specifies the IP Differentiaed Services Field (also known as ToS) to set in all outgoing SIP packets over
the SIP transport. Note that this configuration does not work for Windows 2008 and above. For
Windows 2008 and above, the setting needs to be configured at the OS level through the policy
settings. Please refer to the GVP User's Guide.

sip.transport.2

Default Value: transport2 tls:any:5061 cert=$InstallationRoot$/config/x509 certificate.pem
key=$InstallationRoot$/config/x509 private_key.pem

Valid Values:

Changes Take Effect: After restart
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These parameters define transport layer for SIP stack and the network interfaces that are used to
process SIP requests. type:ip:port [parameters]

where transport_name is any string; type is udp/tcp/tls; ip is the IP address of the network interface
that accepts incoming SIP messages; If ip is an IPv6 address, [] must be used. To define a transport to
listen to all IPv4 interfaces, use "any" or "any4" for ip. To define a transport to listen to all IPv6
interfaces, use "any6" for ip; port is the port number where SIP stack accepts incoming SIP messages;

[parameters] defines any extra SIP transport parameters.

Example:

cert=[cert path and filename] Applicable to SIPS only and mandatory if using SIPS. The path and the
filename of the TLS certificate to be used key=[key path and filename] Applicable to SIPS only and
mandatory if using SIPS. The path and the filename of the TLS key to be used. type=[Type of secure
transport] Applicable to SIPS only and is optional. The type of secure transport to be used and value
can be TLSv1, SSLv3, SSLv23, TLSv1_1, TLSv1_2. Default to TLSv1_2. Note that SSLv2 is no longer
supported. password=[password] Applicable to SIPS only and is optional. The password associated
with the certificate and key pair. Required only if key file is password protected. cafile=[CA cert path
and filename] Mandatory for TLS mutual authentication. The path and the filename of the certificate
to be used for verifying the peer. The same certificate specified in cert=[cert path and filename]
parameter can be used as the value here if using only 1 certificate is preferred. verifypeer=true
Mandatory for TLS mutual authentication. This parameter turns on the TLS mutual authentication.
verifydepth=[max depth for the certificate chain verification] Applicable only to TLS mutual
authentication. This parameter sets the maximum depth for the certificate chain verification. For the
default Genesys certificate provided, the recommended value is 1. tIs-cipher-list=[List of ciphers that
are applicable for the socket] Applicable only to TLS socket - both server and client sockets. This
parameter allows selecting a list of cipher suites used in TLS. This option is transfered to a third-party
library and describes a possible set of cipher suites. Refer to https://www.openssl.org/docs/manl.0.2/
manl/ciphers.html for Cipher list format. Default is ALL:'EXPORT:!LOW:!aNULL:!eNULL:!SSLv2
crlenabled=true Mandatory for CRL validation. Enabling this parameter will only validate the CRL on
the client connection(For Server Certificate). To validation the CRL on server connection(For Client
Certificate) the verifypeer should be enabled along with this parameter. cripaths=[CRL cert filenames
with absolute path] Mandatory for CRL validation. The filenames of semi-colon separated certificates
for CRL validation. Note: The max path length supported for certificate and key file/path is 259
characters.

sip.transport.2.tos

Default Value: 0
Valid Values: Possible values are integers from 0 to 255 inclusive.
Changes Take Effect: At start/restart

Specifies the IP Differentiaed Services Field (also known as ToS) to set in all outgoing SIP packets over
the SIP transport. Note that this configuration does not work for Windows 2008 and above. For
Windows 2008 and above, the setting needs to be configured at the OS level through the policy
settings. Please refer to the GVP User's Guide.
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sip.transport.alarmtimer

Default Value: 60000

Valid Values: sip.transport.alarmtimer must be an integer that is greater than or equal to 0 and less
than or equal to the maximum integer as defined by the Genesys Administrator Help.

Changes Take Effect: At start/restart

This parameter specifies the time interval to wait between logging failure messages which are similar
in nature. An initial alarm/log is generated on the first failure and if the similar failure continues we
send another alarm notification with the updated failure count once the time interval specified by this
parameter expires. The default value of this parameter is 1 minute(60000 milliseconds), which means
that we would send failure alarm notification for the first failure and then send another alarm
notification after 1 minute. This process is repeated until the root cause for the failure has been
rectified.

sip.transport.dnsharouting

Default Value: false
Valid Values: true, false
Changes Take Effect: At start/restart

Specifies whether the DNS HA routing based on RFC3263 should be turned on. If turned off, alternate
records returned from the DNS query will not be tried. Otherwise, alternate records returned from the
DNS query will be tried based on RFC3263.

sip.transport.localaddress

Default Value:
Valid Values:
Changes Take Effect: At start/restart

If specified, the sent-by field of the Via header and the hostport part of the Record-Route header in
the outgoing SIP message will be set to this value if a IPv4 transport is used. The value must be a
hostname or domain name. If left empty the outgoing transport's actual IP and port will be used for
the Record-Route header. Note that if the domain name used in the SRV record query is specified,
sip.transport.localaddress.srv must be set to true to prevent the port part being automatically
generated by the SIP stack.

sip.transport.localaddress _ipv6

Default Value:
Valid Values:
Changes Take Effect: At start/restart

If specified, the sent-by field of the Via header and the hostport part of the Record-Route header in
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the outgoing SIP message will be set to this value if a IPv6 transport is used. The value must be a
hostname or domain name. If left empty the outgoing transport's actual IP and port will be used for
the Record-Route header. Note that if the domain name used in the SRV record query is specified,
sip.transport.localaddress.srv must be set to true to prevent the port part being automatically
generated by the SIP stack.

sip.transport.localaddress.srv

Default Value: false
Valid Values: true, false
Changes Take Effect: At start/restart

Specifies whether the sip.transport.localaddress contains an SRV domain name. If set to true, port
part will not be automatically generated by the SIP stack. Otherwise, the outgoing transport's port
will used together with the hostname specified by the sip.transport.localaddress.

sip.transport.routefailovertime

Default Value: 5
Valid Values:
Changes Take Effect: At start/restart

Specifies the failover time in seconds for SIP static routing and DNS HA routing. If a SIP request has
not received a response within the failover time, and SIP static routing or DNS HA routing is enabled,
the SIP request will be retransmitted to an alternate route.

sip.transport.routerecoverytime

Default Value: 30
Valid Values:
Changes Take Effect: At start/restart

Specifies the recovery time in seconds for SIP static routing and DNS HA routing. When SIP static
routing or DNS HA routing is enabled and the route is marked as unavailable due to error or SIP
response timeout, the route will be marked as available again after the recovery time.

sip.transport.setuptimer.tcp

Default Value: 30000
Valid Values: Possible values are integers from 1000 to 32000 inclusive.
Changes Take Effect: At start/restart

Specifies the maximum wait time in milliseconds for establishing a TCP or TLS connection before
marking the resource unavailable.
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sip.transport.unavailablewakeup

Default Value: true
Valid Values: true, false
Changes Take Effect: At start/restart

Specifies whether unavailable route destinations can be made active if needed before the route
recover timer expires. The unavailable destinations would be made active only when all destinations
corresponding to a static route group or DNS SRV domain are unavailable. This parameter is
applicable when SIP stack is running under HA mode (Static route list or DNS SRV routing).

sip.udprecvbuffersize

Default Value: 262144
Valid Values:
Changes Take Effect: After restart

This value configures the UDP socket buffer size used for receiving at the OS level. This value should
be set with a multiple of page size (4096).

sip.udpsendbuffersize

Default Value: 135168
Valid Values:
Changes Take Effect: After restart

This value configures the UDP socket buffer size used for sending at the OS level. This value should
be set with a multiple of page size (4096). The recommended optimal value is that it should not be
set to larger than 135168.
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registrar Section

* sip.enable_dns_cache e sip.route.default.tls e sip.transport.2

¢ sip.localuser ¢ sip.route.default.tls.ipv6 ¢ sip.transport.2.tos

¢ sip.logmsg.allowed e sip.route.default.udp e sip.transport.dnsharouting

* sip.logmsg.maskoption * sip.route.default.udp.ipv6 * sip.transport.localaddress

* sip.preferred_ipversion ¢ sip.tcp.portrange e sip.transport.localaddress_ipv6
¢ sip.registrar.domain ¢ sip.tls.portrange ¢ sip.transport.localaddress.srv

* sip.registrar.maxexpirytime e sip.transport.0 * sip.transport.routefailovertime
e sip.registrar.minexpirytime ¢ sip.transport.0.tos ¢ sip.transport.routerecoverytime
e sip.route.default.tcp e sip.transport.1 e sip.transport.setuptimer.tcp

* sip.route.default.tcp.ipv6 e sip.transport.1.tos e sip.transport.unavailablewakeup

sip.enable_dns _cache

Default Value: true
Valid Values: true, false
Changes Take Effect: At start/restart

Specifies if RM should enable or disable the use of DNS cache. Enabling DNS cache increases RM's
resilience towards network issues between RM and the DNS Servers. If the option is enabled, the
target address is retrieved from the DNS cache, if available. If unavailable, a fresh DNS query will be
used to retrieve the target address and the result will be cached depending on the DNS query
response. If the option is disabled, target address is resolved by a fresh DNS query.

sip.localuser

Default Value: GVP
Valid Values:
Changes Take Effect: After restart

SIP user used by registrar in sending requests. The specified text will be presented in the "From:" field
of the form sip:user@host[:port]</description>

Genesys Voice Platform 128



Core GVP Components Resource Manager

sip.logmsg.allowed

Default Value: true
Valid Values: Choose between: true or false
Changes Take Effect: At start/restart

Specifies whether or not logging SIP message is allowed. This option can disable SIP message logging
regardless the [log].verbose setting.

sip.logmsg.maskoption

Default Value: 0
Valid Values: An integer greater or equal to 0.
Changes Take Effect: At start/restart

Specifies the option to restrict SIP message logging. Each bit in the value (starting with LSB) indicates
that a specific entity of the SIP message is masked. These bits can be logically OR'ed (or numerically
added) and the final value is set. Currently the following bits are supported:

value 1 - indicates all unknown headers (headers other than "Via", "From", "To", "Max-Forwards",
"CSeq", "Call-ID", "Contact", "Content-Length", "Content-Type", "Record-Route", "Route", "Refer-To",
"Allow-Events", "Subscription-State", "Event", "RSeq", "RAck") will be masked.

value 2 - indicates all user data headers (headers starting with "X-Genesys-" except "X-Genesys-GVP-
Session-Data", "X-Genesys-GVP-Session-ID", "X-Genesys-CallUUID") will be masked.

value 4 - indicates all SIP message bodies will be masked.

value 8 - indicates the SIP message bodies with the content type "application/dtmf-relay" or
"application/dtmf" will be masked.

value 16 - indicates the values of MSML tag "gvp:param" with the name start with "X-Genesys-" in SIP
message bodies will be masked.

For example, to mask all unknown headers and message bodies, set the valueto 5 (i.e. 1 + 4). To
mask all user data headers and the values of MSML tag "gvp:param" with the name start with "X-
Genesys-" in SIP message bodies, set the value to 18 (i.e. 2 + 16). Default value is 0, meaning no
masking at all.

sip.preferred _ipversion

Default Value: ipv4
Valid Values: ipv4, ipv6
Changes Take Effect: At start/restart

Preferred IP version to be used in SIP. When multiple IP addresses with different IP versions are
resolved from a destination address, the first address from the list with the preferred IP version will
be used. However, if there is no sip.transport defined for the preferred version, other version will be
used. Valid values are "ipv4" and "ipv6".
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sip.registrar.domain

Default Value:
Valid Values:
Changes Take Effect: After restart

A comma-delimited list of domains accepted by this registrar. Only the host part of the strings
defined by the domain entry of this configuration and request-uri of the REGISTER request will be
compared. If this configuration value has empty value, comparison will be skipped. Otherwise, if a
REGISTER request registers with a domain that is not in this list, the request will be rejected with a
404 Not Found.

sip.registrar.maxexpirytime

Default Value: 60
Valid Values:
Changes Take Effect: After restart

Defines the maximum expiry time (in seconds) of this registrar. If the client requests an expiry time
longer than this value, this value will be used instead.

sip.registrar.minexpirytime

Default Value: 60
Valid Values:
Changes Take Effect: After restart

Defines the minimum expiry time (in seconds) of this registrar. If the client requests an expiry time
less than this value, the request will be rejected with this value in the Min-Expires header.

sip.ro