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Workspace Desktop Edition 8.5
Deployment Guide

Deployment and Configuration information for Genesys Workspace Desktop Edition (Workspace)

These pages introduce you to Workspace Desktop Edition, the Genesys agent desktop interface.
Privilege- and role-driven capabilities, as well as features that focus on the needs of the user, make
Workspace a total agent solution. The Workspace agent interface enables users to invoke interactions
that are related to existing interactions -- thus ensuring a consistent customer experience. Workspace
is @ modular application that permits expansion and customization.

See the following resources for information about how to customize and extend Workspace:

* Workspace Developer's Guide and .NET API Reference

» Workspace Extension Examples

See the following topic for information about the Genesys Plug-ins that are available for
Workspace:

¢ Workspace Plug-ins

Hybrid Integrations

Some Genesys Cloud services are available for Workspace. You must prepare your environment by
provisioning a Genesys Engage Hybrid Integration and Integrating Genesys Predictive Engagement
into Genesys Engage on-premises.

Installation and deployment Deploying Workspace

introduction Find detailed information about planning

Find information about concepts, your Workspace deployment.

features, functionality and environment.

Deploying Workspace

Concepts and Features Effects of Configuration Options and

Workspace Functionality Overview Privileges on Performance

Supported Systems and Switches
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Deployment Procedures

Find all of the procedures that you need
to install and deploy Workspace.

Deployment Procedures for Workspace

Installing plug-ins for Workspace

Provisioning Workspace

Find all of the procedures that you need
to enable the features of Workspace.

Provisioning Workspace

Configuration options and privileges

Find detailed descriptions for all of the
configuration options and role privileges
that are available in Workspace.

Workspace Configuration Options
Reference

Document change history

A list of topics that are new or that have
changed since the previous release.

New in Deployment Guide 8.5.1
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What's new in Workspace?

The following pages contain a list of topics that are new or have changed significantly in the specified
release of Workspace:

Workspace 8.5.155.03

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.155.03:

e The new configuration option, teamcommunicator.person-cache-for-favorites-recents-enabled, is
introducing a new Team Communicator data initialization mode that reduces the number of requests to
Configuration Server or Configuration Server Proxy when it prepares the Favorite list and Recent list of
records for Team Communicator. To enable this new Team Communicator data initialization mode, the
value of this option must be set to true.

* teamcommunicator.person-cache-for-favorites-recents-enabled

Workspace 8.5.154 .05

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.154.05:

* You can specify the list of attachment file types for which agent operations, such as Attach, Open, Save,
and Save All, will be blocked. File types are recognized by binary content, unlike the file extension used
in chat.restricted-attachment-file-types and email.restricted-attachment-file-types options. Following
file formats are supported: Windows/DOS executable file and PKZIP archive file. Microsoft Office
document files having extension '.docx’, '.xIsx' have format PKZIP. If the file format 'zip' is specified in
this option, the file will be rejected. The content type of the attachments added by inserting a Standard
Response into an interaction is not validated by the Workspace logic controlled by this option.

* general.restricted-attachment-file-content-types

Workspace 8.5.153.05

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.153.05:

* You can define the number of reconnection attempts to the sms session to make in the case of a
connection loss. The following configuration option has been added to support this feature:

* sms.reconnect-attempts

* You can specify the duration, in seconds, between each attempt to reconnect to the sms session in the
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case of a connection loss. The following configuration option has been added to support this feature:

* sms.reconnect-timeout

Workspace 8.5.150.06

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.150.06:
¢ Agents can paste formatted text as plain text in HTML emails using Paste Text Only format.

* You can specify the time, in seconds, after which an engaging call of Outbound Assured Connection can
be released. The following configuration option has been added to support this feature:

e outbound.assured-connection.allow-release-engaging-call-timeout

* You can specify the width, in pixels, of Rich Media in a chat interaction. The value of this option affects
the minimum width of the Chat transcript view. The following configuration option has been added to
support this feature:

e chat.rich-media-widget-width

* You can specify whether the agent must complete the mandatory case data before applying a 'Transfer'
and/or 'Conference' action for any Digital Channel interaction other than email. The following
configuration option has been added to support this feature:

* interaction.case-data.<media-type>.mandatory-actions

e You can specify whether the agent must complete the mandatory case data before applying a 'Transfer’
or 'Forward as an attachment’ action on an email interaction. The following configuration option has
been added to support this feature:

e interaction.case-data.email.mandatory-actions

* You can specify whether the mandatory disposition code must be completed by the agent before
applying a 'Transfer’ and/or 'Conference' action for interactions of any given media type that is different
from email. The following configuration option has been added to support this feature:

* interaction.disposition.<media-type>.mandatory-actions

Workspace 8.5.149.03

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.149.03:

e In addition to the existing Screen and Classify service support, Workspace now supports the Analyze
service of Classification Server to detect suggested responses.

Workspace Desktop Edition Deployment Guide 10
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Workspace 8.5.148.04

e Workspace now supports Mutual TLS connection with the Genesys backend servers. The following
options have been added to support this feature:

* security.client-authentication-certificate-search-value

e chatserver.tls-mutual

Workspace 8.5.147.05

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.147.05:

e Workspace Desktop Edition now embeds a WebView2 SDK, which allows Chromium-based web
rendering customizations with WebView2 control supported by Microsoft Edge WebView?2.

Workspace 8.5.145.06

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.145.06:
¢ You can now use the Assured Connection feature in Progressive and Predictive Outbound Campaigns.

* You can now specify the display format of the Chat contact party name by using a string that can
contain regular characters and field codes. The following option has been added to support this feature:

» display-format.chat-customer-name

Workspace 8.5.144.05

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.144.05:

* You can now mask the contact phone number for contact information stored in Universal Contact Server
(UCS). The following options have been added to support this feature:

* contact.history.voice-detail-attributes

* contact.multi-value-attribute-display.<contact-attribute>

e The standard-response.categories option has been modified for this release.

Workspace Desktop Edition Deployment Guide 11
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Workspace 8.5.143.08

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.143.08:

e Workspace Desktop Edition Role-based access (RBAC) now supports both the Genesys Administrator
Role data storage model, introduced by Management Framework 8, and the Genesys Administrator
Extension Role data storage model (as implemented in Genesys Engage cloud). RBAC requires
Configuration Server 8.0.2 or higher and either Genesys Administrator 8.0.2 or higher, or Genesys
Administrator Extension (9.0.100.56 or higher is recommended).

e You can now specify whether a Business Attribute is used to specify the default 'From' email address of
a reply email interaction. The following option has been added to support this feature:

* email.from-addresses.force-default-on-reply

¢ The <media-type>.contact-history.enable-combine-interaction-with-current option is replaced by
<media-type>.contact-history.enable-combine-ixn-with-current. This change resolves an issue where
the length of the name of the media type could cause the length of the option name to exceed the
maximum number of allowable characters.

* You can now specify how an Outbound Record from a Record Chain is displayed when presented to an
agent. The following option has been added to support this feature:

* display-format.outbound-record-name
The following option has been modified to support this feature:
» display-format.caller-name

See Masking a contact's phone number on inbound and outbound interaction views for a use case
on using the display-format.* options to mask caller data in the Workspace agent Ul.

¢ Workspace Desktop Edition now provides a Voluntary Product Accessibility Template (VPAT) report as
part of the accessibility and navigation features and accessiblity configuration documentation: Genesys
Workspace Desktop Edition Accessibility Conformance Report

¢ Use the screen-recording.client.address option to specify the IP address or host of the Screen Recording
Service. You can use this option to support screen recording in a Genesys Softphone VDI environment.

Workspace 8.5.142 .05

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.142.05:

e Workspace can now display Rich Media elements contained in Chatbot messages sent to a contact who
is connected to the Genesys WebChat Widget. This applies to live Chat interactions and the History
view.

* You can now specify whether interactions opened from the Contact History tab are opened in the
same view as the currently active interaction or in a separate case view. The following option has been
added to support this feature:

* <media-type>.contact-history.enable-combine-interaction-with-current
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(Note: this option is renamed to <media-type>.contact-history.enable-combine-ixn-with-current in
8.5.143.08; however, both options are supported).

Workspace 8.5.141.04

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.141.04:

* You can specify how the DN-less phone number specified by an agent during login is propagated to the
Genesys back-end. Passing as an extension to SIP Server limits the impact of multiple simultaneous
login or logout events in the case of a Disaster Recovery/Business Continuity event. SIP Server
8.1.102.93 or higher is required for this feature. Refer to Remote Agents with Non-provisioned DNs for
more information. The following option has been added to support this feature:

* login.voice.use-dn-less-login-extension

* You can have editable case data copied back to the original inbound email from an outgoing reply email
interaction when it is sent. The following option has been added to support this feature:

* email.outbound.copy-editable-case-data-in-inbound

* You can specify a prefix to be used when an agent resends an outgoing or reply email from History (My
History, Contact History, and Interaction Search). The following option has been added to support
this feature:

* email.resend-prefix.

* You can specify whether the default Business Attribute value of a drop-down list is automatically
populated in the associated contact attribute field of the Contact Information tab. The following option
has been added to support this feature:

e contact.multiple-value-attributes-enable-default-description

* You can pre-load folders of Business Attribute objects containing folders for folder/tree structure display
for Disposition Codes and Case Data when an agent logs in to avoid a delay in loading this content
when an interaction is first received. The following option has been added to support this feature:

* general.configuration-business-attribute-folder-cache-preload

Workspace 8.5.140.08

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.140.08:

¢ You can specify whether the chat transcript displays interactions as left-to-right or right-to-left reading
to support interactions written in a right-to-left reading language. By default, Workspace displays
interactions as left-to-right reading. The following option has been added to support this feature:

e chat.transcript-message-text-direction

¢ In SIP Server environments, you can specify whether the DN-less phone number stored in the agent's
DN is restored to its original value when the agent logs out of this DN. The following option has been
added to support this feature:

Workspace Desktop Edition Deployment Guide 13
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* login.voice.restore-dn-less-phone-number-on-logout

e In a Virtual Desktop Infrastructure (VDI) environment, you can specify whether Workspace relies on a
DNS resolution to identify the IP Address used to connect to Workspace SIP Endpoint. The following
option has been added to support this feature:

* sipendpoint.standalone.vdi-detection-use-dns

e The login.kerberos.agent-identification option has been updated in this release. The following
values have been added or modified:

e implicitupn: Workspace 8.5.140.08 and higher uses the Implicit User Principal Name (iUPN), which
is a combination of the samAccountName and the user's Domain name. [Added: 8.5.140.08]

e upn: Workspace 8.5.132.05 to 8.5.139.07 uses the User Principal Name (UPN) specified by Windows
Administrator in the Windows Active Directory when provisioning the account of an agent. This
mode is deprecated and should be substituted by implicitupn, but is maintained for compatibility
purposes.

Workspace 8.5.139.06

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.139.06:

* You can configure Workspace to automatically set agent status to Not Ready or Not Ready with a Not
Ready Reason when their workstation is locked. The following options have been added to support this
feature:

* security.session-lock-set-agent-not-ready
e security.session-lock-force-not-ready-state

e security.session-lock-not-ready-reason

¢ You can configure Workspace to automatically force the agent state to Not Ready when inactivity
timeout occurs. The following option has been added to support this feature:

e security.inactivity-force-not-ready-state

Workspace 8.5.138.04

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.138.04:

¢ You can now enable agents to enter different Places associated with different types of SIP DNs when
they log in so that they can login from a Workspace SIP Endpoint/Genesys Softphone workstation one
day and from their mobile or home phone through SIP Server, or a 3rd party SIP Endpoint on a different
day. The following option has been added to support this feature:

* voice.device-type
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Workspace 8.5.137.06

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.137.06:

* You can now specify whether Workspace preserves the availability interval of the parent Outbound

record when rescheduling an Outbound record with a new phone number. The following option has
been added to support this feature:

* outbound.reschedule-inherit-parent-availability-interval

* In environments where the main toolbar is configured in auto-hide mode, you can now configure the
delay between the moment when the mouse cursor reaches the top of the screen and the moment the
Workspace toolbar is displayed. The following option has been added to support this feature:

* main-window.auto-hide-display-delay

Workspace 8.5.136.07

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.136.07:

e Contact History search has been improved for UCS 9.1 users. The following option has been added to
support this feature:

e contact.history-custom-attributes-search-types

e It is now possible to adjust the timing of the auto-hide/display property of the Main window. The
following option has been added to support this feature:

* main-window.auto-hide-display-delay

Workspace 8.5.132.05

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.132.05:

To prevent changes to the case data after a voice or chat interaction has ended, the interaction.case-
data.is-read-only-on-idle option has been added.

To specify whether the Category ID of the reply outbound email is copied to the parent inbound email,
the email.reply-copy-category-id option has been added.

For Chat interactions, to specify that the value specified for the contact.history.filters-<attribute> option
is used to filter the history-based part of the chat transcript, the chat.transcript-enable-history-filters
option has been added. Keys and values of the option are constructed like those of the
contact.history.filters-<attribute> option. You can add these options to a routing strategy.

For SMS interactions, to specify that the value specified for the contact.history.filters-<attribute> option
is used to filter the history-based part of the SMS transcript, the sms.transcript-enable-history-filters
option has been added. Keys and values of the option are constructed like those of the
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contact.history.filters-<attribute> option. You can add these options to a routing strategy.

e To support Kerberos in a multi-tenant environment, the login.kerberos.agent-identification option
in the interactionworkspace.exe.config configuration file has been modified. The upn value has
been added to enable Workspace to use the User Principal Name (UPN) specified by Windows
Administrator in Windows Active Directory when provisioning the account of an agent.

* To specify whether the 'Complete Conference' function requires a consultation call to the Agent to be
established first or not, the voice.complete-conference-requires-connected-consultation-call option has
been added.

Workspace 8.5.128.07

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.128.07:

¢ When contacts disconnect from chat interactions, you can specify that chat interactions are auto
marked done immediately or are auto marked done after a configurable time interval. The following
configuration options have been added to support this feature:

e chat.auto-mark-done-owner-agent
e chat.auto-mark-done-owner-agent.timer
* chat.auto-mark-done-non-owner-agent

e chat.auto-mark-done-non-owner-agent.timer

e You can keep chats open after the last agent leaves the session, enabling an agent to rejoin the session
until the session is marked Done using the Asynchronous chat function. The following Chat privileges
were added to support this feature:

* Chat - Can Place On Hold
e Chat - Can Release Async
e Chat - Can Release
The following configuration options have been added to support this feature:
e chat.on-hold-queue

* keyboard.shortcut.interaction.chat.hold

Workspace 8.5.127.06

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.127.06:

e Agents can combine left-to-right (LTR) text or right-to-left (RTL) text in the same email message by
using the Right-to-left Text Direction and Left-to-right Text Direction buttons. The following
configuration option has been added to support this feature:

* email.can-change-text-direction
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Workspace 8.5.126.07

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.126.07:

e Supervisors/Team Leads can manually change the state of agents to Ready, Not Ready, and Logoff by
using Team Communicator. The following privilege has been added to support this feature:

* Team Lead - Can Change Agent State

The following configuration option has been added to specify which state changes a team lead is
allowed to make:

» teamlead.agent-status.enabled-remote-actions

e Support for UCS 9.1.

* You can specify the list of attributes to be displayed in tree view in the Interaction Search view. The
following configuration option has been added to support this feature:

* contact.all-interactions-displayed-columns-treeview

* You can specify the date display format for custom attributes that you want to display as dates in the
History view.

e Support for Receiving-side Automatic Gain Control (Rx-AGC) for Workspace SIP Endpoint has been
added to address the problem with some calls having too low a volume for agent to hear the customer
clearly. The following configuration option has been added to support this feature:

* sipendpoint.policy.session.rx_agc_mode

e Support for specifying the Local IP address or Fully Qualified Domain Name (FQDN) of the machine on
which SIP Endpoint is running. This setting can be an explicit setting or a special value that the SIP
Endpoint uses to automatically obtain the public address. The following configuration option has been
added to support this feature:

* sipendpoint.policy.endpoint.public_address

e The valid values of the sipendpoint.system.security.use_srtp option have been expanded.

Workspace 8.5.125.04

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.125.04:

e The date.time-display-format option has been added to Case Information to enable you to specify
how the DateTime variable in attached data are displayed in Workspace views, such as Outbound
attached data. You can specify both date and time, just the date, just the time, and so on.

Workspace 8.5.124.08

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
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Desktop Edition 8.5.124.08:

e For Alcatel 4400/0OXE switch environments only, you can specify whether or not the queue that is used
on login should be used for the queue on logout. The following configuration option controls this
feature:

* logout.voice.use-login-queue-on-logout

¢ You can control whether agents are able to extend their After Call Work (ACW) status beyond the wrap-
up time that you specified. The following configuration option enables this feature:

e voice.after-call-work-extension

* In Accessibility mode, you can prevent hyperlinks from being active in email, chat, and SMS
interactions. Some screen readers cause Workspace to become unresponsive when processing active
hyperlinks. The following option has been added to enable this feature:

* accessibility.disable-hyperlinks

Workspace 8.5.122.08

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.122.08:

¢ You can choose between the original simple text display and the new block style display introduced in
this release for the Chat, SMS, and IM transcript views. The following options have been added to
support this feature:

* chat.simple-transcript
* im.simple-transcript
* sms.simple-transcript

¢ You can add an unread message icon to the chat transcript so that your agents know when the chat
message they sent has been read. The icon disappears when the message is read. The following option
has been added to support this feature:

e chat.show-unread-notification

* You can specify whether agents can see previous chat sessions with a contact in the current chat
session. This reduces the need for agents to open the contact history to find previous chat interactions.
Many chat sessions are conducted on mobile devices, meaning that the likelihood of timeout is very
high. If a chat is resumed after a timeout, the agent sees the content of the previous sessions. The
following option has been added to support this feature:

e chat.historical.maximum-age

The default color values have been updated for the following Chat, SMS, and IM options:
* chat.agent.prompt-color = #FF2E6599
» chat.agent.text-color = #FF3D464D
* chat.other-agent.prompt-color = #FF295B00
» chat.other-agent.text-color = #FF3D464D
e chat.client.prompt-color = #FFAF4AFOB
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chat.client.text-color = #FF3D464D
im.agent.prompt-color = #FF2E6599
im.agent.text-color = #FF3D464D
im.other-agent.text-color = #FF3D464D
im.other-agent.prompt-color = #FF295B00
sms.agent.prompt-color = #FF2E6599
sms.agent.text-color = #FF3D464D
sms.other-agent.prompt-color = #FF295B00
sms.other-agent.text-color = #FF3D464D
sms.client.prompt-color = #FFAF4F0OB
sms.client.text-color = #FF3D464D

* You can specify an alert bell when there is a pending chat message to be answered. The following
option has been added to support this feature:

chat.pending-response-to-customer-bell

* You can configure Workspace to notify agents when there is a change to an interaction property inside a
specified workbin. The following option has been added to support this feature:

* workbin.<media-type>.<nick-name>.notify-property-changed

Workspace 8.5.120.05, WSEP 8.5.114.05

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.120.05, WSEP 8.5.114.05:

* You can specify the format of the folder structure that is displayed to agents in the Disposition Code
view and Case Data view. The following option has been added to support this feature:

» display-format.folder.name

Workspace 8.5.119.05

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.119.05:

* You can configure Workspace to specify whether an outgoing email interaction must have a subject
before the email can be sent. The following option has been added to support this feature:

* email.mandatory-subject
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WSEP 8.5.113.02

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition WSEP 8.5.113.02:

¢ Workspace SIP Endpoint now supports DNS SRV resolution to connect to Genesys SIP Proxies. The
following options have been updated to support this feature:
* sipendpoint.sbc-register-address
e sipendpoint.sbc-register-port
e sipendpoint.sbc-register-address.peer

* sipendpoint.sbc-register-port.peer

Workspace 8.5.118.10

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.118.10:

¢ Agents can call and transfer calls to the voice mail of other agents and agent groups. The following
configuration options have been added to support this feature:
e intercommunication.voicemail.enabled-target-types

e intercommunication.voicemail.routing-points

The following privileges have been added to support this feature:
e Voice Mail - Can Deposit Message
e Voice Mail - Can Transfer Message
e Agents can create, manage, and delete hyperlinks in chat and email interactions using hyperlink
management tools. Refer to the Help and User's Guide for more information about this feature.

* You can set up short cut keywords that let agents enter responses into text based interactions by typing
a prefix key followed by the keyword. The following configuration options have been added to support
this feature:

» editor.shortcuts.prefix

» standard-response.shortcuts.<keyword>

¢ Agents can update case information by searching and selecting categories from a directory tree.

* You can specify attachment types to edit only certain file types preserves the data integrity of files that
you do not want agents to modify. For example, you might allow agents to modify .jpg and .png files so
that the orientation can be changed, but restrict the modification of .docx, .xlIsx, and other file types.
Or, you might want to ensure that only .xlsx files can be updated by agents. The following configuration
option has been added to support this feature:

* general.writable-downloaded-attachment-file-types

¢ You can manage how agents can force close stuck interactions. The following configuration option has
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been added to support this feature:

e interaction.unconditional-force-close

Workspace 8.5.117.18

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.117.18:

e Hybrid voice agent configuration is now supported to let an agent log in on two distinct voice devices
and answer or make calls (according to priority rules) from each of them. Skype for Business and
Workspace SIP Endpoint hybrid mode support has been added. Contact centers are no longer required
to choose between Skype for Business or Workspace SIP Endpoint as their communication media of
choice. With hybrid mode, both can be used by the same agent for handling customer interactions and
internal communication. This feature significantly expands Skype enabled enterprise/back office users
as available resources for assistance to improve first contact resolution. The following configuration
options support this feature:

» expression.callable-phone-number

* voice.hybrid-switch-preference

* spl.switch-policy-label

* display-name or display-name.<language-code>-<country-code>

* You can control automatic contact assignment by enabling agents to choose from a list of possible
matching if there is more than one contact in the contact database to which a new inbound interaction
can be assigned. The following configuration options support this feature:

» contact.lookup.auto-assign-mode

e contact.lookup.<media-type>.auto-assign-mode

* You can force an Outbound enabled agent to complete the processing of an outbound record prior to
transferring or conferencing the call to another agent, and retain the call result in the OCS database.
The following configuration options support this feature:

* outbound.complete-record-before-transfer

e outbound.call-result-is-mandatory

* You can specify whether the current interaction is highlighted in the Contact History view of the current
interaction. If the current interaction is not on the first page of the view, the view is scrolled to the
position of the current interaction. The following configuration option has been added to support this
feature:

* contact.history.highlight-current-interaction

* You can specify that it is mandatory for agents to edit case data fields before they can mark an
interaction as Done. If the agent tries to close the interaction without editing the case data field, an
error message is displayed. Mandatory fields are marked with a red asterisk. This feature is supported
by the interaction-workspace/mandatory option.
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Workspace 8.5.116.10

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.116.10:

You can specify how new interaction windows behave after an agent who is working on one or more
interactions accepts a new inbound interaction. You can choose to have the new interaction window
receive the focus (default behavior), or you can choose to keep the focus on the currently active
interaction window. You can also configure this behavior by media channel. The following configuration
options have been added to support this feature:

* interaction.auto-focus
* interaction.auto-focus.<media-type>

e Screen recording through Genesys Interaction Recording (GIR) has been ehanced to support hot seating
(hot desking) environments. The following option has been modified to support this feature:

* screen-recording.htcc.uri

e The behavior of the email.reply-prefix option has been modified to better handle multiple reply email
interaction threads. This option can also be overridden by a routing strategy to handle situations where
the locale of the recipient might be different from the locale of the agent.

¢ Cisco Call Manager environments now support two DNs, one for ACD calling and one extension.

Workspace 8.5.115.17

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.115.17:

¢ Agents can save files that they receive through chat interactions and can transfer files either from their
workstation or from Standard Responses to contacts in a chat interaction. The following configuration
options have been added to support this feature:

» chat.attachment-download-timeout
* chat.max-attachments-files

* chat.max-attachments-size

* chat.max-file-size

e chat.restricted-attachment-file-types

* chat.show-attachment-image-thumbnail

The following privileges have been added to support this feature:
e Chat - Can Save Attached files
¢ Chat - Can Transfer File From File System

e Chat - Can Transfer File From Standard Response

* You can enable your agents to send emojis as part of chat interactions. The handling of received emojis
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has been improved. In Workspace, sent and received emojis are displayed as Unicode characters
according to the default Workspace and Windows system fonts, which Workspace uses in the Chat
Interaction view. You define which emojis your agents can use by configuring a Business Attribute that
populates the emoji item in the chat composition tool bar. The following configuration option has been
added to support this feature:

* chat.emojis-business-attribute

e gui.emoji-font-name

The following privilege has been added to support this feature:
¢ Chat - Can Use Emojis
* You can control which Chat Server messages are recorded in chat transcripts and SMS Session
transcripts in the Contact History.

¢ For Outbound campaigns, you can specify whether rescheduled calls/callbacks are personal, campaign,
or both. The following configuration option has been added to support this feature:

e outbound.callback-types

e Agents can change the phone number to be dialed in Outbound Campaign calls. This covers both the
scenario where a different number than the one in the record must be dialed and the scenario where
there is no number in the record. The following privilege has been added to enable this feature:

e Qutbound - Can Dial On New Number

The following configuration option has been added to support this feature:

e expression.outbound-campaign-phone-number

¢ You can include Interaction Server and T-Server system properties keys in Case Data (Attached Data).

* You can configure the keyboard.shortcut.hamburger.open option to enable agents to open the Main
Menu (Hamburger Menu) to access views such as 'My Workspace' and 'My History".

Workspace 8.5.114.08

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.114.08:

e Automatic Place selection using Place Groups is now supported to improve the management of Places
by no longer tying a single Place to a single agent. This feature enables you to create a pool of Places
that agents can select from whether they are connecting from a workstation, from home, or from a
mobile. The Place Group selection feature works only with SIP Server. It is not supported by Workspace
SIP Endpoint. The following configuration options have been added to support this feature:

* login.available-place-groups

* login.place-selection-type

The following configuration options have been modified to support this
feature:

* login.default-place
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* |login.enable-place-completion
* login.enable-same-agent-place
* login.prompt-place

* |login.store-recent-place

¢ You can restrict outgoing email interactions by preventing agents from added or editing the To, Cc, and
Bcc fields. The following configuration options have been added to support this feature:

¢ email.outbound.editable-to-addresses
e email.outbound.editable-cc-addresses

e email.outbound.editable-bcc-addresses

Workspace 8.5.113.11

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.113.11:

¢ Embedded images in outgoing email interactions. Agents can paste copied images at the insertion point
in the outgoing email interaction view. The following privilege supports this feature:

e E-Mail - Can Add Embedded Image In Outbound E-Mail

e Agents can forward emails to external resources as a new, in-line, quoted email. The previous Forward
to External Resource feature has been renamed Forward as an Attachment.

e Enable or disable inserting TAB characters into outgoing email interactions by using the
accessibility.visual-impairment-profile option. The following configuration option supports this feature:

e email.inline-forward-prefix
* email.inline-forward-queue

» keyboard.shortcut.interaction.email.inline-forward

The following privilege supports this feature:

¢ E-Mail - Can In-line Forward To External Resource

¢ Agents are now notified if either party in a chat has timed out due to inactivity.

Workspace 8.5.112.08

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.112.08:

* You can create custom field codes for Standard Response objects. The following configuration option
supports this new feature:

» standard-response.field.<CustomFieldCode>
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* You can store agent profile information on a shared directory instead of in the Configuration layer. The
following configuration options support this feature:

» options.clean-up-former-record-location

» options.record-location

e You can optimize the way that the most recently used Place is tracked. This feature is beneficial in

environments where agents move from workstation to workstation or phone set to phone set. The
following configuration option supports this new feature:

* login.place-location-source

¢ You can configure how interaction duration information is collected and reported to the Genesys back-
end by using the Duration in Focus feature. The following configuration option supports this feature:
* reporting.case.report-case-in-focus-duration

Workspace 8.5.111.21
The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.111.21:

e For the Voice channel, you can configure Workspace to display the current hold time instead of the total
call time when an agent puts a contact on hold; and, you can configure Workspace to display a hold
time progress bar as part of the Hold icon. You can also configure Workspace to display the current

after call work time instead of the total call time after the agent disconnects a call. The following
configuration options support these new behaviors:

e voice.hold-indicator-timer
e voice.show-hold-duration

e voice.show-post-call-duration

¢ Workspace now supports Genesys Mobile Server (GMS) Callback interactions. The Web Callback feature
is being phased out.

* Use the Callback privileges to enable this feature.
* Use the Callback options to configure this feature.

e Workspace now supports Load Balancing Using Clusters.

Workspace 8.5.110.13

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.110.13:

* You can configure agent accounts to enable agents to search/filter Workbins and Interaction Queues.
This feature is supported by the following privileges:
* Workbins - Can Search in Workbins

* Interaction Management - Can Search In Interaction Queues
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This feature is supported by the following configuration options:
* workbin.<media-type>.<workbin-nickname>.auto-update
e workbin.<media-type>.<workbin-nickname>.quick-search-attributes

e workbin.<media-type>.<workbin-nickname>.max-results

e Workspace now supports Multimedia Message Service (MMS) messages that contain images sent in the
following formats:

e Bitmap (image/bmp)
e GIF (image/qgif)

JPEG (image/jpeg)
» Portable Network Graphics (image/png)
TIFF (image/tiff)

* |CO (image/vnd.microsoft.icon)

This feature is available through the SMS channel. You configure this feature
by using the following configuration option:

e openmedia.bundle.sms

This feature is supported by the following privilege:
e SMS - Can Save Attached File

* Agents can mark interactions as Done from the Contact History, My History, and Interaction Search
views.

¢ Agents can delete interactions from the Contact History, My History, and Interaction Search views.

* You can display agent names in the interactive notification for cross site internal calls by using the
following option:

* interaction.evaluate-real-party-for-agent.expression

Team Communicator can be configured to display different metrics for the availability of Routing Points,
Queues, and Interaction Queues. If the corresponding metric from Stat Server is a time, you can use
the new statistic-text option to specify the format of the time information. You can specify a {0}
field code anywhere in this string, and to add time formatting value to this field code, like
{0:HH:mm:ss}, following Microsoft reference: https://msdn.microsoft.com/en-us/library/8kb3ddd4(v=
vs.110).aspx. Previously, time information in Team Communicator was always displayed in seconds;
however, this was inconvenient if the number of seconds was large. This feature is supported by the
statistic-text configuration option in the following sections:

* routing-point-presence
* queue-presence

* interaction-queue-presence

¢ Changes to the following configuration options now take effect immediately instead of when the
application is started or restarted:

* kpi.displayed-kpis
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» statistics.displayed-statistics
e statistics.queues

» statistics.routing-points

Workspace 8.5.109.16

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.109.16:

e Stand-alone version of Workspace SIP Endpoint for Virtual Desktop Infrastructure environments. This
feature is supported by the following configuration options:
* sipendpoint.standalone.protocol
e sipendpoint.standalone.port
* sipendpoint.standalone.vdi-detection-model
* sipendpoint.standalone.security-level
e sipendpoint.standalone.certificate-search-value
* sipendpoint.standalone.subject-criteria

* sipendpoint.standalone.subject-matching-properties

Enable the Standalone Workspace SIP Endpoint by removing the SIP Endpoint - Can Use Embedded
SIP Endpoint privilege.

Install the Standalone Workspace SIP Endpoint by using the Installing the Workspace SIP Endpoint
Standalone Application procedure.

* You can add a display name for certain configuration layer objects. This feature enables you to name
objects without relying on a local dictionary file. This feature makes localization and centralization more
efficient. The following configuration options support the new $<object-type>.AnnexValue$ key:

e display-format.acd-queue.name

* display-format.action-code.name

» display-format.agent-group.name

e display-format.business-attribute.name
* display-format.interaction-queue.name
e display-format.routing-point.name

e display-format.skill.name

» display-format.virtual-queue.name

e display-format.workbin.name

* You can specify how agents who are part of Push Preview, Pull Preview, and Reschedule Preview
outbound campaigns dial campaign calls: manually, immediately, or after a specified time. This feature
is enabled by the following configuration option:

e outbound.timed-preview-auto-dial
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* You can enable agents to set the zoom of text editing fields, such as email, chat, and SMS, and
transcript areas. This feature applies to the following views:

* |IM (text entry, transcript, and interaction data tooltip)

e Chat (text entry, transcript, and interaction data tooltip)
* Email (text entry and inbound email view)

* SMS (text entry, transcript, and interaction data tooltip)
* Interaction history (IM, Chat, Email, SMS)

* Standard responses

* Social media (text entry only)
The following topics have been updated to include this feature:

* Overriding Default Font and Icon Sizes

* Enabling Accessibility Features
The following configuration option was added to support this feature:
* gui.editor-zoom-range

e The Prevent/Allow Listening feature has been modified slightly in the agent interface. The interface now
informs agents when a party is suspended from a conference or reinstated to a conference. Conference
party Action menu items have been renamed accordingly. This feature is controlled by the Voice - Can
Suspend or Reinstate A Conference Party privilege.

* You can control which media Workspace tries to reconnect for active interactions after connection to
Interaction Server is reestablished. The following configuration options have been added to support this
feature:

e eservices.session-restore-mediatype

e eservices.session-restore-timeout

¢ Changes to the following two options are now taken into effect immediately instead of when the
application is started or restarted:

* gadget-statistics.displayed-call-center-statistics

* gadget-statistics.displayed-kpis

Workspace 8.5.108.11

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.108.11:

e The Chat typing feature has been enhanced to enable agents to see what a contact is typing on a web
site chat form before the contact clicks Send. This feature is enabled by the following privilege:

* Chat - Can Preview Customer Typing

* You can configure the Disposition tab in the interaction views to display dispositions as a hierarchical
tree of folders and dispositions instead of a radio button list. Use the following option to retain the
former radio button interface:
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* interaction.disposition.display-mode

e You can optimize the use of eServices licensing by using the following configuration option:

e eservices.disconnect-on-logoff

e Business Continuity (Disaster Recovery) support has been extended to include StatServer.

Workspace 8.5.106.19

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.106.19:

* You can configure Workspace for eServices Business Continuity. The following configuration options
have been added to support this feature:
» disaster-recovery.eservices-random-delay-range
» disaster-recovery.eservices-site
e warm-standby.retry-delay

e warm-standby.reconnection-random-delay-range

As well, some other Business Continuity (Disaster Recovery) options have been modified to support
this feature.

* |IPv6 Support

* You can use the interaction-bar.quick-access-auto-open.<media-type> configuration options to specify
that when an agent accepts an interaction, it is displayed as collapsed to the Interaction Bar. This
enables agents to view other content, such as custom or 3rd-party content in the Main View, without
the pinned or floating interaction views opening in front of the content.

e The string.expression and string.expression-instructions options have been added to the string
type for editable Case Data. It is used to validate the format for the string data type Key-Value Pairs.

* Screen Recording Client Authentication is added for users of Genesys Interaction Recording (GIR). You
must have a login provided by Genesys to access the Genesys Interaction Recording documentation.
This feature is supported by the following privilege:

e Can Use Active Recording
The following options have been added to configure the behavior of Screen Recording:

* screen-recording.client.port: Specifies the port on which Screen Recording Client listens for
credentials.

» screen-recording.client.ping-interval: Specifies, in milliseconds, the interval between ping requests
to Screen Recording Client.

» screen-recording.client.max-attempts: : Specifies the maximum number of attempts made to
establish communication with Screen Recording Client.

* screen-recording.client.secure-connection: Specifies whether a secure connection is to be used for
communication with Screen Recording Client.

» screen-recording.htcc.uri: Specifies the URI of HTCC server. This URI is used as as the Origin header
field for HTTP requests to SRC REST services.
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e Several options in the Interaction Options section have been slightly modified.

e Several options in the Display Formats Options section have been slightly modified.

Workspace 8.5.105.12

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.105.12:

¢ The mandatory ring before auto-answer feature enables you to configure the auto-answer functionality
to display a timer that enables an agent to view case information before the interaction is automatically
answered. This feature is configured by media type using the following new options:

» chat.auto-answer.enable-reject

e chat.auto-answer.timer

* email.auto-answer.enable-reject

e email.auto-answer.timer

e outbound.push-preview.auto-answer.enable-reject
e outbound.push-preview.auto-answer.timer
* sms.auto-answer.enable-reject

* sms.auto-answer.timer

* voice.auto-answer.enable-reject

e voice.auto-answer.timer

* webcallback.auto-answer.enable-reject

* webcallback.auto-answer.timer

* <media-type>.auto-answer.enable-reject

* <media-type>.auto-answer.timer

¢ You can specify by media type whether you want agents to be prompted when they send an email
message, SMS, or Chat if there are misspelled words in the message by using the spellchecker.<media-
type>.prompt-on-send configuration option.

¢ Agents can double-click to insert a standard response into an email message, SMS, Chat, and other text-
based interactions.

¢ The contact.directory-enabled-modes option is added to enable you to specify which Contact Directory
views can be displayed by the agent. Specifies which view(s) of the Contact Directory can be selected
by an agent. Genesys recommends that the value is set to ListView in environments with a large
number of contacts and, in particular, where contact segmentation is used.

¢ VMWare Horizon (View) 6 is now supported.
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Workspace 8.5.104.15

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace

Desktop Edition 8.5.104.15:

e The Forward E-Mail feature has been modified to enable agents to forward email interactions to multiple

targets, including CC (carbon copy) targets. Agents can also include information or instructions in a

dedicated case data field of the Forward view. The following configuration options have been added to
support this feature:

email.forward.enable-multiple-to-addresses
email.forward.enable-cc-addresses

email.forward.enable-instructions

e The Interaction Search feature expands on the Contact History/My History search capabilities to enable
you to search for email and chat interactions without knowing which agent worked on them, when they

were handled, or who the contact is. You must define the search attributes by using the

contact.history options. The following configuration options have been modified or added to support
this feature:

¢ The following configuration options have been added to support Chat Server ADDP:

contact.all-interactions-default-time-filter-main
contact.all-interactions-displayed-columns
contact.all-interactions-quick-search-attributes
contact.date-search-types
contact.directory-permissions.<ContactAttributeName>
contact.history-advanced-default
contact.history-custom-attribute-values.<attribute-name>
contact.history-search-attribute-group.<group-name>
contact.history-search-attributes
contact.history-quick-search-attributes
contact.history.media-filters
contact.myhistory-displayed-columns

contact.myhistory-quick-search-attributes
The following privilege is added to enable this feature:

Contact - Can Use Interaction Search

chatserver.addp.local-timeout
chatserver.addp.remote-timeout

chatserver.addp.trace-mode

e The Active Recording Privileges have been renamed to the following:

Recording - Can Use MSML-based Recording
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* Recording - Can Monitor Call Recording

* Recording - Can Control Call Recording

Workspace 8.5.103.10

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.103.10:

e In SIP Server environments, you can control whether contacts are automatically taken off hold when an
agent ends a consultation call, or whether agents must end the hold manually by using the voice.end-
consultation-method option.

* You can specify whether it is mandatory for agents to assign a disposition code when they transfer or
forward email interactions by using the interaction.disposition.email.mandatory-actions configuration
option.

e You can specify that the After Call Work state is automatically changed to Ready when an agent clicks
Done by using the voice.cancel-after-call-work-on-done option.

¢ You can specify whether the most recently used Username is stored locally in the user profile and is
used to automatically populate the username field in the login view by using the login.store-username.

Workspace 8.5.102.06

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.102.06:
¢ Management Framework 8.5 is now fully supported.
e eServices 8.5 is now fully supported.
¢ Kerberos User Authentication support.
* ClickOnce and console deployment
* Non-ClickOnce deployment

* You can define several formats for displaying queue, routing point and interaction queue presence in the
Team Communicator. The following configuration options have been added to support this feature:

* teamcommunicator.interaction-queue-presence-metrics
* teamcommunicator.queue-presence-metrics

* teamcommunicator.routing-point-presence-metrics

The following options have also been added to the "presence" sections to allow to use a statistic
metric of an hidden technical object like a Virtual Queue on behalf of a queue/routingpoint/
interactionqueue actually presented in Team Communicator: object-ids, associated-statistic-type,
and associated-object-ids. These are supported by the following sections:

* interaction-queue-presence

* Qqueue-presence
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e routing-point-presence

e You can control the display size of fonts and icons in the Workspace views by using the
gui.magnification-factor configuration option.

¢ To enable the standardization across all workstations of the Dates that are displayed in Case
Information, the following new formats for the Date attribute type have been added: date.time-
format and date.utc-time-zone. Refer to the Editing Case Information table in the Displaying
and Editing Case Information section.

Workspace 8.5.101.14

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.101.14:

e Workspace SIP Endpoint 8.5.0 now supports the G729 and H.264 video codecs. The following
configuration options have been added to support this feature:
* sipendpoint.codecs.g729/8000.fmtp
* sipendpoint.codecs.h264.fmtp

¢ The following new options have been added to enable you to optimize bandwidth and Configuration
Server load when Team Communicator is initialized:

* general.configuration-agent-collection-loading-method
* general.configuration-object-collection-cache-timeout
e E-mail printing capability has been extended to the following views:
e My History
* Contact History
» Draft workbin

e Search results

e Workspace now supports the customizing of display names for configuration objects. The following
configuration options have been added to support this feature:

* display-format.action-code.name
» display-format.agent-group.name
e display-format.business-attribute.name
e display-format.skill.name
e display-format.workbin.name
The following configuration options have been modified to support this feature:
e display-format.acd-queue.name
» display-format.interaction-queue.name

» display-format.routing-point.name
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e display-format.virtual-queue.name

e You can specify which contact attributes can be edited by agents. The following configuration option has
been added to support this feature:

e contact.editable-attributes

* You can specify whether agents can reject ClickOnce upgrades when they are presented at login time.
Use the Force the end-user to upgrade to the latest available version option in the Client
Configuration dialog box of the Workspace Desktop Edition Deployment Manager to control this
feature — refer to 1a. Wizard: Deploy the Workspace downloadable ClickOnce package on your web
server procedure.

e Accessibility has been enhanced. You can control whether Interaction Notification views receive the
focus in environments that use screen reader applications. The following configuration options have
been added to support this feature:

e accessibility.focus-on-interaction-toast

* accessibility.<media-type>.focus-on-interaction-toast

The following configuration options have also been added or modified in this release:
* sipendpoint.policy.endpoint.video_max_bitrate

* sipendpoint.policy.device.audio_in_device

* sipendpoint.policy.device.audio_out_device

* sipendpoint.policy.device.capture_device

Workspace 8.5.100.05

The following content has been added to the Workspace 8.5.1 Deployment Guide for Workspace
Desktop Edition 8.5.100.05:
e Support for SIP Voicemail
* Overview
* Privileges
* Configuration options:
* voicemail.access-number
¢ voicemail.notification-types
e Support for High Contrast Theme
¢ High Contrast Workspace
e Supporting configuration option:
e gui.themes

* Configuration of the High Contrast Theme: Enabling Accessibility Features

The following configuration options were also added or modified in this release:
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e application.wiki-help-locale

¢ display-format.contact-name

e email.include-original-text-in-reply
* log.PSDK.SwitchPolicy

e outbound.call-result-is-mandatory
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Concepts And Features

Workspace features a unified user interface (Ul) that empowers contact center employees to make
their contact center truly dynamic by enabling them to respond in real time to real-time information
from a wide variety of touch points and channels.

Benefits

Workspace enhances internal communications, user performance, and quality. Workspace features a
privilege-driven flow of information based on roles that you assign to your agents.

The functionality that is assigned to agents through their defined role determines the
footprint of the Interaction Workspace application that is downloaded to their
workstation. Agents who have simple roles assigned to them do not require as much
space for the application as agents whose roles contain many privileges.

Main features

The following is a list of some of the main features of Workspace:

¢ Role-based application
e Open Framework for integration and extendability
e Support of plug-ins from many Genesys solutions.
e Advanced Multi-Channel Interaction interface
* Accessibility
¢ Active Call Recording
* Active Screen Recording
e Multiple Channels

e Inbound Voice for both SIP and TDM

* Outbound Campaigns

* Callback/Web Callback

* Email

e Print preview

* QA review

e eServices
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* Inbound Video
e Video Chat
e Chat (including support for Chat High Availability (HA) and nicknames)

[Added: 8.5.153.05]
e SMS and MMS (including support for SMS High Availability (HA))

[Added: 8.5.153.05]
* Web Callback
¢ Facebook (by an eServices plug-in)
e Twitter (by an eServices plug-in)

¢ RSS (by an eServices plug-in)

e \Voicemail
¢ Workbin

e Workitem

* Team Communicator

* Favorites and Corporate Favorites

¢ Internal Instant Messaging

e Standard Response Library and suggested responses (including filtering by language or other category)
e Agent and Contact-Center performance tracking

¢ Contact History Management

e Last-agent routing

e Broadcast Message viewing

¢ Disposition codes

» Customer context notifications

e Silent Monitoring, coaching, and barge-in (SIP and Chat only; for Team Lead agents or from a 3rd party
Supervisor, including monitoring the current interaction)

e Multi-site support

e Spelling check (including corporate dictionary support)
¢ Business Continuity (Disaster Recovery)

e Implementation of Language Packs to facilitate the customization of the User Interface in any non-right-
reading language.

¢ Business Data Management and Case Data Management

High-level architecture

Workspace incorporates Genesys interactions into a multi-modal paradigm that enables agents to
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invoke interactions within interactions to ensure a consistent customer experience.

Workspace is integrated with Genesys 8 components and applications, including Enterprise Services,
Platform SDK, Management Framework, T-Servers, Universal Contact Server, Interaction Server,
Configuration Server Data Base, Statistics Server for Reporting, SIP Server, and various specialized
plug-in IPs. Workspace is dependent upon Genesys Administrator Extension. See Architecture for a
more detailed description of the Workspace architecture.

Time zones

Workspace displays all dates based on the time zone and the locale of the workstation where the
user is logged in.
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Workspace Plug-ins

The following Workspace compatible plug-ins are available from Genesys:

¢ Genesys Predictive Engagement for Workspace: Genesys Predictive Engagement (formerly Altocloud) is
a customer journey analytics platform that analyzes all kinds of customer journey behavior and data. It
can be used to observe and analyze visitors on your digital properties, such as websites. Genesys
Predictive Engagement can predict what it will take for visitors to achieve a desirable business
outcome, and then acts to offer the most appropriate and effective channel to assist them in
completing their journey.

Genesys Predictive Engagement requires you to provision a Genesys Engage/Genesys Cloud Hybrid
Integration to use this service. Refer to: Provisioning Genesys Engage Hybrid Integrations and Integrating
Genesys Predictive Engagement into Genesys Engage on-premises.

¢ Workspace Plug-ins for LYNC / Skype: Genesys provides a plugin that adds functionality to Workspace
Desktop Edition to tightly integrate it with the Skype for Business client on the agent desktop. Through
the plugin, agents can handle voice, video, and instant messaging interactions handled by Skype for
Business, in addition to accessing their Skype for Business contacts and seeing their presence status.

e Workspace Plug-ins for Social Media: Genesys provides a plugin that adds functionality to Workspace
Desktop Edition, enabling agents to handle social media interactions.

e Workspace Plug-in Genesys Agent Scripting: Genesys Agent Scripting provides customized solutions to
the agent desktop to guide an agent through each interaction by structuring, enriching, and optimizing
agent conversation and workflow.

¢ Genesys Web Engagement Plug-in for Workspace: Genesys Web Engagement provides the ability to
monitor, identify, and proactively engage web visitors in conversations that match business objectives.

¢ Genesys Co-browse Plug-in for Workspace: Genesys Co-browse provides the ability for an agent and the
end customer to browse and navigate the same web page at the same time. In a Genesys Co-browse
session, both the agent and the customer share the same instance of the screen, as opposed to a
conventional screen sharing application, where one of the parties sees an image of the other party's
browser instance.

Refer to Installing plug-ins for Workspace for information about installing Workspace compatible plug-
ins.
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Workspace And Genesys 8

[Modified: 8.5.148.04]

Workspace is the key agent interface for Genesys 8. Workspace is built on top of the primary Genesys
8 SDKs. See the Table - Interoperability between Workspace Desktop Edition 8.5 and other
Genesys Products for a list and description of the components of Workspace and the Table -
Miscellaneous Deliverables of Workspace for a list of miscellaneous deliverables that ship with
Workspace.

Miscellaneous Deliverables of Workspace

Component Description

Wizard that is used during deployment to prepare

Workspace Desktop Edition Deployment Manager the ClickOnce packages

Set of examples that illustrate how to implement

Workspace Extension Samples extensions for Workspace

Topology

You can deploy Workspace in two different deployment configurations, depending upon the
arrangement of your network; they are:

¢ Oversimplified deployment with a Client-server in a local setup.

¢ Client-server with centralized deployment based on ClickOnce

This section shows the key components of the Workspace network topology and indicates how
Workspace is related to other Genesys components.

The Figure - Simple client-server deployment of Workspace shows a
minimal deployment that consists of agent workstations that are connected
directly to the Genesys back-end servers. For the procedure on deploying
Workspace in this configuration, see the Procedure: Installing Workspace
Deployment Package on the Windows operating system.

O =&

Local W Agent Genasys back-and sarvers
Simple client-server deployment of Workspace

The Figure - Standard deployment of Workspace with a ClickOnce server
shows the standard deployment of Workspace in an environment in which the
deployment is controlled from a centralized place and in which remote agents
can be connected to Genesys back-end through a Virtual Private Network.
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]

Local IW Agent Genesys back-end servers
Standard deployment of Workspace with a ClickOnce server

Connections to Genesys components

The Figure - Workspace connections to the Genesys 8 Suite shows the connections to various
Genesys components. Workspace requires connections to the following Genesys Components for
environments that use IPv4:

e Configuration Server: Through Genesys Administrator, provides authentication, the list of connections,
Role- Based Access Control, agent and place management, the object hierarchy for team
communication, and application hierarchical configuration

e T-Server: Enables voice handling

e S|P Server: Enables voice and IM handling

* Real Time Metric Engine: Maintains statistics and target agent/group presence
¢ Universal Contact Server: Maintains the contact history

e Interaction Server: Manages interactions

Refer to the documentation that accompanies Genesys Administrator Extension
and each of these components for information on setting up connections.
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{Statistics Server)

Interaction

Workspace
Warkstation

SIF Server

=] i
T-Sarver Canfiguration
Sarver
Interaction Workspace connections to the Genesys 8
Suite

IPv6 environments
[Added: 8.5.106.19]

Workpace supports IPv6 connections with all Genesys components if your system hardware supports
IPv6 and it is implemented in your Framework Layer.

Review the IPv6 provisioning in the Genesys Framework documentation before proceeding:

¢ |nternet Protocol version 6 (IPv6)

¢ |Pv6 vs. IPv4 Overview

Enabling IPv6 in Workspace
You can enable IPv6 at various levels and with various scope.

You can enable IPv6 at the Environment level, which is shared with other Genesys components by
configuring the following Environment Variables:

« GCTI_CONN_IPV6 ON=1

e GCTI_CONN IP VERSION=6,4
At the Environment level, the IPv6 settings apply to all connections that Workspace opens, such as
Configuration Server, TServer or SIP Server, Stat Server, Universal Contact Server, Interaction Server,
and Chat Server, and to SIP or RTP from/to the SIP Endpoint.

The setting of these Environment variables can be overridden by setting the following option in the
interactionworkspace.exe.config file:

e enable-ipv6=true
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e ip-version=6,4

When IPv6 is set at the Workspace level, the IPv6 settings apply to all connections that Workspace
opens, such as Configuration Server, TServer or SIP Server, Stat Server, Universal Contact Server,
Interaction Server, and Chat Server, but not for the SIP or RTP from/to the SIP Endpoint.

If Workspace is running in an environment where the IPv6 must be selectively enabled depending on
the server to be contacted, you can use the following options to override the IP version that is
specified by an Environment Variable or in the interationworkspace.exe.config file:

Options to Override the IP Version of Workspace Connections

Options to make an IPv6 settings specific for

Connection this connection

Configuration Server N/A
Workspace option:
Chat Server e interaction-workspace\chatserver.ip-version=6,4

In the connection object that links Workspace to
this server (Connection Info, Advanced tab,
T-Server, SIP Server, Stat Server, Interaction Transport Parameters)
Server, Universal Contact Server
* ip_version=6,4

e interaction-workspace\

) sipendpoint.enable_ipv6=true
SIP/RTP (for Workspace SIP Endpoint 8.5.1)
e interaction-workspace\sipendpoint.ip_version=

6,4

IPv6 provisioning reference

[+] Show Workstation Environment Variables

GCTI_CONN_IPV6_ON

e Default Value: 0

Valid Values: 0 and any non-zero integer value
* Changes take effect: When the application is started or restarted.

e Description: This environment variable enables IPv6. When set to 0 (false), IPv6 is not enabled. When
set to any non-zero integer value (true), IPv6 is enabled.

GCTI_CONN_IP_VERSION

¢ Default Value: 4,6
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¢ Valid Values: 4,6, 6,4
¢ Changes take effect: When the application is started or restarted.

* Description: This environment variable specifies whether IPv4 (4,6) or IPV6 (6,4) is the preferred
connection protocol.

[+] Show interactionworkspace.exe.config File Variables

enable-ipv6

¢ Default Value: false

Valid Values: true, false
¢ Changes take effect: When the application is started or restarted.

e Description: Specifies that the GCTI_CONN_IPV6 ON environment variable can be overridden (1) for all
applications connections.

ip-version

¢ Default Value: 4,6
e Valid Values: 4,6, 6,4
¢ Changes take effect: When the application is started or restarted.

e Description: Specifies that the GCTI_CONN_IP VERSION environment variable can be overridden (1) for
all applications connections.

[+] Show Application Template Variables

chatserver.ip-version

¢ Default Value: auto
¢ Valid Values: auto, 4,6, or 6,4
¢ Changes take effect: At the next interaction

» Description: Specifies the Internet Protocol Version of the connection to Chat Server. The value auto
specifies that the Internet Protocol Version is inherited by the value set for the ip-version option or
the GCTI_CONN_IP VERSION or environment variable. This option can be overridden by a routing
strategy, as described in Overriding Options by Using a Routing Strategy.

sipendpoint.enable-ipv6

e Default Value: auto

¢ Valid Values: auto, false, or true
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¢ Changes take effect: When the application is started or restarted.
e Description: Specifies that the GCTI_CONN_IPV6 ON environment variable can be overridden (1) for

connections to SIP Server and RTP. If the value auto and the GCTI_CONN_IPV6 ON variable do not exist,
then the value of ip-version is setto 4,6.

sipendpoint.ip-version

¢ Default Value: auto
¢ Valid Values: auto, 4,6, or 6,4
¢ Changes take effect: When the application is started or restarted.

Description: Specifies the Internet Protocol Version of connections to SIP Server and RTP. The value auto
specifies that the Internet Protocol Version is inherited by the value set for the ip-version option or
the GCTI_CONN IP VERSION environment variable. If the GCTI CONN_IP VERSION environment variable
does not exist, the value of the ip-version option is set to 4, 6.

[+] Show Connection Object Variables

In the Transport Protocol Parameters (Tab Advanced) set the following variable:
ip-version

e Default Value: 4,6
¢ Valid Values: 4,6, or 6,4
¢ Changes take effect: When the application is started or restarted.

» Description: Specifies that the GCTI_CONN_IP VERSION environment variable and the values configured
for applications can be overridden for all connection objects.

Architecture

Workspace is integrated with the following Genesys 8 applications:

e Embedded components:
e Enterprise Services

¢ Platform SDK
¢ Direct connections:

Genesys back-end servers to which WDE is connecting are listed in the following table:
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Genesys back-end server
Chat Server
Configuration Server
Genesys Mobile Services
Interaction Server

Media Control Platform

Statistics Server

SIP Server

T-Server

Universal Contact Server

¢ Miscellaneous Dependencies:

Protocol
TCP/TLS
TCP/TLS
HTTP/HTTPS
TCP/TLS

RTP/RTCP (for Workspace SIP Endpoint or Genesys
Softphone)

TCP/TLS
TCP/TLS

SIP (for Workspace SIP Endpoint or Genesys Softphone)

TCP/TLS
TCP/TLS

¢ Genesys Administrator/Genesys Administrator Extension

¢ Optional installation:
e Workspace SIP Endpoint

e Workspace Compatible Plug-ins

Workspace features a modular design that divides the application into several components that are
served out to agents based on their roles. All agents receive common modules such as the Login and
Go Ready module and the Main Window module, while other modules, such as the Contact
Management module and the Team Communicator module are distributed only to agents whose roles

include those modules.

Workspace relies on both Enterprise Services and Platform SDK (refer to the
Figure - Workspace architecture). This architecture enables developers to
build customization for Workspace at any level.

Workspace

Enterprise
Services

Platform SDK

Workspace architecture

Customization support

This architecture supports the following customization:
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e Workspace -- User-interface customization
e Enterprise Services -- Business logic customization using a high-level API

e Platform SDK -- Business logic customization using a low-level API

Refer to the Workspace Developer's Guide and .NET APl Reference and the Workspace Extension
Examples for information on how to customize Workspace. Refer to the Platform SDK 8.0 .NET API
Reference and Developer's Guide for information on lower-level customization capabilities.

Common system aspects

The goal of Genesys 8 and Workspace is to provide a consistent, simplified, and comprehensive
application that enables each user at every level to be efficient and productive. Genesys 8 and
Workspace focus on a set of criteria that deliver a higher level of productivity. Workspace is designed
"from the ground up" to have a high degree of usability, with the goal of enhancing agent
productivity.

Internationalization

Workspace uses the existing internationalization capabilities of Genesys back-end components, such
as Universal Contact Server, that employ Unicode to support multiple languages. Workspace uses the
Genesys Platform SDK ESP protocol to communicate with Genesys back-end servers that also
support the same Unicode protocol.

Any set of Unicode characters is supported; therefore, any language that is supported by Unicode is
supported by Workspace; however, to support more than one Unicode language in your environment,
you must configure the specific Unicode support for each connection (this is configured in the same
way as TLS requires custom encoding).

Workspace is aligned with the existing internationalization capabilities of Genesys back-end
components:

e Universal Contact Server uses Unicode to support multiple languages. Therefore, for this connection any
combination of locale that is specified in the client configuration, server configuration, and interaction
content is supported. This applies to the content of the Notepad, the body of an email and so on.

e Other Genesys back-end servers do not implement Unicode. Therefore, internationalization requires you
to configure consistently the locale of the system servers, the client "locale for non Unicode
application", and the content of interactions. Each of these items must rely on the same Code Page
(several languages can be supported by a single code page). This configuration applies to the user
data, configuration data, and so on of each interaction.

¢ You can configure Workspace to enforce which encoding is used when it communicates with non-
Unicode back-end servers. To do this, configure the following options:

general.non-unicode-connection-encoding--The value corresponds to the .Net Name of Code Page
Identifier. Refer to the following article: http://msdn.microsoft.com/en-us/library/windows/desktop/
dd317756(v=vs.85).aspx

For the Configuration Server connection, the code page identifier must be set in the general.non-unicode-
connection-encoding key in the Workspace.exe.config file.
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Accessibility and navigation

Section 508 accessibility

You can use a screen-reader application or the keyboard to navigate the agent desktop interface.

Screen readers

Workspace is designed to maximize content readability for screen-reader applications. Workspace
can be configured to be compatible with screen readers that support Microsoft Ul Automation API,
such as the Freedom Scientific application: Job Access With Speech (JAWS) version 11. Screen readers
enable visually impaired (blind and low-vision) agents to use the desktop interface through text-to-
speech or text-to-Braille systems. Workspace must be configured in the Configuration Layer to enable
this compatibility (see Accessibility). These options can be set in the Configuration Layer as default
values that can be overridden in the Agent Annex following the standard hierarchy configuration.

Keyboard navigation of the interface

You can navigate the Workspace interface by using a keyboard or other accessibility device that is
enabled by keyboard navigation. This feature improves the accessibility of the interface by not
forcing the user to navigate by using the mouse. Navigation works panel to panel and, within a panel,
component to component.

In general, you can use the TAB key to set the focus on the next component; use the SHIFT-TAB key
combination to set the focus on the previous component. You can use this method to navigate the
Menu bar, the interaction interface, the tabs, and so on.

Access keys and keyboard shortcuts

Workspace follows the Microsoft Windows convention of enabling interface navigation by using
access keys. Access keys are alphanumeric keys that are employed in combination with the ALT key
to replicate a menu command or button click the interface.

Workspace also provides shortcut keys. Shortcut keys, which are intended mostly for advanced users,
enable quick access to frequently performed actions. Shortcut keys can be reconfigured by Tenant,
Group, and/or User by using Genesys Administrator Extension. These key combinations are
documented in the Workspace 8.5 User's Guide.

Security

RADIUS

Workspace implements the Remote Authentication Dial-In User Service (RADIUS) security protocol to
prevent illegal system access, track system use, and limit the access of authenticated users. To
access the system, users must provide their credentials and connection parameters for
authentication before they can be granted limited system access.
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The user must provide both a user name and a password to gain access to the Configuration Layer,
which is used to obtain a list of existing places, privileges that are specified for the user, and
configuration of the agent application. A place is mandatory for all Interaction Workspace agent
scenarios. A role or roles are assigned to agents upon login. Agents do not have access to system
aspects outside of those that are defined by their assigned roles.

Transport Layer Security (TLS)

Workspace supports Transport Layer Security (TLS), which is a cryptographic protocol that provides
security and data integrity for communications over networks such as the Internet. TLS encrypts the
segments of network connections at the transport layer from end to end. For more information about
TLS, refer to the Genesys TLS Configuration chapter of the Genesys 8.1 Security Deployment Guide.

FIPS

As of release 8.1.401, Workspace supports Federal Information Processing Standard (FIPS). For
information about configuring and using FIPS, refer to Genesys 8.1 Security Deployment Guide.

Controlling TLS version

Prior to Interaction Workspace 8.1.4, encrypted communication was used to secure the
communication protocol between Workspace and the other Genesys Servers. This method meant that
control on certificate expiration and authority was not enforced. Workspace 8.1.4 (and higher)
implements full TLS control. If you have migrated from Interaction Workspace 8.1.3 (or lower) to
8.5.0, you might receive warning messages from the system informing you that the security
certificate on a particular channel has expired. This renders the channel Out of Service until the
certificate is updated. Workspace supports a TLS connection to Universal Contact Server (UCS)
starting from version 8.1.3 of UCS. For support details for other Genesys servers please refer to the
respective product documentation.

Up to version 8.5.118.10, you can use the ssl-version option in the
interactionworkspace.exe.config configuration file to specify the maximum TLS version to be
used by Workspace during the handshake of the initialization of a secured connection to one of the
Genesys back-end servers such as SIP Server:

¢ Name: ssl-version

¢ Valid values: One label from the following list: TLS1.0, TLS1.1, TLS1.2

* Default value: TLS1.0

Starting with version 8.5.119.05, the mentioned ssl-version option is deprecated and the maximum
TLS version that Workspace requires is 1.2.

Configuring Mutual TLS with backend servers

[Added: 8.5.148.04]

Configuring Mutual TLS between Workspace and the backend servers for which you have set up
connections, such as TServer, Interaction Server, Universal Contact Server, Statistics Server, and
Configuration Server ensures security of data exchange. Each time Workspace and server initiate a
connection, Mutual TLS negotiation occurs, and it is valid until the connection ends. Workspace
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notifies the agent if a TLS certificate error occurs for the corresponding media or service and a
response is available from the server. Servers may behave differently on TLS connection issues.
Therefore, check the server logs to troubleshoot the Mutual TLS connection issues.

Workspace caches the Configuration Server data. If the Configuration Server
connection is down, Workspace can reuse the cached data.

You can configure Mutual TLS only for secured ports. For Configuration Server, you must use upgrade
port (refer to the following procedure). To configure Mutual TLS between Workspace and the
connected backend servers, follow these steps for each connected backend server to enable Mutual
TLS:

1. In Genesys Administrator Extension, open the Properties for the Server (for example, Interaction Server):
i ! EREYF T OpETIRES I Dbt Apepdez anun B Cles I Mevs T
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2. Open the Ports tab.
3. Select Secured. For Configuration Server, select Upgrade.

4. Ensure the Listening Mode is set to Secured. For Configuration Server, Listening Mode can be set
to Secured or Auto Detect/Upgrade.

5. In the Transport Parameters field paste the following text: "tls=1;tls-mutual=1"
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For Configuration Server, you must paste the following text instead: "upgrade=1;tls-mutual=1"
6. Click OK then save your changes.
7. Configure the security.client-authentication-certificate-search-value option. One of the following configurations is available:

e If you want Mutual TLS to apply to Configuration Server as well as to all other servers with enabled
Mutual TLS, in the InteractionWorkspace.exe.config configuration file, add the security.client-
authentication-certificate-search-value option.

e If you want Mutual TLS to apply to all servers with enabled Mutual TLS except Configuration Server,
configure the security.client-authentication-certificate-search-value option in Genesys
Administrator Extension.

e Backend servers provide different levels of support for TLS connections. For more
information, refer to TLS Feature Support Matrix.

Workspace Desktop Edition Deployment Guide 51


https://docs.genesys.com/Documentation/System/8.5.x/SDG/TLSSupport

Workspace Desktop Edition 8.5 Deployment Guide Workspace And Genesys 8

e First certificate selected for mutual TLS will be used for all mutual TLS connections
before Workspace restart.

Configuring Mutual TLS with Chat Server

To enable successful Mutual TLS connection between Workspace and Chat Server,
besides configuring the security.client-authentication-certificate-search-value option,
you must also set the value of the chatserver.tls-mutual option to true. This option

indicates to Workspace to provide a certificate key in environments where Chat Server
works in Mutual TLS mode.

If the agent handles an interaction that is specific to Chat Server, Workspace connects to Chat Server.
To configure Mutual TLS between Workspace and Chat Server, follow these steps:

1. In Genesys Administrator Extension, open the Properties for Chat Server.

i - Chatbereer Broperti B celeze appisaticn 18 clone B powe Ta

Geretial

Ports Add

i ofres tadnd

-]
k.

Part H Conmection H WA Sme § Listening Mode
Ports

Tewanis
Options
Permessions

g iedii i

kpplcation Oplions

Open the Ports tab.
Select default.

Ensure the Listening Mode is set to Secured.

u b~ W N

In the Transport Parameters field paste the following text: "tls=1;tls-mutual=1"
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6. Select ESP.

7. Repeat from Step 2 to Step 5 to define values in the Transport Parameters field.
8. Click OK then save your changes.
9

. Configure the chatserver.tls-mutualoption.
Workspace SIP Endpoint

Pre-requisites: Workspace 8.5.001 and higher, and Workspace SIP Endpoint 8.5.000 and higher.

The sipendpoint.transport-protocol option enables configuration of the SIP Transport Protocol. For
encrypted transport, set the value of this option to TLS.

The No results option enables you to configure the RTP Protocol. For encrypted transport, set the
value of this option to 1. If Workspace is deployed in a SIP Business Continuity environment, set also
the value of the No results option to 1 to encrypt the peer SIP connection. For more information about
SRTP, refer to Genesys 8.1 Security Deployment Guide and SIP Server 8.1 Deployment Guide.

If Workspace SIP Endpoint must connect to an SBC or a SIP Proxy instead of an actual SIP Server, then
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you must configure the sipendpoint.sbc-register-port configuration option (and sipendpoint.sbc-
register-port.peer if you are running Workspace in SIP Business Continuity scenarios) by specifying
the UDP/TCP or TLS ports.

Inactivity time-out

Workspace can be configured to become locked after a specific period of time during which neither
the agent's mouse nor keyboard are used. This feature protects your system from unwanted system
access, should the agent walk away from a workstation without locking it.

When the specified time period of inactivity is reached, all of the open Workspace windows on the
agent's desktop are minimized, and the Reauthenticate view is displayed. Interaction notifications
such as notification of inbound interaction delivery are still displayed, but business information about
them is not, and the Accept and Reject buttons are disabled.

To unlock Workspace, the agent must enter in the Reauthenticate view the password that was used to
log in the locked application, then click Authenticate.

Refer to the Workspace 8.5.x Help for details about using the reauthentication feature.

Business Continuity

The Framework 8.1 SIP Server Deployment Guide provides detailed information about Business
Continuity architecture and configuration. A disaster is defined as the loss of all Genesys components
that are running on one or more physical sites. Business Continuity is a set of automated procedures
that enable agents that are connected to the site that is experiencing a disaster to connect to an
alternate site to continue working normally with minimal data lost. This is known as Geo-redundancy.

In the event of a disaster, Workspace can be configured to maintain a dual connection to a pair of SIP
Servers, a pair of Stat Servers, and a pair of Configuration Servers at two different sites.

Two or more switches must be configured in Genesys Administrator Extension to have identical agent
extensions and logins. Agents must be able to log in to any synchronized switch at any time. In a
typical Business Continuity set up, two pairs of High Availability (HA) SIP Servers are implemented.
Each pair of SIP Servers, the Preferred server and the Peer server, use synchronized (not replicated)
configuration layer objects. Agents are logged in to the Current Primary server in their Preferred site
HA Pair. Each agent has two SIP Channels and two SIP Endpoints registered on each server.

Workspace always tries to connect to the Preferred server. If it is not available it connects to the
alternate (Peer) server until the Preferred server becomes available again. The agent state is set to
Not Ready until a connect with one or the other server is established.

Warning

The current interaction might be lost.

Refer to the Procedure: Configuring Workspace for Business Continuity to enable Business Continuity
for your agents and eServices Business Continuity.
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Licensing

There are no technical licensing requirements for Workspace.

Framework and solutions compatibility

Workspace is part of the Genesys 8 suite of products. See Table - Interoperability between
Workspace Desktop Edition 8.5 and other Genesys Products for a list of key compatibilities.
Also see the following system guides for details on compatibility and system requirements:

e Genesys Hardware Sizing Guide"

e Genesys Interoperability Guide

* Genesys Licensing Guide

e Genesys Supported Media Interfaces Reference Manual

* Genesys Supported Operating Environment Reference Guide
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Role-based approach of Genesys 8

[Modified: 8.5.143.08]

Tip
You no longer have to use Genesys Administrator to create agent Roles for Workspace

Desktop Edition. Workspace also supports the Role storage model of Genesys
Administrator Extension 9.0.100.56 or higher. [Added: 8.5.143.08]

Genesys Administrator Extension is used to create Roles that contain a list of privileges. Roles are
defined as the set of privileges that are either Allowed or Not Assigned. Each agent receives only
what is needed to complete the privileges that relate to the Role of that agent; everything else is
inaccessible. Genesys Administrator Extension enables the assignment of a Role to an Access Group
or a Person.

Tip

Users have no default assigned Role. Roles have no default granted privileges.

Depending on the privileges that are granted to an agent, Workspace enables the following:

¢ Module activation — Triggering of module download from the ClickOnce server; this modifies the
footprint of the agent desktop application.
¢ User Interface rendering — Includes the display of menu items, toolbar buttons, and views.

Refer to the Procedure: Creating a Role, allowing a Workspace privilege, and assigning a Role to an
agent or agent group to create or modify a role and assign privileges to an agent or Agent Group.

Role- and Privilege-Based Models

Workspace implements Role-Based Access Control (RBAC). RBAC enables administrators to limit
agents to specific channels, interactions, and so on, based on their permissions.

RBAC requires Configuration Server 8.0.2 or higher. RBAC requires Genesys
Administrator 8.0.2 or higher, or Genesys Administrator Extension 9.0.100.56 or
higher.
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Workspace supports both the Genesys Administrator Role data storage model, introduced by
Management Framework 8, and the Genesys Administrator Extension Role data storage model (as
implemented in Genesys Engage cloud). The following are the general rules for Roles defined for
Workspace:

* In one environment, you can define both Genesys Administrator and Genesys Administrator Extension
Roles.

e Each Role is defined and stored either in a Genesys Administrator storage model or a Genesys
Administrator Extension storage model.

e The Person (agent) object can be assigned to Roles defined by both Genesys Administrator and Genesys
Administrator Extension.

The system administrator defines a Role for each agent. The Role has a series of privileges that are
associated with it; in this way, agents do not have access to privileges or functionality that are
outside their assigned Roles.

RBAC enhances system security by limiting agent access to the system. This is critical for protecting
the system against accidental or intentional damage. Accidental damage can occur if an agent is
accessing a part of the system that is outside of the area of responsibility of that agent.

RBAC enables you to update your system easily. If agents change responsibilities or new agents are
added, you do not have to assign permissions to those agents based on their username. When you
create or modify an agent, all that you have to do is set the Role of that agent; system access is
determined automatically. As soon as the agent logs into the system, the identity of that agent
determines access. Individual permissions do not have to be set for new or modified users.

To facilitate RBAC, Workspace is constructed as a collection of modules that encompass privileges or
related privileges. RBAC selects only those modules that pertain to the Role of the agent and are
necessary for the context of the functions that are accessible to the agent.

The security.disable-rbac configuration option in the interaction-workspace section determines
whether agents have all privileges granted or whether the Role Based Access Control (RBAC) control
system is used. You can set this option to true when you deploy the application in your testing lab to
evaluate and test the application. Refer to Role Privileges for a list of all the privileges.

Views (Modules and Groups of Privileges)

Modules are assembled into views. Each module, set of modules, or view is related to a privilege or
set of privileges. Privileges are implemented by modules. In a ClickOnce environment; when an agent
logs in to Workspace, modules are transferred to the client desktop. The modules that are transferred
are dependent upon the Role that is assigned to the user with that login.

Privileges implemented by Workspace

This section introduces the privileges that are implemented by Workspace. The privileges are
grouped logically by action and access type:

* Voice actions

e Instant Messaging actions

e Statistics access
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¢ Contact actions
¢ Team Communicator actions
e eServices actions

e Standard Response Favorites actions
Voice actions

Voice action privileges enable a variety of capabilities, including the use of the Voice media, transfer,
conference, disposition, answering, rejecting, and making calls.

Instant Messaging actions

Instant Messaging (IM) actions enable agents to use the IM media for internal communication, and to
make and release IM sessions.

Statistics access

Statistics access privileges enable the viewing of Key Performance Indicators (KPIs) and contact
center statistics by agents.

Contact actions

Contact action privileges can be used to enable a wide variety of contact related privileges including
marking done interactions, merging contacts and interactions, creating contacts, deleting contacts,
and saving changes to contacts. Contact action privileges also enable access to Interaction
Workspace features such as Contact history, information, directory, details, notepad, and case data.

Team Communicator actions

Team Communicator privileges enable contacts to use the Team Communicator feature to contact
internal targets, create and use favorites, and view recent contacts.

eServices actions

eServices privileges for E-Mail, Chat, Video, Web Callback, Workitems, and Workbins. For more
information on the privileges implemented by Workspace, refer to Workspace Functionality Overview.

Standard Response Favorites actions

Standard Response Favorites privileges enable the agents to save a list of favorite responses from the
SRL.
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Configuration and administration by using
options and annexes

Tip
For the most up to date Workspace Desktop Edition configuration options, see the
Genesys Configuration Option Database.

Workspace privileges are assigned to users based on the role that is configured for them in the
Configuration Layer. Workspace privileges are associated with modules. Under the terms of RBAC,
agents must be configured to have access to Workspace modules. Later, agents may be granted the
ability to set preferences that personalize the modules. As with the other Genesys 8 applications,
Workspace is first set up and configured through the Genesys Administrator Extension interface. After
the initial configuration, the settings of each Workspace module can be assigned hierarchically to:

1. An Application.

2. A Tenant.
3. An Agent Group.
4

. A Person.
The option settings are applied to an agent upon login to Workspace in the following override order:

1. Default settings that are defined in the application code, which are overridden by:
2. Settings that are specified in the Application, which are overridden by:

3. Settings that are specified in the Tenant of the agent, which are overridden by:

4

. Settings that are specified in the Agent Group(s) to which an agent belongs (Note: only Virtual Agent
Groups defined with rules that are based on Skills are supported) — in cases in which an agent is a
member of more than one group, Workspace considers the union of options that are set in each group;
if an option is declared in two different groups, each of which has a different value, Workspace uses
built-in rules to resolve the conflict (see Conflict Resolution for Configuration Options for information on
how such conflicts are resolved), which are overridden by:

5. Settings that are specified in the Person object that corresponds to the agent.
You can override options only in the interaction-workspace section. Therefore, you must replicate

the interaction-workspace section to the annex of the object level at which you want the override
to occur (Tenant, Group, User, or Transaction).

Other applicable object hierarchies

Some specific Workspace options can be defined in other objects and object hierarchies, such as:
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Action Codes -- For example: Not Ready reason codes.
Overriding options by using a Routing Strategy

A Routing Strategy can be used to override configuration options that you have defined by using the
hierarchies that are described in Configuration And Administration By Using Options And Annexes.

Workspace uses Transaction Objects of type object list. You can attach a transaction name or list
of transaction names to your strategy. The transaction names in the list should be separated by
commas. Workspace reads the transaction objects at rendering time to override the static options.

Overriding options enables you to change the appearance of interactions based on a key-value pair
that is defined in the annex of each listed transaction object. The attached data contains the name of
the transaction object to be used for the interaction. Transaction objects are configured in Genesys
Administrator Extension or Composer, by using the standard approach that is used for other object
types in the hierarchy.

Use the interaction.override-option-key option to define the key in which the Transaction object(s) are
to be listed in attached data. If you set an override value, Workspace will look for the transaction
object that corresponds to the key-value pair.

Not all the options in the interaction-workspace section can be overridden by transaction objects.
Refer to Section: interaction-workspace to determine which options support overriding by transaction
objects. To apply this approach, you must replicate in the annex of the transaction object the
structure that is used in the interaction-workspace section of the Workspace Application object.
The option name must be the same key as in the Workspace Application object template.

Conflict resolution for configuration options

In the hierarchy that is described in the previous sections, conflicts might occur during the resolution
of option inheritance. Typically, an agent can be a member of more than one Agent Group. If group
options conflict with one another, Workspace considers the conflict to be an administration error. An
arbitrary resolution is applied.

Single value option types
The arbitrary conflict resolution for single-value options proceeds as follows:

1. Agent Groups are sorted into ascending order by the name of the Agent Group.
2. The values of the options for each section are compared.

3. If there is a conflict, the value that is set for the agent corresponds to the value that is set for the group
name that comes first in the sort order. For example, values that are set for options in the "Pre-Sales"
group take precedence over values that are set for options in the "Support" group.

Transaction object conflicts

If there is a conflict between transaction objects as specified by the list of override options, the first
value that is set in a transaction, starting from the beginning of the list, is taken into account. All the
subsequent values that are specified for the same option are ignored.
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Using options in Genesys 8 and Workspace

Each object in Genesys Framework, including agents and the Workspace application, can be
configured using Genesys Administrator Extension. Refer to Genesys Administrator Extension Help
and Genesys Administrator Extension Deployment Guide for detailed information on how to use
Genesys Administrator Extension and Management Framework to set up your contact center and
configure objects such as agents, groups, privileges, and applications.

All configuration options in Genesys 8 are divided first into sections. Sections are groups of related
configuration options. Within a section, each option is named by its functional area, and then by its
name or specific function. The Figure - Examples of Workspace sections and configuration
options, derived from metadata, displayed in the Genesys Administrator Extension
interface shows examples of Workspace options in the KPIs and interaction-workspace sections,
such as agent-status.not-ready-reasons. The functional area is agent-status, and the option
name is not-ready-reasons.
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Edit

Section*
interaction-workspace
Key *

agent-status enabled-actions-by-channel

Description *

Defines the available agent state actions
in "My Channels" contextual menu. The -
actions are displayed in the order inwhich

Value

Ready,MotReady MotReadyReason AfterCall:

Examples of Workspace sections and configuration options, derived from metadata, displayed in the Genesys Administrator Extens

Option-value yypes

Option values are of the following types:
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e String -- Open content or a comma-separated list of valid string or numeric values; some lists may have
an open number of members to be determined by the user.

* Numeric -- Specific values or ranges of values.

¢ Boolean -- Either true or false.

Workspace Configuration Options Reference contains a list of all the Workspace options. It includes
descriptions of their type and use. Refer also to Deploying Workspace, when you are planning your
implementation of Workspace.

Effect of privileges and hierarchical options on the behavior of
Workspace

The behavior of Workspace is controlled by a compilation of settings in various systems and
components of the Genesys 8 suite. The behavior is controlled by the following components:

e Privileges are assigned to logged-in agents through the Genesys RBAC security system (refer to Role-
and Privilege-Based Models).
e Option and Annex settings that are defined in the applicable objects of the configuration layer.
Privileges are part of the security of the Genesys 8 suite; therefore, they have a higher priority than

application and user settings. It is important to note that the options that are defined in the
configuration layer and the routing strategy will never override any privilege management.

Under this hierarchy of control, options act only on the feature set that is permitted by the privilege
that is specified for a given role. For example, a graphical module is configured to be visible by the

application settings; however, none of the privileges that are implemented by this module are
granted to the agent; therefore the module is not visible for this agent.

Effects of configuration options and privileges on performance

This content had been moved here.
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Configuring the appearance and content of
the user interface

Many of the Workspace views can be configured to display certain elements depending on the
context—for example:

e Case data key-value pairs

¢ The values that are displayed for a Case History

The title of the Main Toolbar

e The party identifier in Voice Media view

¢ The information that is displayed in the Preview window

There are three ways to specify the appearance and functionality of Workspace: Administration,
Personalization, and Customization.

Administration

Administration is configuration that is performed by system administrators. It managed through
Genesys Administrator Extension by setting configuration options on the Workspace Application
object. Administration settings are stored in the Genesys Configuration Layer.

Views

The View options enable you to configure the sorting order and the default tab selection of tabbed
views within each window.

The sort order can be customized by using the views.<RegionName>.order options.

The default tab selection can be configured by using the views.<RegionName>.activate-order
options. The first in the list, if present, is selected by default. If the first in the list is absent, the
second in the list is presented by default, and so on. Both options support out-of-the-box view names
and names of custom views added to tab areas.

For custom views, use the ViewName string in the option; this is the string that is passed as the
ViewName in the view activator. For the details about how to do this, refer to the Workspace
Developer's Guide.
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Personalization

[Modified: 8.5.112.08]

Workspace is personalized at the user level by the setting of Personal Preferences. Personalization
data are stored in the agent annex, in the personal-data directory on the local workstation (as
specified by the options.record-option-locally-only option), or on a common working directory (as
specified by the options.record-location option).

For more information on setting preferences, see Workspace User's Guide and Workspace Context-
Sensitive Help (which is available by clicking the Help icon in the Workspace Main Window, or, with
the Workspace Main Window open, by pressing F1 on your keyboard).

Agents have control over the display location of various Workspace Windows, as well as the
arrangement and appearance of text and fields within the display.

Keyboard shortcuts

You can configure keyboard shortcuts that control many different features of Workspace. Refer to the
keyboard shortcut configuration option reference for a complete list of all configurable keyboard
shortcuts.

Whenever the rich text editor is used, for example to edit an outbound email interaction, it is possible that
there will be a conflict between shortcuts that you have configured by using the Workspace configuration
options and the shortcuts of the Rich Text Editor interface. A list of the default shortcuts of the Rich Text
Editor are available on this Microsoft Web Page. Scroll down to the table in the Remarks section. Genesys
recommends that you do not use any of the keyboard shortcuts that are already in use by the Rich Text
Editor.

Workspace also supports accessibility through keyboard navigation.

Customization

Customization is accomplished through development. Workspace features an open framework that
enables developers to add value and extend the capabilities of the application. Workspace employs a
modular design that enables you to expand and integrate your application by using multiple data
sources and systems. Workspace enables you to customize views and create or customize
extensions. For more information on extending Workspace, see the Workspace Developer's Guide and
.NET API Reference and the Workspace 8.5 Extension Examples.
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Customization and Rebranding

Workspace can be customized through development. Refer to the Workspace Developer's Guide and
.NET API Reference and the Workspace 8.5 Extension Examples for more information.

To customize the Workspace, you must install the Workspace Developer's Kit. For more, information
see the Procedure: Installing Workspace Customization on the Windows operating system.

Usage of Enterprise Services that is provided with this release of Workspace is
supported only for the purpose of Workspace customization.

Workspace 8.5.0 and higher enables you to completely customize the color (theme), logo (branding),
images, and icons of the user interface. Refer to Best Practices for Views for information about this

feature.
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Preparing to deploy Workspace

This topic provides an overview of the deployment procedures for Workspace and discusses the
prerequisites and other items that should be considered prior to deployment.

This topic contains the following sections:

* Migrating from Interaction Workspace 8.1 to Workspace 8.5
* Planning Your Deployment

¢ Deployment Overview

* ClickOnce Deployment

¢ Non-ClickOnce Deployment

¢ Configuring System-Access Permissions
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Migrating from Workspace 8.1 to 8.5

Migrating from Interaction Workspace 8.1 to Workspace Desktop Edition 8.5 is a simple and
straightforward task. It is as simple as when you initially deployed and intalled Workspace.

Refer to the Genesys Migration Guide for the complete procedure.
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Planning Your Deployment

[Modified: 8.5.102.06, 8.5.141.04]
Before you deploy Workspace, you should take time to define your needs in terms of load, bandwidth,

scale, the type of network that you have or want to develop, the number of resources you plan to
manage, and the type of deployment that you want:

¢ ClickOnce

¢ Non-ClickOnce

Defining your needs

This section provides items that you should consider when you are planning your deployment.

Load, IIS vs. Apache
Workspace is designed to be equally compatible with Microsoft Internet Information Services (lIS) or
Apache web servers. Your choice depends on the server-side operating system and HTTP server that

you are running. Refer to the following system guides for details on compatibility and system
requirements:

e Hardware Sizing
e Genesys Interoperability Guide

* Genesys Supported Operating Environment Reference Manual

Type of network

Refer to the following system guides for details on compatibility and system requirements:

* Hardware Sizing
* Genesys Interoperability Guide

e Genesys Supported Operating Environment Reference Manual

Single Sign-On (SSO0O)
[Added: 8.5.102.06]

Workspace supports Single Sign-On authentication by using Kerberos User Authentication. This
feature must be configured prior to deployment.
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Choosing between a ClickOnce deployment and a Non-ClickOnce deployment

ClickOnce A ClickOnce deployment of Workspace automatically handles software updates as you
make them available in your environment. If you do not have the ability to push applications,
updates, and configurations to your agents, you might want to take advantage of a managed
services deployment approach in your environment by using ClickOnce.

Non-ClickOnce In a Standard Deployment, you must install the Workspace application on each client
workstation. In this scenario, you must push software updates to each workstation in your
environment. Refer to the following sections for information about different deployment scenarios:

* Deployment Overview

¢ ClickOnce Deployment
* Non-ClickOnce Deployment

Memory usage

This Table represents the Memory Usage range of Interaction Workspace. Minimum value is the out of
the box version using voice only interactions Maximum value is the out of the box version using
multimedia interactions

OS Type Memory used
x86 (32-bits) 180 - 280 MB
x64 (64-bits) 200 - 300 MB

Interaction Workspace can use more memory if deployed with click-once on compatibility mode with
8.1.2. This mode runs Interaction Workspace in 64-bits native mode and can use up to 450 MB.

If you are using Workspace SIP Endpoint, an additional 60 MB are used.

Monitor resolution

The minimum supported resolution is 1024 x 768 at 100% appearance display factor.

Effects of configuration options and privileges on performance

These table list the effects that some configuration options and privileges might have on network
bandwidth and also the performance of Configuration Server and Configuration Server proxies.
Summary of the effects of Workspace options and privileges on network bandwidth

Values that might
Option/Privilege Default Value affect system
network bandwidth

Assigned

Functional impact of
using different values

Workbins - Can Use My
Team Workbins

No Team Workbin

Unassigned During supervisor/Team Lead Supervision
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Option/Privilege Default Value

teamcommunicator.list-

filter-showing Agent
login.enable-place-

completion s
teamcommunicator.load- true

at-startup

Values that might
affect system
network bandwidth

login, the Workbin module
loads the current state of each
of the workbins of the agents
on the supervisor's team to
provide the supervisor with an
overview of the content of
each workbin.

This action generates a set of
requests to Interation Server.
The bandwidth that is
consumed by those requests
is proportional to the following
variables:

e the number of
monitored agents

¢ the number of
workbins assigned
the supervisor

¢ the number of
interactions in each
workbin

e the size of the
interaction
properties in each
interaction (depends
on the Business
Process design

Agent

Affected instance:
Configuration Server (Proxy)

true: Workspace loads
all the Places that are
visible to the logged-in
agent immediately to
enable the process of
Place. This might be a
large number of Places
in a large scale
environment.

Affected instance:
Configuration Server (Proxy)

true: all configured
object lists for team
communicator are
loaded during agent
login and added to the
index.

Functional impact of
using different values

Target types are not
displayed to agents

false: agents must enter
their Place name
manually and the
verification is performed
after the Place is
submitted. If a default
place is assigned to
agents, this issue is
mitigated.

false: all configured
object lists for team
communicator are
loaded at the first time
that the Team
Communicator is used.
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Option/Privilege Default Value

general.configuration-
object-collection-cache- 0
timeout

general.configuration-
agent-collection-
loading-method

read-objects

Values that might
affect system
network bandwidth

Affected instance:
Configuration Server (Proxy)

0: No local cache of the
list of objects is
maintained; therefore,
every time that the
Team Communicator is
initialized, the list of
objects is requested
from Configuration
Server.

read-objects: This is the
legacy agent-retrieval
method. This method
returns the list of agents
according to the "read"
permission of the
current agent. For each
retrieved agent this
method returns the full
agent data from
Configuration Server,
including annex
structure, in an
uncompressed format.
The bandwidth
consumed can be much
larger than the other
retrieval methods.

When an agent logs in to
Workspace, several collections
of configuration objects are
loaded from Configuration
Server or Configuration Server
Proxy to build a Lucene index
which enables instant quick
search in Team Communicator.
Depending on the user profile,
this mechanism triggers the
download of different types of
objects, such as: agents, DNs
(Routing Point, Queues),
Scripts (Interaction Queue,
Workbins), Agent Groups, and/
or Skills.

In large scale environments
where Workspace is
configured to enable
searching of agents in Team
Communicator, Workspace
might cause a large load on
Configuration Server/
Configuration Server Proxy,
and on the network. This is
particularly true of massive

Functional impact of
using different values

Any positive integer:
Specifies the number of
hours between requests
for objects from
Configuration Server,
reducing the number of
requests made to
Configuration Server.

brief-info: For each
retrieved agent, this
method returns only a
subset of the agent
data. This can result in
significant network
bandwidth optimization,
as well as a decrease of
the load on
Configuration Server.

The larger the contact center,
the larger the size of the
Person collection. Each person
object returned by
Configuration Server Proxy
can be a large data set that
contains annex KVCollection
where Workspace can store
the agent profile and where
other custom business
applications can also store
data. This can result in several
megabytes of download for
each agent login.
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Option/Privilege Default Value

Values that might
affect system
network bandwidth

concurrent logins, such as at
the beginning of a shift or
after an infrastructure
incident.

Functional impact of
using different values

Summary of Interaction Workspace options and privileges that can affect Configuration Server
(or CS Proxies)

Option/Privilege Default Value

teamcommunicator.person-

cache-for-favorites- false
recents-enabled
options.record-option-
locally-only false
general.configuration- Al

update-notification

Values that can affect
Configuration Server
(or CS Proxies)

false (default):
represents the legacy
behavior where the
preparation of Favorites
and Recents can
generate some
duplicated requests to
Configuration Server.

false and the
options.record-location
option is absent or left
empty: the agent profile
is stored in the annex of
the corresponding
Person object when an
agent logs out of the
application. Write
requests are
transmitted by
Configuration Server
Proxies back to the
central Configuration
Server and then the
Central Configuration
Server notifies all proxy
instances about the
update.

Affected instance: central
Configuration Server and
Configuration Server Proxies.

All or <empty>:
Workspace subscribes
for notifications about
all object types that are
read.

Functional impact of
using different values

true: optimizes the
usage of local cache
when loading Recents
and Favorites.

The Team Communicator user
experience during data
loading can be slightly
different when this option is
set to 'true’.

false and
options.record-location
set to a valid shared
directory: there is no
functional impact. Refer
to Storing the agent
profile on a controlled
shared host.

true: Unless you are using the
Windows Roaming Profile
approach as part of your IT
policy, the personal settings
do not follow an agent who is
roaming or hot seating.

None: no notification at
all. Any config update is
taken into account at
next login.

ThisApplication, ThisAgent:
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Option/Privilege Default Value

teamcommunicator.list-

filter-showing Agent
login.enable-place-
completion UL
* interaction.evaluate-

real-party-for-agent

true

e display-

format.agent-name
teamcommunicator.load- true

at-startup

Values that can affect
Configuration Server
(or CS Proxies)

The Agent option might also
generate a lot of notifications,
depending on Configuration
Server operations.

Affected instance:
Configuration Server (Proxy)

Agent

Affected instance:
Configuration Server (Proxy)

true: Workspace loads
all the Places that are
visible to the logged-in
agent immediately to
enable the process of
Place. This might be a
large number of Places
in a large scale
environment.

Affected instance:
Configuration Server (Proxy)

true: Workspace
accesses Configuration
Server and Stat Server
before an interactive
notification is displayed,
to retrieve the display
name of internal agents
or supervisors who are
engaged. The generated
load on Config Server
Proxy is not large, but it
is proportional to the
flow of interactions. Use
the
interaction.evaluate-
real-party-for-
agent.expression option
to use a regular
expression to display an
agent's name instead of
the agent's DN.

Affected instance: Workspace
client

true: all lists of
configured objects for
Team Communicator are
loaded at login time and

Functional impact of
using different values

Workspace is informed about
modifications to the
configuration of the current
agent or current Application.
Any other changes are taken
into account at the next login.

Target types are not
presented to agent

false: agents must enter
their Place name
manually and the
verification is performed
after the Place is
submitted. If a default
place is assigned to
agents, this issue is
mitigated.

false: the internal voice
interaction parties are
displayed as phone
numbers instead of a
display name.

false: all lists of
configured objects for
Team Communicator are
loaded the first time
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Option/Privilege Default Value

e interaction.override-
option-key

* interaction.disposition.value-
business-attribute empty

e interaction.case-
data.format-
business-attribute

Values that can affect
Configuration Server
(or CS Proxies)

added to the index,
which can affect the
system in a scenario
where there is
massively concurrent
agent login operations.

Affected instance:
Configuration Server (Proxy)

Business Attributes and
Transaction objects for
Dispositions and Case
Data are always loaded
the first time that an
interaction requiring
them is received by an
agent. They are then
cached for future use.
The more possible
values that exist, the
more accesses are
required during
interaction notification.
The generated load is
not large, but in case of
slow response time,
there might be a delay
before the interactive
notification is displayed.

Affected instance: Workspace
client

Functional impact of
using different values

that Team

Communicator is used,
which might make the
first activation of Team
Communicator slower.

The
general.configuration-
business-attribute-
cache-preload and
general.configuration-
business-attribute-
folder-cache-preload
options enable you to
cache a list of Business
Attributes up front to
avoid a slow response
accessing the Business
Attributes in scenarios
where Config Server has
difficulties answering in
a timely manner.
[Modified: 8.5.141.04]
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Deployment overview

Workspace can be deployed in one of three ways, depending on whether you want a ClickOnce or a
non-ClickOnce deployment. Optionally, you can choose to install the developer package to customize
and extend the capabilities of Workspace. Refer to Table - Workspace Install Mode Deployment
Packages for the list and description of items that are installed by the Workspace Deployment

Application.

Workspace Install Mode Deployment Packages

Package name

Prepare a ClickOnce package

Install Workspace Developer
Toolkit

Install Workspace application

Purpose

Enables IT and administrators to
install the Workspace ClickOnce
package on a WebServer.

Intended for developers, testers,
or those who are demonstrating
the application. It contains all the
deliverables, including the API
references, Workspace,
Deployment Manager, and
Samples.

Intended for agents, testers, or
those who are demonstrating the
application. It contains only the
agent application.

Folder contents

The Workspace folder contains
the following folders or files:

e Workspace: Workspace
application

e WorkspaceDeploymentManage
r: Deployment Manager
application

e WebPublication:
publish.htm (bootstrap for
client side) and setup.exe
(prerequisites)

The destination folder contains
the following folders or files:

e Bin: List of assemblies (DLLs)
available for customization of
Workspace (API)

¢ Doc: API Reference
documentation

¢ Workspace: Workspace
application

e WorkspaceDeploymentManage
r: Deployment Manager
application

e WebPublication:
publish.htm (bootstrap for
client side) and setup.exe
(prerequisites)

e Samples: Samples of
extensions for developers

The destination folder contains
the following folder:
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Package name Purpose Folder contents

¢ Workspace: Workspace
application.

ClickOnce deployment

ClickOnce enables a safe and secure workflow that enables agents to be authenticated and then
granted access only to specific privileges. Initially, agents are given a URL (through email, a
corporate portal, or a desktop shortcut) that links to the ClickOnce server. When they navigate to the
server, the Workspace application is downloaded to their workstation. The application automatically
starts, and agents are prompted to authenticate through the login window. When upgrades are made
available, they are automatically delivered to agents upon login.

The basic steps for a ClickOnce deployment are as follows:

1. Perform the Procedure: Installing Workspace Deployment Package on the Windows operating system,

which guides you through the steps for installing Workspace on your Windows web server from the
Workspace CD/DVD.

2. Deploy the ClickOnce package on your web server by using the following Procedure: Deploying the
Workspace downloadable package (ClickOnce) on your web server.

3. Start the application bootstrap to install, upgrade, or start the application.

4. Test the client application by using the following Procedure: Configuration verification: Testing the client.
Non-ClickOnce deployment

You can install Workspace on a workstation without a ClickOnce deployment. This installation includes
only the agent application. This installation option is used mainly to test Workspace on your system,
not for enterprise-wide deployment.

The basic steps for a Non-ClickOnce deployment are as follows:

1. Perform the Procedure: Installing the Workspace application on a client desktop, which guides you
through the steps for installing Workspace on an end-user desktop from the Workspace CD/DVD.

2. Start the application.

3. Test the client application by using the following Procedure: Configuration verification: Testing the client.

(Optional) To use Kerberos Single Sign-on (SSO):

1. Install Workspace by using the basic Non-ClickOnce above.

2. Modify the Configuration Server host, port, and application name parameters in the
interactionworkspace.exe.config property file to conform with your system. This file is in the
Workspace directory on the Workspace CD/DVD.

Workspace requires that you specify the unique Service Principal Name (SPN) that is used in each
Configuration Server and Configuration Server Proxy that will handle SSO requests from Ul applications.
Edit the login.kerberos.service-principal-name option in the interactionworkspace.exe.config
property file to add the following line:
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<appSettings>

<add key="login.kerberos.service-principal-name" value="<SPN Name>"/>
<add key="login.url" value="tcp://<host><port>/AppName" />
<add key="login.connections.parameters.isenable" value="false" />

<)ébp5ettings>
3. Add the customization resources that are required for your final installation.
4. Prepare your final package by using the updated file set.
5. Push the package to the agent workstations by using your desktop technology.

Customization package deployment

You can install the Workspace application, API references, Deployment Manager, and Samples on a
development workstation as follows: Perform the Procedure: Installing Workspace Customization on
the Windows operating system, which guides you through the steps for installing Workspace
Customization on a development workstation from the Workspace CD/DVD.

ClickOnce deployment principles

ClickOnce provides a smooth experience for both the user and the network administrator. The user
launches the application by using either a URL or a desktop icon. The URL can be provided to agents
by email, a corporate portal, a desktop shortcut, or other means. This simple method enables you to
install the Workspace application on every workstation easily.

When an agent accesses the URL the Interaction Workspace application is downloaded to the agent's
workstation; it automatically starts and the login window is displayed.

For subsequent application starts, the agent can reuse the initial URL or execute the application
through a desktop icon or through the Start menu.

If a hot fix or update is required or made available on the server, Workspace automatically upgrades
the next time that the agent starts the application without you having to push-out a fix or update to
every user.

During deployment, you can specify whether agents can reject the Workspace
upgrade.

ClickOnce enables you to deploy a security-enabled centralized WebService. Microsoft ClickOnce
deployment technology that simplifies the privilege of publishing Windows-based applications to a
web server or other network file share.

ClickOnce eliminates the need to reinstall the entire application whenever updates occur. Updates are
provided automatically when an agent logs in. Only those portions of the application that have
changed are downloaded to the client.
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ClickOnce applications are entirely self-contained, they do not rely on shared resources. This means
that you can update other resources without any impact on Interaction Workspace, or you can update
Workspace without breaking other applications.

Another advantage of ClickOnce is that administrative permissions are not required for the update to
be installed. The update is installed automatically from the server when an authorized client logs in.

Scenarios: ClickOnce principles

The following three scenarios demonstrate the utility of the ClickOnce approach to application and
system security management:

 Initial installation

e Application patch

¢ Update of agent privilege permissions
The application patch and permission-update scenarios can occur simultaneously.
Initial installation
For the initial installation onto the client workstation, the following prerequisites must be met:
e The Workspace application must be installed as a ClickOnce package on the HTTP Server that enables
ClickOnce.
e Microsoft .NET Framework 4.5 must be installed on the client workstation.

The Figure - Initial ClickOnce installation of the Workspace (IW) application shows the steps
in a typical first installation of Workspace in a ClickOnce environment:

1. The administrator manages the roles and privileges of the contact center agent by using Genesys
Administrator Extension and stores the configurations in the Configuration Layer. Through email, the
corporate portal, or other notification, agents are provided with the application URL.

2. Agents use the URL to go to the ClickOnce HTTP Server and initiate the download.

3. The Workspace Application Bootstrap is delivered to the agent workstation; then the Workspace
application launches and agents are prompted for authentication information. Note: Agents provide
their credentials and are authenticated on the network.

4. The Workspace application starts and requests agent authentication.

5. The Workspace application loads the list of privileges that are granted to each agent, based on agent
authentication.

6. The Workspace application then downloads the libraries that are required to execute the granted
privileges.

7. Workspace is fully initialized and ready to be used.
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Applying a patch

To apply a patch to the installation on the client workstation, the following prerequisites must be met:

¢ The agent has run Workspace and has been successfully authenticated at least once on the current

workstation.

e Privileges that are granted to the agent have not been changed since their previous authentication.

The Figure - Patching of the Workspace application through ClickOnce shows the steps in a

typical patch installation of Workspace in a ClickOnce environment:

1. The administrator installs a new version of the Workspace Bootstrap and upgrades one or more

libraries.

2. Agents launch the Workspace application on their desktop by using the URL or by double-clicking the

desktop icon. The agent is authenticated.

3. The Workspace application checks the ClickOnce HTTP Server to determine if the bootstrap binaries are

up to date.

4. The updated bootstrap libraries are delivered to the agent workstation.

5. The Workspace application loads the list of privileges that are granted to each agent, based on agent

authentication.

6. The Workspace application checks the ClickOnce HTTP Server to determine if the optional binaries are

up to date.

7. Updated binaries, if any, are delivered to the agent workstation.
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8. The Workspace application is fully initialized and ready for agent use.
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Patching of the Workspace application through ClickOnce
Limitation of patching with ClickOnce

Because of the architecture of Workspace and the underlying Platform SDK and Enterprise Services
on which it is built, patches are applied to groups of assemblies, not just to a single assembly.
Therefore if one assembly in a group is updated, the whole group must be patched.

Update agent privilege permissions

To update the Workspace installation on the client workstation with updated privilege permissions,
the following prerequisites must be met:

e The agent has run Workspace and has been successfully authenticated at least once on the current
workstation.

* The Workspace application has not been upgraded on the ClickOnce server since the previous login.

Privilege updates while the agent is not logged in

The Figure - Update of the agent's role through ClickOnce shows the steps in a typical privilege-
permission upgrade of Workspace in a ClickOnce environment if the agent is not already logged in:

1. The administrator modifies the roles and privileges of the contact center agent by using Genesys
Administrator Extension and stores the modified configurations in the Configuration Layer.

2. Agents launch the Workspace application on their desktop by using the URL or by double-clicking the
desktop icon. The agents are authenticated.

3. The Workspace application loads the list of privileges that are granted to each agent, based on agent
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authentication.

4. The Workspace application then downloads the missing libraries that are required to execute the new
granted privileges.

5. Workspace is fully initialized and ready for agent use.
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Update of the agent's role through ClickOnce (IW = Workspace)

Privilege updates while the agent is logged in

If new privileges are granted to the agent while the agent is logged in, the additional libraries will not
be downloaded to the agent's workstation; however, if privileges are removed, this change is taken
into account immediately to ensure security.

ClickOnce updates for shared workstations

If multiple users share the same workstation, the download behavior depends on whether each agent
has a unique account or whether all agents share the same account.

If each agent has a unique account, then updates are downloaded by account. Therefore, each user
will have to download updates. The advantage of this scenario is that multiple agents with different
roles can share the same workstation without compromising security.

If all users share a generic account, then only a single instance of the application is downloaded. This
means that each user will have the same role as that assigned to the first user to download the
application.
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Security constraints

To deploy Workspace, three deliverable subsets are installed on the agent workstation:

e Prerequisites: Microsoft .NET Framework 4.5.
¢ Mandatory executable: Workspace Application Bootstrap (.exe file and mandatory DLL assemblies).

¢ Optional assemblies: The list of optional assemblies depends on the privileges that are granted to the
agent who logs in to the application.

The .NET Framework and service pack are not installed through the ClickOnce system; they are
installed by the ClickOnce Bootstrap application (see the Figure - Initial ClickOnce installation of
the Workspace application and Figure Patching of the Workspace application through
ClickOnce). Therefore, more rights are required on the target computer to install the prerequisite
than to install Workspace.

The Workspace Application Bootstrap and the optional assemblies are pure ClickOnce deliverables;
therefore, the full ClickOnce security model applies to these installables. However, the .NET
Framework does not have the same security constraints. Therefore, Genesys recommends that you
deploy the agent application in two phases:

1. Installation of .NET Framework by the administrator by using the ClickOnce Bootstrapper, or by
using the standard network distribution.

2. Installation of Workspace by the agents at the initial login.

You can find more information about ClickOnce security at this URL: http://msdn.microsoft.com/en-us/
library/76e4d2xw(VS.80).aspx

Code Access Security

Code Access Security (CAS) is a mechanism that limits system access to the permissions that are

granted to each code. CAS protects resources and operations and enables you to grant permissions
to assemblies — giving a high degree of control over what resources the assemblies can access. For
example, restrictions can be applied to file-system locations, the registry, and specific name spaces.

Setting Code Access Security permissions

You must set CAS permissions for both the Workspace ClickOnce application and the zone from which
the application will be installed (for example, your local intranet, the Internet, and so on).

Workspace must be defined as a Full Trust application. A Full Trust application is granted all access to
any resource. Granting this level of permission is necessary because some of the embedded DLLs
require Full Trust permissions. If Workspace is not defined as a Full Trust application, execution
failures will occur when the application tries to access a restricted resource.

Machine Access Security

The Workspace application, which is deployed by ClickOnce, uses CAS permissions. This means that
Workspace might require more permissions than are allowed by your security policy. In this case,
ClickOnce will allow an automatic elevation of privileges. However, if the publisher is not trusted, a
Machine Access security warning is prompted, but no security warning is prompted if the publisher of
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Interaction Workspace is trusted.

Tip
ClickOnce supports Windows Vista User Account Control (UAC); therefore no additional
messages are displayed.

ClickOnce and installation security

The minimum class privilege for running a ClickOnce application is User. A Guest account cannot
deploy a ClickOnce application through the network. If an agent is logged in with a User account,
ClickOnce will automatically elevate the privileges for installing the application on the agent's
workstation. If the publisher of ClickOnce deployment is Trusted, the installation will run without any
prompting; however, if the publisher is not Trusted, the agent will be prompted to Trust the publisher
of the deployment.

ClickOnce and location security

To deploy an application via ClickOnce, the ClickOnce HTTP server must be in a Trusted Zone, such as
your local intranet, or be listed in Trusted Sites.

ClickOnce and publisher security

You must consider two publishers when you are deploying a ClickOnce application: the publisher of
the application and the publisher of the deployment.

The Workspace Deployment Wizard updates some application files; therefore, the application
manifest must be signed after these updates. The Workspace Deployment Wizard must be enabled to
sign both the application and deployment manifests.

To sign the manifests, the Workspace Deployment Wizard requires a security certificate. The same
security certificate can be used to sign both manifests.

Certificate deployment overview

You must provide a permanent certificate that is used to sign the Workspace installer manifest. This
certificate is pointed to during installation. You can obtain your own certificate by one of the following
methods:

¢ Generate a self-signed certificate by using the Makecert.exe file.

e Purchase a third-party verified certificate

¢ Generate a certificate by using Windows Certificate Server

Tip

The certificate can be stored on the client side and the server side in the Windows
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domain. The certificate must be on the target workstation. The certificate can be
declared at the Network level.

Refer to the Genesys 8 Security Deployment Guide to review a detailed procedure about how to
create a certificate.

Deploying certificates on a workstation
The Workspace Deployment Wizard requires you to do one of the following:

¢ Provide a security certificate.

* Generate a self-signed security certificate in the Workspace Deployment Wizard.

You must retain the Certificate file for all upcoming updates. If the updated version is signed by a
different certificate, ClickOnce will consider it as a new installation, which means that you will have to
uninstall the previous version by using Add/Remove Programs command on each client workstation.

Application and deployment signing cases

The Table - Summary of the Cases for Signing the Application and the Deployment for the
Integrator and the User provides a summary of the cases for signing the application and the
deployment for the Integrator and the User, along with the impact for the user.

Summary of the Cases for Signing the Application and the Deployment for the Integrator and
the User

Integration User administration User impact

A prompt to trust the
known publisher is

.. .. e displayed.
Application Verisign  Non-modifiable

Certificate application Add the certificate in
Trusted Publishers store

(see Figure - Importing
a Trusted Publisher).

No warning is displayed.

A prompt to trust the
unknown publisher is
displayed.

Add the certificate in
the Trusted Root

Application Self- Non-modifiable Certification Authorities

Certification application store (see Figure -
Importing a Trusted

Root Certification
Authority) and in the
Trusted Publishers store
(see Figure - Importing
a Trusted Publisher).

No warning is displayed.

Deployment Verisign
Certificate

A prompt to trust the

N/A Sign the Deployment. known publisher is
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Importing a Trusted Root Certification Authority

Trusted publishers
For a publishers to be consider a Trusted Publisher, the following criteria must be met:
e The publisher certificate must be installed in the Trusted Publishers certificate store on the user's

computer.

e The issuing authority of the publisher certificate must have its own certificate installed in the Trusted
Root Certification Authorities certificate store (This is already included in Verisign).

If the issuer of the certificate is not in the Trusted Root Certification Authorities certificate store, or if
the publisher is not in the Trusted Publishers certificate store, the user will be prompted with a dialog
box that asks for confirmation. For more information on Trusted Publisher certificates, refer to the
following article: http://msdn.microsoft.com/en-us/library/ms996418.aspx

Deploying certificates on the network

There are two methods for deploying certificates over a network to a large number of client
workstations:

1. Active Directory domain

2. certmgr.exe tool

Active Directory domain

If you run in an Active Directory (AD) domain, use the AD Group Policy Objects (GPO) to distribute
certificates centrally. For the root Certificate Authorities (CA) certificate, add a GPO to AD, and then
link to the appropriate level (usually the domain level).
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1. Go to: Computer Settings>Windows Settings>Security>Public Key Policies.

2. Add the root CA certificate under Trusted Root Certification Authorities.

Next you must distribute the trusted publisher. Add a GPO to AD and link at the appropriate level
(usually for the organizational unit that should trust the application).

1. GotoUser Settings>Windows Settings>Internet Explorer Maintenance>Security>Authenticode
Settings.

2. Click Import.
3. Click Modify.

4. Enable the Lock down Trusted Publishers feature to prevent users from modifying their Trusted
Publisher certificate store.

After the standard GPO-replication-to-clients occurs, every client trusts your CA and the Trusted
Publisher certificate. Users will not receive Trust challenges for applications that are signed with
corporate certificates. For more information on this topic, refer to the following technical article:
http://msdn.microsoft.com/en-us/library/aa719097.aspx#clickonce_topic6

certmgr.exe tool

You can use the certmgr.exe tool to install the certificate on each client workstation. See the
following technical article for more information: http://msdn.microsoft.com/en-us/library/
ms996418.aspx#clickoncetrustpub _topic5

Modifying agent workstations
Installation of Workspace results in the following modifications to your agent workstations:

* Workspace is added to the Start menu.
* Workspace is added to the Add/Remove Programs group in the Control Panel.
e The Workspace icon is added to the desktop.

e ClickOnce stores the application binaries and associated data files in directories that it creates and
manages in the user-profile Local Settings folder or other location.

To determine the folder locations at which ClickOnce has stored the application binaries, launch
Workspace, and open the About dialog box from the Help menu. Press Ctrl-Click on the Genesys
icon to display hidden buttons that enable you to access the exe, data, log, and GC folders.

Nothing is added to the Program Files folder or the registry. No administrative rights are required
for the agent to install the application.
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Deployment prerequisites

ClickOnce deployment prerequisites

ClickOnce provides a centralized deployment environment that enables you to distribute software
and updates from a single server to all agent workstations.

A ClickOnce deployment requires certain conditions to be met both on the client-side and on the
server side. This section summarizes the prerequisites for deployment on different web severs and on
the client workstation. Refer to the Genesys Supported Operating Environment Reference Guide topic
for information about the specific environment, system, and operating system versions that are
supported by Interaction Workspace.

Licensing and certificate management

For details on deploying security certificates, refer to Security Constraints.

Deployment on an Apache server

You must have a Windows server, Linux server, or Solaris server, and Apache Server (refer to
Genesys Supported Operating Environment Reference Guide). You must also configure Apache by
using the following Procedure: Configuring Apache to enable the ClickOnce package.

Deployment on an IIS server

Your environment must have Windows Server and Microsoft 1IS (Refer to the Genesys Supported
Operating Environment Reference Guide).

The Workspace Deployment Manager is installed on the server along with the application material. To
deploy Workspace, launch the Workspace Deployment Manager wizard. The wizard prompts for the
required information. You must sign the ClickOnce deployment using a corporate certificate or a test
certificate.

Tip
To avoid an error with Interaction Workspace Deployment Manager, you must log in as
Administrator.

Deployment on the client

Workspace runs on the Window client-side operating system. The workstation must have the .NET
Framework installed. The following browsers are supported: Microsoft Internet Explorer, Mozilla
Firefox, and Google Chrome. Refer to the Genesys Supported Operating Environment Reference
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Guide for the specific versions that are supported.

* To use Mozilla Firefox, you must install the following add-on : "Microsoft .NET
Framework Assistant". This add-on enables you to start the application directly and
have Framework .NET detection. This add-on is found here: Microsoft .NET Framework

Assistant
e If you have Microsoft .NET Framework Assistant 1.3.0 or higher installed, then the

publish.htm page might not detect the installed prerequisites and might display a
warning. In this case, click the launch link.

¢ To use Google Chrome, you must install the following add-on "ClickOnce for Google
Chrome" from Chrome Web Store : ClickOnce for Google Chrome

* Other browsers, such as Safari and Opera are not officially supported and might not
function correctly.

* To properly deploy the Workspace ClickOnce package on agent workstations, the end
users must have write access to the StartMenu folder of their Windows Users Profile.

Mass Deployment of .NET Framework

If you do not have the .NET Framework installed on all of your client workstation, you can use the
procedures that are found on the Microsoft Developer Network to perform a mass deployment.
http://msdn.microsoft.com/en-us/library/ee390831(v=vs.110).aspx

Non-ClickOnce deployment prerequisites

A non-ClickOnce deployment does not give you the advantages of managing updates to privileges,
permissions, or software upgrades. A non-ClickOnce deployment is done typically for testing or
development purposes where the agent workstation is not in a production environment. Only the
Workspace application is installed on the client workstation.

Refer to the Genesys Supported Operating Environment Reference Guide for information about client-
side operating system and browsers support in a non-ClickOnce deployment.

Other browsers, such as Safari and Opera are not officially supported and might not
function correctly.
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Mass Deployment of .NET Framework

If you do not have the .NET Framework installed on all of your client workstation, you can use the
procedures found on the Microsoft Developer Network to perform a mass deployment.
http://msdn.microsoft.com/en-us/library/ee390831(v=vs.110).aspx
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Workspace SIP Endpoint in Virtual Desktop
Infrastructure

[Added: 8.5.109.16] [Modified: 8.5.140.08]

A direct network connection between the VDI infrastructure (VM or Citrix Server) and Workspace SIP
Endpoint host is required. Network Address Translation and home office behind a router without VPN are not
supported.

Tip
Workspace also supports the Genesys Softphone in place of Workspace SIP Endpoint.

To learn about how Genesys Softphone can be deployed in a VDI environment, see
Genesys Softphone Deployment Guide.

The standalone version of Workspace SIP Endpoint 8.5.1 enables Workspace and Workspace SIP
Endpoint to run in separate user sessions. Workspace manages the Ul and interaction control
business logic in a virtual desktop infrastructure (VDI, for example: RDP, VMWare, XenApp,
XenDesktop) environment and Workspace SIP Endpoint manages voice and video media on the local
workstation. This architecture enables you to offload media processing to the agent workstation and
reduce the load on your server, leading to better scalability. For information about Virtual Desktop
Infrastucture, refer to the Genesys Virtualization Platform Support topics in the Genesys Supported
Operating Environment Reference Guide.

Workspace SIP Endpoint 8.5.1 can be deployed as a standalone application on agent workstations,
either as part of a ClickOnce package or directly installed.

The following figures detail how Workspace and Workspace SIP Endpoint 8.5.1 use HTTPS REST to
communicate in a VDI environment. The communication between Workspace and Workspace SIP
Endpoint relies on as HTTPS REST connection, independent from the VDI technology.

Network view:
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Example of the network connections for Workspace
SIP Endpoint Standalone application in a virtualized
environment
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Example of the network connections for Workspace
SIP Endpoint Standalone application in a virtualized
environment

When Workspace SIP Endpoint is installed as a standalone application on an agent's workstation, its
startup and exit are no longer controlled by Workspace. Instead, it is started and stopped as an
"auto-start" Windows application and/or manually by the agent.

Provisioning the Workspace SIP Endpoint Standalone mode

By default, Workspace SIP Endpoint is installed as a standalone application with "protocol"="http"
and "port"="8000" set.

First install the Workspace SIP Endpoint Standalone application, then provision it in the
InteractionWorkspaceSIPEndpoint.exe.config file and configure the following options in the
interaction-workspace section of the Workspace Desktop application:

e sipendpoint.standalone.protocol

e sipendpoint.standalone.port

¢ sipendpoint.standalone.vdi-detection-model

* sipendpoint.standalone.vdi-detection-use-dns [Added: 8.5.140.08]

¢ sipendpoint.standalone.security-level

e sipendpoint.standalone.certificate-search-value

* sipendpoint.standalone.subject-criteria
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e sipendpoint.standalone.subject-matching-properties

To adjust these default settings and make Workspace SIP Endpoint 8.5.1 run in standalone mode as a
secured application, you must make the following modifications to the SIP Endpoint settings in the
appSettings section of the InteractionWorkspaceSIPEndpoint.exe.config file:

<appSettings>

<!-- This option activates HTTP or HTTPS communication - requires that a port is defined in
port option. -->

<add key="protocol" value="https"/>

<!-- This option gives the level of security if 'protocol' option is set to HTTPS. -->
<!l-- 0: check Address IP range, no client certificate required (no check on client
certificate) -->

<!-- 1: check Address IP range, check client certificate -->

<!l-- 2: check Address IP range, check client certificate, check client certificate subject -->
<add key="security level" value="1"/>

<!-- This option gives a string value Workspace uses to select a certificate if 'protocol'’
option is set to HTTPS. -->

<!-- Search is done first by thumbprint, then by issuer, then by subject. -->

<add key="certificate search value" value="Communications Server"/>

<!-- This option specifies the port to be used when communicating in HTTP or HTTPS -->
<add key="port" value="8000"/>

<!-- This option is only needed if 'security level' option is 2 for validation of client
certificate subject. -->

<l-- It gives a list of subject fields to validate in the client certificate. -->

<add key="subject criteria" value="E,CN,OU,0OU,0U,DC,DC,DC,DC"/>

<!l-- This option is only needed if 'security level' option is 2 for validation of client
certificate subject. -->

<!l-- It gives a list of current user property values to match with the list of criteria
defined by 'subject criteria' option. -->

<!-- The certificate subject validation process compare the subject criteria values with
current user property values find in its active directory. -->

<add key="subject matching properties"
value="mail,cn,distinguishedName.0U,distinguishedName.OU,distinguishedName.OU,distinguishedName.DC,distinguishe
<!-- This option activates the CORS mechanism for the HTTP REST port with the required policy
-->

<!--<add key="cors" value="*"/>-->

<!-- This option specifies if SIP Endpoint can be activated only by an application on the
same local host -->

<!--<add key="localhost" value="true"/>-->

<!-- These options specify a ranges of IP addresses allowed for connection to SIP Endpoint
http services in CIDR format.-->

<!-- Several range can be applied separted with commas "10.20.35.0/24,10.20.39.0/24"-->
<!--<add key="ipv4 address range" value=""/>-->

<!--<add key="ipv6 address range" value=""/>-->

<!-- SIP Endpoint dictionary -->

<add key="title" value="Workspace SIP Endpoint"/>

<add key="exit" value="Exit..."/>

</appSettings>

Workspace Standalone SIP Endpoint deployment modes

Workspace Standalone SIP Endpoint can be deployed using one of two modes:

» Standalone Application

¢ ClickOnce Standalone Package
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Standalone mode

In this mode, executing the setup.exe file installs Worksapce SIP Endpoint on the target workstation
with no pre-requisites other than .NET Framework version 4.5.

It can be executed in silent mode.

You can repackage the out-of-the-box Workspace SIP Endpoint Standalone setup to meet the
specifications of "Microsoft System Center Configuration Manager" and allow it to push this software
to workstations in a standard way. The auto-start registry keys instructions can be reused for this
purpose.

SIP Endpoint auto-start

Workspace SIP Endpoint application is deployed as an auto-start application. This enables the
Workspace SIP Endpoint to be started automatically as a standalone application each time the agent
logs in on the workstation, and stops when he or she logs off. To enable this feature, the following
registry key is set when Workspace SIP Endpoint is installed:

\HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\
CurrentVersion\Run\InteractionWorkspaceSIPEndpoint

The full path to the Workspace SIP Endpoint application is assigned as the value of the this key, for
example:

C:\Program Files (x86)\InteractionWorkspaceSIPEndpoint\
InteractionWorkspaceSIPEndpoint.exe

When the Workspace SIP Endpoint application is running in this mode, the application waits for a
Workspace application to connect to the HTTP port and start a SIP session.

Each time that Workspace exits, it informs the connected standalone SIP Endpoint application to
finalize its endpoint activity. Once there are no more active calls, Workspace SIP Endpoint closes itself
and then restarts so that it is ready to receive a new connection from a new Workspace instance.
Click-Once mode

Refer to ClickOnce Deployment and Installation.

Once Workspace SIP Endpoint is deployed on the HTTP Server, the .NET Framework that is installed
as a pre-requisite on Agent Workstation allows a seamless installation as well as execution of the SIP

Endpoint process, using only the Microsoft Windows USER security model.

The following is a summary of the deployment and upgrade cycle of the Workspace Standalone SIP
Endpoint in a ClickOnce deployment:

1. First time execution for User X on workstation Y:
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2. Second time execution for User X on workstation Y, with the server version of the software unchanged:
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3. Third time execution for User X on workstation Y, after the server version of the software has been
upgraded:

o v ek e ——

Auto-upgrade on ClickOnce in Standalone mode

At Workspace SIP Endpoint application restart, the application checks to determine if a new version is
available in the ClickOnce repository, and it is downloaded if necessary. The application is then
restarted with the new version.

Auto-start on ClickOnce in Standalone mode

When Workspace SIP Endpoint is installed with ClickOnce as a standalone application, it is then
automatically restarted at the beginning of each new Windows session started by the same user on
the same workstation.

Workspace Standalone SIP Endpoint security risks

The following table summarizes the various levels of security versus functionality that can be
achieved by different option configuration scenarios. Because a dedicated listening port is opened on
agent workstations by Workspace Standalone SIP Endpoint, the workstation is vulnerable to certain
security risks. This dedicated port is in addition to listening ports that are opened for SIP and RTP/
RTCP.
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Workspace SIP Endpoint in Virtual Desktop Infrastructure

Workspace/SIP Endpoint Security Matrix

SIP Endpoint option

Security Level VTS

<add
key="ipv4_address_range"
value=""/> and/or <add
key="ipv6_address_range"
. . value=""/>
Encryption with
Validation level 1: <add key="protocol"
value="https"/>
no certificate validation (Lab

only) <add key="security_level"

value="0"/>

<add
key="certificate_search_value"
value="certificate
thumbprint"/>

<add
key="ipv4_address_range"
value=""/> and/or <add
key="ipv6_address_range"
value=""/>

Encryption with

. . <add key="protocol"
Validation level 2: AN

value="https"/>
Simple certificate validation <add key="security_level"
value="0"/>

<add
key="certificate_search_value"
value="certificate
thumbprint"/>

<add
key="ipv4_address _range"
value=""/> and/or <add
key="ipv6_address_range"
value=""/>

Encryption with

. . <add key="protocol"
Validation level 3: Loy

value="https"/>
Mutual certificate validation <add key="security level"
value="1"/>

<add
key="certificate_search_value"
value="certificate
thumbprint"/>

<add
key="ipv4_address_range"
value=""/> and/or <add
key="ipv6_address_range
value=""/>

Mutual HTTPS with
Personal Identity check

<add key="protocol"
value="https"/>

Workspace option
values

sipendpoint.standalone.sect?

level=0

sipendpoint.standalone.secti?

level=1

sipendpoint.standalone.sec

level=2

sipendpoint.standalone.certificate

search-value=certificate
thumbprint

IT operational effort

Low:

any certificate (valid or

not) availalble on the Personal
Store of the workstations that
run Workspace SIP Endpoint

Low:

any valid certificate
available on the Personal
Store of the workstations that
run Workspace SIP Endpoint

Medium:

Mg‘}é/any valid certificate
available on the Personal
Store of the workstations that
run Workspace SIP Endpoint
and on the Personal Store of
the virtual system that runs
Workspace Desktop Edition

sipendpoint.standalone.secHiig:

level=3

Make valid personal

sipendpoint.standalone.certificatecertificates available on the

search-value=certificate
issuer or subject common part

sipendpoint.standalone.subject-
criteria=certificate subject
attribute for validation,

Personal store of the
workstations that run
Workspace SIP Endpoint and
on the Personal Store of the
virtual system that runs
Workspace Desktop Edition.
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Security Level

SIP Endpoint option
values

<add key="security_level"
value="2"/>

<add
key="certificate_search_value"
value="certificate issuer or
subject common part"/>

<add key="subject_criteria"
value="certificate subject
attribute for validation,
typically 'E"'/>

<add

Workspace option
values

typically 'E'

sipendpoint.standalone.subject-
matching-properties=Windows
account attribute for

validation, typically 'mail

key="subject_matching_properties"

value="Windows account
attribute for validation,
typically 'mail""/>

IT operational effort

The same domain account
should be used in both
windows sessions. The
attributes of the certificate
provided by the remote party
are compared to the attributes
of the local domain user.
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Configuring system-access permissions

For Workspace to run correctly, the agent application must be granted permission to access specific
system objects. When Workspace is launched, it connects to Configuration Server using the
credentials of the agent who is logging in. Therefore, the required permissions to access system
objects are typically much higher than those granted to an agent who uses Workspace.

To mitigate this situation you must assign three different kinds of permissions to the agent login:

e Execute permissions
* Read permissions
e Write permissions
The following subsections describe how to configure these permissions in the Permissions tab of the

specified object. You can choose to configure agents individually by the Person object, or as a group
by Access Group.

Refer to Genesys Administrator Extension Help and Genesys Security Guide for detailed information
on how to use Genesys Administrator Extension and Management Framework to configure access
permissions.

Configuring execute permissions

You must grant execute permissions for the Workspace application to each agent or groups of agents
so that Workspace can connect to Configuration Server to start the application.

Configuring read permissions

Agents might require permissions to read from the Application objects that are referenced in the

Connection list of the Workspace application object. They might be required to connect to one of

these servers to activate its associated features. The following is a list of items to which an agent
might require read access:

* The host of any application objects that are referenced in the Connection list of the Workspace
application object.

* The Person object that corresponds to the agent.

¢ The Place object that corresponds to the voice channel to which the agent is assigned.

¢ The DN object that determines the capacity of the channel (Voice, IM). This information is stored in
annex of the DN.

¢ The Switch and the T-Server object to determine the possible channel.
¢ The Tenant object.

* The Person objects of the Tenant to enable Team Communicator to access the firstname, lastname, and
username of internal targets.

e The Skills objects of the Tenant to enable Team Communicator to access the names of Skills.

Workspace Desktop Edition Deployment Guide 99


https://docs.genesys.com/Documentation/GA/latest/user/Welcome
https://docs.genesys.com/Documentation/System/8.5.x/SDG/Welcome

Preparing to deploy Workspace Configuring system-access permissions

¢ The Agent Group objects of the Tenant to enable Team Communicator to access the names of Agent
Groups.

* The Routing Point objects of the Tenant to enable Team Communicator to access the number, name, and
switch.name of Routing Points.

e The ACD Queue objects of the Tenant to enable Team Communicator to access the number, name, and
switch.name of ACD Queues.

e The User Properties of the agent's Tenant, logged in application, and agent's Agent Groups, to read
corporate favorites for display in Team Communicator.

e The Business Attributes of the Tenant to enable the Contact module to use Business Attributes.
¢ The transaction object of the Tenant that can be used for overriding options of the strategy.

e The applications used as Backup servers and configuration Server application to have HA.

e Script objects of the tenant Interaction queue and workbins.

e The Calling List, Table Access, DB Access Point Application of Table Access, Format, Field objects
reflecting the data structure of the campaigns where the agent will be engaged.

Configuring write permissions

If you have configured the agent to store preferences in their Person annex instead of on their local
desktop or in a shared directory, you must grant that agent write permissions on their Person object.

If you plan to store agent preferences and personal information on a shared directory, refer to Storing
the agent profile on a controlled shared host.

If you have configured your system to prompt for a the agent's phone number at login time (this
requires SIP Server), you must grant write access to the agent on the SIP DN in which the agent logs
in, to set the request-uri.
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Genesys Engage/Genesys Cloud Hybrid
Integrations

To use the following Genesys Cloud services in Workspace you must first provision a Genesys Engage/
Genesys Cloud hybrid integration.

The following Genesys Cloud services are available as Hybrid Integrations:

¢ Genesys Predictive Engagement (Altocloud). Click here to get started.
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Genesys Engage/Genesys Cloud Hybrid Integrations

Deployment procedures

This chapter provides the procedures that are required to install and deploy Workspace in a Genesys

8 environment.

The following task table provides an overview of how to set up your Genesys 8 Configuration Layer
for Workspace, install and deploy Workspace, and perform additional (optional) installations.

Refer to Genesys Administrator Extension Help and Genesys Security Guide for detailed information
on how to use Genesys Administrator Extension and Management Framework to configure access

permissions.

Preparing the Configuration Layer and Installing Workspace

Objective

1. Configuring the Workspace Application Object

2. (Optional) Deploying The ClickOnce Application
On Your Web Server. Choose this option if you want
to deploy Workspace as a ClickOnce application.

3. (Optional) Installing The Workspace Developer
Toolkit. Choose this option if you want to deploy the
Workspace developer package.

4. (Optional) Installing The Workspace Application.
Choose this option if you want to deploy a non-
ClickOnce version of Workspace.

Related procedures and actions
Installing Workspace Deployment Package on
the Windows operating system

Using Genesys Administrator Extension to set
up the Workspace application

(Optional) Enabling client-side port definition

. Deploying the Workspace downloadable

package (ClickOnce) on your web server

. Configuring Apache to enable the ClickOnce

package

. Configuration verification--Testing the client
. (Optional) Installing the Workspace SIP Endpoint

. (Optional) Install Language Packs for Workspace

. Installing Workspace Customization on the

Windows operating system

. (Optional) Installing the Workspace SIP Endpoint

. (Optional) Install Language Packs for Workspace

. Installing the Workspace application on a client

desktop

. (Optional) Installing the Workspace SIP Endpoint
. (Optional) Installing Plug-ins for Workspace

. (Optional) Install Language Packs for Workspace
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Configuring the Workspace application
object

[Modified: 8.5.111.21]

Workspace is designed to be used with the Genesys 8 Suite. Before you install Workspace, you must
deploy the Genesys 8 Management Framework. You must also be familiar with Genesys Administrator
Extension (or Genesys Administrator 8.0.2 or higher). For more information on these products, please
consult the following documents:

¢ Genesys Framework documentation set

* Genesys Administrator Extension Deployment Guide

¢ Genesys Administrator Extension Help

1. Using Genesys Administrator Extension to create and
provision the Workspace application

Purpose:

To create and configure a Workspace Desktop Edition Application object in Genesys Administrator
Extension to enable you to deploy and provision Workspace.

The Workspace Desktop Edition Application Template and the configuration metadata are included in
the standard application-template set that comes with Genesys Suite 8.

Beginning with Workspace 8.5, three templates and their associated XML metadata files are
distributed with the application. You can choose to deploy different combinations of templates/XML
metadata files to meet the needs of your call center:

* The Core Workspace template with core Workspace options, which does not contain any SIP Endpoint
options: Workspace Desktop Edition 850.apd/xml. Use this option if you already are not planning to
use any Genesys SIP Endpoint.

¢ The core Workspace template with core Workspace options and the Interaction Workspace SIP Endpoint
8.0.2 options: Workspace Desktop Edition SEP802 850.apd/xml. Use this option if you are planning
to deploy Interaction Workspace SIP Endpoint 8.0.2 (no video channel).

e The core Workspace template with core Workspace options and the Workspace SIP Endpoint 8.5.0
options: Workspace Desktop Edition SEP850 850.apd/xml. Use this option if you are planning to use
Workspace SIP Endpoint 8.5.0, which implements video channel.

Use the Options tab of the Workspace Desktop Edition Application object to provision Workspace
by setting configuration options. Refer to Provisioning Functionality for more details.
Prerequisites
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¢ Genesys Administrator 8.0.2 or higher, configured to show Advanced View, or Genesys Administrator
Extension

e A working knowledge of Genesys Administrator Extension
Start

1. In Genesys Administrator Extension, choose the Configuration view.

2. Upload one of the following Application Templates (refer to the Purpose for a description of each
template):

* Workspace Desktop Edition_ 850.apd
* Workspace Desktop Edition SEP802 850.apd
* Workspace Desktop Edition SEP850 850.apd

3. Upload one the following application metadata (refer to the Purpose for a description of each metadata
file):

* Workspace Desktop Edition 850.xml

* Workspace Desktop Edition SEP802 850.xml
* Workspace Desktop Edition SEP850 850.xml
Save the Application Template.

Create a new Workspace Desktop Edition application.

Set the application name.

N o ok

Save the application.

End

2. Using Genesys Administrator Extension to set up the
Workspace application

Purpose:

After you create the Workspace Desktop Edition Application object, you must set up connections to
various Genesys components.
Prerequisites

¢ Using Genesys Administrator Extension to create and provision the Workspace application
Start

1. In Genesys Administrator Extension, choose the Configuration/Environment/Application view.
2. Open the Workspace Desktop Edition Application object that you created.

3. Add the following connections (Note: you can optionally add Advanced Disconnect Detection Protocol
(ADDP) for any connection):
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e T-Server or SIP Server (for Voice and IM features)
e Statistics Server (for Statistics feature and Presence)
* Universal Contact Server (for Contact Management)

e Interaction Server (for eServices)

» Configuration Server/Configuration Server Proxy (if you plan to use Configuration Server Proxy).
Note: Before setting ADDP with Configuration Server or Configuration Server Proxy, first create a
connection to this server in the Workspace Desktop Edition application object.

4. Grant execution rights to the agents that will log on to this application.
5. Grant read rights to the agents that will log on to this application for the objects listed in Steps 3.

6. (Optional) To use HA functionality, grant Read rights to backup applications of the object that are listed
in Step 3 and Configuration Server application, and the associated Host objects.

7. In T-Server environments, you can specify the the time, in seconds, between the two attempts to
reconnect to the back-up T-Server by setting the value of the voice.hot-standby.backup-retry-delay

option. Genesys recommends that you keep the value of this option above 30 seconds for optimal
performance.

End

Next Steps

¢ (Optional) Procedure: Enabling client-side port definition

¢ Installing The Deployment Package and Deploying Workspace

3. Enabling client-side port definition

Purpose:
To enhance security by defining a client-side port.

Defining the access ports for each application to which Workspace connects ensures the security of
the system. This feature is configured partially on Framework Configuration Server and partially on
the Workspace Desktop Edition application in Genesys Administrator Extension.

Start
1. Open the InteractionWorkspace.exe.config file. This file is in the Workspace Desktop Edition
directory on the Workspace Desktop Edition CD/DVD.

2. In the appSettings section, modify the value of the transport-port and transport-address keys as
follows:

e For the transport-address key, specify the IP address or the host name that Workspace will use to
make a TCP/IP connection to Configuration Server. If the value is empty, this parameter is not used.

e For the transport-port key, specify the port number that Workspace will use to make a TCP/IP
connection to Configuration Server. If the value is empty, this parameter is not used.

<appSettings>
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<add key="login.url" value="tcp://[ToBeChanged config hostname]:[ToBeChanged
config port]<br/>/[ToBeChanged config ApplicationNamel]" />

<add key="login.connections.parameters.isenable" value="true" />

<add key="options.record-option-locally-only" value="false" />

<add key="about.view-region.isvisible" value="false"/>

<add key="transport-address" value="[ToBeChanged transport address]"/>

<add key="transport-port" value="[ToBeChanged transport port]"/>
</appSettings>

3. Configure the connection to Statistic Server. For additional information, refer to the Client-Side Port
Definition chapter of the Genesys Security Deployment Guide.

a. In Genesys Administrator Extension, open the Workspace Desktop Edition application.
b. Click StatSever in the Connections tab to open the Connection dialog box.

c. Inthe Transport Protocol Parameters field specify the following parameters:
port=<port number>;address=<IP address>

Where: <port number> is the port number that a client will use for its TCP/IP connection to the
server, and <IP address> is the IP address (or host name) that a client will use for its TCP/IP
connection to the server.

You can configure one or two parameters. If you configure two parameters, they must be separated
by a semicolon.

d. Click OK.
e. In the Workspace Desktop Edition application configuration window, click Save.

4. Configure the connection to T-Server and/or SIP Server. For additional information, refer to the Client-
Side Port Definition chapter of the Genesys Security Deployment Guide.

a. In Genesys Administrator Extension, open the Workspace Desktop Edition application.

b. In the Connections tab, click your T-Server to open the Connection dialog box. If you have
connections to more than one T-Server, repeat Step 3 for each connection.

c. Inthe Transport Parameters field, specify the following parameters:
port=<port number>;address=<IP address>

Where: <port number> is the port number that a client will use for its TCP/IP connection to the

server, and <IP address> is the IP address (or host name) that a client will use for its TCP/IP
connection to the server.

You can configure one or two parameters. If you configure two parameters, they must be separated
by a semicolon.

d. Click OK.
e. In the Workspace Desktop Edition application configuration window, click Save.

5. Configure the connection to Universal Contact Server. For additional information, refer to the Client-Side
Port Definition chapter of the Genesys Security Deployment Guide.

a. In Genesys Administrator Extension, open the Workspace Desktop Edition application.
b. Click UCS in the Connections tab to open the Connection dialog box.

c. Inthe Transport Parameters field, specify the following parameters:
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port=<port number>;address=<IP address>

Where: <port number> is the port number that a client will use for its TCP/IP connection to the
server, and <IP address> is the IP address (or host name) that a client will use for its TCP/IP
connection to the server.

You can configure one or two parameters. If you configure two parameters, they must be separated
by a semicolon.

d. Click OK.

e. In the Workspace Desktop Edition application configuration window, click Save.

End

Next Steps

* Installing The Deployment Package

4 Pre-Defining HA for Configuration Server

[Added: 8.5.111.21]

Purpose: To enable simple primary/backup HA on the client-side when an agent logs in for the first
time.

If you want to setup:

¢ Business Continuity for Configuration Server go to this page: Business Continuity
* High Availability and Load balancing using a Cluster of Configuration Server Proxies, go to that page:
Load Balancing Using Clusters
Prerequisites
* Using Genesys Administrator Extension to set up the Workspace application.
Start
1. Open the InteractionWorkspace.exe.config file. This file is in the Workspace Desktop Edition

installation directory.

2. To support Primary/backup High Availability configuration for Config Server, you can provide information
about the connection to Config Server, both primary and backup, from the
interactionWorkpace.exe.config configuration file:

<appSettings>
;é&d key="login.url" value="tcp://MyConfigurationEnvironment/ApplicationName" />

<add key="login.nodes.MyConfigurationEnvironment"
value="[PrimaryConfigurationServerHost:PrimaryConfigurationServerPort][BackupConfigurationServerHost:Backup

/>

</appSettings>
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* MyConfigurationEnvironment: The name of the Configuration Environment that is displayed in
the Login window. For example: 'Production' or 'Staging’

* ApplicationName: The name of the Workspace Desktop application in Management framework

* [PrimaryConfigurationServerHost:PrimaryConfigurationServerPort][BackupConfigurationServerHost:I
PrimaryConfigurationServerHost:PrimaryConfigurationServerPort is the Primary Configuration
Server, BackupConfigurationServerHost:BackupConfigurationServerPort is the Backup Configuration
Server. The order indicate the preference for the connection.

* Timeout: Specifies the delay, in seconds, that is applied after connections to primary and backup
have been checked and failed. This parameter applies only after initial successful connection has
been lost..

End Next Steps

¢ Deploy the modified package to the Workstation.

5. Configuring Workspace for Business Continuity

Purpose:

To manage server and switch connections to enable Workspace to connect to an alternate (Peer) SIP
Server in the event of a disaster at the Preferred agent login site.

Workspace enables you to use SIP Server Business Continuity (disaster recovery) to ensure that your
agents can keep working in the event that one of your sites experiences a disaster or other loss of
service. You can also configure eServices Business Continuity with UCS 9.1 or eServices Business
Continuity with UCS 8.5.

Prerequisites

¢ Genesys Administrator Extension, configured to show Advanced View.
e A working knowledge of Genesys Administrator Extension.
e A Workspace Desktop Edition Application object exists in the Configuration Database.

e Two synchronized sites, each with configured High Availability (HA) pairs.
Start

1. On the SIP Server object at the Preferred site, configure the disaster-recovery.site option in the
interaction-workspace section with a symbolic name, such as Site X, for the server. The symbolic
name is how the server will be identified to the Business Continuity functionality. The Preferred site for
one agent or group of agents will also be the Peer site for another agent or group of agents. The
concept of Preferred site and Peer site is then configured agent by agent (or agent group by agent
group) as described below.

2. You can also use the optional disaster-recovery.name option in the interaction-workspace section
of both SIP Server objects of an HA pair to identify two SIP Servers as belonging to the same pair. If no
name is specified for his option, the value default is assumed.

3. On the SIP Server object at the Peer site, configure the disaster-recovery.site option in the
interaction-workspace section with a symbolic name, such as Site Y, for the server. The symbolic
name is how the server will be identified to the Business Continuity functionality.
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. For each agent, agent group, or tenant, configure the disaster-recovery.preferred-site optionin

the interaction-workspace section by specifying the symbolic site name of the SIP Server that you
specified with the disaster-recovery.site option.

For each agent, agent group, or tenant, configure the disaster-recovery.peer-site option in the

interaction-workspace section with the symbolic site name of the SIP Server that you specified with
the disaster-recovery.site option.

6. Enable Business Continuity for each agent, agent group, or tenant and specify the Business Continuity
behavior by configuring the other Business Continuity options that are listed in the Business Continuity
Configuration Options reference.

End
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Choose your deployment

Choose one of the deployment options in the following tabs.

* Some releases of Workspace include Workspace language packs (localized User
Interface and Help). These procedures include information about how to install language
packs either as part of the Workspace deployment or after you have deployed
Workspace.

* Genesys recommends that you always install the release of Workspace for which the
language pack was developed rather than installing a language pack on a previously
deployed release of Workspace. For example, you should not install an 8.5.1 language
pack on top of an 8.5.0 release of Workspace; doing so might result in some Ul text
being displayed in English or some Ul elements being incorrectly labelled.

e If you are not deploying from the Workspace International CD/DVD, you must manually
add Language Packs to your deployment package.

Watch video: How to Deploy Languages in Workspace Desktop Edition (International) 8.5.1: Link to
video

Deploying the ClickOnce Application on your web server

Procedures
1. Install the deployment package

Perform the Procedure: Installing Workspace Deployment Package on the Windows operating system,
which guides you through the steps for installing Workspace on your Windows web server from the
Workspace CD/DVD.

[+] Procedure: Installing Workspace Deployment Package on the
Windows operating system

Purpose: To install the deployment files for Workspace on the Windows web server.

Tip

After running one of the Windows installers, inspect the directory tree of your system

Workspace Desktop Edition Deployment Guide 110


https://player.vimeo.com/video/123034508?title=0&byline=0&portrait=0
https://player.vimeo.com/video/123034508?title=0&byline=0&portrait=0

Deployment procedures Choose your deployment

to make sure that the files have been installed in the location that you intended.

Prerequisites

e Have Administrative rights to the web server

e Framework .NET 4.5 installed

Start
1. On your desktop, open the Workspace Desktop Edition CD/DVD or the Workspace Desktop Edition IP and
double-click the Setup.exe file.
You might be asked to reboot your system to delete or rename certain system files before the Installation Wizard runs.

The Genesys Installation Wizard launches and the Welcome panel is displayed.
2. On the Welcome panel, do one of the following:
e Click Next to begin the installation procedure.
e Click Cancel to exit the Genesys Installation Wizard.
* Click About to open the Workspace Desktop Edition ReadMe file in your default browser.
If you clicked Next, the Genesys License Agreement panel is displayed.

3. On the Genesys License Agreement panel, read the DEVELOPER SOFTWARE LICENSE AGREEMENT.

If you accept the DEVELOPER SOFTWARE LICENSE AGREEMENT, check I accept Genesys License Agreement; if you do not accept
the DEVELOPER SOFTWARE LICENSE AGREEMENT, click Cancel.

If you accepted the DEVELOPER SOFTWARE LICENSE AGREEMENT, do one of the following:
* Click Next to continue the installation procedure.
* Click Back to return to the Welcome panel.

e Click Cancel to exit the Genesys Installation Wizard.

If you clicked Next, the Select Options panelis displayed.
4. On the Select Options panel, do one of the following:

e Choose Prepare a ClickOnce package, and click Next.

* Click Back to return to the Welcome panel.

* Click Cancel to exit the Genesys Installation Wizard.

For more information about installation options, see the Table - Workspace Install Mode Deployment Packages.

If you clicked Next, the Choose Destination Location panelis displayed (see Figure - Choose Destination Location panel of
the Genesys Installation Wizard) unless you are installing from the International DVD.

5. (Optional) If you are installing from the International DVD, the Language Pack Selection panelis
displayed.
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Language Pack Selection panel of the Genesys Installation Wizard

Select Select Language Pack to display the list of available language packs.
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Adding and Removing languages by using the Language Pack Selection
panel of the Genesys Installation Wizard

To select a language for installation, select it in the left hand box then click Add. The language is moved to the right hand box. To
de-select a language for installation, select it and click Remove. The language is moved back to the left hand box and will not be
installed. After you have added to the right hand box the languages that you want to install, do one of the following:

e Click Next to continue the installation procedure.
* Click Back to return to the Select Options panel.

* Click Cancel to exit the Genesys Installation Wizard.

* Type a location in the Destination Folder text box.

¢ Click Default to reset the location to the default location.

* Click Browse to navigate to a destination folder.

6. On the Choose Destination Location panel, specify the location on your web server in which
Workspace is to be installed by doing one of the following:
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Choose Destination Location panel of the Genesys Installation Wizard
7. With the destination folder specified, do one of the following:
* Click Next.
e Click Back to return to the Select Options panel.
* Click Cancel to exit the Genesys Installation Wizard.
If you clicked Next, the Ready to Install panelis displayed.
8. On the Ready to Install panel, do one of the following:
e Click Install to install Workspace on your web server.
* Click Back to return to the Choose Destination Location panel.
e Click Cancel to exit the Genesys Installation Wizard.

If you clicked Next, Workspace is installed in the location that you specified. When installation is complete, the Installation
Complete panel is displayed.

The Figure - Workspace content installed on the web-server host or workstation shows the files that are installed by the

Prepare a ClickOnce package option (for more information about installation options, see the Table - Workspace Install
Mode Deployment Packages).

e The Workspace Desktop Edition folder contains the Interaction Workspace application files.

* The WorkspaceDeploymentManager folder contains the application files required for deployment,

including the Deployment Manager application: InteractionWorkspaceDesktop.exe. This folder
contains the following subfolder:

¢ WebPublication—Contains the publish.htm and setup.exe (the bootstrap for client-side

prerequisites). For more information, see the Procedure: Deploy the Workspace downloadable
ClickOnce package on your web server.
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9. Click Finish to exit the Genesys Installation Wizard.

2. Install the optional SIP endpoint and plugins
[+] (optional) Procedure: Installing the Workspace SIP Endpoint

[Modified: 8.5.109.16, 8.5.114.08]

The Workspace SIP Endpoint is an optional plug-in or standalone application for Workspace. It is
available as a separate IP that you install from a separate CD/DVD. You can install it in one of two
modes, as a plugin that runs with Workspace Desktop Edition on the agent workstation, or as a
standalone application that connects to Workspace running in a virtualized environment.

Tip
Workspace also supports the Genesys Softphone in place of Workspace SIP Endpoint.

To learn about the installation of Genesys Softphone, see Deploying Genesys
Softphone in the Genesys Softphone Deployment Guide.

If you intend to create a ClickOnce package to install Workspace SIP Endpoint, install the Workspace
SIP Endpoint after you install the Workspace application on your server, but before you run the
Workspace Deployment Manager.

If you deploy Workspace SIP Endpoint as part of a ClickOnce deployment, the behavior of the
ClickOnce download depends on the privileges that are assigned to the agent who is logging in. If the
agent is granted the privilege to execute a local Workspace SIP Endpoint, the following files are
downloaded to the agent workstation:

e The SIP Endpoint Communication plug-in (part of Workspace runtime)

¢ The Workspace SIP Endpoint executable and associated assemblies.
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Installing Workspace SIP Endpoint as a Workspace Desktop
Edition plugin

Use the following procedure to install Workspace SIP Endpoint in environments where the Workspace
application and Workspace SIP Endpoint run on the same workstation. Use the Installing the
Standalone Workspace SIP Endpoint when you are running Workspace in a virtualized environment.

Procedure
Installing the Workspace SIP Endpoint as a Workspace Desktop Edition plugin

Purpose: To install the Workspace SIP Endpoint on your web server, an agent workstation, or a
development workstation as a plugin.

Prerequisites

e .NET Framework 4.5

¢ The following Microsoft redistributable package(s) is/are required to be installed on the workstation
where Workspace SIP Endpoint will execute. They are installed by the Installation Package if they are
not already present on the target workstation, but if you are deploying Workspace and Workspace SIP
Endpoint by using ClickOnce, you must plan the installation of the following packages on those
workstations prior to enabling the ClickOnce deployment:

e For 8.5.114.xx and higher

e Visual C++ Redistributable for Visual Studio 2013: http://download.microsoft.com/download/2/E/
6/2E61CFA4-993B-4DD4-91DA-3737CD5CD6E3/vcredist x86.exe

e For 8.5.104.xx to 8.5.113.xx:

¢ Microsoft Visual C++ 2005 Service Pack 1 Redistributable Package MFC Security Update:
http://download.microsoft.com/download/8/B/4/8B42259F-5D70-43F4-AC2E-4B208FD8D66A/
vcredist x86.EXE

¢ Visual C++ Redistributable for Visual Studio 2013: http://download.microsoft.com/download/2/E/
6/2E61CFA4-993B-4DD4-91DA-3737CD5CD6E3/vcredist_x86.exe

¢ 8.5.103.xx and lower:

e Microsoft Visual C++ 2005 Service Pack 1 Redistributable Package MFC Security Update:
http://download.microsoft.com/download/8/B/4/8B42259F-5D70-43F4-AC2E-4B208FD8D66A/
vcredist_x86.EXE

e Visual C++ Redistributable for Visual Studio 2012 Update 4, 32-bits package only:
http://www.microsoft.com/en-us/download/details.aspx?id=30679

¢ Install the Workspace application by using one of the following procedures:

* Deploying The ClickOnce Application On Your Web Server. Choose this option if you want to deploy
Workspace as a ClickOnce application.

e Installing The Workspace Developer Toolkit. Choose this option if you want to deploy the Workspace
developer package.

* Installing The Workspace Application. Choose this option if you want to deploy a non-ClickOnce
version of Workspace.
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Start
1. On your desktop, open the Workspace SIP Endpoint disc or the Workspace SIP Endpoint IP and double-
click the Setup.exe file.

You might be asked to reboot your system to delete or rename certain system files before the Installation Wizard runs.

The Genesys Installation Wizard launches and the Welcome panel is displayed.
2. On the Welcome panel, do one of the following:
* Click Next to begin the installation procedure.
e Click Cancel to exit the Genesys Installation Wizard.
* Click About to open the Workspace SIP Endpoint ReadMe in your default browser.

If you clicked Next, the Select Installed Application panelis displayed (see the Figure - Select Installed Application
Panel of the Genesys Installation Wizard).
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Select Installed Application Panel of the Genesys Installation Wizard

a

3. The Select Installed Application panel enables you to select the Workspace application instance
to which you want to add Workspace SIP Endpoint as a plug-in.

The Genesys Installation Wizard searches the target computer for an installed version of Workspace. Select the version of
Workspace in the location in which you want Workspace SIP Endpoint to be installed.

The Application Properties pane displays the name, version, and location of the selected Workspace application (see the
Figure - Select Installed Application Panel of the Genesys Installation Wizard).

4. After you have selected the version of Workspace that you want to use with Workspace SIP Endpoint, do
one of the following:

* Click Next to proceed to the next panel.
e Click Cancel to exit the Genesys Installation Wizard.
e Click Back to return to the previous panel.
If you clicked Next, the Ready to Install panelis displayed.
5. On the Ready to Install panel do one of the following:

e Click Install to install Workspace SIP Endpoint on your web server, development workstation, or
agent workstation.

* Click Back to return to the Select Installed Application panel.
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e Click Cancel to exit the Genesys Installation Wizard.

If you clicked Next, Workspace SIP Endpoint is installed in the location that you specified. When
installation is complete, the Installation Complete panel is displayed.

6. Click Finish to exit the Genesys Installation Wizard.

A folder that is named InteractionWorkspaceSIPEndpoint is created in the Workspace folder. The
InteractionWorkspaceSIPEndpoint folder contains the Workspace SIP Endpoint application and associated files.

After the Workspace SIP Endpoint application is installed on the agent or developer workstation, or after it is downloaded by the
ClickOnce application (see Deploying The ClickOnce Application On Your Web Server), and after the agent is granted permission
to use the application, agents must login Workspace on a Place that is associated with a SIP DN to start the Workspace SIP
Endpoint. The Workspace SIP Endpoint process is started automatically when Workspace application is being initialized.

7. To ensure that the supporting programs were installed correctly, check if the following programs are
available in the "uninstall programs" view of the Control Panel on your Windows workstation:

e Genesys Workspace SIP Endpoint <version>
e Microsoft Visual C++ 2005 Redistributable (8.5.113.xx and lower)
¢ Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60.610

[+] (optional) Procedure: Installing plugins for Workspace

Workspace enables you to install optional plug-ins for Workspace. Plug-ins, such as eServices Social
Media interaction handling, are available as separate IPs that you install from a separate CD/DVD.

If you deploy a plug-in as part of a ClickOnce deployment, the behavior of the ClickOnce download
depends on the privileges that are assigned to the agent who is logging in. If the agent is granted the
privilege to execute a plug-in, the plug-in is downloaded as part of the deployment.

The Procedure: Installing plug-ins for Workspace is a general procedure that describes how to install
plug-ins for Workspace. The documentation for your plug-in provides specific information about how
to install and deploy your plug-in.

Consult the documentation that comes with your plug-in for specific information about
how to install and provision your plug-in.

Before you install your plug-in, you must provision it in Genesys Administrator Extension (refer to the
Genesys Administrator Extension documentation for more information) in the same way that you
provision Workspace.

Workspace plug-ins come with <Plug-In Name>.apd and <Plug-In Name>.xml (privileges) files, both
of type Workspace. Upload the <Plug-In Name>.apd file and attach the <Plug-In Name>.xml file to
create the <Plug-In Name> Template.

The Workspace application object is created based on the Workspace Template.
When you provision the Privileges that are assigned to a Role, the list of Privileges that are available

for the Workspace application type combine the privileges that are specified in the Workspace.xml
and <Plug-In Name>.xml files.
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Ensure that you do not use the template and metadata files "Workspace (Agent
desktop).apd" and "Workspace (Agent desktop).xml" when working with plug-ins.

Procedure
Installing plug-ins for Interaction Workspace

Purpose:

To install plug-ins for Workspace on your web server, an agent workstation, or a development
workstation.

Prerequisites

¢ .NET Framework 4.5
¢ Installation of the Workspace application by using one of the following procedures:

* Deploying The ClickOnce Application On Your Web Server. Choose this option if you want to deploy
Workspace as a ClickOnce application. Install the plug-ins after you install the Workspace
application on your server, but before you run the Workspace Deployment Manager.

* Installing The Developer Toolkit. Choose this option if you want to deploy the Workspace developer
package. Refer to About Workspace Extension Samples and Deploying and Executing the Extension
Samples for information about reorganizing files to enable the debugging of samples with plug-ins.

* Installing The Workspace Application. Choose this option if you want to deploy a non-ClickOnce
version of Workspace.

Start
1. On your desktop, open the disc that contains the plug-in IP or the plug-in IP and double-click the
Setup.exe file.
You might be asked to reboot your system to delete or rename certain system files before the Installation Wizard runs.
The Genesys Installation Wizard launches and the Welcome panel is displayed.
2. On the Welcome panel, do one of the following:
e Click Next to begin the installation procedure.
* Click Cancel to exit the Genesys Installation Wizard.
e Click About to open the plug-in ReadMe in your default browser.

If you clicked Next, the Select Installed Application panelis displayed (see the Figure - Select Installed Application
Panel of the Genesys Installation Wizard).
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Select Installed Application Panel of the Genesys Installation Wizard

3. The Select Installed Application panel enables you to select the Workspace application instance
to which you want to add the plug-in.

The Genesys Installation Wizard searches the target computer for an installed version of Workspace. Select the version of
Workspace in the location in which you want plug-in to be installed.

The Application Properties pane displays the name, version, and location of the selected Workspace application (see the
Figure - Select Installed Application Panel of the Genesys Installation Wizard).

4. After you have selected the version of Workspace that you want to use with the plug-in, do one of the
following:

e Click Next to proceed to the next panel.

* Click Cancel to exit the Genesys Installation Wizard.

* Click Back to return to the previous panel.

If you clicked Next, the Ready to Install panelis displayed.
5. On the Ready to Install panel do one of the following:

* Click Install to install the plug-in on your web server, development workstation, or agent
workstation.

e Click Back to return to the Select Installed Application panel.
* Click Cancel to exit the Genesys Installation Wizard.

If you clicked Next, plug-in is installed in the location that you specified. When installation is complete,
the Installation Complete panel is displayed.

6. Click Finish to exit the Genesys Installation Wizard.
Plug-in files are copied into the target installation directory of the original Workspace deployment.
After the plug-in application is installed on the agent or developer workstation, or after it is downloaded by the ClickOnce
application (see Deploying The ClickOnce Application On Your Web Server), and after the agent is granted permission to use the

application, agents must login Workspace on a Place that is associated with a SIP DN to use the plug-in with Workspace. The plug-
in process is started automatically when Workspace application is being initialized.

End
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Tip
If you did not add Language Packs in the previous step, you can perform a manual
installation at this point by using the manual procedure.

3. Deploy the ClickOnce application on your web server

Use the Workspace Deployment Manager wizard or console to generate the file hierarchy that is
required by the ClickOnce application on your web server.

During the deployment of the ClickOnce application, you are required to enter the following
information in the Deployment Manager wizard (this information also has to be added to the
silent.xml file to be used by the console):

* The deployment URL

* The deployment version

* The deployment certificate:

* If you do have a deployment certificate, select the Sign with a provided certificate option,
and then browse to select the certificate. You must also input the password in the dedicated text
box.

* If you do not have a deployment certificate, do not select the Sign with a provided certificate
option. Without a signed package, a security warning is displayed whenever the client downloads
the package.

Be sure to have this information ready before you begin.
The first two procedures: Wizard: Deploy the Workspace downloadable ClickOnce package on your
web server or Console: Deploy the Workspace downloadable ClickOnce package on your web server

contain the deployment steps for deploying Workspace on your web server. Choose which procedure
you want to use.

Tip
You can put the Workspace downloadable package in a shared directory instead of on
your web server, and then install Workspace from a shared directory.

Choose one of the following two ways to deploy the ClickOnce application on your Web Server:

[+] 3a. Wizard: Deploy the Workspace downloadable ClickOnce package
on your web server

[Modified: 8.5.102.06]

Purpose: Deploy the Workspace downloadable package on your web server by using the Workspace
Deployment Manager Wizard
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Important

The following procedure employs a Windows-based Deployment Wizard. If your HTTP
server is running on a Solaris or Linux server, you must first build the deployment
package on a computer that is running the Windows Operating System, and then copy
the package to a compatible location on your Solaris or Linux HTTP server.

Prerequisites

¢ Install the Deployment Manager and associated files from the Genesys Workspace disc or download

image. See the Procedure: Installing Workspace Deployment Package on the Windows operating
system.

¢ Create an Application object of type Workspace from the Workspace Application template.

e Microsoft .NET Framework 4.5 installed on the computer on which you run the wizard. This can be the
computer on which you run your web server.

Start

1. Open the InteractionWorkspaceDeploymentManager folder. This folder contains the application files
required for deployment, including: InteractionWorkspaceDeploymentManager.exe.

2. Launch the InteractionWorkspaceDeploymentManager.exe application by double-clicking the file or
selecting it from the Start menu. The Deployment Manager installs the ClickOnce files on your web
server. The Welcome pane of the Deployment Manager is displayed (refer to Figure - The Workspace
Deployment Manager splash page).
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The Workspace Deployment Manager splash page
3. Click Next to proceed with the installation. Click Cancel to cancel the deployment.

4. If you clicked Next, the Deployment Folder pane is displayed (refer to Figure - Workspace Deployment
Manager Deployment Folder pane). Specify the location on your server in which you want the
ClickOnce files to be deployed. If you are deploying to a Solaris server or a Linux server,
specify a local folder on the Windows-based computer on which you are running the
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Deployment Wizard. From this location, you will build the deployment package that you
must manually copy to your Solaris or Linux HTTP server.
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5. Click Next to proceed with the installation. Click Cancel to cancel the deployment. Click Back to return
to the previous panel.

6. If you clicked Next, the Package Information pane is displayed (refer to Figure - Workspace
Deployment Manager Package Information pane). This pane is filled-in automatically. Modify
these parameters only if necessary.

You can change the application name, the publisher (which is displayed in the publish.htm page), and the base URL, which is the
URL that corresponds with the virtual directory that is linked to the deployment folder.

There are one or more optional check boxes that you can use to add plug-ins to the Workspace application:

* Add custom files: Select to add custom content such as simple data files, including rebranding
icons or sound files, or file assemblies that implement your Interaction Workspace Customization
API.

* <plug-in name>: Select this option to use your installed plug-in, such as Workspace SIP Endpoint,
Social Engagement plug-in, Localization Packs, and so on.

Click Next to proceed with the installation. Click Cancel to cancel the deployment. Click Back to return to the previous panel.
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Workspace Deployment Manager Package Information pane

7. If you clicked Next, and if you selected Add Custom Files in the previous view, the Custom Files
panel is displayed (refer to Figure - Interaction Workspace Deployment Manager Custom Files

Eane). This window enables ‘ou to add custom content to the out-of-the-box Interaction Workspace.

Custom Files
Apd Farrarod the opbonal Cusiom fles

[L2aa | [ Remc |

@

Fas wme Fstaties Dar
v

Logritraowls . brand

Rebrandrgami  brand

Spissh Sormen prg | besnd

DatsFie Optondl  Geoup Mame

]
H

]

[ eBaew || mMeas | cacsl |

Interaction Workspace Deployment Manager Custom Files pane

* Relative Path: The path where the file will be copied relative to the core Workspace installation

directory.

e Data File: Not used — This should be left unchecked.

e Optional: Must be checked if the file is part of an optional module that is loaded according to user
privileges. A module is considered as optional if the value of the startuplLoaded attribute is set to
false in the .module.config file, and the same module is associated to a task in the same file.

Important

The .module-config file that core Workspace uses for module declaration, as well as any language dictionary file required by the

module, must be specified as NOT optional so that they are loaded unconditionally at Workspace start-up.
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e Group Name: For mandatory files (files that have Optional unchecked), always specify Core. For
optional files, specify the group name that is assigned to the module description in the .module-
config file by the clickOnceGroupsToDownload attribute. For example:

<task name="InteractionWorkspace.Custom.ThePrivilege"

clickOnceGroupsToDownload="TheGroup"
modulesTolLoad="TheModule" />

The following table provides examples of settings for a typical optional module comprising a DLL, a dictionary file, and a .module

config file:
File Name Relative Path Data File Optional Group Name
.module-config file <empty> unchecked unchecked Core
dll file <empty> unchecked checked <custom group>
language file
(.language- languages unchecked unchecked Core
code.country-
code.xml)
8. Click Next to proceed with the installation. Click Cancel to cancel the deployment. Click Back to return
to the previous panel.
9.

If you clicked Next, the Client Configuration pane is displayed (refer to Figure - Workspace
Deployment Manager Client Configuration pane). In this pane, provide the following information:

e The address and port number of your local Genesys Configuration Server

The name of the Interaction Workspace (client) application that you created in the Configuration
Layer by using Genesys Administrator Extension

(optional) To use Kerberos Single Sign-on (SSO), specify the Service Principal Name (SPN) Enabling
Client-side Port Definition: To define the client-side port functionality, check Use Client-side

Port by specifying the port number and/or the IP address. Checking this option enables
the following two text fields: [Modified: 8.5.101.14]

Port Number: The port number that a client will use to make a TCP/IP connection to Configuration
Server. If the value is empty, this parameter is not used.

IP Address: The IP address or the host name that a client will use to make a TCP/IP connection to
Configuration Server. If the value is empty, this parameter is not used.

If you specify one or both values, they will be set in the InteractionWorkspace.exe.config file.

There are two additional options in this dialog box:

e Allow the end-user to change connection parameters on the login prompt: Enables agents
to change their connection parameters when they log in.

e Force the end-user to upgrade to the latest available version: Disables the ability for
agents to reject application updates that are pushed to agents.
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Workspace Deployment Manager Client Configuration pane
10. Click Next to proceed with the installation. Click Cancel to cancel the deployment. Click Back to return
to the previous panel.

11. If you clicked Next, the Signing pane is displayed (refer to Figure - Workspace Deployment
Manager Signing pane). For more information about how to create or obtain a signing certificate,
refer to the "ClickOnce Deployment and Authenticode" page on the Microsoft Developer Network web
site:

http://msdn.microsoft.com/en-us/library/ms172240.aspx
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Workspace Deployment Manager Signing pane

12. Choose the type of signing certificate that you are using:

e Click Do not Sign. If you do not provide a certificate, a security warning is displayed whenever the
client downloads the package.
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e Click Sign with a provided certificate to enable the Selects a certificate field.
13. Click the browse button to navigate to the certificate.
14. Enter the password for the certificate in the Password field.

15. Click Next to proceed with the installation. Click Cancel to cancel the deployment. Click Back to return
to the previous panel.

16. If you clicked Next, the Ready to Build pane is displayed (refer to Figure - Workspace Deployment
Manager Ready to Build pane). This pane contains a summary of the files that will be deployed on
your web server and a confirmation of the deployment URL.
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Interaction Workspace Deployment Manager Ready to Build pane

17. Click Next to complete the deployment. Click Cancel to cancel the deployment. Click Back to modify
any of the previous panes.

18. If you clicked Next, the Deployment Manager deploys the Workspace ClickOnce application in the path

that you specified at the beginning of the wizard execution. This can be the appropriate place on your
web server.

When the deployment is complete, the Deployment Finished pane is displayed (refer to Figure - Workspace Deployment
Manager Deployment Finished pane). This pane contains messages that relate to the success of the deployment.
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19. Click Finish to close the Workspace Deployment Manager.

Deployment proceeds. When deployment is complete, the publish.htm web page is opened in your default browser automatically
(refer to Figure - Workspace pubish.htm web page viewed through Microsoft Internet Explorer).
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Interaction Workspace pubish.htm web page viewed through Microsoft
Internet Explorer

The publish.htm web page confirms that the Workspace package is published and provides you with the version number.
If you have not installed the prerequisites, the page contains a link to the prerequisite installers.

20. If you are deploying on a Solaris or Linux HTTP server, copy the collection of files that was created by
the Deployment Wizard on your Windows-based computer to your HTTP server.

End
Next Steps
e If you have not installed the prerequisites, in the publish.htm web page, click Install to launch

setup.exe to install the prerequisite installers.

e If you already have installed the prerequisites, the application bootstrap either installs a new version
automatically, upgrades your existing version, if necessary, or starts the application, if it is installed

and up to date.

[+] 3b. Console: Deploy the Workspace downloadable ClickOnce
package on your web server

Purpose: Deploy the Workspace downloadable package on your web server by using the Workspace
Deployment Manager Console (silent deployment).

The console mode enables administrators and solution designers to create a script-
based ClickOnce deployment to automate deployment.
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Prerequisites

 Install the Deployment Manager and associated files from the Genesys Workspace disc or download
image. See the Procedure: Installing Workspace Deployment Package on the Windows operating
system.

e Create an Application object of type Workspace from the Workspace Application template.
e Microsoft .NET Framework 4.5 installed on the computer on which you run the wizard. This can be the
computer on which you run your web server.
Start
1. Open the WorkspaceDeploymentManager folder. This folder contains the application files required for
deployment.

2. Editthe silent.xml file (refer to an example below) to include the deployment parameters that you
require, including any custom files (custom plugins) you want to install. The Table - The deployment
attributes that are contained in silent.xml file describes the parameters that you can specify.

3. Launch the InteractionWorkspaceDeploymentManager.exe application by using a command line like
the following:

start /wait interactionworkspacedeploymentmanager.exe -s silent.xml
The following Command Line Arguments are supported:

* -s <silent file name>: (mandatory for console execution) This attribute specifies that the
deployment manager will execute in console mode, and specifies the configuration file used for
execution.

 -f <log file>: (optional) This attribute specifies the path and the name of the log file printed
during the deployment manager execution.

Use the command start /wait if you want the script to wait for end of process execution.

4. If you are deploying on a Solaris or Linux HTTP server, copy the collection of files that was created by
the Deployment Wizard on your Windows-based computer to your HTTP server.

End

Next Steps

e If you have not installed the prerequisites, in the publish.htm web page, click Install to launch
setup.exe to install the prerequisite installers.

* If you already have installed the prerequisites, the application bootstrap either installs a new version
automatically, upgrades your existing version, if necessary, or starts the application, if it is installed
and up to date.

The deployment attributes that are contained in silent.xml file

XML Key Name: ApplicationToDeploy

Description: The application that Workspace Desktop Edition Deployment Manager will deploy.

If the value is empty or WorkspaceDesktopEdition, deployment of Workspace Desktop Edition with
or without plug-ins (Workspace SIP Endpoint can be a plug-in in this mode)

If the value is WorkspaceSIPEndpoint, deployment of Workspace SIP Endpoint in standalone mode
Default Value:
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Example: WorkspaceSIPEndpoint

XML Key Name: DeploymentDestinationFolder

Description: The path where the Deployment Manager console will copy the built ClickOnce package.
This path can be the Production Web Site path or an interim storage from where another utility will
have to push the package to the Production Web Site.

Default Value:

Example: c:\\temp\depmgr

XML Key Name: EndUserConfigureClientSidePort

Description: When set to true, the Deployment Manager Console populates the client-side port/
address in the property file that is deployed with Workspace on the destination workstation.
Default Value: false

Example:

XML Key Name: EndUserClientSideTransportAddress

Description: The Client-Side Address that the deployed Workspace application will use to connect to
Configuration Server.

Default Value:

Example: 123.123.123.200

XML Key Name: EndUserClientSideTransportPort

Description: The Client-Side Port that the deployed Workspace application will use to connect to
Configuration Server.

Default Value:

Example: 12345

XML Key Name: EndUserConfigAllowUserToChangeConnectionParameters

Description: When set to true, the Configuration Server Host, Port, and Application Name can be
edited in the login window of the deployed Workspace application (if the user clicks More).

When set to false, the application will always use the parameters that are configured in this file.
Default Value: false

Example:

XML Key Name: EndUserConfigApplicationName

Description: The Application Name that the deployed Workspace application will use to connect to
Configuration Server.

Default Value:

Example: InteractionWorkspace850

XML Key Name: EndUserConfigHost

Description: The Host Name that the deployed Workspace application will use to connect to
Configuration Server.

Default Value:

Example: <your host name>

XML Key Name: EndUserConfigPort

Description: The Port that the deployed Workspace application will use to connect to Configuration
Server.

Default Value:

Example: 2021

XML Key Name: InformationApplicationName
Description: Name of the ClickOnce package.
The name of the .application file to be downloaded on the target workstation.
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The icon on the target workstation desktop will have this name.
Default Value: Workspace
Example:

XML Key Name: InformationPublisher

Description: The name of the company that delivers the ClickOnce package.
Default Value:

Example: Genesys Telecommunications Laboratories, Inc

XML Key Name: InformationURL

Description: The URL Root from which the final ClickOnce package will be downloaded by end users.
Default Value:

Example: http://<your host name>/InteractionWorkspace

XML Key Name: OptionsAllowsMultiDeployment

Description: When set to true, the ClickOnce package is built to allow distinct ClickOnce packages
instances to be installed on the same target destination.

Default Value: false

Example:

XML Key Name: OptionsAllowUpgradeFrom812VersionsEndEarlier

Description: When set to false, the ClickOnce package includes a 32-bit version of the Workspace
executable. This is the default mode when using a regular IP, and this is the recommended mode to
optimize the memory footprint on an agent workstation.

The value true is required only if you deployed the ClickOnce packages with 8.1.2 versions or earlier
and want to ensure a smooth upgrade without first uninstalling old versions. This deploys a 64-bit
enabled .NET executable, which can run on a 32-bit OS, and which consumes a significantly higher
memory footprint than a 32-bit-only executable when running on a 64 bits OS.

Default Value: false

Example:

XML Key Name: PackagesToDeploy

Description: The list of optional file packages ("plug-ins") to be included in the ClickOnce package.
Default Value:

Example: Sip Endpoint;Language Pack for French (France)

XML Key Name: SigningCertificateFileName

Description: The path to the certificate to be used to sign the package.
Default Value:

Example: c:\inetpub\interactionWorkspace

XML Key Name: SigningPassword

Description: The password that is required to sign the ClickOnce package with the selected
certificate.

Default Value:

Example: abcd

XML Key Name: SigningSignsWithProvidedCertificate

Description: When set to true, the Deployment Manager Console attempts to sign the ClickOnce
package with the provided signing data.

Default Value: false

Example:

[Added: 8.5.102.06]

Workspace Desktop Edition Deployment Guide 130



Deployment procedures Choose your deployment

XML Key Name: EndUserConfigServicePrincipalName

Description: Specifies the Service Principal Name to support Kerberos Single Sign On.
Default Value: ""

Example:

[Added: 8.5.101.14]

XML Key Name: EndUserConfigForceUpgrade

Description: Specify whether agents can reject ClickOnce upgrades when they are presented at login
time. When set to true, agents are forced to upgrade to this new version of the application at next
application start. When set to false, agents are prompted with the choice to upgrade immediately or
later.

Default Value:false

Example:

The following is an example of a silent.xml file (refer to procedure 1b):

<?xml version="1.0" encoding="windows-1250"7?>

<configuration>

<InformationApplicationName>Interaction Workspace</InformationApplicationName>
<InformationURL>http://BLSHGS1/InteractionWorkspace</InformationURL>
<InformationPublisher>Genesys Telecommunications Laboratories</InformationPublisher>
<DeploymentDestinationFolder>c:\temp\depmgr</DeploymentDestinationFolder>
<SigningSignsWithProvidedCertificate>false</SigningSignsWithProvidedCertificate>
<SigningCertificateFileName></SigningCertificateFileName>
<SigningPassword></SigningPassword>
<EndUserConfigHost>bsgenbruno8ll</EndUserConfigHost>
<EndUserConfigPort>2021</EndUserConfigPort>
<EndUserConfigApplicationName>InteractionWorkspace850</EndUserConfigApplicationName>
<EndUserConfigureClientSidePort>true</EndUserConfigureClientSidePort>
<EndUserClientSideTransportAddress>123.123.123.200</EndUserClientSideTransportAddress>

<EndUserClientSideTransportPort>12345</EndUserClientSideTransportPort>

<EndUserConfigAllowUserToChangeConnectionParameters>false</EndUserConfigAllowUserToChangeConnectionParameters>
<EndUserConfigAllowFrameworkInstall>false</EndUserConfigAllowFrameworkInstall>
<EndUserConfigServicePrincipalName>confserv/host:port</EndUserConfigServicePrincipalName>
<PackagesToDeploy>Sip Endpoint;Language Pack for French (France)</PackagesToDeploy>

<OptionsAllowsMultiDeployment>false</OptionsAllowsMultiDeployment>

<OptionsAllowUpgradeFrom812VersionsEndEarlier>false</OptionsAllowUpgradeFrom812VersionsEndEarlier>
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<EndUserConfigForceUpgrade>false</EndUserConfigForceUpgrade>

</configuration>

Adding Custom Files to a console deployment

If you want to add custom files to your Workspace console deployment, such as a custom Workspace
plugin, you can edit the silent.xml to specify the reference to the plugin deployment file, which
describes the list of custom files of the plugin. The deployment file name can be anything, but it must
have the file extension .deployment-config'.

In step 2 of the 3b. Console: Deploy the Workspace downloadable ClickOnce package on
your web server procedure, edit the PackagesToDeploy XML Key Name to specify the
DeploymentName specified in the .deployment-config file that represents your plugin.

Create the .deployment-config file of your plugin using code which is similar to the following:

<?xml version="1.0" encoding="utf-8" 7>
<configuration>
<configSections>

<sectionGroup name="applicationSettings"
type="System.Configuration.ApplicationSettingsGroup, System, Version=2.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089" >

<section name="DeploymentManager.ApplicationSettings"

type="System.Configuration.ClientSettingsSection, System, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" requirePermission="false" />

</sectionGroup>

</configSections>

<applicationSettings>
<DeploymentManager.ApplicationSettings>

<setting name="DeploymentName" serializeAs="String">

<value>theNameOfThePackageThatShowsUpAsPluginInInteractiveModeOrToBePopulatedInPackageToDeployInConsoleMode</va
</setting>

<setting name="MandatoryFiles" serializeAs="Xml">
<value>
<ArrayOfApplicationFile xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<ApplicationFile FileName="PluginFilel"
RelativePath="emptyForInstallRootOrSubdirectoryName" DataFile="false" EntryPoint="false"
IsMainConfigFile="false" Optional="falseForConditionalByPrivilege"
GroupName="clickOnceGroupsToDownload" />
<ApplicationFile FileName="PluginFile2AndSoOn"
RelativePath="emptyForInstallRootOrSubdirectoryName" DataFile="false" EntryPoint="false"
IsMainConfigFile="false" Optional="true" GroupName="clickOnceGroupsToDownload" />
</ArrayOfApplicationFile>
</value>
</setting>

</DeploymentManager.ApplicationSettings>

</applicationSettings>
</configuration>

Change the following placeholders in the code to reflect your specific requirements:
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* DeploymentName: The name of the module/plugin as reported in deployment manager (Wizard
interface or in silent.xml file)

e ApplicationFile: Must be repeated for each file composing the plugin
* FileName: Name of the file

* RelativePath: Relative path of the file inside the plugin. Empty if located with the other core WDE
files.

e Optional: Set to true if the plugin should be downloaded only if a specific privilege is required.

e GroupName: A group name that matches with the one defined in the .module-config file of the
custom plugin

4. Enable the ClickOnce Package on your web server
Choose one of the following procedures depending on the web server in your environment:

[+] 4a. (For Apache deployments) Configuring Apache to enable the
ClickOnce package

Purpose:

By default, the Apache web server does not permit the download of documents of specific MIME
types. Apache must be configured to enable the ClickOnce package.

Prerequisites
e Apache Server 2.x on any Operating System it supports.
Start

1. In the conf/mime. types file (in the Apache install folder), add the following lines:
application/x-ms-application application
application/x-ms-application manifest
application/octet-stream deploy

2. Save the file.

End

[+] 4b. (For IIS Deployments) Configuring Microsoft 11S6 to enable the
ClickOnce package

Purpose: Microsoft IIS must be configured to enable the ClickOnce package.

Prerequisites

e Microsoft IIS on any Operating System it supports
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Start

A

6.
7.

From Administrative Tools, start Internet Information Services Manager.
Right click the tree leaf that represents your server.

Select Properties from the contextual menu.

In the Properties dialog box, click Mime Types.

Click New to add each of the following configuration pairs:

.application => application/x-ms-application

.manifest => application/x-ms-application

.deploy => application/octet-stream

Click OK.

Click OK to validate the new MIME types list.

End

5. Verify your configuration

Verify that Workspace was correctly deployed on your web server and client workstation.

[+] Procedure: Configuration verification (Testing the client)

Purpose:

To ensure that the Workspace application was correctly deployed on your web server and client
workstation.

Start

. On a client workstation, open a new Internet browser window.

In the Address field, enter the URL of the Workspace web application:
http://<host>/<application name>/publish.htm
For example:

http://SUITE8O/Workspace/publish.htm

. Press Enter on your keyboard. The Workspace ClickOnce publish window opens (see the Figure -

Workspace publish window).
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Workspace publish window

This window lists all of the prerequisites that should be installed before you launch Workspace for the first time.
4. If all prerequisites are installed, click launch to launch the Workspace installer application.
5. If a security-warning dialog box appears, click Install.

When installation is complete, a shortcut is placed on the desktop, after which the application launches. The Workspace agent-
login window is displayed.

6. Enter the following information into the agent-login panel and the connection-parameters panel:
e User Name: A valid user name that is configured in the Configuration Layer

* Password: The valid password for the specified user name

7. Click Login to continue logging in to Workspace; click Cancel to close the agent-login window without
logging in.

Refer to Workspace User's Guide for more information about how to log in to Workspace and use the application.

End

Next Steps
Installation is complete. You can provision Interaction Workspace functionality:

e Workspace Functionality Overview

* Provisioning Functionality

Rollback to a previous release of Workspace

[+] Rollback to a previous release of Workspace by using ClickOnce

Purpose:
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Rollback the software version installed on the end user (agent) workstation to the previously
deployed release of your Workspace package after you have deployed a new version of your
Workspace package by using ClickOnce. Here, 'Workspace package' defines the combination of the
core Workspace product and the associated customization files.

Pre-requisites:
 ldentify the out-of-the-box Workspace version that will host the downgrade package (refer to Restriction
below).
 ldentify the list of custom files (.d11, .module-config, .properties, .xml and so on) that comprise the
downgrade package.

Restriction:

When you activate the Force upgrade option of the Deployment Manager, any package version that
is downloaded to an end user (agent) workstation requires that the new package version has a
version greater than the currently installed one. This means that the procedure above does not allow
you to rollback installation on workstations to a version of the out-of-the-box Workspace product that
is lower than the currently installed version (as the core Workspace version is used to build the
ClickOnce package version). It only allows you to rollback to a previous version of the custom files
associated to same of more recent version of out-of-the-box Workspace. To downgrade to an older
version of out-of-the-box Workspace, when the Force upgrade option has been enabled, an explicit
uninstall of the former package on the workstation is required before downloading the older version.

Start
1. Navigate to the location where the target out-of-the-box version comprising the downgrade package is
available.

2. Execute the Workspace Deployment Manager (console or Ul) of the Workspace version that must be
part of this rollback.

3. Specify in the wizard execution or in the console configuration file, the list of custom files that must
compose the rollback package.

4. Run the Deployment Manager to increment the package build number.
5. After the rollback package is created, push it to the web server.

6. Restart the agent application or, from the Main Menu select Check and Update. The agent is
prompted to update to the new version.

End

Deploying the Developer Toolkit on your development
workstation

Use the Procedure: Installing Workspace Customization on the Windows operating system to install
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the Workspace application and Developer's Kit on your development workstation. This procedure
installs everything that is required to build and test a Workspace extension. For information about
how to build a custom extension or customize Workspace, see the Workspace 8.5 .NET Developer's
Guide & APl Reference.

Procedure
Installing Workspace Customization on the Windows operating system

Purpose: To install the deployment files for Workspace Customization on your development
workstation.

Prerequisites

* Preparing The Configuration Layer
e Microsoft Visual Studio 2012, or higher, Express/Community Edition, or above

e .NET Framework 4.5

Start

1. On your desktop, open the Workspace disc or the Workspace IP and double-click the Setup.exe file.
You might be asked to reboot your system to delete or rename certain system files before the Installation Wizard runs.
The Genesys Installation Wizard launches and the Welcome panel is displayed.
2. On the Welcome panel, do one of the following:
e Click Next to begin the installation procedure.
* Click Cancel to exit the Genesys Installation Wizard.

e Click About to open the Workspace ReadMe file in your default browser.

If you clicked Next, the Select Options panelis displayed.
3. On the Select Options panel, do one of the following:
* Choose Install Interaction Workspace Developer Toolkit, and click Next.
* Click Back to return to the Welcome panel.
e Click Cancel to exit the Genesys Installation Wizard.

For more information on installation options, see the Table - Workspace Install Mode Deployment Packages.

If you clicked Next, the Choose Destination Location panelis displayed (see the Figure - Choose Destination Location
panel of the Genesys Installation Wizard).

Workspace Desktop Edition Deployment Guide 137



Deployment procedures

Choose your deployment

Genezys Installation Wizand

Chasase Desbmalesn Locataon

?wywmumuwmmutunnmﬂm
ke

T vl by b ke, click Hest
T wutall by & cillerent ok, click: Bisowwse sndd mslact another lokdes
To regione & path o defsull Diestnston Foldes, chck Defauk

Drestination Folde

[C\Progeam Fies: EERGLT Iwforkspace Daskiop Edion ]

T T

.Choose Destination Location panel of the Genesys Installation Wizard .

4.
displayed.

Lamguage Fack Selection

Sainct tha aphon below b5 netal 8 Language Fack. |1 pou pelect thiz ophion, the 'Walkipacs
Detbtop Edion vl ol seleched language pack on thes Fost.

 Select Language Fack

| cbak | et || Cocel |

Language Pack Selection panel of the Genesys Installation Wizard

Select Select Language Pack to display the list of available language packs.
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Adding and Removing languages by using the Language Pack Selection
panel of the Genesys Installation Wizard

(Optional) If you are installing from the International DVD, the Language Pack Selection panelis

Workspace Desktop Edition Deployment Guide

138



Deployment procedures Choose your deployment

To select a language for installation, select it in the left hand box then click Add. The language is moved to the right hand box. To
de-select a language for installation, select it and click Remove. The language is moved back to the left hand box and will not be
installed. After you have added to the right hand box the languages that you want to install, do one of the following:

* Click Next to continue the installation procedure.
* Click Back to return to the Select Options panel.
e Click Cancel to exit the Genesys Installation Wizard.

5. On the Choose Destination Location panel, specify the location on your development workstation in
which the Workspace customization files are to be installed by doing one of the following:

* Type a location in the Destination Folder text box.
* Click Default to reset the location to the default location.
* Click Browse to navigate to a destination folder.
6. With the destination folder specified, do one of the following:
* Click Next.
* Click Back to return to the Select Options panel.
* Click Cancel to exit the Genesys Installation Wizard.
If you clicked Next, the Ready to Install panel is displayed.
7. On the Ready to Install panel do one of the following:
e Click Install to install the Interaction Workspace customization files.
e Click Back to return to the Choose Destination Location panel.
* Click Cancel to exit the Genesys Installation Wizard.

If you clicked Install, the Workspace customization files are installed in the location that you specified (see the Figure -
Contents of the Workspace install disc or image copied onto the web-server host).
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Contents of the Workspace install disc or image copied onto the web-
server host

The Workspace folder contains the following:
* The Bin folder, which contains the Workspace API

e The Doc directory, which contains the Workspace 8.5 .NET Developer's Guide & APl Reference
(WorkspaceSDKNet. chm)

* The Workspace folder, which contains Workspace application files

* The WorkspaceDeploymentManager folder, which contains the application files that are required to
deploy customized code, including the Deployment Manager application
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(InteractionWorkspaceDeploymentManager.exe), and the following subfolder:

¢ WebPublication"Contains the publish.htm file.

e The Samples directory, which contains code samples that demonstrate Genesys best-practices
recommendations for developers

8. When installation is complete, the Installation Complete panel is displayed.

e Click Finish to exit the Genesys Installation Wizard.

End

Next Steps

e (optional) The Procedure: Installing the Workspace SIP Endpoint.

e Refer to the Workspace 8.5 .NET Developer's Guide & APl Reference for information about how to use
the toolkit and samples to customize Workspace.

Non-ClickOnce deployment

Installing the Workspace application

Install the out-of-the-box Workspace application on an end-user desktop. The installation contains
only the agent application. Use this procedure if you are not going to use the ClickOnce centralized
deployment.

Procedure
Installing the Workspace application on a client desktop

Purpose: To install the Workspace client application on your local agent workstation or virtual
machine to test the Workspace application.

Prerequisites
e .NET Framework 4.5
Start

1. On your desktop, open the Workspace disc or the Workspace IP and double-click the Setup.exe file.
You might be asked to reboot your system to delete or rename certain system files before the Installation Wizard runs.
The Genesys Installation Wizard launches, and the Welcome panel is displayed.
2. On the Welcome panel, do one of the following:
e Click Next to begin the installation procedure.
* Click Cancel to exit the Genesys Installation Wizard.

* Click About to open the Workspace ReadMe in your default browser.
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If you clicked Next, the Select Options panelis displayed.
3. On the Select Options panel, do one of the following:
* Choose Install Workspace application, and click Next.
* Click Back to return to the Welcome panel.
* Click Cancel to exit the Genesys Installation Wizard.

If you clicked Next, the Choose Destination Location panel is displayed (see the Figure - Choose Destination Location
panel of the Genesys Installation Wizard).
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Choose Destination Location panel of the Genesys Installation Wizard

4. (Optional) If you are installing from the International DVD, the Language Pack Selection panelis
displayed.
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Language Pack Selection panel of the Genesys Installation Wizard

Select Select Language Pack to display the list of available language packs.
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Adding and Removing languages by using the Language Pack Selection

panel of the Genesys Installation Wizard

To select a language for installation, select it in the left hand box then click Add. The language is moved to the right hand box. To
de-select a language for installation, select it and click Remove. The language is moved back to the left hand box and will not be
installed. After you have added to the right hand box the languages that you want to install, do one of the following:

* Click Next to continue the installation procedure.
* Click Back to return to the Select Options panel.

* Click Cancel to exit the Genesys Installation Wizard.

e Enter a location in the Destination Folder text box.
e Click Default to reset the location to the default location.

* Click Browse to navigate to a destination folder.

6. With the destination folder specified, do one of the following:

e Click Next.

e Click Back to return to the Select Options panel.
* Click Cancel to exit the Genesys Installation Wizard.
If you clicked Next, the Ready to Install panelis displayed.
7. On the Ready to Install panel, do one of the following:
e Click Install to install Workspace on the client desktop.
* Click Back to return to the Choose Destination Location panel.

* Click Cancel to exit the Genesys Installation Wizard.

. On the Choose Destination Location panel, specify the location on your agent workstation in which
Workspace is to be installed by doing one of the following:

If you clicked Next, the Workspace client application is installed in the location that you specified. When installation is complete,

the Installation Complete panel is displayed.

The Workspace agent application is installed by the Install Workspace application option into the folder that you specified
(for more information about installation options, see the Table - Workspace Install Mode Deployment Packages).

8. Click Finish to exit the Genesys Installation Wizard.

9. (optional) Procedure: Installing the Workspace SIP Endpoint.
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10.

11.

12.

13.

(optional) To use Kerberos Single Sign-on (SSO), edit the login.kerberos.service-principal-name
option in the interactionworkspace.exe.config property file to add the following line:

<appSettings>
<add key="login.kerberos.service-principal-name" value="<SPN Name"/>

<add key="login.url" value="tcp://<host><port>/AppName" />
<add key="login.connections.parameters.isenable" value="false" />

<)ébp5ettings>

(optional) To include custom packages, add the customization resources that are required for your final
installation.

If you executed at least one of the steps 9 to 11:
a. Prepare your final package by using the updated file set.

b. Push your custom package to the agent workstations.

To launch the Workspace client application on the client desktop, select it from the Start menu or
navigate to the installation folder that you specified and double-click the InteractionWorkspace.exe
file .

The Workspace login window is displayed on the client desktop (see the Figure - Workspace agent Login window with no
connection parameters). The connection panel of the login window indicates that no connection has been specified. Before the
agent can log in, you must connect to the Workspace application in your Genesys Framework.

= Genesys
Workspace

Desktop Edition 8.5.000.21.0

© More

-

& 2009-2014 Genesys Telecommunications Laboratones, Inc
Genesys suite applications are covered by U.5. and Foreign
Patents.

Workspace agent Login window with no connection parameters

14. Click the More Options drop-down list to open the connection options panel (see the Figure -

Workspace agent Login window with the connection-parameters panel displayed).
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Workspace agent Login window with the connection-parameters panel
displayed

15. Enter the following information into the agent-login panel and the connection-parameters panel:
* User Name: A valid user name that is configured in the Configuration Layer
* Password: The valid password for the specified user name

e Application Name: The name that is specified for the Workspace application object to which you
want to connect

e Host Name: The name of the web server.

e Port: The port that is configured for your web-server application

See the Figure - Workspace agent Login window with the connection-parameters panel
displayed for an example of how to populate the fields in the Workspace login window.

16. Click Login to continue logging in to Workspace; click Cancel to close the agent-login window without
logging in.

Refer to Workspace User's Guide for more information about how to log in to Workspace and use the application.

End

Next Steps

¢ Workspace Functionality Overview and Provisioning Workspace
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Installing Workspace Desktop Edition in Silent mode for Windows
To install Workspace Desktop Edition in Silent mode:

1. Update the genesys_silent.ini file by making the following modifications:

» Agree with license agreement by setting required option: LicenseAgreement=Accepted.

* Add the path to the Workspace Desktop Edition directory. For example, InstallPath=C:\Program
Files (x86)\GCTI\Workspace Desktop Edition..

* Choose installation mode option from one of the following supported values:
¢ INTEGRATOR - Prepare a ClickOnce package.

 DEVELOPER - Install Developer Toolkit.
* USER - Install application.

InstallMode = <INTEGRATOR, DEVELOPER or USER installation mode of Workspace
Desktop Edition on this box>

» If you are installing/upgrading Workspace Desktop Edition, specify the version, build number before
the installation:

* Specify whether Workspace Desktop Edition can dynamically modify the Genesys Softphone
configuration by using the Connector=<Disable or Enable> parameter.

¢ Mode= <Firstinstall or Upgrade of Workspace Desktop Edition on this box>

¢ IPVersion= <current (before upgrade) version of Workspace Desktop Edition on this
box>

¢ IPBuildNumber= <current (before upgrade) build number of Workspace Desktop
Edition on this box>

Execute the following command:

setup.exe /s /z"-s 'FullPathToGenesysSilentConfigurationFile' -sl
'"FullPathToGenesysSilentResultFile' -t
"FullPathToGenesysSilentInstallationListingFile'" where:

* /s specifies that the installation is running in InstallShield Silent Mode.

» /z passes the Genesys Silent mode silent parameters to the installation.

- s specifies the full path to the silent configuration file. The <Full path to Genesys Silent

Configuration file> is optional. If the <Full path to Genesys Silent Configuration file>
parameter is not specified, the installation uses the genesys_silent.ini file in the same
directory where the setup.exe file is located.

Enclose the value of the <Full path to Genesys Silent Configuration file> parameter by
apostrophes (') if the parameter contains white symbols.
L]

-s1 specifies the full path to the installation results file. If the <Full path to Genesys
Installation Result file> parameter is not specified, the installation creates the
genesys_install_result.log file in the <System TEMP folder> directory.
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Enclose the value of the <Full path to Genesys Installation Result file> parameter in
apostrophes (') if the parameter contains white space characters.

e -t specifies the full path to the installation listing file for debugging. The <Full path to
Genesys Installation listing file> parameter is optional and should be used for silent
installation debugging purposes.

Enclose the value of the <Full path to Genesys Installation listing file> parameter in apostrophes
(') if the parameter contains white space characters.

The InstallShield setup.exe installer requires that:

e There is no space between the /z argument and quotation mark. For example, /z"-s" is valid, while
/z "-s" is not valid.

* There is a space between the -s,-s|l parameters and quotation mark. For example, /z"-s c:\temp\
genesys silent.ini" is valid, while /z "-sc:\temp\genesys silent.ini" is not valid. For
example,
setup.exe /s /z"-s 'C:\8.5.151.01\windows\bl\ip\genesys silent.ini' -sl 'C:\temp\
silent setup.log' -t 'C:\temp\Genesys LP Installation.log'".

3. After executing this command, verify that Workspace Desktop Edition is installed in the
C:\<Workspace Desktop Edition Directory>, and that the silent_setup.log file has been created
in the C:\temp\ directory.

For information about silent language pack installation, see the Adding and removing Language
Packs.

Workspace Desktop Edition Deployment Guide 146


https://docs.genesys.com/Documentation/IW/latest/Dep/LangPackAddRemove
https://docs.genesys.com/Documentation/IW/latest/Dep/LangPackAddRemove

Deployment procedures Adding and removing Language Packs

Adding and removing Language Packs

Use the following procedures to manually add and remove Workspace Language Packs after you have
deployed Workspace.

Notes about upgrading Language Packs when you upgrade Workspace:

Upgrade from DVD

e When you upgrade Workspace from DVD, only the application is upgraded

¢ All language packs that were install using an older version will not be upgraded—You
must manually upgrade each language pack by using the same procedure that was
used to install the original language packs; during install, the wizard will detect the
older language packs and enable you to choose which ones to upgrade

Upgrade from Language Pack IP

* Open the folder containing the language pack

e Follow the standard procedure to add a language pack to workspace

Adding a Language Pack to Workspace using Interactive mode

Language packs (localized content for Workspace) are not always released at the same time as the
English version of Workspace, and new language packs are added as demanded by Genesys'
customers.

Language packs are available as part of the Genesys International DVD/IP. If you are installing a new
release of Workspace from an International DVD/IP, use the standard ClickOnce, Developer, and Non-
ClickOnce procedures in the other tabs of this topic.

Watch video: How to add a language pack to an already deployed Workspace Desktop Edition 8.5.1:
Link to video

Use the following procedure to add a language pack to your existing Workspace deployment.

Procedure

Installing a Workspace Language Pack on an existing Workspace deployment or ClickOnce
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package

Purpose: To install a Workspace language pack on your existing Workspace deployment on a client
desktop or on an existing ClickOnce package.

Prerequisites

Workspace must already be installed using one of the following deployment types:

* ClickOnce Deployment

¢ Developer Deployment

* Non-ClickOnce Deployment

Start

1.

If you are deploying from the Workspace Desktop Edition DVD, open the Lang folder (refer to the Lang
(Language) folder in the Workspace Install Package figure).
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Lang (Language) folder in the Workspace Install Package

If you are installing from a language specific IP, go to Step 3.

2. The Lang folder contains folders named with three-letter language codes. These folders contain the

language specific language pack installers (refer to the Three letter language-code folders in the
Lang folder figure). Open the folder that contains the language installer that you want to use.
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Three letter language-code folders in the Lang folder

3. Double-click the setup.exe file to launch the language pack installer.
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Language pack specific installer setup.exe

The Genesys Installation Wizard launches and the Welcome panel is displayed.
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Genesys Installation Wizard language pack splash screen panel

4. On the Welcome panel, do one of the following:

e Click Next to begin the installation procedure.

* Click Cancel to exit the Genesys Installation Wizard.

* Click About to open the Workspace Desktop Edition ReadMe file in your default browser.

If you clicked Next, the installer searches for instances of the Workspace application installed on your computer and displays a list
of installations in the Select Installed Application panel from which you can choose.
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Genesys Installation Wizard Select Installed Application panel

5. On the Select Installed Application panel, do one of the following:

* Select the application to which you want to add a language pack and click Next to begin the
installation procedure.

e Click Cancel to exit the Genesys Installation Wizard.
* Click Back to return to the splash screen.
If you clicked Next, the Ready to Install panel is displayed.
6. In the Ready to Install panel, do one of the following:
e Click Install to install the language pack.
* Click Cancel to exit the Genesys Installation Wizard.
e Click Back to return to the Select Installed Application panel.
If you clicked Next the update is installed and the Installation Complete panel is displayed.
7. Click Finish to close the Installation Complete panel and complete the installation.

8. Depending on whether you are updating an existing installation or adding a language pack to a
ClickOnce package, do one of the following:

e |If you are adding a language to an existing non-ClickOnce installation, launch Workspace and select
the new language from the Login view Language drop-down menu.

* If you are adding a language pack to a ClickOnce installation, launch Workspace Desktop Edition
Deployment Manager (InteractionWorkspaceDeploymentManager.exe). In the Package
Information panel, select the installed language packs that you want to add to your ClickOnce
package, then complete the deployment.
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Genesys Installation Wizard Package Information panel

End

Adding Language Pack to Workspace using Silent mode

To install Language Pack to Workspace in Silent mode, use the Installation Wizard Silent arguments
as follows:

1. Update the genesys_silent.ini file by making the following modifications:

* Add the path to the Workspace Desktop Edition directory. For example, InstallPath=C:\Program
Files (x86)\GCTI\Workspace Desktop Edition.

* If you are installing/upgrading Language Pack for Workspace, specify the version, build number
before the installation:

» Specify whether Genesys Softphone starts automatically when Windows starts by using the
Startup=<Std or Auto> parameter.

* Mode= <Firstinstall or Upgrade of Language Pack on this box>
* IPVersion= <current (before upgrade) version of Language Pack on this box>

¢ IPBuildNumber= <current (before upgrade) build number of Language Pack on this
box>

2. Execute the following command:

setup.exe /s /z"-s 'FullPathToGenesysSilentConfigurationFile' -sl
"FullPathToGenesysSilentResultFile' -t

"FullPathToGenesysSilentInstallationListingFile'" where:
» /s specifies that the installation is running in InstallShield Silent Mode.
* /z passes the Genesys Silent mode silent parameters to the installation.

» -s specifies the full path to the silent configuration file. The <Full path to Genesys Silent
Configuration file> is optional. If the <Full path to Genesys Silent Configuration file>

parameter is not specified, the installation uses the genesys_silent.ini file in the same directory
where the setup.exe file is located.
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Enclose the value of the <Full path to Genesys Silent Configuration file> parameter by apostrophes
(') if the parameter contains white symbols.

» -sl specifies the full path to the installation results file. If the <Full path to Genesys Installation
Result file> parameter is not specified, the installation creates the genesys_install_result.log
file in the <System TEMP folder> directory.

Enclose the value of the <Full path to Genesys Installation Result file> parameter in apostrophes (')
if the parameter contains white space characters.

* -t specifies the full path to the installation listing file for debugging. The <Full path to Genesys
Installation listing file> parameter is optional and should be used for silent installation
debugging purposes.

Enclose the value of the <Full path to Genesys Installation listing file> parameter in apostrophes (')
if the parameter contains white space characters.

The InstallShield setup.exe installer requires that:

* There is no space between the /z argument and quotation mark. For example, /z"-s" is valid, while
/z "-s"is not valid.

* There is a space between the -s,-sl parameters and quotation mark. For example, /z"-s c:\temp\

genesys silent.ini" is valid, while /z "-sc:\temp\genesys silent.ini" is not valid. For
example,

setup.exe /s /z"-s 'C:\8.5.144.00\windows\bl\ip\genesys silent.ini' -sl 'C:\temp\
silent_setup.log' -t 'C:\temp\Genesys LP_Installation.log'".

3. After executing this command, verify that Language Pack to Workspace is installed in the

C:\<Workspace Desktop Edition Directory>, and that the silent_setup.log file has been created
in the C:\temp\ directory.

Troubleshooting

If you see that error message in silent_setup.log:

[Result]

ResultCode=-1

Error=Required parameter <Parent IP GUID parameter is not defined.> is wrong.\nError
was detected by lpScenarioFirstBeforeBegin().

Please check that InstallPath parameter is correct in silent configuration file.
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No backslash (\) symbol should be in the end of the full path to the installation directory. For example,
InstallPath=C:\Program Files (x86)\GCTI\Workspace Desktop Edition

For information about silent language pack installation, see the Installing Workspace Desktop Edition
in Silent mode for Windows.

Removing a Language Pack From Workspace after Deployment

For non-ClickOnce deployments, use Add/Remove Programs to select which Language Packs you
want to remove from your workstation.

For ClickOnce deployments, run Workspace Deployment Manager and de-select language packs
in the Package Information panel and push new ClickOnce package to your web server.
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Installing the Workspace SIP Endpoint

[Modified: 8.5.109.16, 8.5.114.08]

The Workspace SIP Endpoint is an optional plug-in or standalone application for Workspace. It is
available as a separate IP that you install from a separate CD/DVD. You can install it in one of two
modes, as a plugin that runs with Workspace Desktop Edition on the agent workstation, or as a
standalone application that connects to Workspace running in a virtualized environment.

Tip
Workspace also supports the Genesys Softphone in place of Workspace SIP Endpoint.

To learn about the installation of Genesys Softphone, see Deploying Genesys
Softphone in the Genesys Softphone Deployment Guide.

If you intend to create a ClickOnce package to install Workspace SIP Endpoint, install the Workspace
SIP Endpoint after you install the Workspace application on your server, but before you run the
Workspace Deployment Manager.

If you deploy Workspace SIP Endpoint as part of a ClickOnce deployment, the behavior of the
ClickOnce download depends on the privileges that are assigned to the agent who is logging in. If the

agent is granted the privilege to execute a local Workspace SIP Endpoint, the following files are
downloaded to the agent workstation:

e The SIP Endpoint Communication plug-in (part of Workspace runtime)

e The Workspace SIP Endpoint executable and associated assemblies.

Installing Workspace SIP Endpoint as a Workspace Desktop
Edition plugin

Use the following procedure to install Workspace SIP Endpoint in environments where the Workspace
application and Workspace SIP Endpoint run on the same workstation. Use the Installing the
Standalone Workspace SIP Endpoint when you are running Workspace in a virtualized environment.

Procedure
Installing the Workspace SIP Endpoint as a Workspace Desktop Edition plugin

Purpose: To install the Workspace SIP Endpoint on your web server, an agent workstation, or a
development workstation as a plugin.

Prerequisites
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¢ .NET Framework 4.5

e The following Microsoft redistributable package(s) is/are required to be installed on the workstation
where Workspace SIP Endpoint will execute. They are installed by the Installation Package if they are
not already present on the target workstation, but if you are deploying Workspace and Workspace SIP
Endpoint by using ClickOnce, you must plan the installation of the following packages on those
workstations prior to enabling the ClickOnce deployment:

e For 8.5.114.xx and higher

¢ Visual C++ Redistributable for Visual Studio 2013: http://download.microsoft.com/download/2/E/
6/2E61CFA4-993B-4DD4-91DA-3737CD5CD6E3/vcredist_x86.exe

e For 8.5.104.xx to 8.5.113.xx:

e Microsoft Visual C++ 2005 Service Pack 1 Redistributable Package MFC Security Update:
http://download.microsoft.com/download/8/B/4/8B42259F-5D70-43F4-AC2E-4B208FD8D66A/
vcredist_x86.EXE

* Visual C++ Redistributable for Visual Studio 2013: http://download.microsoft.com/download/2/E/
6/2E61CFA4-993B-4DD4-91DA-3737CD5CD6E3/vcredist_x86.exe

e 8.5.103.xx and lower:

¢ Microsoft Visual C++ 2005 Service Pack 1 Redistributable Package MFC Security Update:
http://download.microsoft.com/download/8/B/4/8B42259F-5D70-43F4-AC2E-4B208FD8D66A/
vcredist_x86.EXE

¢ Visual C++ Redistributable for Visual Studio 2012 Update 4, 32-bits package only:
http://www.microsoft.com/en-us/download/details.aspx?id=30679

 Install the Workspace application by using one of the following procedures:

* Deploying The ClickOnce Application On Your Web Server. Choose this option if you want to deploy
Workspace as a ClickOnce application.

* Installing The Workspace Developer Toolkit. Choose this option if you want to deploy the Workspace
developer package.

* Installing The Workspace Application. Choose this option if you want to deploy a non-ClickOnce
version of Workspace.
Start
1. On your desktop, open the Workspace SIP Endpoint disc or the Workspace SIP Endpoint IP and double-
click the Setup.exe file.
You might be asked to reboot your system to delete or rename certain system files before the Installation Wizard runs.
The Genesys Installation Wizard launches and the Welcome panel is displayed.
2. On the Welcome panel, do one of the following:
* Click Next to begin the installation procedure.
* Click Cancel to exit the Genesys Installation Wizard.
* Click About to open the Workspace SIP Endpoint ReadMe in your default browser.

If you clicked Next, the Select Installed Application panelis displayed (see the Figure - Select Installed Application
Panel of the Genesys Installation Wizard).
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Select Installed Application Panel of the Genesys Installation Wizard

3. The Select Installed Application panel enables you to select the Workspace application instance
to which you want to add Workspace SIP Endpoint as a plug-in.

The Genesys Installation Wizard searches the target computer for an installed version of Workspace. Select the version of
Workspace in the location in which you want Workspace SIP Endpoint to be installed.

The Application Properties pane displays the name, version, and location of the selected Workspace application (see the
Figure - Select Installed Application Panel of the Genesys Installation Wizard).

4. After you have selected the version of Workspace that you want to use with Workspace SIP Endpoint, do
one of the following:

* Click Next to proceed to the next panel.
e Click Cancel to exit the Genesys Installation Wizard.
* Click Back to return to the previous panel.
If you clicked Next, the Ready to Install panelis displayed.
5. On the Ready to Install panel do one of the following:

e Click Install to install Workspace SIP Endpoint on your web server, development workstation, or
agent workstation.

* Click Back to return to the Select Installed Application panel.

e Click Cancel to exit the Genesys Installation Wizard.

If you clicked Next, Workspace SIP Endpoint is installed in the location that you specified. When
installation is complete, the Installation Complete panel is displayed.

6. Click Finish to exit the Genesys Installation Wizard.

A folder that is named InteractionWorkspaceSIPEndpoint is created in the Workspace folder. The
InteractionWorkspaceSIPEndpoint folder contains the Workspace SIP Endpoint application and associated files.

After the Workspace SIP Endpoint application is installed on the agent or developer workstation, or after it is downloaded by the
ClickOnce application (see Deploying The ClickOnce Application On Your Web Server), and after the agent is granted permission
to use the application, agents must login Workspace on a Place that is associated with a SIP DN to start the Workspace SIP
Endpoint. The Workspace SIP Endpoint process is started automatically when Workspace application is being initialized.

7. To ensure that the supporting programs were installed correctly, check if the following programs are
available in the "uninstall programs" view of the Control Panel on your Windows workstation:

* Genesys Workspace SIP Endpoint <version>
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¢ Microsoft Visual C++ 2005 Redistributable (8.5.113.xx and lower)
e Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60.610

End

Next Steps
* (Optional) If you are deploying Workspace as a ClickOnce application on your web server, go to
Deploying The ClickOnce Application On Your Web Server.
e Installation is complete. You can provision Workspace SIP Endpoint functionality. Refer to:

* Provisioning Functionality.

Installing the standalone Workspace SIP Endpoint

[Added: 8.5.109.16]

Use the following procedure to install Workspace SIP Endpoint in environments where the Workspace
application is running in a virtualized environment and Workspace SIP Endpoint runs as a standalone
application on the agent workstation.

Procedure
Installing the standalone Workspace SIP Endpoint as a ClickOnce package

Purpose: To install the Workspace SIP Endpoint on your web server so that it can be deployed on an
agent workstation or a development workstation.

Prerequisites

* .NET Framework 4.5
* Workspace Desktop Edition is installed on the host machine as a ClickOnce package.

e The following Microsoft redistributable package(s) is/are required to be installed on the workstation
where Workspace SIP Endpoint will execute. They are installed by the Installation Package if they are
not already present on the target workstation, but if you are deploying Workspace and Workspace SIP
Endpoint by using ClickOnce, you must plan the installation of the following packages on those
workstations prior to enabling the ClickOnce deployment:

* Microsoft Visual C++ 2005 Service Pack 1 Redistributable Package MFC Security Update:
http://download.microsoft.com/download/8/B/4/8B42259F-5D70-43F4-AC2E-4B208FD8D66A/
vcredist_x86.EXE

* Visual C++ Redistributable for Visual Studio 2013: http://download.microsoft.com/download/2/E/6/
2E61CFA4-993B-4DD4-91DA-3737CD5CD6E3/vcredist_x86.exe

¢ Install the Workspace application in a virtualized environment by using one of the following procedures:

e Deploying The ClickOnce Application On Your Web Server. Choose this option if you want to deploy
Workspace as a ClickOnce application.

* Installing The Workspace Developer Toolkit. Choose this option if you want to deploy the Workspace
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developer package.

* Installing The Workspace Application. Choose this option if you want to deploy a non-ClickOnce
version of Workspace.

Start

1. Open the Workspace SIP Endpoint disc or the Workspace SIP Endpoint IP and double-click the Setup.exe
file. You might be asked to reboot your system to delete or rename certain system files before the
Installation Wizard runs. The Genesys Installation Wizard launches and the Welcome panel is displayed.

2. On the Welcome panel, do one of the following:
* Click Next to begin the installation procedure.
e Click Cancel to exit the Genesys Installation Wizard.

If you clicked Next, the Select Installed Application panelis displayed (see the Figure - Select Installed Application
Panel of the Genesys Installation Wizard).
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Select Installed Application Panel of the Genesys Installation Wizard

3. Ensure that Workspace Desktop Edition is selected, then click Next to proceed to the Ready to
Install panel.

4. On the Ready to Install panel, click Install to install Workspace SIP Endpoint on your web server.

Workspace SIP Endpoint is installed in the location that you specified. When installation is complete, the Installation Complete
panel is displayed.

5. Click Finish to exit the Genesys Installation Wizard.

A folder that is named InteractionWorkspaceSIPEndpoint is created in the Workspace Desktop Edition folder. The
InteractionWorkspaceSIPEndpoint folder contains the Workspace SIP Endpoint application and associated files.

6. From the Start menu of your web server host, use the application shortcut to launch the Workspace
Desktop Edition Deployment Manager. The Deployment Manager can also be launched from the
location where you installed it. The Welcome panel is displayed on the desktop of your web server.

7. On the Welcome panel, click Next to begin the installation procedure. The Select Package panel is
displayed.
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Select Package Panel of the Workspace Desktop Edition Deployment
Manager

8. Click the Workspace Desktop Sip Endpoint standalone option, then click Next. The Destination
Folder panel is displayed.

9. Specify the path to the destination folder for the ClickOnce package, then click Next. The Package
Information panel is displayed.
10. Specify the following information:

* Application Name—The default name is Workspace Desktop SIP Endpoint

* Publisher—The default name is Genesys Telecommunications Laboratories

* Base URL—Specify the host URL that will be provided to agents to download the ClickOnce package
Click Next. The Signing panel is displayed. For more information about how to create or obtain a signing certificate, refer to the
"ClickOnce Deployment and Authenticode" page on the Microsoft Developer Network web site:
http://msdn.microsoft.com/en-us/library/ms172240.aspx

11. Choose the type of signing certificate that you are using:

* Click Do not Sign if you do not provide a certificate, a security warning is displayed whenever the
client downloads the package.

» Click Sign with a provided certificate to enable the Selects a certificate field.
1. Click the browse button to navigate to the certificate.
2. Enter the password for the certificate in the Password field.

12. Click Next to proceed with the installation. The Ready to Build pane is displayed. This pane contains a
summary of the files that will be deployed on your web server and a confirmation of the deployment
URL.

13. Click Next to complete the deployment. The Deployment Manager deploys the Workspace Standalone
SIP Endpoint ClickOnce application in the path that you specified at the beginning of the wizard

execution. When the deployment is complete, the Deployment Finished pane is displayed. This pane
contains messages that relate to the success of the deployment.

14. Click Finish to close the Workspace Deployment Manager.

Deployment proceeds. When deployment is complete, the publish.htm web page is opened in your default browser automatically
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The Workspace Standalone SIP Endpoint publish.htm page

15. Provide the URL for the publish.htm page to your agents to enable them to install the Workspace
Standalone SIP Endpoint on their workstations and receive automatic updates when the application is

updated on the web server.

16. When an agent navigates to the publish.htm page, the ClickOnce package deployment automatically
starts, or she or he should click the Launch hyperlink to start the deployment on his or her

workstation.
17. Instruct your agent to click Install. When the installation is complete, the Workspace Standalone SIP
i
Endpoint launches automatically. The application icon is displayed in the system tray (). Theicon is

grey when the SIP Endpoint is not connected to a Workspace application running in a virtualized
environment, and red when it has an active connection.

Agents can exit the SIP Endpoint by right clicking on the icon and selecting Exit. If Agents have to relaunch the application, they
can do so by using the shortcut in the Start menu.

Note: When Workspace SIP Endpoint is started for the first time on a workstation with an active Windows Firewall, the Windows
Operating System displays a security message requesting the user to approve the selection of a private or enterprise network.
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End

Next Steps

Workspace Desktop Edition Deployment Guide 160



Deployment procedures Installing the Workspace SIP Endpoint

¢ Installation is complete. You can provision Workspace SIP Endpoint functionality. Refer to:

* Provisioning Functionality.

Procedure
Installing the Standalone Workspace SIP Endpoint on a workstation

Purpose: To install the Workspace SIP Endpoint on an agent workstation or a development
workstation.

Prerequisites

e Ensure that Workspace Desktop Edition was not installed on this workstation by an Installation Package
from Genesys.
* .NET Framework 4.5

* The following Microsoft redistributable package(s) is/are required to be installed on the workstation
where Workspace SIP Endpoint will execute. They are installed by the Installation Package if they are
not already present on the target workstation, but if you are deploying Workspace and Workspace SIP
Endpoint by using ClickOnce, you must plan the installation of the following packages on those
workstations prior to enabling the ClickOnce deployment:

e Microsoft Visual C++ 2005 Service Pack 1 Redistributable Package MFC Security Update:
http://download.microsoft.com/download/8/B/4/8B42259F-5D70-43F4-AC2E-4B208FD8D66A/

vcredist x86.EXE

e Visual C++ Redistributable for Visual Studio 2013: http://download.microsoft.com/download/2/E/6/
2E61CFA4-993B-4DD4-91DA-3737CD5CD6E3/vcredist_x86.exe

* Install the Workspace application in a virtualized environment by using one of the following procedures:

* Deploying The ClickOnce Application On Your Web Server. Choose this option if you want to deploy
Workspace as a ClickOnce application.

* Installing The Workspace Developer Toolkit. Choose this option if you want to deploy the Workspace
developer package.

e Installing The Workspace Application. Choose this option if you want to deploy a non-ClickOnce
version of Workspace.

Start

1. On your workstation, open the Workspace SIP Endpoint disc or the Workspace SIP Endpoint IP and
double-click the Setup.exe file. You might be asked to reboot your system to delete or rename certain
system files before the Installation Wizard runs. The Genesys Installation Wizard launches and the

Welcome panel is displayed.
2. On the Welcome panel, do one of the following:
e Click Next to begin the installation procedure.
* Click Cancel to exit the Genesys Installation Wizard.
If you clicked Next, the Choose Destination Location panelis displayed.

3. Specify the Destination Folder for the Workspace SIP Endpoint application, then click Next to proceed
to the Ready to Install panel.
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4. On the Ready to Install panel, click Install to install Workspace SIP Endpoint on your workstation.

Workspace SIP Endpoint is installed in the location that you specified. When installation is complete, the Installation Complete
panel is displayed.

5. Click Finish to exit the Genesys Installation Wizard.

6. When the installation is complete, the Workspace Standalone SIP Endpoint can be launched for the first
time by using the shortcut in the Start menu (or it will start automatically when any Windows user

2 )

session is started). The application icon is displayed in the system tray (

The icon is grey when the SIP Endpoint is not connected to a Workspace application running in a virtualized environment, and red
when it has an active connection.

Agents can exit the SIP Endpoint by right clicking on the icon and selecting Exit. If Agents have to relaunch the application, they
can do so by using the shortcut in the Start menu.

End
Next Steps

¢ Installation is complete. You can provision Workspace SIP Endpoint functionality. Refer to:

* Provisioning Functionality.

Deployment Manager in Console mode

You can build a Workspace Standalone SIP Endpoint ClickOnce package using Workspace Desktop
Edition Deployment Manager in Console mode. This can be done by setting the
ApplicationToDeploy attribute in the silent.xml file:

<ApplicationToDeploy>WorkspaceSipEndpoint</ApplicationToDeploy>

For more information, refer to 3b. Console: Deploy the Workspace downloadable ClickOnce package
on your web server.

The following is an example of a silent.xml file with supported options for Workspace SIP Endpoint:

<?xml version="1.0" encoding="windows-1250"7>

<configuration>

<ApplicationToDeploy>WorkspaceSipEndpoint</ApplicationToDeploy>
<InformationApplicationName>Workspace SIP Endpoint</InformationApplicationName>
<InformationURL>http://WebServerHost/WorkspaceSipEndpoint</InformationURL>
<InformationPublisher>Genesys Telecommunications Laboratories</InformationPublisher>
<DeploymentDestinationFolder>c:\inetpub\wwwroot\
WorkspaceSipEndpoint</DeploymentDestinationFolder>
<SigningSignsWithProvidedCertificate>false</SigningSignsWithProvidedCertificate>
<SigningCertificateFileName></SigningCertificateFileName>
<SigningPassword></SigningPassword>

</configuration>
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Installing plug-ins for workspace

Workspace enables you to install optional plug-ins for Workspace. Plug-ins, such as eServices Social
Media interaction handling, are available as separate IPs that you install from a separate CD/DVD.

If you deploy a plug-in as part of a ClickOnce deployment, the behavior of the ClickOnce download
depends on the privileges that are assigned to the agent who is logging in. If the agent is granted the
privilege to execute a plug-in, the plug-in is downloaded as part of the deployment.

The Procedure: Installing plug-ins for Workspace is a general procedure that describes how to install
plug-ins for Workspace. The documentation for your plug-in provides specific information about how
to install and deploy your plug-in.

Consult the documentation that comes with your plug-in for specific information about
how to install and provision your plug-in.

Before you install your plug-in, you must provision it in Genesys Administrator Extension (refer to the
Genesys Administrator Extension documentation for more information) in the same way that you
provision Workspace.

Workspace plug-ins come with <Plug-In Name>.apd and <Plug-In Name>.xml (privileges) files, both
of type Workspace. Upload the <Plug-In Name>.apd file and attach the <Plug-In Name>.xml file to
create the <Plug-In Name> Template.

The Workspace application object is created based on the Workspace Template.

When you provision the Privileges that are assigned to a Role, the list of Privileges that are available

for the Workspace application type combine the privileges that are specified in the Workspace.xml
and <Plug-In Name>.xml files.

Ensure that you do not use the template and metadata files "Workspace (Agent
desktop).apd" and "Workspace (Agent desktop).xml" when working with plug-ins.

Procedure
Installing plug-ins for Interaction Workspace

Purpose:

To install plug-ins for Workspace on your web server, an agent workstation, or a development
workstation.

Prerequisites
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¢ .NET Framework 4.5
¢ Installation of the Workspace application by using one of the following procedures:

* Deploying The ClickOnce Application On Your Web Server. Choose this option if you want to deploy
Workspace as a ClickOnce application. Install the plug-ins after you install the Workspace
application on your server, but before you run the Workspace Deployment Manager.

* Installing The Developer Toolkit. Choose this option if you want to deploy the Workspace developer
package. Refer to About Workspace Extension Samples and Deploying and Executing the Extension
Samples for information about reorganizing files to enable the debugging of samples with plug-ins.

* Installing The Workspace Application. Choose this option if you want to deploy a non-ClickOnce
version of Workspace.
Start
1. On your desktop, open the disc that contains the plug-in IP or the plug-in IP and double-click the
Setup.exe file.
You might be asked to reboot your system to delete or rename certain system files before the Installation Wizard runs.
The Genesys Installation Wizard launches and the Welcome panel is displayed.
2. On the Welcome panel, do one of the following:
e Click Next to begin the installation procedure.
* Click Cancel to exit the Genesys Installation Wizard.
* Click About to open the plug-in ReadMe in your default browser.

If you clicked Next, the Select Installed Application panelis displayed (see the Figure - Select Installed Application
Panel of the Genesys Installation Wizard).
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3. The Select Installed Application panel enables you to select the Workspace application instance
to which you want to add the plug-in.

The Genesys Installation Wizard searches the target computer for an installed version of Workspace. Select the version of
Workspace in the location in which you want plug-in to be installed.

The Application Properties pane displays the name, version, and location of the selected Workspace application (see the
Figure - Select Installed Application Panel of the Genesys Installation Wizard).

4. After you have selected the version of Workspace that you want to use with the plug-in, do one of the
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following:
e Click Next to proceed to the next panel.
* Click Cancel to exit the Genesys Installation Wizard.

* Click Back to return to the previous panel.

If you clicked Next, the Ready to Install panelis displayed.
5. On the Ready to Install panel do one of the following:

* Click Install to install the plug-in on your web server, development workstation, or agent
workstation.

e Click Back to return to the Select Installed Application panel.
* Click Cancel to exit the Genesys Installation Wizard.

If you clicked Next, plug-in is installed in the location that you specified. When installation is complete,
the Installation Complete panelis displayed.

6. Click Finish to exit the Genesys Installation Wizard.
Plug-in files are copied into the target installation directory of the original Workspace deployment.
After the plug-in application is installed on the agent or developer workstation, or after it is downloaded by the ClickOnce
application (see Deploying The ClickOnce Application On Your Web Server), and after the agent is granted permission to use the

application, agents must login Workspace on a Place that is associated with a SIP DN to use the plug-in with Workspace. The plug-
in process is started automatically when Workspace applicatio