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Genesys Rules System REST APl Reference Guide

Genesys Rules System REST API Reference
Guide

APl Functions

The GRS REST API provides functions to manage:

¢ Authentication—login, logout.
e Business Hierarchy

¢ Rule Templates

¢ Rule Packages

e Parameters

* Rules

* Business Calendars

e Deployments and Snapshots

Applications or custom user interfaces (which can run in parallel to or instead of the Genesys Rules
Authoring Tool web application) can use this API to perform rule authoring and deployment.

This reference can be used to write applications that use the Genesys Rules System Representational
state transfer (REST) Application Programming Interface (API). This reference also explains the
resources and methods available to developers. Each category presents information about relevant
operations, related resources, request parameters, and return values.

Enabling/Disabling the GRS REST AP

Use of the APl can be enabled or disabled by setting the value of configuration option rest-api. In
addition, this configuration option will enable you to determine whether or not to force only SSL
communications. Genesys strongly recommends running over SSL in order to protect the
authentication tokens that flow on each request from compromise. SSL can be disabled where
appropriate (for example, testing labs, positioning server behind firewalls, and so on). Valid values
are as follows:

e disabled—(default)The REST API is disabled and will not accept any requests.
¢ enabled—The REST API is enabled and will accept both secure (https) and non-secure (http) requests.
e requireSSL—The REST API is enabled and will only accept secure (https) requests.
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Platform Support

In this release, the REST API will be available only from the Tomcat application server.
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Overview

Overview

Authentication / Security

The API is authenticated using HTTP Basic Authentication.

SSL is strongly recommended by Genesys. This allows the unique authentication token (APIToken) to
be safely sent on each request. The APIToken will be passed in the header using HTTP Basic protocol.

A configuration option—rest-api—enables a customer to control whether or not they wish to force
SSL. SSL might not be required, such as when GRAT server is positioned behind an ELB, and the
communications between the ELB and GRAT server are protected behind a firewall.

Request Format

The base URL of the APl is https://<server>:<port>/grs/vl/ .

The "v1" indicates version 1 and allows for future expansion while maintaining compatibility with
previous versions of the API.

JSON Bodies

All POST and PUT requests will contain JSON encoded request bodies, and must have have content
type of application/json, or the APl will return a 415 Unsupported Media Type status code.

HTTP Verbs

We use standard HTTP verbs to indicate intent of a request:

e GET—To retrieve a resource or a collection of resources (all Queries)
e POST—To create a resource (Create rule package, Create rule)

e PUT—To modify a resource (Modify rule package)

DELETE—To delete a resource (Delete Rule, Delete Calendar)
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Responses

All response bodies are JSON-encoded.

A single resource is represented as a JSON object:

"fieldl":

"field2":

"field3":
}

"value",
true,

A collection of resources is represented as a JSON array of objects:

[

{
"fieldl":
"field2":
"field3":
3
{
"fieldl":
"field2":
"field3":
}

]

"value",
true,

[]

"another value",
false,

[l

Timestamps are in UTC and formatted as ISO8601.

HTTP Status Codes

We use HTTP status codes to indicate success or failure of a request.

Success codes

¢ 200 OK—Request succeeded. Response included

e 201 Created—Resource created. Response included of newly created resource

¢ 204 No Content—Request succeeded, but no response body

Error codes

e 400 Bad Request—Could not parse request

¢ 401 Unauthorized—No authentication credentials provided or authentication failed

e 403 Forbidden—Authenticated user does not have access. For example, they do not have

PACKAGE_CREATE permission and attempted to create a package

¢ 404 Not Found—Resource not found. For example; Query rule package detail and the provided package

ID was not found.
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e 415 Unsupported Media Type—POST/PUT request occurred without an application/json content type.

e 422 Unprocessable Entry—A request to modify or create a resource failed due to a validation error.

In case of validation errors on a POST/PUT/PATCH request, a 422 Unprocessable Entry status code
will be returned. The JSON response body will include an array of error messages.

{
"message": "Validation Failed",
"errors": [
{
"message": "Field is not valid"
}I
{
"message": "OtherField is already used"
}
]
}

e 500, 501, 502, 503—An internal server error occurred

Configuration

By default, the new REST API is not enabled. You can enable it after upgrading to GRS 8.5.2 by setting
configuration option rest-api. In addition, this configuration option will enable you to determine
whether or not to force only SSL communications. Genesys recommends running over SSL to protect
the authentication tokens that flow on each request from compromise. However, there are situations
where SSL would not be required (testing labs, positioning server behind firewalls, etc.). In this case,
you can use the option to disable the check for SSL.

Configuration Option—rest-api
Default Value—disabled
Note—Changes to this option will require a restart of the GRAT server to take effect.
Possible Values:
e disabled—(default)The REST API is disabled and will not accept any requests.
¢ enabled—The REST API is enabled and will accept both secure (https) and non-secure (http) requests.

* requireSSL—The REST API is enabled and will only accept secure (https) requests.
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Authentication

Authentication

Request
API METHOD Syntax Body
[+]1Show
Login GET /ars/vi/ N/A
login

Response HTTP
Status Notes
Body Codes
e 200
OK—Response
Body
Provided Userid and
Password
e 401 _are provided
Unauthorizeg+seyid{c
Password  ythorization
not valid  peader.
e 422 :
Unprocessable 2PTToken—A
Entry unigue
session
[+1Show j'aplToken"
is
{ returned
on a
"message": successful
"Validation login.
[+]1Show Failed", "Userid"
{ "errors": [ and
"apiToken": . apiioken

{
"749cf21d112cc88cdeb72c441724ec

d’gust be

71e53a6a7666e8473@8cac9593f96f5dncluded

"lastlogin": 1000, on
0 subsequent
} "message" requests
c via the
"Password basic
Change authorization
Required" header.
}
] e lastLogin—(if
} available
} from
* 503—Service config
Unavailable server) is
returned
Additional
Errolrslc:)na S E Iong .
representing
* 1001—No time in
User ms since
Connection ~ €poch.
e 1002—Client
port bind
failed
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Authentication

API

Change
Password
and Login

HTTP
Status
Codes

Request
Body

Response

METHOD Body

Syntax Notes

e 1003—Max
Connections
Exceeded

A user
cannot
simply
change their
password at
any time.
The
password
must expire
or the flag to
"reset"
password
must be
enabled in
Configuration
Server.
When a user
e 200 attempts to
[+]1Show OK—Responkd in and
Body getsthe
{ ! Provided 'Password

"apiToken": n Change erid
"749¢F21d112cc8Bcd ALY g'? OReagirets
/grs/vl/

i r, the
changepassword" newPassword"'Z eg 6am66.3e8472 55%3%? fogf5er y
gln :
b 0 notvahd
}

e 503—Servic
Unavailable

[+1Show
[+]1Show

PUT

can then use
this API to
change their
Password
and log in.

UserlID and
Original
Password are
provided in the
basic
authorization
header. The
new password
is passed in the
request body. If
the password
change is
successful, the
API token and
last login time
(if available)
will be returned
(just like normal
login).
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Authentication

Request Response UL
API METHOD Syntax q p Status Notes
Body Body Codes
e 204 No
Content—Logout
successful
e 401
Unauthorized—User
not
[+]1Show logged in
or API
Token
/grs/vl/ not
logout otherwise
<br/> recognized
Optional o 422
Parameters: Unprocessable
Entr
e &force=t —Usilar
rue—log has
t even
Logout GET ou N/A N/A locked
if there resources:
are
locked [+]1Show
resources.
Any
locked {
resources "message":
will "User has
automatically lgg‘éﬁ‘:cesu
be n Il:
unlocked. [resource ’
"dmd:Rule-100",
"package3:DT-163",
"Calendar-200"
|
}
e 503—Service
Unavailable
[+]1Show
* 200
[ OK—Response
" ", body
[+]1Show ..E‘:Ziaﬂgs' provided
locked
" e 204 No
Query Locks ~ GET /qrs/vl/ N/A fﬁ:gg&?ﬁzuf Content—User
querylocks [ ' has no

"dmd:Rule-100", locked
"packagel:DT-163" fesources
"Calendar-200"

] * 401
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Authentication

Request
API METHOD Syntax Body
[+]1Show
Permissions  GET /grs/v1/ A

permissions/{tenantId}

HTTP
Status Notes
Codes

Response
Body

Unauthorized—APIToken
not valid

e 503—Service
Unavailable

[+1Show

{
"canCreatePackage":true,
"canModifyPackage":true,
"canDeletePackage":true,
"canDeployPackage":true,
"canViewRule":true,

"canCreateRule"« tpgm,

. . . OK—Response
canModifyRule": t%y

" canEdltRuleOnly" pimLS!g.ed Eas\e,g must

01
" "' permission
canbeleteRule":t 'U‘ﬁa uthorizegb—tﬁngoken

"canViewCalendar" rlcortu\éalld specified

tenant ID.
.. Len,303
canCreateCa e”da'ForBFHSen ggrQuery
o not enants to
"canModlfyCalendalq ecr get a list of
valid tenant
"canDeleteCalendaPeWh%s'on e 7o O
"canV1ewPackageSn§r§2ﬁﬁjﬂe.¢ ru%?sg?_ed I
tenant
canCreatePackageSnaspshot" itrue,
Service

"canDeletePackage$hapypilabierue,
"canViewTestScenario":true,
"canCreateTestScenario":true,
"canModifyTestScenario":true,
"canDeleteTestScenario":true,
"canExecuteTestScenario":true,
"canCreateTemplate":true,

"canModifyTemplate":true,

Genesys Rules System REST APl Reference Guide
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Authentication

Request Response UL
API METHOD Syntax Body Body Status Notes
Codes
"canDeleteTemplate":true
}
Genesys Rules System REST APl Reference Guide 12



Business Hierarchy

Business Hierarchy

Request
API Method Syntax Body
[+1Show
Query
Tenants ClET /grs/vl/ DA
tenants
[+1Show
Query
Business GET N/A
Hierarchy /9rs/vl/

tenant/{tenantId}/businesshi

Response HTTP
Bg d Status Notes
y Codes
[+1Show
{
"tenants": [ Query
{ e 200 Tenants
; ) OK—Responsgturns the
nodeld*:1, body list of tenant
. provided names and
"name":"Environment" IDs that this
}I O 401 Se .
{ Lnauthorizedh
"nodeId":104, see based
« 503—Servic@n their
"name" : "KC Unavailablelogin
Test credentials.
Environment"
}
|
}
[+1Show
{
" n ° 200
nodes”: [ OK—Response
{ body
"nodeId":346, provided
n n IIACME ° 401
name": .
Solution", UntaUt?gnzewm%lth?n
not vali the list of
"children":[ .+ 403 nodes that
Forbidden—ﬂl‘:épser'd
éra rehy does not pZ?mission
" " have
deId":458, o -
node permission O VIeW.
"name": "Financial for the
Department", specified
tenant.

"children":null )
e 503—Service

}, Unavailable

{

Genesys Rules System REST APl Reference Guide
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Business Hierarchy

API Method

Syntax

Request
Body

Response UL
Bg dy Status
Codes
"nodeId":351,

"name":"Sales",
"children":[

{

"nodeId":353,
"name" : "Outbound",
"children":null
}

I,

I

{

"nodeId":457,

"name":"Sales
Department",

"children":null

}
]I

Notes

Genesys Rules System REST APl Reference Guide
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Templates

Templates

HTTP

API Method Syntax R%%‘aeSt Re;ggnse Status Notes
y y Codes
[+1Show
{
"templates": [
“name":"test",
"version":1,
“type':"iWD", o By default,
OK—R this query
"global":false, boé; €spPona& s all
. D Do versions (u
[+]Show changeComment" : " rovided to 100) of aF;I
grs/v UnauthorizeBUbAPMRRen
tEnant/{tenantId}/templates "name" : "ABC" not valid forthg
Query <br/> specified
: . “version":2, * 403 tenant that
'tl)'ert\rplaetes GET Optional parms: ~ N/A Forbidden—ttserogged
yyp . &type=sa "type":"samples", does not in user has
mples have permission
"global":false, permission to view. To
+ &maxVers . . . for the further filter,
ions=3 bsh?ngeComment Hispedified  specify:
9 ) tenant. &type and/
; . or
! : 5UO3_S.‘|§r\é:c%zmaxVersions
"name" : "ABC", e L] eparameters

"version":1,

"type":"samples",
"global":false,
"changeComment":"Initial"
}
]
}
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Rule Packages

Rule Packages

HTTP

Request Response
API Method Syntax Body Body Status Notes
Codes
[+]1Show
{

"packages": [

"packageId": "1f51§(§£z-&é2%b¢]a5%1-81c7-1614f483c754",

||name n : ndmdu E body
provided

Ilt II:II 'L II'
ype":"samples' 401

"businessName": "xmauthorized—APlToken
not valid  User must

[+]1Show "description”:"SamplePackagehave
¢ 403 permission
Query GET N/A "templates”: [ Forbidden—tis@few the
Packages /grs/v1/ does not  specified
tenant/{tenantId}/businessnode/{nodeld}/packageave tenant and
permission business
"name" : "XYZ", for the node.
) specified
"version":1, tenant or
"type":null, 2332%5
"global":false,, 503—Service
"changeComment" :nuL'maVallable
}
1
¥
1
}
[+]1Show
e 200
OK—Response
{ body
[+]1Show provided
Query "packageId":"1fb18a53-17b2-4ael-81c7-1614f483c754",
* 401
PDaectI;EialgsJe GET /grs/vl/ N/A ' "name":"dmd", Unauthorized—APIToken
tenant/{tenantId}/businessnode/{nodeld}/packagegt RadicpgeIld}
"type":"samples",
* 404 Not
"businessName" : "X¥Bund—could
not find
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Rule Packages

Request

API Body

Method Syntax

[+1Show

{

"name" :"XYZ",

Response UL
Body Status Notes
Codes
"description":"SamplePackage
Note: Must
enable
wildcards
for this
to work
decision-
Zﬁgtié specified
wildcards=true", ﬁicﬁzge
" ", Query
templ?tes | Packages
to obtain
"name":"XYZ", correct
ID.
"version":1, .
* 503—Service
"type" ;samples, Unavailable
"global":false,
"changeComment":"Initial"
}
|
}
[+]1Show 201
Created—Response
{ body
"packageId", provided
"f44268af -
dd9e-4035-balf-* 401

"type":"sampleatd53d78fc89",

"businessName" ! hawa" ; "XYZ",

Unauthorized—APIToken
not valid

403

"description": "$gpplePsakpies", Forbidden—User

Note: Must
enable
wildcards
for this

[+]1Show

Create

Package —

/grs/vl/

tenant/{tenantid}/businessnode/{nodeld}/packa

work
decision-
table-
enable-

does not

"businessName": "X¥&ve

permission

"description”:"Sagglaprckage”,

"templates": [

{

"name":"Existing

wildcards=trueTemplate",

"templates": [
{

"version":7

I
{

"name" :"Existing

Template",

"name":"A
new

%pecified

tenant or
business
node, or
does not
have
proper
permission
to
perform
this
operation.

Genesys Rules System REST APl Reference Guide
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Rule Packages

API

Method

Syntax

Request
Body

"version":7
}I
{

"name":"A
new
template"”,

"version":2
b
1

Response
Body

template",

"version":2

}
]

HTTP
Status
Codes

Notes

o 422
Unprocessable
Entry—Field
Validation
Error

[+]1Show

{

"message":
"Validation
Failed",

"errors": [

{

"code" :
HIOGOH’

"field"
"name" ,

"message":
"package
name must
be
specified"
}

]

}

Other possible
return values:

* 1001—name—package
name
contains
invalid
character(s)

* 1002—name—package
name
cannot
contain
java
keyword(s)

* 1003—name—package
name
already
in use

* 1004—type—package
type

Genesys Rules System REST APl Reference Guide
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Rule Packages

Request
Body

Response

API Body

Method Syntax

[+1Show

[+1Show {

unameu XYyzZ" E

{

"type":"samples",
"businessName": "New
Business
Name",

Business

Name",
"description":"New
Description",

[+]1Show Description",

"templates": [

Modify {

"templates": [
Package

/grs/vl/

"description":"Ne

HTTP
Status
Codes

Notes

must be
specified

1005—templates—specified
template:

{templatename}

version:

{version}

not

found

1006—businessName—business
name

already

in use

503—Service
Unavailable

200
OK—Response
body
provided

401
Unauthorized—APIToken
not valid

403 User must

"businessName": "N%rbidden_ﬂgé?FY PACKAGE

does not
have
ermission
or the
specified
tenant or
business

permission.
User can
modify the
following
fields:

businessName

tenant/{tenantIdjpelsiX¥Zsnode/{nodeld}/packagegdpacitageld}

"name" : "SamplePaclchges not

"version":1
}, "version":1
{

+
"name":"AnotherTdmplate",

"version":2
} .
"version":2

}

]

]

¢ description
have
proper
permission
to

perform

* templates

Any other fields
modified will be
ignored.

"name":“AnotherTeﬁBﬁ%teT,

operation.

422 -
Unprocessable
Entry -

Field
Validation
Error

Genesys Rules System REST APl Reference Guide
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Rule Packages

Request Response UL
API Method Syntax Body Body ?:?c::::

[+]1Show

Notes

"message":
"Validation
Failed",

"errors": [

{

"code" :
" 10@6" E

"field" :
"businessName",

"message":
"busnessName
already in
use"

}

* 1005—templates—specified
template:
{templatename}
version:
{version}
not
found

e 1006—businessName—business
name
already
in use

e 503—Service
Unavailable

[+]Show e 204 No

Content—Rejugpsdust
Delete if have
Package DIEEEVE /grs/vl/ i e successful  paCKAGE DELETE
tenant/{tenantId}/businessnode/{nodeId}/packa@%ﬁ%@@@gebﬁrmission_

* 401

Genesys Rules System REST APl Reference Guide 20



Rule Packages

Request

API Method Syntax Body

Response
Body

HTTP
Status Notes
Codes

Unauthorized—APIToken
not valid

403
Forbidden—User
does not
have
permission
for the
specified
tenant or
does not
have
proper
permission
to

perform
this
operation.

404 Not
Found—Could
not find
specified
package

ID.

503—Service
Unavailable

Genesys Rules System REST APl Reference Guide
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Parameters

Parameters

API Method
Query
Parameters SET

Syntax

[+]1Show

/grs/vl/

Request

N/A

Body

Response UL
Status Notes
Body Codes
[+1Show
Returns a
list of
{ parameter
information
"parms": [ based on the
combination
n n,.n n Of a”
name-:"age", - templates/

T Dome " versions
type":"integer”, OK—Respongssigned to
5 ren.ng. RRAY the specified

constraints":"0: provided rule
"keysAndValues";nyhy package.
1' Unauthorizegh—ARhToken
not valid  parameter (eg,
"age",

"name" : "educatipn;‘l03

"gender", etc) it

Forbidden—[§&&ps the

type®:"list, does not
"constraints":nulfave
permission
"keysAndValues": [ for the
specified
{ tenant

tenant/{tenantId}/package/{pa.%lé@ge:l%%%%ﬂacme'tel%

e 404 Not integer/numeric
"value":"High  Found—coul J?ﬁf;ﬁ’e?ave
School not find bounds
Drop-out” specified  rendered as:
} package Ilggr;sgtlll’alnts 3
! ID. Use -
{ Query If there is no
Packages Iupperé)ounéi,o
" W " i ower bound 0:
key":"ged", tCC;rgZE?In "constraints: :
Q..
"value":"G.E.D." ID.
. No lower
}, e 503—Servic®ound, upper
Unavailable bound 99:
"constraints" :
{ vi:ggn
"key":"hs", Strings can
have regex
"value":"High exprzessions
n such as:
schoot "constraints":">"\\d{5}$|~\\d{5}
} \d{4}s$ ",

ype, any
constraints, and
if a list of
selectable
values are
returned, it
returns the list
of keys/values.

For constraints,

Genesys Rules System REST APl Reference Guide

22



Parameters

Request

API Method Syntax Body

Response UL
Status
Body Codes

{

"key":"associate",

"value":"Associate
Degree"

}I
{
"key":"bachelor",

"value":"Bachelor

Degree"
}I
{
"key":"master",
"value":"Master's
Degree"
}I
{
Ilkeyll : llphdll )
"value":"phD"
}
|
}
{

"name":"zipCode",
"type":"string",
"constraints":">"\\d{5}$|
“\\d{5}-
\\d{4}s$ ",
"keysAndValues":null
}

1

}

Notes

Genesys Rules System REST APl Reference Guide
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Rules

Rules

API

Query Rules
in Package

Method

GET

Syntax

[+]1Show

/grs/vl/

tenant/{tenantId}/package/{packagefd}/Plhcgekbrt,@nant

Optional
parameters:

e &nodeld=
457

¢ &baseSal
ience=9
9000

Request

N/A

Body

Response UL
Status Notes
Body Codes
[+1Show
{
"rules": [
{ « 200

OK—Response
“ruleld":"f22d35fedye-4172-8e62-97864c47579%a",

1provided
"ruleType":"DECISION TABLE"

» User must
e 401 -~

extRuleId": DT-1@naut?or,zeQm§pr¥ﬁn

"name": "DEF", TSIt I permission
. * 403 By default, this

"description”:"Samgidden—blsey returns
does not  all rules in the

"phase":"2nd", have specified
ermi package. To
"calendarId"-"Cah? 51519“ further filter,
specify:

&nodeld, which
returns only
rules at that

speC|ﬁed

“locked":false, ID,or node within the
does not  rule package.
"lockOwner":null, have the Notes: If

correct "nodeld" is set

u ; ", R fl to "pkg", API
dateEffective": nlﬂé.rm|ss|on V\?illeetgurn only
for this

" . ul. rules at the
dateExpired 'mﬂbperation. package level.

For sub-node,

"pendingSnapshoi"” 2paRiot set both
}, odeld" and
{ Found— COUI aseSalience"
not find values for the
m M o € n e n
ruleld 820a0434°‘9fe%5' fhaa! @@ﬁfd f%201a17282",
these are
"ruleType": "DECISIBN Y3BLE" , returned on the
Query "Query
"extRuleId":"DT-148®Ckages Business
to obtain Hierarchy" API
"name":"3rd", correct
ID.
"description":""
. 503—Service
"phase":"3rd", Unavailable

"calendarName":"none",

"nodeId":"pkg",

Genesys Rules System REST APl Reference Guide
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Rules

Request Response UL
API Method Syntax Body Body i?;:ss Notes

"locked": false,
"lockOwner" :null,
"dateEffective":null,
"dateExpired":null,
"pendingSnapshot":true

}I
{

"ruleld":"a60416af-80a9-4378-be58-785c12b3ba8e",
"ruleType":"LINEAR",
"extRuleId":"Rule-100",

"name":"1lst
Date",

"description":"Basic
criteria",

"phase":"1lst",
"calendarName":"none",
"nodeId":"pkg",
"locked": false,
"lockOwner":null,
"dateEffective":null,
"dateExpired":null,
"pendingSnapshot":true

’

{

"ruleId":"061619bb-
de47-4bda-80al-2elade5fa0l0",

"ruleType":"LINEAR",
"extRuleId":"Rule-110",
"name": "Default",
"description":"Default
is NO WAY

BUDDY",

Ilphasell : n S
none--",

Genesys Rules System REST APl Reference Guide 25



Rules

Request

API Method Syntax Body

[+]1Show

Query Linear
Rule Body GET /grs/vl/ N/A

Response UL
Status
Body Codes

"calendarName": "none",
"nodeId":"pkg",
"locked":false,
"lockOwner" :null,
"dateEffective":null,
"dateExpired":null,
"pendingSnapshot":true

’

{

Notes

"ruleld":"65cda7d5-09b4-47ec-9f7d-

d90144be7f89",
"ruleType":"LINEAR",
"extRuleId":"Rule-130",

"name" : "Check
day",

"description":"No
dating on
holidays!'",

Ilphasell : n I
none--",

"calendarName":"Calendar 117",

"nodeId":"pkg",
"locked": false,
"lockOwner":null,
"dateEffective":null,
"dateExpired":null,
"pendingSnapshot":true

]

[+]1Show
« 200

User must

OK—Responbave

body

RULE_VIEW

{
tenant/{tenantId}/package/{packageId}/linearrq&ﬁﬁﬁ@&ﬁ{rukﬁid&ﬂsgon

Genesys Rules System REST APl Reference Guide
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Rules

Request Response UL
API Method Syntax Body Body i?;:ss Notes

"ruleld":"a60416af-80a9-4378 Ops®8al’85c12b3ba8e",

Parameter:
" nan n &version=xxx
ruleType":"LINEAR", (specifies an
i X
"extRuleId":"Rule-100", ﬁ?{giﬁﬁ?"’”
Description of
"name":"DEF", the results:
"description":"Basic e conditio
criteria", nTyp
n u n n e_Either
phase”:"1st", "condition”
" " or
calendarId": CalglrJMara:U. , . gg&gﬁé
" - " nauthorized— n
nodeld":"pkg", not valid used for
"locked":false,, 403 I(?Eerators
. e
R Forbldden—Use;.1 "
lockOwner":null, does not "glrj"d ,
"dateEffective": nﬂq\{e_ . "nOt"'
permission
"dateExpired" :nulfor the « sentenc
specified e—The
"pendingSnapshot" fenant original
. . ID, or sentence
conditions": [ does not from the
{ have the template
. s .o correct
conditionType": %Eﬁan, + segmentL
"label": "Age E)oretrgltsi ] éfi;;;re
is between P on.
" parameters
! e 404 Not used (eg,
"sentence": "Age Foun_d—could "{age}")
is between not find and any
{age low} specified intervening
and rule ID. text
age high}",
{age_high} . 503 isr(]aparated
"segmentList":[ —Service
Unavailable segments.
"\"{age_low\"", e parmlLis
. . t—The
and ", substituted
) variables
II\II{ageihlgh}\ll n (for
' example,
"parmList": [ "20")
nyan Note: Use
20", Query
R R Parameters to
and", fetch the type
of each
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Rules

Request

API Body

Method Syntax

Response 51::-:5
Body Codes
n 24 n
1
} ’
{

"conditionType":"condition",

"label":"Education

is ",
"sentence":"Education
is

\"{education}\"",

"segmentList": [

"\"{education}\""

"parmList": [
"bachelor"

]
}I
{

"conditionType":"condition",

"label":"Employed

n
’

"sentence":"Employed
{employed}",

"segmentList":[

”\"{employed}\""

"parmList": [
"true"

}I
{

"conditionType":"condition",

]

"label":"Income
is at
least ",

"sentence":"Income
is at

least

{income}
annually",

Notes

parameter (eg,
"age", "name",
etc), any
constraints and
any drop-down
values. This
information is
not repeated for
each condition/
action but can
be queried
separately and
applied to
control what
the user is able
to type for each
value.
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Rules

Request

API Method Syntax Body

Response UL
Status Notes
Body Codes

"segmentList": [

"\"{inCOme}\" n ,

annually"
] ’

"parmList": [
"25000.00",

"annually"

]
}
{

"conditionType":"condition",

"label": "Number
of loans
less than

’

"sentence" :"Number
of loans
less than
{loans}",

"segmentList": [

||\||{‘Loans}\|l "

"parmList": [
II3II
|
}I
{

"conditionType":"condition",

"label":"Savings
between ",

"sentence":"Savings
{savings low}

and

{savings high}",
"segmentList":[
"\"{savings low}\"",

" and n k
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Rules

Request

API Method Syntax Body

Response UL
Status
Body Codes

"\"{savings high}\""

"parmList": [

II160II ,
Ilandll ,
IIZOOII
]
}
]I

"actions": [

{
"label":"Decision
iS u’

"sentence":"Decision
is

\"{decision}\"",
"segmentList": [

"\"{decision}\""
]I

"parmList": [

uOKu
]
}I
{

"label":"Additional
action: ",

"sentence":"Additional
action:

\"{aCtion}\"",
"segmentList":[

u\u{action}\uu

"parmList": [
"Reference"

]
}

Notes
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Rules

Request Response LY
API Method Syntax - p Status Notes
Body Body
Codes
Lt lnEe User must
have
{ RULE_VIEW
"ruleld": permission
"2ellaaa7-12c4-4cf2-8a74- 4dbfcf8ed76e",
“ruleType®: Parameter
"DECISION TABLE",
"extRuleId": . &versi
IIDT_2@8II ) _Verslon
"name" : (—<XX){;
"test dt specifies
2" 200 an
"description": =~ OK—Response earlier
o body version
"phase": provided of the
||1st|| , rule)
"calendarId":"Ca1éfdar 117",
"nodeId": UnauthorizegesBlaken
"pkg", not valid  the results: This
"salience": B qutery \glrl]”
100000 4 return the
o ‘1. ; 1 jon and
bcLevel": Forbidden glé’lkgﬁ ey
1, does not ¢ pe shown in
"locked": have a decision
false, permission ta.ble, along
[+]Show nb?%'fowner : ioztc?ﬁ?ed ;VL:g‘stti?Stion
Query "dateEffective": tgnant dats BiiEiE .
Decision GET N/A null, e
Table Body /grs/vl/ 9 Ef ID, or M@, el (90
tenant/{tenantId}/package/{p3 @aLge &)f‘}_geusmrﬁ@é},qk@tiy/{FQE[%'I‘G"'}‘tha”d
ons e
"pendingSnapshot"have the  foiowing'is
true, correct returned:
"conditions": permission
[ for this e sentenc
{ operation. e—The
"header": original
less than", Found—could  from the
"sentence": not find template:
AAUEE 25 specified Health is
less than rule ID " "
{debt}", : {health}
"factType": 503 . segmentL
'Debt is —Service EIR o
Less e Unavailable iginal
{debt}" origina
"factField": parznzeters
null, used (eg,
"constraintValueType": "{age}")
5, and any
"segmentList": intervening
["\"{debt}\""] text
iz separated
in
"header":
"Age is segments.
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Rules

Request

API Method Body

Syntax

HTTP
Status
Codes

Response
Body

between",
"sentence":

"Age is

between

{age low}

and

{age_high}",
"factType":

"Age is

between

{age low}

and

{age_high}",
"factField":
null,
"constraintValueType":
5:
"segmentList":

[

"\"{age low}\"",
" and ",

"\"{age high}\""
1

}

]I

"actions":

[

{

"header":
"Decision

is",
"sentence":
"Decision

is
\"{decision}\"",
"segmentList":
["\"{decision}\""]
}I

{

"header":
"Stop
processing",
"sentence":
"Stop
processing",
"segmentList":
["Stop
processing"]

]I

"data": [ [
null,
"DTR-209",
"33333",
II22II )

Ilandll )

Notes

Example: [
"Health is",
"{health}" ]
Note: Use
Query
Parameters to
fetch the type
of each
parameter (eg,
"age", "name",
etc), any
constraints and
any drop-down
values. This
information is
not repeated for
each condition/
action but can
be queried
separately and
applied to
control what
the user is able
to type for each
value. The
actual decision
table data is
returned as a
two
dimensional
array
representing
the rows and
columns of the
decision table.
The first column
is always
"NULL" as it
represents the
generated
drools ID and is
not modifiable
by the user.
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Rules

Request Response LY
API Method Syntax q p Status Notes
Body Body
Codes
II23II'
IIOKII’
"Stop
processing"
11
}
201
Created—Rddpensrust
body have
provided RULE CREATE
and
© 401- RULE VIEW
UnauthorizegarAREiokRN
not valid
e ruleT
[+]Show - 403- ! oELTs
Forbldden—Use? N TAB
[+]1Show does not LE or
{ have
permission LINEAR
{ "ruleId": "f22d35f('fo¢3j:@-41f2-§eﬁ%-09€7f64c47579a" ,
. a1 SRecified d—pkg to
ruleType": "DECESTION LEARLE DT-1q§nant cregtgat
"name": "My "ruleType": "DECIS%B(I 0IrABLtE" , package
New Rule", hgsz no level,
"name" : "My otherwise
[+]Show "description":Ndy Rule", proper the node
Description”, permission ID
Create Rule POST /grs/vi/ "description":"Myto returned
tenant/{tenant], g?égcIiagé//{pe[l)gléacgrelf&}l}apul’e pe_rform in Query
S€ »phase" : "My this ; Business
: operation. i
"calendarId":"ehbsedar 117", P Hierarchy.
° 422 - + dateEffe
"nodeld":"pkg" calendarId":"Calamprodédsable ctiv
. . Entry—Field  e_—null
dateEffective”n2aé3idd234884, \/3lidation or
"dateExpired”: 32436E734a4ive" : 234394234334, timestamp
} (ms
"dateExpired": $3A2A934 since
} EPOCH)
{ e dateExpi
" " red—null
message  :
"Validation or
Failed", tlmeStamp
(ms
“errors": [ since
{ EPOCH)
"code" :
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Rules

Request

API Method Syntax Body

Response
Body

HTTP
Status Notes
Codes

"1000",

"field" :
"ruleType",

"message":
"ruleType
must be
either
DECISION TABLE
or LINEAR"

H

{

"code" :
"1001",

"field"
"phase",

"message":
"phase is
not valid"
}I
{

"code" :
"1002",

"field"
"calendarId",

"message":
"calendarId
is not
valid"

}I

{

"code" :
"1003“,

"field" :
"nodeId",

"message":
"nodeld is
not valid.
Must be
either pkg
or a
node ID
that is
valid for
this user"
}I
{
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Rules

Request Response UL
API Method Syntax B Status Notes
ody Body C
odes
"code" :
"1004",
"field"
"date",
"message":
"dateExpired
is before
dateEffective"
}
]
}
e 503—Service
Unavailable
e 204 No
Content—Request
was
successful
e 401
Unauthorized—APIToken
not valid ust have
RULE VIEW
e 403 and
Forbidden—REEE MODIFY
does not  permission.
have
permission t’osbet;icna” el
for the exclusive
[+]1Show specified  access) to a
tenant rule by issuing
Lock Rule GET Jgrs/vi/ N/A N/A I, @y LOCK will be n

tenant/{tenantId}/package/{packageld}/lockrul

eg'g\?/glﬁ?éj} effect until

UNLOCKED by

correct the user, or
P until the user's
perm|.SS|on APIToken times
for th|5. out (session
operation. timeout, default
30 min). A lock

404 Not is required to
Found—coulgedify or

not find elete the rule.
specified

package

ID or rule

ID.

412
Precondition
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Rules

Request Response UL
API Method Syntax Body Body Status Notes

Codes

failed—another
user

holds the

lock for

this

resource

e 503—Service
Unavailable

» 200
Successful—Response
body
provided

. 401

UnauthorizeQS{@?Pﬁ'@ﬂ;ng
[+]Show notvalid 5jnq —

[+1Show e 403 RULE_VIEW

. { Forbidden—PgEpission.
To modify does not  User must
something in r
rule summary  “ruleld":"f22d35fhavae-41f2 {:%%‘E-E%%Mcwsma" ,
(name, phase, permission '
etc): "extRuleId":"DT- 163 the The

specified following

User must

"ruleType": "DECISHalMJHBLE", fields can
{ D or modified on
"name" : "New y the rule
"name" : "New . does not
[+]Sh0W Name" Name", have summary.
"description”: "NefOPE€r ﬁnly(/jother
n . . n,n . . . elds
Unlock Rule GET /grs/vi/ desErlptlon ‘DM€ ription*, permission specified will
tenant/{tenantP§¥fpackage/{packageId}/rule/{ri@Id} be ianored:
"bhase" : "phase": "New perform g :
p asg :"New Phase", this
Phase®, operation. ° Nname
"calendarName"'C'glié\ﬁndarName :.Ni\'(vm Not e descript
ca'Lu , ’

Found—could 10N
"dateEffective" n8g86g99985g, » not f!nd * phase

specified
"dateExpired":588585558&51"6":9%%@958899' « calendar

} "da‘ceExpired":9994@985584)e ¢ effectiv
1} ’ e date
e 412 .

Precondition ®* €xpired
Failed—Rule date
was not
locked
first

° 422
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Rules

Request

API Method Syntax Body

Response
Body

HTTP
Status
Codes

Unprocessable

Entry—Field
Validation
Error

[+]1Show

{

"message":
"Validation
Failed",

"errors": [

{

"code" :
"1000",

“field"
uphaseu ,

"message":
"phase is
not valid"
}I
{

"code" :
"1001",

"field"

"calendarName",

"message":
"calendarName
is not
valid"

I

{

"code" :
"1002",

"field"
"date",

"message":
"dateExpired
is before
dateEffective"
}
1
}

Notes
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Rules

Request Response UL
API Method Syntax =2 i Status Notes
y y Codes
e 503—Service
Unavailable
e 200
Successful—Response
body
provided
e 401
Unauthorized—APIToken
not valid User must
. 403 have
Forbidden— EiQEF MODIFY
. [+]1Show does not
To modify have RULE_VIEW
something in permission permission.
rule { for the User must
summary e have rule
(name, "ruleId":"f22d35f Pﬁg-eﬂfz LBGREY864c47579a" ,
phase, etc): . o d , or The
[+]1Show extRuleId":"DT- lc?és not  following
. . fields can
{ ruleType": DECIsi;)m;\cb)%?éxrBLE ' modified on
ieci the rule
"name" : "New permission
[+]1Show iname": "Ney  Name", to summary.
_ Name" , perform Any other
Modify Rule ~ PUT p—— "description”: "Newhis fielels
tenant/{tenantfd??ﬁééﬁéé@?{pa@éﬁg lf&f‘/orul'e/{ ruiaRegation. Zzeigrilggecviv'm
phase"'"New e 404 Not
"phase":"New Phase" Found—could name
Phase", not find .
"calendarId"'"Calesrﬂj@{iﬁW", e descript
"calendarId":"Calendar 117" package ion
nodeId"T"pkg",
) ID or rule « phase
"dateEffectlve" 99999999999, Y
"dateEffective":99599999999, y
"dateExpired”:99999999999 * calendar
} "dateExpired":999 99(? .
1} reconditions effectiv
Failed— e date
Rule was .
not * expired
locked date
first
e 422
Unprocessable
Entry—Field
Validation
Error
[+1Show
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Rules

Request
API Method Syntax Body
[+]1Show [+1Show
Modify
LINEAR rule PUT
body /grs/vl/ {

Response
Body

[+]1Show

HTTP
Status Notes
Codes

{

"message":
"Validation
Failed",

"errors": [

{

"code" :
"1000",

"field"
"phase",

"message":
"phase is
not valid"
}I
{

"code" :
"1001",

"field"
"calendarName",

"message":
"calendarName
is not
valid"

}I

{

"code" :
H1002“’

"field"
"date“,

"message":
"dateExpired
is before
dateEffective"
}
]
}

e 503—Service
Unavailable

User must
* 200 have
Successful—RESpHHELFY
body permission.
User must
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Rules

Request

API Body

Method Syntax

"conditions":["ruleId": "a60416aPr§’é’ége£‘37s be58-785c12b3bage"

Response UL
Status Notes
Body Codes

{
ruleType®: I‘I'\'EAPUr’lauthonzed—APIToken
"conditionType":"condition" alid
"extRuleId"-"Rule'%ﬁbV
"label":"Age e 403
is between "name":"1st Forbidden—User
’ Date”, does not
sentence“'”Agédescrlptlon"'"Baglﬁye
is between criteria” permission pove rule
{age low} for the LOCKED. To
and "phase":"1st", specified modify
{age_high}", tenant ID P
"calendarId":"Calendar7117",iﬁg&i&?¥lﬁén
"segmentList": [ package
"nodeId":"pkg", ID or gggy,pafs
..\..{age Tow\"" Ire rule
tenant/{tenantId}/package/{pédhﬁ@@ﬁd}ﬁkﬂﬁearrq%gpgdy/{rugggggéﬁyk;y
Optional "lockOwner" :userOf&Opgr . actions),
parameter: "\"{age high}\"" PErmiSsion regardless of
, "dateEffective":ndPl, whether
e ?checkIn perform they were
Comment  "parmList":[ "dateExpired":nulthis updated or
=My operation. not (eg, this
"20", "pendingSnapshot":true, . !
comment “and", "conditions":[  Found—coulgPlacement
[ not find of rule
appears nogn S 'y body). If the
in audit . . ., specified h
tab and ] conditionType": "¢omdipion", Change
ab an 1 causes the
package 1, "label":"Age * 412 rule to not
history is between Preconditiornvalidate, a
tab for "actions":[ ", Failed—Rule422 will be
the rule) { ) . was not  returned
. W .. .sentence™:"Age |ocked with a list of
lla?el :"Decisienbetween first "compiler
s = {age_low} errors". The
and . 422

"sentence":"Dedageohigh}",

is

\"{decision}\""segmentList": [
"segmentList":[\"{age low}\"",

"\"{decision}\""and ",

]I
"parmList": [

HOK"

changes
Unprocessah|g\e stil|
Entry—Rule heen

does not

- committed.
validate

[+]1Show

H\H{age hlgh}\""
I message :

"parmList": [ "Valldatlon

Failed",
HZGH’

"errors": [
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Rules

Request
API Method Syntax Body
}
To modify
[+1Show condition/
action
columns and
/grs/vl/ row d_ata,
tenant/{tenantPasspitkage/{p
"conditions",
Optional llactionsu
parameter: and "data"
e elemgn_ts. If
Modify Comment conditions’
DECISION PUT =My or "actions
TABLE rule change are no(; ]
body (check in Passed, then
comment NO changes
appears m;l d?ee
in audit " N
=5 e data" must
package always be
history passed.
tab for If only "data" is
the rule)  changing
(values

changed, new

Response HTTP
Body Status Notes
Codes
"and",
n 24 un
]
}
] ’
{
"actions": [
{ "message":
"Validation
"label":"Decisedgmor 1"
is ", +
{
"sentence":"Decision
is "message":
\"{decision}\"*Yalidation
error 2"

"segmentList": [ }
"\"{decision}\}"

e 503—Service

"parmList":[ Unavailable
"OK"
]
}
]
}
[+]1Show User must
* 200 have
Successful—fRRIPMOBTELFY
{ body and

"ruleId": provided RULE VIEW

E
A LR ORI e

n " i = t
DECISION TABLE", Una uthonzeHa—\/é%j(en

xRt notvalid | 5ckeD. To
"name" : e 403 modify o
"test dt Forbidden—gR@ething in
2%, does not DECISION
"description": have TABLE body,
; permission Pass entire
IR for the rule body
LSt e SPesified,, (@l
calendarId": cal%enanéﬁg » conditions/
"nodeId": actions/
”pkg n , or
"salience": package data),
100000, ID, or regardless of
"bcLevel": does not  Whether
1L, have they were
"locked": proper updated or
false, permission not (eg, this

is a total
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Rules

Request Response LY
API Method Syntax =2 i Status Notes
ody y Codes
rows inserted, "lockOwner" :
other rows null,
deleted, etc), "dateEffective":
just pass in the
changed "data" null, . to
structure (see "dateExpired": perform
below). null, . ) this
"pendingSnapshot" ; ion.
[+]1Show true, operation
"conditions": e 404 Not
L Found—could
“conditions i ) not find
[ header": specified
{ ‘Debt is rule ID
"header": less than", '
"Debt is "sentence": o 412
lese ey (Debts precondition
"Debt is {debt}", Failed—Rule
less than "factType": BRI
{debt}", "Debt is locked
"factType": less than first replacement
"Debt is {debt}", of rule
less than "factField": ° 422 body). If the
{debt}", null, Unprocessahie, jqe
"factField": "constraintValueTypdry—Rule o cocthe
nutt, 5, , 0es not - ja to not
“constraintValuetgpmehtList": validate validate. a
5, ["\"{debt}\""] 422 will be
"segmentList":}, [+1Show
["\"{debt}\""1{ returned
Y, Rt with a .|ISt of
{ "Age is { "compiler
"header": between", "message" : errors". The
"Age is "sentence": "Validation changes
between", "Age is Failed", have still
"sentence": between been
"Age is {age_low} ‘errors": [ committed.
between and {
{age_low} {age high}",
and "factType": "message":
{age_high}", "Age is "Validation
"factType": between error 1"
"Age is {age low} Iz
between and {
{age low} {age high}",
and "factField": "message":
{age high}", null, "Validation
"factField": "constraintValeeTppe2!
null, 5,
"constraintValueégmehtList": |
5' [
"segmentList": "\"{age low}\"",
[ " and ", * 503—Service
"\"{age _low}\""\"{age_high}\"" Unavailable

and ", ]
"\"{age high}\}"
]

’
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Rules

API

Method

Syntax

Request
Body

)

] r
"actions":
[

{
"header":
"Decision
ig",
"sentence":
"Decision
is

Response HTTP

Status

Body Pk
uactionsu:

\"{decision}\"J,

usegmentListu:"he dore
; \'decisionbhpelicion
{' dsi ,
"header": "sentence":
"Stop : TDeCiSion
P is
processing’,  \(gecision)\*",
"Stop . "segmentList":
processing" ["\"{decision}\""]
..SegmentList.. 0 },
["Stop { )
ing" header":
processing"] "Stop
] processing",
' "sentence":
"data": .
null . Stop
n : n process_lngu’
S "segmentList":
n ! m ["Stop
"32333 ' processing"]
"and" , ]
ugiu’ ”datau: [ [
"Stop null,
processing" ”?TR-209 ,
%] "33333",
II22||’
Data ”ggg ,
changed o
?nly "Stop
"data": [ [ processing"
null, %]
IIDTR_ZOQII’
"44444",
"33u'
"and",
"44u'
"OK",
"Stop
processing"

11

Notes
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Rules

Request
API Method Syntax Body
}
[+]1Show
Delete Rule DELETE /grs/vl/ N/A

Response
Body

N/A

HTTP
Status Notes
Codes

204 No
Content—returned
if

successful
operation

401
Unauthorized—APIToken
not valid

403

Forbidden—User

does not

have

permission

for the

specified

tenantor  yser must
does not  paye
have RULE_DELETE
proper and

permission RULE VIEW

to i .
tenant/{tenantId}/package/{packageId}/rule/{rylefdim permission.

[+]1Show

Validate Rule GET Jars/vl/ N/A

[+]1Show

- User must
this have rule
operation. LOCKED

404 Not
Found—could
not find
specified
package

ID or rule

ID.

412
Precondition
Failed—Rule
was not
locked

first

503—Service
Unavailable

204 No User must
content—Rulave
validates RULE_VIEW

{
tenant/{tenantId}/package/{pé‘ﬂieexgab@}'/‘.validategu@@éggﬁmgpﬁrmission,
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Rules

API Method Syntax

Request

Body

Response
Body

"Validation
Failed",

"errors": [

{

"message":
"Validation
error 1"

}I

{

"message":
"Validation
error 2"
b
|
}

HTTP
Status
Codes

Notes

401
Unauthorized—APIToken
not valid

403
Forbidden—User
does not
have
permission
for the
specified
tenant

ID, or
does not
have
proper
permission
to

perform
this
operation.

404 Not
Found—could
not find
specified
rule ID.

422
Unprocessable
Entry—Rule
does not
validate

[+1Show

"message":
"Validation
Failed",

"errors": [

{

"message":
"Validation
error 1"

}
{

"message":
"Validation
error 2"

}
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Rules

Request Response UL
API Method Syntax Body Body Status Notes

Codes
1

)

e 503—Service
Unavailable
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Business Calendars

Business Calendars

API Method Syntax
[+1Show
Query
Business GET
Calendars /grs/vl/

tenant/{tenantId}/package/{p

Response UL
Body Status Notes

Codes

[+]1Show

"calendars":

[

"calendarId":

"dcc4a39b-3442-4408-a907-b85c44663681",

"extCalendarId":

"Calendar 117",* 200

"name" : OK—Response

"Dad's body

Dating provided

Calendar",

“locked" : e 401

false, Unauthorized—APIToken

"lockOwner": not valid

null,

"weekStarts": * 403

6, Forbidden—User

"weekEnds": does not

7y have

"dayStartsHour": permission

L ., forthe

dayStartsMin": specified

30, tenant Need

"dayEndsHour": D. or CALENDAR_VIEW

%%%%%%M%al:endaréoes not  Permission.

0, have the

"timeZoneId": correct

"EST" permission

e for this
operation.

"calendarId":

"fdc4a39b-3442-44404dt-b85c44663622",
"extCalendarId": Found—could
"Calendar 190", not find

:Rami;: specified
nother

ackage
Calendar", ﬁ) g
"locked": ’
false, . e 503—Service
lockOwner": Unavailable
null,
"weekStarts":
1:
"weekEnds":
7:
"dayStartsHour":
8:
"dayStartsMin":
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Business Calendars

HTTP

Request Response
API Method Syntax Body Body i?;:ss Notes

30,
"dayEndsHour" :
11,
"dayEndsMin":
0:
"timeZoneId":
"America/
Cayman"

}
1}

[+]1Show For

exceptions,

the following
{ applies:
"calendarId":"decsaPb-3442-44Q8-a907-b85c44663681",

OK—Response
"externalId":"Calm_ll ") o HOLIDAY

ame" - "Dad ' < provided Ejear; |irse
Dating . e 401 non-
Calendar", Unauthorized—gRJfRKken
"locked":false, not valid ¢ TIME CHA

} oty 403 NGE
lockOwner":null, Forbidden—Usefworking

"weekStarts":6, does not range
have specified)
"weekEnds":7, permission
[+1Show for the placement
Query "dayStartsHour":1Bpecified
Business GET N/A tenant . F;XED -A
Calendar /grs/vl/ "dayStartsMin":30)D, or single
Body tenant/{tenantId}/package/{packageId}/businessggéenggt-body/{daterfamIid}
"dayEndsHour":23, have the 1, 2015)
" - correct . s
dayEndsMin":0, permission Tlc)z)fczd
"timeZoneld": "ESTIE(’)retrgI;on contains
) P ' time
"exceptions":[ , 404 Not stam
{ Found—could p
"name":"Ch ristmas'n,Ot find o
specified ANNUAL -
"type": "HOLIDAY", calendar same
ID day each
"placement":"FIXED" year

* 503—Service (Dec 25)
"fixedDate" :3094914B8y¥aj|lable

* annua

"annualMonth":0, Mon
th:

"annualDay":0, 1-12
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Business Calendars

Request Response LY
API Method Syntax R i Status Notes
y y Codes
" : . * annua
relativeType":null, 1Day
"relativeDayOfWeek":0, :
1-31
"relativeMonth":0,
* RELATIVE
"timeChangeStartHour":0, - 1st
Thursday
"timeChangeStartMin":0, of each
month
"timeChangeStopHour":0,
* relat
"timeChangeStopMin":0 iveT
’ ype
{
e EV
"name":"It's E
New Year's R
Day", Y
"type":"HOLIDAY", e FI
R
"placement": "ANNUAL", S
"fixedDate" :null, T
e SE
"annualMonth":1, C
"annualDay":1, g
"relativeType":null, D
"relativeDayOfWeek":0, ‘ Eﬁ
"relativeMonth":0, E
"timeChangeStartHour":0, . FO
"timeChangeStartMin":0, g
"timeChangeStopHour":0, T
H
"timeChangeStopMin":0
, e LA
{ S
T
"name": "Thanksgiving",
* relat
"type":"HOLIDAY", iveD
ay0f
"placement":"RELATIVE", Week
"fixedDate":null, 1-7
"annualMonth":@, (1=
Sun)
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Business Calendars

Request

API Method Syntax Body

Response LY
Bgd Status Notes
y Codes
"annualDay":0,
"relativeType":"FOURTH",
"relativeDayOfWeek":5,
"relativeMonth":11, ) qé
"timeChangeStartHour":0, i
"timeChangeStartMin":0, i
\
"timeChangeStopHour":0, e
M
"timeChangeStopMin":0 o)
I n
{ t
name":"My Dad's birthday !", .
"type":"HOLIDAY", 1
"placement": "ANNUAL", 3
1,
"fixedDate":null, 0
if
"annualMonth":5, all
months
"annualDay":20,
For
"relativeType":null, TIME CHANGE
"relativeDayOfWeek": 0, e timeChan
geStart
"relativeMonth":0, Hour:
"timeChangeStartHour":0, 0-23
] ) e timeChan
"timeChangeStartMin":0, geStart
) Min:
"timeChangeStopHour":0, 0-59
"timeChangeStopMin":0 e timeChan
{' geStopH
our:
unameu:llA 0'23
E;gﬁ o + timeChan
9e", geStopM
"type":"TIME CHANGE", n:
P . 0-59

"placement":"ANNUAL",
"fixedDate":null,

"annualMonth":1,
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Business Calendars

Request

API Method Syntax Body

Response UL
Status
Body Codes

"annualDay":9,
"relativeType":null,
"relativeDayOfWeek":0,

"relativeMonth":0,

"timeChangeStartHour":12,

"timeChangeStartMin":30,
"timeChangeStopHour":16,
"timeChangeStopMin":22

{
"name":"tc3",
"type":"TIME CHANGE",

"placement":"FIXED",

"fixedDate":1428984000000,

"annualMonth":0,
"annualDay":0,
"relativeType":null,
"relativeDayOfWeek":0,
"relativeMonth":0,
"timeChangeStartHour":1,
"timeChangeStartMin":33,
"timeChangeStopHour":7,
"timeChangeStopMin":33

’

{
"name":"TC2",
"type":"TIME CHANGE",
"placement":"RELATIVE",
"fixedDate":null,

"annualMonth":0,

Notes
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Business Calendars

API

Create

Calendar

Method Syntax
[+]1Show
POST /grs/vl/
tenant/{tenant

Request Response LY
B% dy Bg dy Status Notes
Codes
"annualDay":0,
"relativeType":"EVERY",
"relativeDayOfWeek":1,
"relativeMonth":1,
"timeChangeStartHour":3,
"timeChangeStartMin":0,
"timeChangeStopHour":19,
"timeChangeStopMin":0
}
1
}
e 201
Created—Response
body User must
provided have
[+]1Show CALENDAR CREATE
e 401 and
[+]Show { UnauthorizeGdALARDDREWI EW
"calendarId": not valid  permissions.
"Calendar_117",. 403 R?sponse
{ "name" : . __will include
,, " "Dad Forbidden S€EnderId
,hame " ad's does not :

Dad's Calendar", h which can
Calendar", "locked": ave be used on
"weekStarts": false, PErmission ¢, psequent
®, "lockOwner": for the requests_
"weekEnds" : null, specified WeekStarts /
7y "weekStarts": tenant,
"dayStartsHour®; or does WeekEnds

"week 74 ot have 1 -Sunday
ié£§g%g|§%gﬁég9%€ I?aggfgf/calenda rnroper 2 - Monday
30, "dayStartsHour": pHermission =
"dayEndsHour":17, ’?o 7 - Saturday
23, "dayStartsMin": )
"dayEndsMin": 30, i)heigform gi':\zys)StartsHour.
0, "dayEndsHour": . A
"timeZoneId": 23,y operation. g.aglgstartSMm '
"EST" "dayEndsMin": | 422 dayEndsHour :
0, 0-23
} ntimeZoneId" : UnprocessalabgEndsMin :
WEST™ Entry—Field0-59
} Validation timeZoneld - As
- returned by
Java's
[+ISh TimeZone class
+ ow
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Business Calendars

Request

API Method Body

Syntax

Response
Body

HTTP
Status
Codes

{

"message":
"Validation
Failed",

"errors": [

{

"code" :
n 1000u ,

"field"
"name",

"message":
"name must
be
specified"
}I
{

"code" :
"1001",

"field"

"weekStarts",

"message":
"weekStarts
is
invalid.
Must be
between 1
and 7."

}I

{

"code" :
"1002“,

"field" :
"weekEnds",

"message":
"weekEnds
is
invalid.
Must be
between 1
and 7."

}I

{

"code" :
H1093H'

Notes

Genesys Rules System REST APl Reference Guide

53



Business Calendars

API Method

Syntax

Request
Body

Response
Body

HTTP
Status
Codes

Notes

"field"
"dayStartsHour",

"message":
"dayStartsHour
is
invalid.
Must be
between 0
and 23."

}I

{

"code" :
"1004",

"field" :
"dayEndsHour",

"message":
"dayEndsHour
is
invalid.
Must be
between 0
and 23."

}I

{

"code" :
"1005",

"field"
"dayStartsMin",

"message":
"dayStartsMin
is
invalid.
Must be
between 0
and 59."

}I

{

"code" :
H1006H’

"field" :
"dayEndsMin",

"message":
"dayEndsMin
is

invalid.
Must be
between 0
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Business Calendars

Request
API Method Syntax Body
[+1Show
Lock
Calendar GET /grs/vl/ N/A

Response

N/A

Body

HTTP
Status Notes
Codes

and 59."

{

}I

"code" :
n 1007u ,

"field" :
"timeZoneID",

"message":
"Unrecognized
time zone

D, "

}

b

503—Service
Unavailable

204 No
Content—ReEg;u\e;a;sEnUSt

‘;Vuacscessful CALENDAR VIEW
and

401 CALENDAR MODIFY

UnauthorizedeLAPFROREH

not valid Usercan
LOCK (obtain

403 exclusive
Forbidden—Hsesss) to a
does not  calendar by
have issuing this
permission API. The

for thg LOCK will be
specified  in effect
tenant until

tenant/{tenantId}/package/{packageId}/lockcaldiiaoy {calendNtBEKED

does not by the user,
have the  or until the

correct user's
permission APIToken
for this times out
operation. (session
timeout,

404 Not  yofayit 30
Found—coulghi) " jock
not f!qd is required
specified to modify or
Ip[;ackage delete the

or calendar.
calendar
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Business Calendars

HTTP
Status Notes
Codes

Request Response

API Method Syntax Body Body

ID.

e 412
Precondition
failed—another
user
holds the
lock for
this
resource

e 503—Service
Unavailable

e 204 No
Content—Request
was
successful

e 401
Unauthorized—APIToken
not valid

* 403
Forbidden—User
does not
[+]Show have Unlocks a
permission calendar
Unlock for the previously
Calendar cdl /grs/vl/ N/A N/A specified locked by
tenant/{tenantId}/package/{packageld}/unlockcaigigiat /{ catdridardet}
ID. (APIToken).

e 404 Not
Found—could
not find
specified
package
ID or
calendar
ID.

e 503—Service
Unavailable

[+1Show [+1Show User must
*+ 200 have
. . SKJReSponéﬁLENDARiMODIFY
Modify L t ody permission.
Calendar PUT /grs/vl/ name "Ea{gndarld :,  provided  yser must
tenant/{tenantngggégl@ge/{pa.%g%%é?fc?ffé%lenga lzl/éfalenda rllsdve LOCK.

"weekStarts": "Dad's Unauthorize;&@APlToken
ollowing

[+1Show
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Business Calendars

Request Response HTTP
API Method Syntax Bod Bod Status Notes
y y Codes
not valid
e 403
Forbidden—User
does not
have
permission
for the
specified
tenant,
or does
not have
proper fields can be
permission updated on
toerform a calendar
fhis (any other
Dating . fields passed
Calendar", operation. il be
"locked": o« 412 ignored):
f?lsié . Precondition
nu‘l’{ wner-: Failed—Calertddyame
4, neak was not .
nweekEnds " : 4weekStarts : locked \/iesekStar
5, w w. first
" sweekEnds":
1gayStartsHour5; . 422 « weekEnds
W . . "dayStartsH " i
38ayEndsM1n : 14?y artsrour Unproce§sab$e dayStart
o .. "dayStartsMin": Entry—Field  sHour
"t;m?ZoneId ‘30, Validation
EsT "dayEndsHour":  Error * dayStart
} 23, sMin
"dayEndsMin": [+]Show
30,y . [+] e dayEndsH
"timeZoneld": our
}EST { e dayEndsM
"message": in
"Validation . timeZ
Failed", imeZone
Id
"errors": [
{
"code" :
II1000II’
"field"
"weekStarts",
"message":
"weekStarts
is
invalid.
Must be
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Business Calendars

Request

API Method Syntax Body

Response
Body

HTTP
Status
Codes

between 1
and 7."
}I
{

"code" :
n 1001u E

"field"
"weekEnds",

"message":
"weekEnds
is
invalid.
Must be
between 1
and 7."

}I

{

"code" :
"1002",

"field"

"dayStartsHour",

"message":
"dayStartsHour
is
invalid.
Must be
between 0
and 23."

}I

{

"code" :
H1003“’

"field" :
"dayEndsHour",

"message":
"dayEndsHour
is
invalid.
Must be
between 0
and 23."

}I

{

"code" :
"1004",

"field"

Notes
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Business Calendars

API

Modify
Calendar
Body

HTTP
Status Notes
Codes

Request Response

Method Body Body

Syntax

"dayStartsMin",

"message":
"dayStartsMin
is
invalid.
Must be
between 0
and 59."

}I

{

"code" :
n 1005u E

"field" :
"dayEndsMin",

"message":
"dayEndsMin
is

invalid.
Must be
between 0
and 59."

}
{

"code" :
"1006",

"field"
"timeZonelD",

"message":
"Unrecognized
time zone
ID."
}
]
}

e 503—Service
Unavailable

User must
* 200 have
OK—ResponggLENDAR MODIFY
[+1Show { { body permission.
) "calendarId": prov|ded User must
PUT "exceptions":["Calendar 117", have LOCK
/grs/vl/ { "name" : e 401 ’
tenant/{tenantId}/package/{pé@bdgsld}/busines59ﬁé@nﬁ@&ﬁg%i§2&§ Id}
"name":"Christbasing not valid ass|
Calendar",
"type":"HOLIDAYlpcked": e 403

[+]1Show [+1Show

structure
containing
entire
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Business Calendars

API Method

Syntax

Request Response UL
q p Status Notes
Body Body Codes
false, Forbidden—User
"lockOwner": does not
"placement": "FI¥ g ", have
%ekStarts permission
"fixedDate":30é492%%%%%", for the
' specified
"annualMonth” dayStartsHour . tenant,
) or does
annualDay": 0’"dayStartlen : not have
.3 proper
“relativeType"; Lﬂ}ihdsHour"' permission
n n to
relatlveDayOf%%%k nQSMln"' perform
r61atlveM°nth§$9meZoneId"' this
=i : operation.
"timeChangeStarFﬁouf"'
i G 412
"timeChangeStar%ﬁfﬁpté?ns 3 Precondition
Failed—Calendar
"timeChangeStopH TG was not
%ﬁe ChrlstmasI cked calendar
"timeChangeStopMin" ;0. v first ody
¥, type": "HOLIDAY (exceptions).
! "placement"."FIkEQJn rocessalj[ 1* @
"name":"It's . plete

"fixedDate" : 30949 FdYe- Fieldreplacement of

New Year's Validation current

Day™, "annualMonth":0, Error calendar body
(not just
"type": "HOLIDA . I :
ype": "HOLIDAYS 1y uatbay” : 0, [+1Show ﬁpﬁgé)
" n.n " structure is
placement*: AN&% %tiveType” :null, returned in
e { response
fixedDate* nul'lelatlveDayOfWeek"'O
. al. "message":
annualMonth 'lrelativeMonth'Velidation
"annualDay":1 Failed”,
yo ’”timeChangeStartHour“:O,
"relativeType"; ‘errors®: |
”tﬂmeChangeStartMld"'
relativeDay0tWegke (angestopkode: o,
. . n 1000”
relatlveMonth”tgmeChangeStolen"'0
"timeChangeStartHour%!O "I;Ség
"tlmeChangeStarRth" QIt s "message":

il L
"timeChangeStopll Be" "HOLIDAgi HOLIDAY
}

TIME CHANGE"
"placement": "ANNUAL",
{

}
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Business Calendars

HTTP
Status Notes
Codes

Request Response

API Method Syntax Body Body

"code" :
n 1001u ,

"field"
"placement",

"message":

"Invalid

placement.

Must be

ANNUAL,

FIXED or

RELATIVE"
}

]

}

Repeated for
"fixedDate" : nu®ach field:

"annualMonth":1% 1002—fi

xedDat
"annualDay":1, e—Tfixed

Date
"relativeType" :nulhyst be

specified
"relativeDayOfWee%&ﬁﬂType
"relativeMonth":OPfFIXED

e 1003—
"timeChanges'CartH‘H?%sfl@:r?

tlmeChangeStartM#h_ija"d
"timeChangeStopHoYdiug:
Must be
"timeChangeStopMibeBveen
} 1and 12
}

e 1004—an
nualDa
y—Invalid
value.
Must be
between
1 and 31.

e 1005—re
lativeT
yp
e—Invalid
value,
must be
EVERY,
FIRST,
SECOND,

Genesys Rules System REST APl Reference Guide 61



Business Calendars

API Method

Syntax

Request
Body

Response
Body

HTTP
Status Notes
Codes

THIRD,
FOURTH,
or LAST

1006—re
lativeD
ayOfWee
k—Invalid
value.
Must be
between
land 7

1007—re
lativeM
ont
h—Invalid
value.
Must be
between
1and 12

1008—ti
meChang
eStartH
ou
r—Invalid
value.
Must be
between
0 and 23

1009—ti
meChang
eStartM
i
n—Invalid
value.
Must be
between
0 and 59

1010—ti
meChang
eStopHo
u
r—Invalid
value.
Must be
between
0 and 23

1011—ti
meChang
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Business Calendars

HTTP

Request Response
API Method Syntax Body Body ?:l‘:::::: Notes

eStopMi
n—Invalid
value.
Must be
between
0 and 59

503—Service
Unavailable

e 204 No
Content—returned
if
successful
operation

e 401
Unauthorized—APIToken
not valid

e 403
Forbidden—User
does not
have
permission
for the
specified

tenant or Must have

does not | ENDAR DELETE
have —

Delete permission.
Calendar DELETE /grs/v1/ N/A N/A proper Must have

tenant/{tenantId}/package/{packageld}/calenda mm%ﬁi@é}'ldtk on
to Calendar.

[+]1Show

perform
this
operation.

e 404 Not
Found—could
not find
specified
package
ID or
calendarlD.

e 412
Precondition
Failed—Calendar
was not
locked
first
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Business Calendars

Request Response UL
API Method Syntax - p Status Notes
Body Body Codes

e 503—Service
Unavailable
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Deployment/Snapshots

Deployment/Snapshots

API

Query
Snapshots

Create
Snapshot

Request Response LY
Method Syntax - p Status Notes
Body Body
Codes
[+1Show
"snapshots": [
"snapshotId",
"dcc4a39b-3442-4409x@907-b85c44663681",
; . OK—Response
name":"Snap body
O provided
[+]1Show "comment":"Creafeynq
8;}” 17 UnauthonzeH Aﬂﬁ%i
GET /grs/vl/ N/A notvalid  gnApsHOT VIEW
tenant/{tenantId}/package/{pdckageEdptetapOPdaNO R permission.
% Found—could
not find
"name":"Snap specified
02", package
ID.
"comment":"UAT",
"createDate":31989200000,
}
1
}
e 201 - User must
[+1Show Created - have
Response SNAPS_H01T7CREATE
[+]Show . body permission.
provided
. nam
{ "snapshotId", . Snapshot
[+]1Show "dcc4a39b-3442- 44%3%:{0;9%4%%"
"name":"Snap “name" : "Snap cannqt
POST /grs/vi/ 01 01", APITokﬁ:g cont§|r|1
tenant/{tenantldléél% cka(_;uaﬁ_%a%kageld}/snapshotﬁot vall specia
omment" : "Creafe,3 . characters
prior to prior to such as:
QA", QA", Forbidden { } [1.*
} - User /<>
"createDate" :309482RHMPL & due to
} have internal
permission restrictions.
for the
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Deployment/Snapshots

API Method Syntax

Request

Body

Response
Body

HTTP
Status
Codes

specified
tenant,

or does
not have
proper
permission
to

perform
this
operation.

o 422 -
Unprocessable
Entry -

Field
Validation
Error

[+1Show

{

"message":
"Validation
Failed",

"errors": [

{

"code" :
n 1090" )

"field" :
"name",

"message":
"snapshot
name 1is
not valid"
h

]

h

° 422 -
Unprocessable
Entry -

Rules in
package
do not

validate

[+]1Show

Notes
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Deployment/Snapshots

API Method
Delete
Snapshot DIEEETE

Syntax

[+]1Show

/grs/vl/

tenant/{tenantId}/package/{packageId}/snapsho

Request

N/A

Body

Response
Body

N/A

HTTP
Status
Codes

{
"message":
"Package
Validation
Failed",

"errors": [

{

"message":
"Validation
error 1"

}I

{

"message":
"Validation
error 2"
}
]
}

* 204 No

Notes

Content—returned

if
successful
operation

* 401

Unauthorized—APIToken

not valid

* 403

Forbidden—User

does not
have
permission
for the

does not
have
proper
permission
to

perform
this
operation.

* 404 Not

specifie
Rt

User must

have

SNAPSHOT DELETE
Isérmission.

Found—could

not find
specified
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Deployment/Snapshots

Request Response LY
API Method Syntax =2 i Status Notes
y y Codes
package
ID.
[+]1Show
" .. 200
d({eployments o0 OK—ReSponsgstus
"deploymentId®  Pody
: 34234, provided  « SUCCESS—deployment
"packageVersion" was
H * 401 . ssful
Unauthorized—APHSKEn
"snapshotName": "si@f valid < FAILED—deployment
01", failed
[+1Show © 403
Query "deployedTo", Zorbldden—USEF’ARTIAL—deponment
"GRECluster", oes not was
a.ertﬂoyment GET /grs/vl/ N/A "deployedBy", have partially
Istory tenant/{tenantId}/package/{pdcisagabtk/deploy permission successful
for the
"comments": "Deplogpecified ¢ PENDING—deployment
to QA tenant. is still
servers", processing
* 404 Not
"deployScheduleDatmyifg@~could SCHEDULED—deployme
34243432432, not find is
"status" : i
specified scheduled
?UCCESS package
] ID.
}
[+]1Show
n n® 200
deploytargets":
{p yrarg [OK—Response
"name" : body type
"GRE 1", provided
"type" : * SINGLE—represents
SINGLE * 401 a single
[+]1Show ¥, Unauthorized—&R{foken
Query { not valid node
Deployment  GET N/A "name" :
Targeé {grs/¥1/t g ont "‘EERE’ZH' . 403 target
enant/{tenantld}/deploytargety o | Forbidden—US&rLUSTER—represents
SINGLE does not a cluster
o have of GRE
permission nodes
{ for the
ST specified
"GRE CLUSTER",  tenant.
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Deployment/Snapshots

Request Response LY
API Method Syntax B dy o dy Status Notes
Codes
"type" :
CLUSTER
}
1
}
User must
e 201 have
Created— ReDs’b%@E DEPLOY
body
provided SNAPS_HO_T_VIEW
with permissions.
deployment
e targe
t—Indicate
« 401 which
Unauthorized—/&REoben
not valid GRE
403 Cluster
* you want
[+1Show [+]Show Zorbldden Usets deploy
oes not to. Use
{ have_ . "Query
{ "target": permission Deploy
target: "GRE_Cluster”,  forthe Targets"
" REg luster» deploymentId" specified to get
[+1Show ORE_Cluster™ . "3a23a, tenant or tne list of
t .
Deploy Rule "snapshotName" ;"Sn Lo goesno valid
Package or  POST Jars/vi/ 01", i?ﬁ PBhotname:: Srj:nar?c))fer targets.
Snapshot tenant/{tenantld%% %l@ge/ﬁg cikageId}/deploy permission ¢ snapShot
to QA ments"-"Deployt0 Name—To
servers" to QA perform deploy
' servers®, this "latest"
deployschedulediatel iBfcauepa PRGHRANON-  Package,
34243432432 . 404 Not specify
¥ } 0 "LATEST"
Found—could 54
not find snapshot
specified name (or
package omit the
D or field).
snapshot
name e deploySc
heduled
* 422 DateTim

Unprocessable o__ 1o
Entry—Field schedule

Validation deployment
Error for a
[+]1Show future
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Deployment/Snapshots

HTTP

Request Response
API Method Syntax Body Body i?;:ss Notes

{

"message":
"Validation
Failed",

"errors": [

{

"code" :
n 1000u E

"field"
"name",

"message":
"snapshot
name 1is
not found"
)
{ time,

. . pass in
,,iggi,, ' schedul

! edDateT
"field" : ime field
"deployScheduleDatlTdhe"

ms since

"message": EPOCH.
"scheduled To
date/time schedule
is 1n"the immediately,
past. omit this

% field.

}

o 422
Unprocessable
Entry—Rules
in
package
do not
validate

[+]1Show

{
"message":
"Package
Validation
Failed",

"errors": [

Genesys Rules System REST APl Reference Guide 70



Deployment/Snapshots

Request

API Method Syntax Body

Response
Body

HTTP
Status
Codes

{

"message":
"Validation
error 1"

}I

{

"message":
"Validation
error 2"
}
1
}

Notes
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