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Genesys Rules System Deployment

Genesys Rules System Deployment

Welcome to the Genesys Rules System 8.5.x deployment pages. This document describes how to
install and configure Genesys Rules System 8.5.2.

Genesys Rules System provides the ability to develop, author, and evaluate business rules. A
business rule is a piece of logic defined by a business analyst. These rules are evaluated in a Rules
Engine based on requests received from client applications.
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Genesys Rules System Deployment Overview

Overview

Genesys Rules System (GRS) provides the ability to develop, author, and evaluate business rules. A
business rule is a piece of logic defined by a business analyst. These rules are evaluated in a Rules
Engine based on requests received from client applications.

For a comprehensive overview of GRS, including lifecycle and architecture information, please see the
Genesys Rules System Overview.
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New Features by Release

New in Hot Fix 8.5.200.12

GRE Memory Monitor

The Memory Monitor is a new feature built in to GRE itself. It is designed to periodically check GRE's
memory usage, and set its operational state to "over threshold" if memory usage exceeds the
configured threshold. The state is reset to back to "normal" if memory usage comes back below the
threshold. It also provides an option ("adaptive" strategy) to automatically adjust the configured
threshold if an out-of-memory error occurs before threshold is reached (for example, if the configured
threshold was set too high).

The memory monitor sets this state in two places:

e status.jsp—This .jsp provides a "health check" URL for load balancers to use. If the memory usage is
above the configured threshold, status.jsp returns SYSTEM STATUS MEMORY USAGE ABOVE THRESHOLD
(HTTP 503 status). Load balancers should be configured to route requests only to GRE nodes whose
status.jsp returns SYSTEM _STATUS OK (HTTP 200 status).

¢ Genesys Management Layer—The Memory Monitor will also notify Genesys Management Layer if the
memory is in an overloaded state by setting the status to SERVICE_UNAVAILABLE.

NEW CONFIGURATION OPTIONS.

New in Release 8527

GRS Rules Authoring REST API

In this release, API functions to manage Rule Packages, Rules, Business Calendars, Snapshots and
Deployment are provided. Applications or custom user interfaces (which can run in parallel to or
instead of the Genesys Rules Authoring Tool web application) can use this API to perform rule
authoring and deployment. Please see the GRS REST/API Reference Guide.

The new GRS REST/API Reference Guide supersedes the previous REST/API section in
previous versions of this document, which are now removed.

Genesys Rules System Deployment Guide 8
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Cluster Deployment Improvements for Cloud

In this release, partial deployments and auto-synchronization of rules packages between cluster
members are now possible.

[+]1 MORE

Background

Before release 8.5.2, successful deployment to a GRE cluster required a successful deployment to
every node in the cluster, otherwise the deployment was rolled back and none of the nodes was
updated.

What's New?

e Partial deployments—The deployment process can now handle scenarios in which nodes are down or
disconnected. GRAT continues deploying directly to the clustered GREs, but now the deployment
continues even if it fails on one (or more) of the cluster nodes. A new deployment status—Partial—will
be used for such deployments. Users will see the failed/successful deployment status for each node by
clicking on the status in GRAT deployment history.

[+] CONFIG OPTION

* allow-partial-cluster-deployment
* Default value—false
* Valid Values—true, false
¢ Change Takes Effect—Immediately

e |f set to true it enables GRAT to peform a partial deployment for a cluster, otherwise the old
behavior (false) of failing the entire cluster deployment if any single node fails.

* A new "smart cluster” Application template—A new Application
template—GRE_Rules Engine Application Cluster <version>.apd—is implemented to support the
new functionality. To configure a cluster with the new features, use this template. Members of the
cluster must be of the same type (Genesys Rules Engine applications—the new features are not
applicable to Web Engagement engines) and must have minimum version numbers of 8.5.2. Genesys
recommends not creating clusters of GREs with mixed 8.5.1/8.5.2 versions.

A new shared deployment folder from which rule packages can be synchronized can also be defined.
When the cluster is configured to auto-synchronize, the GREs will auto-synchronize when newer rule
packages are detected in the shared deployment folder. Auto-synchronization is enabled or disabled
using configuration options in the GRE_Rules Engine Application Cluster object in the Genesys

configuration environment.

* Auto-synchronization of cluster nodes—Newly provisioned nodes in the cluster, or nodes that have
disconnected and reconnected, can be auto-synchronized with other nodes in the cluster.
For a clustered GRE:

* Where the cluster has the new option auto-synch-rules set to true (new option), a cluster shared
folder is now used to store rules package data. Each clustered GRE node has its own deployment
folder in the cluster shared folder. The shared folder will enable synchronization of the cluster GREs

Genesys Rules System Deployment Guide 9
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after network or connection disruption or when a new GRE is added to the cluster.

* Where the cluster has the new option auto-synch-rules set to false (default), the deployed rules
files will be stored in the location defined in deployed-rules-directory. In such cases a manual
redeployment will be required if deployment status is partial or if a new node is joining the cluster.

[+] DIAGRAM auto-synch-rules=true

XL

Cluster Shared Storage Folder

N
o
=
=
le]
=
ﬂ
7]
EI
(@)
-
v
D
g
-

CRE 1 rules CRE 3 rules

GRE 2 rules
data folder data folder data folder

[+] CONFIG OPTIONS

e auto-synch-rules (set on cluster application)
e Default Value—false
¢ Valid Values—true, false
¢ Change Takes Effect—At GRE (re-)start

e Description—Set this to true to enable a GRE in cluster to start the periodic auto-synch and
auto-deployment process. When this value is set to true, options shared-root-directory must
be provided and deployed-rules-directory-is-relative-to-shared-root must be set to
true for auto-synch to work.

* auto-synch-rules-interval (set on cluster application)

e Default value—5

Genesys Rules System Deployment Guide 10
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¢ Valid Values—Integer
¢ Change Takes Effect—At GRE (re-)start

e Description—The interval in minutes between the end of the last synchronization check/auto
deployment and the start of a new synchronization check.

e synch-rules-at-startup (set on cluster application)
* Default value—false
* Valid Values—true/false
¢ Change Takes Effect—At GRE (re-)start

¢ Description—Set this option to true to have the GREs synchronize and deploy rules at startup. It
is ignored if auto-synch-rules is set to true (that is, when auto-synch-rules is true then
auto-synch is always performed at startup. This is useful if rules synchronization is required only
at startup when auto-synch-rules is set to false.

e shared-root-directory
* Default value—No default
* Valid Values—String
¢ Change Takes Effect—Immediately

e Description—Specifies the shared root directory. When this option is used and option deployed-
rules-directory-is-relative-to-shared-root is set to true, the effective deployed rules
directory used by GRE is made by prepending this string to the path specified in deployed-
rules-directory. It can be used to specify the mapped path to the shared location used for the
auto-synch feature for rules. Having this option empty (or not set) effectively allows setting an
absolute path in the deployed-rules-directory even when deployed-rules-directory-is-
relative-to-shared-root is set to true. It may be a mapped folder backed by a service like
Amazon S3 or simply an OS shared folder. Examples:

* If shared-root-directory = C:\shared and deployed-rules-directory = \GRE1, then the
effective deployed rules directory path used by GRE is C:\shared\GRE1 .

* If shared-root-directory =\\10.10.0.11\shared and deployed-rules-directory =
\GRE1, then the effective deployed rules directory path used by GRE is \\10.10.0.11\
shared\GREL .

* If the shared folder is mapped on drive Z, the shared-root-directory will be Z:, deployed-
rules-directory may be \GRE1, then the effective deployed rules directory path used by
GRE will be Z:\GREL.

* deployed-rules-directory-is-relative-to-shared-root
e Default value—false
* Valid Values—true, false
e Change Takes Effect—Immediately

e Description—Indicates whether to use the shared root directory as the root directory for the
deployed-rules-directory (true). If GRE belongs to a cluster that has auto-synch-rules or
just synch-rules-at-startup enabled then this option must be set to true so that GRE can
participate in the auto-synch process. This can be used even when GRE does not belong to a
cluster. If this option is set to false, auto-synch will not work.

[+] CONFIGURING SHARED FOLDERS
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You must provide access to enable GRE to read and write to its own deployment folder and read data from the other node's
deployment folders. If the GRE deployment folder does not exist, GRE will try to create it at start-up. When the new option
deployed-rules-directory-is-relative-from-shared-root is enabled, the value provided for deployed-rules-directory is
considered relative to the value of the shared root directory value.

For example, if the deployed-rules-directory-is-relative-from-shared-root option is true:

* If the value of the shared-root-directory option is /shared/cluster-A and the value of the
deployed-rules-directory option is /foo/GRE_1 then GRE will try to use /shared/cluster-A/
foo/GRE_1 as the deployed rules directory.

e |If the value of the shared-root-directory option is "" (that is, empty or not set) and deployed-
rules-directory optionis /foo/GRE_1, then GRE will try to use /foo/GRE_1 as the deployed rules
directory.

If required, for example in cloud deployments, Customer/Professional Services must make sure that the shared folder are set up in
HA mode.

Folder Sharing Schema

Below is an example of how clustered GREs see other GRE node's deployed rules folders. In the example, below /sharedOnGrel,
/sharedOnGre2 and /sharedOnGre3 all are pointing to the same shared folder, but the shared folder is mapped/mounted
differently on each machine.

GRE1

shared-root-directory = /sharedOnGrel
deployed-rules-directory = /GRE1 DEPLOYDIR

GRE2

shared-root-directory = /sharedOnGre2
deployed-rules-directory = /GRE2 DEPLOYDIR

GRE3

shared-root-directory = /sharedOnGre3
deployed-rules-directory = /GRE3 DEPLOYDIR

GREL1 will see other GREs (GRE2 and GRE3) deployed rules folder by using paths as below:

GRE2 /sharedOnGrel/GRE2_DEPLOYDIR
GRE3 /sharedOnGrel/GRE3_DEPLOYDIR

GRE2 will see other GREs (GRE1 and GRE3) deployed rules folder by using paths as below:

GRE1 /sharedOnGre2/GRE1_DEPLOYDIR
GRE3 /sharedOnGre2/GRE3_DEPLOYDIR

GRE3 will see other GREs (GRE1 and GRE2) deployed rules folder by using paths as below:

GRE1 /sharedOnGre3/GREL_DEPLOYDIR
GRE2 /sharedOnGre3/GRE2_DEPLOYDIR

[+] CONFIGURATION STEPS

To set up the auto-synchronization feature, do the following:

1. Shut down the clustered GREs (which must have been created using the
GRE_Rules Engine Cluster application template).

2. Set the following configuration options:

a. On the GRAT Application object, set allow-partial-cluster-deployment to true.
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b. On the new cluster Application object, set auto-synch-rules to true. You can optionally set
auto-synch-rules-interval if you require a value that is different value from the default. You

can also optionally set synch-rules-at-startup—this is useful only when auto-synch-rules is
set to false.

Cc. On each GRE in the cluster, set deployed-rules-directory-is-relative-to-shared-root to
true. Set the value of shared-root-directory per the description above.

3. Make sure that in each GRE, the concatenated path (the effective deployed rules directory path)
shared-root-directory PLUS deployed-rules-directory makes a valid directory path. If the

directory does not already exist, it will be created at GRE start-up. See Cluster Shared Storage
Folder for more details.

4. Ensure that the the clustered GREs have appropriate access rights to create/read files or folders and
start them.

5. If you are migrating from a pre-8.5.2 release, re-deploy each rule package in order for auto-
synchronization to work. See Configuration Notes below for details.

Configuration Notes

If GRAT's CME Application ID is replaced (such as in the scenario in Important below), you must do one of the following for auto-
synchronization to work correctly. Either:

* Redeploy all the rule packages to the cluster; or;

» Update the configuration—this may be preferable to redeploying all rule packages (for example,
because of a large number of rule packages)

Changing of GRAT'’s configuration Application ID will occur when you have a previous configuration using GRAT

8.5.1 with deployed rule packages and you upgrade to GRAT 8.5.2, and as part of that, create new application
objects in CME for GRAT 8.5.2.

Redeploy all the rule packages to the cluster

If auto-synchronization is enabled and deployment to the cluster cannot be performed, follow the steps below to
deploy to the GREs individually:

a. Temporarily disable auto-synchronization in the GREs by setting option deployed-rules-
directory-is-relative-to-shared-root to false.

b. Redeploy all the rule packages to the GREs.

c. Once the rule packages have been deployed to all the GREs, reset deployed-rules-directory-is-
relative-to-shared-root to true.

If auto-synchronization is disabled and deployment to the cluster cannot be performed, the rule packages can be
deployed to all the GREs individually without requiring any additional settings.
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Update the configuration

In the Tenant configuration, update option next-id, which is available under the Annex settings section in a Script Schedule-XXXX
( where XXXX is GRAT's configuration Application ID) corresponding to the new GRAT Application, with the value from script
corresponding to the previous GRAT Application.

Option path in Configuration Manager:

Configuration > [Tenant Name] > Scripts > Rule Deployment History > Schedule-[Id of GRAT
Appl > Annex > settings > “next-id”

Option path in Genesys Administrator:
PROVISIONING > [Tenant Name] > Scripts > Rule Deployment History > Schedule-[Id of GRAT

App] > Options (with Advanced View (Annex)) >
settings > “next-id”

Example

If the Tenant name is Environment, the new GRAT configuration Application ID is 456 and the old GRAT configuration Application
ID is 123.

Using Configuration Manager:

Copy the value of option:

Configuration > Environment > Scripts > Rule Deployment History > Schedule-123 > Annex >
settings > next-id

into:

Configuration > Environment > Scripts > Rule Deployment History > Schedule-456 > Annex >
settings > next-id

Using Genesys Administrator:

Copy the value of option:

Configuration > Environment > Scripts > Rule Deployment History > Schedule-123 > Options
(with Advanced View (Annex)) > settings > next-id

into:

Configuration > Environment > Scripts > Rule Deployment History > Schedule-456 > Options
(with Advanced View (Annex)) > settings > next-id

Limitations in the Initial 8.5.2 Release

e The auto-synchronization feature does not include undeploy functionality.

* A GRE cannot be a member of more than one cluster. This is because GRE checks all the clusters in
the Genesys configuration environment to see which one has a connection to the GRE. If there are
multiple such clusters, only the first one found is considered; any others are ignored.

* GRE can operate either singly or as part of a "smart cluster”, but not both.

* High Availability (HA) for the cluster shared folder is not currently implemented. If HA is required, for
example in multi-site deployments, Professional Services must make sure that the shared folder is
set up in HA mode.

Genesys Rules System Deployment Guide 14
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Support for WebSphere Clustering for Cloud

In this release, it is now possible to define multiple nodes for the same host by using an additional
attribute called servername in the node definition.

[+] MORE

Background

Before release 8.5.2 of GRS, it was not possible to configure multiple cluster nodes running on the
same machine and controlled by the same cluster manager because separate entries for the same
host could not be created in bootstrapconfig.xml to represent different GRE nodes. The pre-8.5.2
format of the bootstrapconfig.xml allowed for a single node to be defined per host. The xml format
was as follows:

<xs:complexType name="node">
<Xs:sequence>
<xs:element name="cfgserver" type="cfgserver" minOccurs="1" maxOccurs="1"/>
<xs:element name="lcaserver" type="lcaserver" minOccurs="0" maxOccurs="1"/>
<xs:element name="application" type="application" minOccurs="1" maxOccurs="unbounded"/>
</Xs:sequence>
<xs:attribute name="host" type="xs:string"/>
<xs:attribute name="ipaddress" type="xs:string"/>
</xs:complexType>

What's New?

In GRS 8.5.2, an additional attribute called servername has been added to the node definition. This
makes it possible to define multiple nodes for the same host. The server name is defined via the
WebSphere Application Server (WAS) Deployment Manager when the cluster node is created.

For example, you can replicate the “node” definition for each GRE that is running on the same host.
Then, by adding servername=, you can make the entry unique. Each entry then points to the
corresponding Configuration Server application for that GRE instance. In this way, a single
bootstrapconfig.xml file can be used to define all nodes in the Websphere cluster, whether or not
there are multiple GRE nodes defined on a given host.

To ensure backward compatibility, if no node is found within the bootstrapconfig.xml that matches
both the hostname and serverName then the node that contains the hostname with no server name
defined serves as the default.
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Editing the bootstrapconfig.xml file

To edit this file, manually extract the bootstrapconfig.xml file from the .war file, edit and save the
bootstrapconfig.xml file, then repackage the bootstrapconfig.xml file back into the .war file.

Sample bootstrapconfig.xml files

Terminology—In the bootstrapconfig.xml files, the <node> element corresponds to
an individual member of a WebSphere cluster.

For a cluster with one host and two server instances on that host

Below is a sample bootsrapconfig.xml definition for a GRE cluster running on one host,
GenSrv1000, with server instances serverQ1 and server02 on that host:

. «<bootstrap name="BR . -"'- > as:xsi="http://www.wi.org/2001/XML5chema-instance”
xsi:noNamespacestT . F xsd": .
<node host-hensrv1606" host name and first server instance
<cfgserver i

<reconnectperiod
<recnnnectatt9mpts><1recannectattempts>
<l-- <protocoltimeout>38</protocoltimecut> --» H . H H 4
<clienttransport ipaddress="" port="" /> HNQHG EOhflng"ﬁt!ﬂh apphmtron hames
c<backup host="" port="" />
¢l== caddp clienttimeout="38" servertimeout="30" /> --
<fcfgservers:
<application_jid -AFEER TR
i <fnode>
i <node host-{GenSrv1080” servername="server82 )€ __——host hame and second
! <cfgserveMalost="192 . xxx.x.x port=" 29 [+
: <reconnectm =
{reconnectattempts}CKrecnnnectattenpts=

:cfgappname>GRE 85200-581«</cfgappname> </application:>

server instance

<!-- <protocoltimeout>»3@¢/protocoltimecut> -->
<clienttransport ipaddress="" port="" />
<backup host="" port="" />
<l-- <addp clienttimeout="38" servertimeout="38" (> --»

«fcfgserver»

<application id="brs.rules.engine”> <cfgappname>GRE_B5200-5 /cfgappname> </application»

</node> e
: </bootstrap>»

For a cluster with two hosts and two server instances on each host

Below is a sample bootsrapconfig.xml definition for a GRE cluster running on two hosts,
GenSrv1000 and GenSrv2000, with server instances server@l and server02 on each host:
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i <bootstrap name="BR ix5i=" http / fowii . W3 . org /2001 XMLSchema-instance™

{-._._..--'—-ﬁrst host name and first server instance

<reconnectperlol
<reconnectattempts><Hreconnectattempts>

<!-- <protocoltimecut>30</protocoltinecuts --»
{clienttransport ipaddress="" port="" /»

<backup host="" port="" [>

<=« caddp clienttimeout="38" servertimeout="38" /> -->

<fcfgservers
<application g > <cfgappname>GRE_BS5280-58 cfgappname> </application>
</node> e
il first host name and second server instance

<reconnectp - m unigue
creconnectattempts)()’r‘econnectattempts; . .
¢!-- <protocoltimecut>38</protocoltimecuts --» conﬁguratmu
<clienttransport ipaddress="" port="" /»
<backup host="" port="" [
<!=- <addp clienttimecut="38" servertimeout="30" /> --3»
</cfgservers
<application

application

g-> <cfgappname>GRE_B5288-582 Eappname> <fapplication> names

second host name and first server instance

Lreconnectp =
(reconnectattempts><ireconnectattempts>

<l-- ¢protocoltimecut>38</protocoltimecuts --»
cclienttransport ipaddress="" port="" />

<backup host="" port="" f3»

¢l-- caddp clienttimeout="30" servertimeout="38" /> --»

<fcfgservers

<applicatiop dd=t4s = — cfgappname>GRE_B5288-583 ppname> </application»
</node>
<node host

<cfgservel

<reconnectperiod I
<reconnectattempts> <)‘r'econne|:tattempts;
<!-- <protocoltimeout>38</protocoltimeouts --»
cclienttransport ipaddress="" port="" /»
<backup host="" port="" f»
<l-- caddp clienttimeout="38" servertimeout="38" /> -->»
</cfgservers
<application id="brs.rules.engine”> <cfgappname>GRE_B5200-504.
t </noder ———
¢ ¢fbootstrap>

gappname> <fapplication>

See also an additional WebSphere configuration change required for auto-synchronization to
work.

Support for Safari 8.x

Release 8.5.2 supports the Safari 8.x browser.

Enable/Disable Business Calendars

Genesys Web Engagement did not originally support Business Calendars in its Complex Event
Processing (CEP) engine. However, support is being added in release 8.5.0. Use the new GRAT
enable-cep-calendars configuration option to enable or disable business calendars for rules that
are based on a CEP template.

CONFIGURATION OPTION
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New in 8.5.1

New Features in 8.5.1 (new document)

New in 8.5.0

New Features in 8.5.0 (new document)
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Migration

8.5.303

Migration is the as for 8.5.3 from 8.5.2 with one note:

* The Changed By column in Package History was previously accessible without a role privilege, but in
release 8.5.303, users require a new role privilege—Rule Package History - View Changed By—to
view this column

Migration to 8.5.3 from 8.5.2

1. Undeploy the 8.5.2 .war file from your application server.

Do not just copy the 8.5.3 .war file over the 8.5.2 .war file in your application
server directory. Genesys recommends undeploying the previous file first and
letting the application server clean up its files, then deploying the new .war file.

Upgrade your application server to use Java 8—see below.
Deploy the 8.5.3 .war file to your application server.

Set the values of any of the new configuration options.

v ok W N

Log into 8.5.3 Genesys Rules Authoring Server.

8.5.302.04 Requirements

8.5.302.04 requires Genesys Administrator 8.1.305.04 (minimum) to support GRAT's new RBAC
features.

Java 8 Support

GRS 8.5.3 is now on the Java 8 platform. Java 8 gives improved performance and security over Java 7.
GRS takes advantage of some of the new features in Java 8 to give you a more robust platform.

Since GRS 8.5.3 has been built on Java 8, it will no longer execute on the Java 7 platform. Therefore,
your application servers will have to be reconfigured to use Java 8.
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For Tomcat users

1. Download and install the Java SE Runtime Environment 8 from Oracle.
2. Download and install the latest Tomcat 7 distribution (GRS does not currently support Tomcat 8).
3. During the installation, choose the Java 8 SDK location when prompted.

4. Set the appropriate memory settings. You can find recommendations for performance tuning here. You
may need to adjust these depending upon your deployment.

There is no longer a permgen setting for Java 8.

5. Deploy the 8.5.3 GRAT or GRE .war file.

For WebSphere Users

Currently, IBM only supports Java 8 on the WebSphere Liberty distribution. For configuration
information for WebSphere Liberty click here.

A/B/C Split Testing Feature Template

A new template ships with GRS 8.5.3—GRSSplitTest_template.xml—and this provides some basic
Facts (Conditions and Actions)for the Split Testing feature. To implement the feature, GRAT users must
import this template (from the Samples folder) and attach it to all rules packages for which the Split
Test functionality is required.

The new template—GRSSplitTest_template.xml—is shipped with type samples.
This means it can only be added to rule packages of type samples, because GRAT
only shows templates in the list with compatible types. To use this template with other
rule package types, you can import the template from GRAT into GRDT, change the
name (for example, GRSSplitTestForMyType) and the type (to match your rule
package type) and publish it to GRAT. Then you can use it with another package type.

Migration to 8.5.2 from 8.5.1

Warning

During migration, the format of DRL files in GRE’s deployed-rules-directory will be
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changed from .drl to .di, so Genesys recommends backup of .drl files before
migrating GRE to 8.5.2

1. Undeploy the 8.5.1 .war file from your application server.

Do not just copy the 8.5.2 .war file over the 8.5.1 .war file in your application
server directory. Genesys recommends undeploying the previous file first and
letting the application server clean up its files, then deploying the new .war file.

2. Deploy the 8.5.2 .war file to your application server.
3. Set the values of any of the configuration options.

4. Log into 8.5.2 Genesys Rules Authoring Server.

Using the 8.5.2 Clustering Improvements

If you want to take advantage of the clustering improvements in release 8.5.2, you must import the
"smart application" template, as follows;

From Genesys Administrator

Navigate to Application Templates.

Click Upload Templates (upper right corner).

Choose the .apd file Genesys Rules Engine Application Cluster 852.apd.
Click Save and Close.

Go to Applications.

Create a New application.

For the template, choose the application template that you just created in steps 1-4.

© N o U kA W NH

Fill in the mandatory fields, including the host (which is not used, but GA requires you to complete this
field).

9. In the Connections section, add each GRE in the cluster.
10. On the Options tab, configure the three auto-synch options (see GRE Configuration options):
e auto-synch-rules
e auto-synch-rules-interval

e auto-synch-rules-at-startup

See also Cluster Improvements for Cloud.
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Migration

Migration to 8.5.1 from 8.5.001

1. Undeploy the 8.5.001 .war file from your application server.

Do not just copy the 8.5.1 .war file over the 8.5.001 .war file in your application
server directory. Genesys recommends undeploying the previous file first and
letting the application server clean up its files, then deploying the new .war file.

2. Deploy the 8.5.1 .war file to your application server.
3. Set the values of any of the new configuration options.

4. Log into 8.5.1 Genesys Rules Authoring Server.

Migration to 8.5.001 from 8.5.0

1. Undeploy the 8.5.0 .war file from your application server.

Do not just copy the 8.5.0001 .war file over the 8.5.0 .war file in your application
server directory. Genesys recommends undeploying the previous file first and
letting the application server clean up its files, then deploying the new .war file.

2. Deploy the 8.5.0001 .war file to your application server.
3. Set the values of any of the new configuration options.

4. Log into 8.5.0001 Genesys Rules Authoring Server.

Migration to 8.5.0/8.5.001

From 8.1.4

1. Undeploy the 8.1.4 .war file from your application server.
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Do not just copy the 8.5.0 .war file over the 8.1.4 .war file in your application
server directory. Genesys recommends undeploying the previous file first and
letting the application server clean up its files, then deploying the new .war file.

2. Deploy the 8.5.0 .war file to your application server.

If you have a very large repository database, it may take several minutes the first
time you deploy the 8.5.0 .war file, as GRAT must rebuild the index cache. Once
this process is complete, the user will be able to log in to the system.

3. Log into 8.5.0 Genesys Rules Authoring Server.

From 8.1.3

1. In 8.1.4, the repository database configuration was moved to a Database Access Point (DAP). Create
and configure a DAP and add it as a connection to the GRAT application object. You will no longer be
prompted for database configuration information during the installation process.

See the following procedures for details of how to create a DAP:

* Creating the Rules Repository Database using Configuration Server

* Creating the Rules Repository Database using Genesys Administrator

e Undeploy the 8.1.3 .war file from your application server.

Do not just copy the 8.5.0 .war file over the 8.1.3 .war file in your application server
directory. Genesys recommends undeploying the previous file first and letting the
application server clean up its files, then deploying the new .war file.

e Deploy the 8.5.0 .war file to your application server.
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If you have a very large repository database, it may take several minutes the first
time you deploy the 8.5.0 .war file, as GRAT must rebuild the index cache. Once this
process is complete, the user will be able to log in to the system.

* Log into 8.5.0 Genesys Rules Authoring Server.

From 8.1.2 and 8.1.1

1. From the 8.1.1 or 8.1.2 Genesys Rules Authoring Server:
a. Click on each tenant and export the templates associated with that tenant as an XML file.

b. Click on each rule package that you wish to migrate and export as an XML file.

Create a new database for GRAT 8.5.0 (leaving the old one in place).

Install 8.5.0 Genesys Rules System.

Start 8.5.0 Genesys Rules Authoring Server. This creates the tables inside the new database.
Log into 8.5.0 Genesys Rules Authoring Server.

For each tenant, import the template XML file (from step 1a).

© N o v W

For each tenant, and under each solution, click on New Rule Package and import the corresponding
rule package XML file (click the Auto-save option).

9. Redeploy each rule package to the corresponding 8.5.0 Genesys Rules Engine(s).

10. Optionally, from the Genesys Rules Deployment Tool, you may import the templates from the 8.5.0
Genesys Rules Authoring Server.

See the GRAT online Help for explicit steps for importing and exporting templates, and importing

and exporting rules packages.

Running an 8.5.0 Rules Authoring Server against an 8.1.2 repository will result in a
corrupted repository that will no longer be useable by any version of the Rules
Authoring Server.

Repository Performance Enhancement for Oracle 11 users

For Oracle users, a performance enhancement is available that is enabled only when you create a
new database repository when either initially installing, or migrating to, 8.5.x. For a new installation

with a new Oracle database repository, no additional steps are required. If you are migrating to GRS

release 8.5.x from an earlier release, to take advantage of the enhancement, do the following:
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Click on each tenant and export the templates associated with that tenant as an XML file.
Click on each rule package that you wish to migrate and export as an XML file.

Create a new database for GRAT 8.5.x.

A W N -

Start 8.5.x Genesys Rules Authoring Server.

With the enhancement, when GRAT initializes, it creates new database
tables based on a new optimized schema, and database performance is
improved.

If you re-use your existing 8.1.3/8.1.4 repositories, GRAT does not re-create the
tables with the new schema. In this scenario, there is no performance
enhancement.
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Upgrading within the Same Release Family

Purpose

To apply correctly to GRAT and GRE a hot fix or maintenance release within the same release family
(for example, from 8.5.000.xx to 8.5.100.xx).

Procedure

1. Install the new installation package.

2. Undeploy the original .war file from your application server.

Do not just copy the new .war file over the old .war file in your application server
directory. Genesys recommends undeploying first and letting the application
server clean up its files, then deploying the new .war file.

3. Deploy the new .war file to your application server.

If you have a very large repository database, it may take several minutes the first
time you deploy the new .war file, as GRAT must re-build the index cache. Once
this process is complete the user will be able to log in to the system.

4. If installing GRAT, log into the Genesys Rules Authoring Server. If installing GRE, navigate to the home
page to ensure it is operating successfully (for example; http://myserver:8080/genesys-rules-engine).
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Preparing for Installation

The topics in this section enable you to prepare for installing the GRS software distribution artifacts.

« Summary of Installation Steps
* Creating the Rules Repository Database with Configuration Manager

¢ Creating the Rules Repository Database with Genesys Administrator
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Installing Genesys Rules System Task
summary

The following table outlines the task flow for installation of GRS 8.5.x. The procedures in this table
provide instructions about installing GRS components on Microsoft Windows. For information about
how to install on UNIX-based operating systems, refer to Installing Genesys Rules System on
UNIX Platforms.

Objective Related Procedures and Actions

e Ensure that your environment meets the

prerequisites that are outlined in Preparing
1. Prepare for installation and review prerequisites. for installation.

e Ensure that the required CD is available.

¢ Configuring the Rules Repository database
2. Create the database for the Rules Repository. using Configuration Manager

¢ Configuring the Rules Repository database
using Genesys Administrator

¢ Genesys Administrator:Deploying the
Genesys Rules Engine in Genesys

Administrator
3. Install the Genesys Rules Engine

e Configuration Manager:Creating the Genesys
Rules Engine Application object in
Configuration Manager

* Installing the Genesys Rules Engine

¢ Genesys Administrator:

* Deploying the Genesys Rules Authoring
Tool in Genesys Administrator

4. Install the Genesys Rules Authoring Tool * Creating an A[_)p_lication Cluster in
Genesys Administrator

* Configuration Manager:

* Creating the Genesys Rules Authoring
Tool Application objects in
Configuration Manager
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Objective

5. Deploy the genesys-rules-authoring.war and genesys-
rules-engine.war files to your application server.

6. Install the Genesys Rules Development Tool

7. Define your business structure

8. Test the installation

9. Review the Troubleshooting section for configuration tips and
considerations

10. Redeploy all standard rule packages that have been
previously deployed only to 8.1.2 (or earlier) Genesys Rules
Engines. This step is not necessary for standard rule packages
that have been deployed to 8.1.3 or later Genesys Rules
Engines.

Related Procedures and Actions

* Creating an Application Cluster in
Configuration Manager

* Installing the Genesys Rules Authoring
Tool

Deploying the .war files

Installing the Genesys Rules Development Tool

See About Business Structure.

Testing the Installation

See Troubleshooting.

In release 8.1.3, the rules engine was updated from Drools 5.1
to 5.5. The rules engine (up to and including release 8.1.2)
writes serialized objects to file. These serialized objects are no
longer loadable due to the Drools upgrade. To avoid future
upgrade issues, rules engines later than 8.1.3 will maintain the
rules package in its DRL form.
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Configuring the Rules Repository Database
using Configuration Manager

This procedure creates and configures the database that will be used as the Rules Repository by
using Configuration Manager.

Most database distributions include the JDBC connector that is needed; if this is not the case, you
must download it from the vendor’s site. Genesys does not provide the JDBC connector.

Genesys Rules System 8.5.1 can use only Java 7. Java 6 is no longer supported in release 8.5.1.

Once the configuration below is complete, the same database configuration will be used whenever
GRAT is installed or updated. There will be no need to specify it again. Also, if any of the database
information changes (for example, DB Server location, DB name, DB user or DB password), users can
simply update the DAP and restart GRAT.

Prerequisites

Either Oracle 11g or 12c or Microsoft SQL or DB2, or PostGRE SQL 9.x

Support for Oracle 10g is discontinued in GRS 8.5.

Procedure

1. Create a new database using the normal DBMS procedures for the database type you are working with.
This is the database that will be populated by GRAT.

2. In Configuration Manager, right-click the Environment > Applications folder and select New >
Application. This opens the Browse dialog box that lists the available application templates.

3. In the Browse dialog box, select the DAP template file, and click OK. This opens the Properties dialog
box for the new DAP Application object.

4. On the General tab:
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E GRS_DAP_614 _PGD [tarheeld:2020] Propertics x|
Options | Secuilty | Dependency
Genetdl | DBInio | JDBCIo |  Serverlnio

ﬁ Name: [GRS_DAP_814_FGD =]

08 Server. [ [100e] =

Template: [[] Database_Access_Pow_t =]

Typer |Database Access Poink [

Wessiorc [60.1 =l
¥ JDBC Connection

[ | |5 ppfcation Senver

[¥ Stste Enabled

E“ Ok | Cancel Aoy Help

a. Enter a name for the DAP. A DAP can have the same name as the database itself. However, it is
recommended that you make their names unique if you are using multiple access points for the

same database.

b. Do not enter anything in the DB Server field.

c. Select the JDBC Connection check box. This will disable the DBMS Name field on the DB Info tab.

d. Ensure that the State Enabled check box is checked.

5. On the DB Info tab:
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¥ GRS_DAP_814 PGD [tarheel4:2020] Properties x|
Options | Secunty | Dependency
General DBIfo | JDBCInfo |  Sewerlrio

DEMS Hame: Ilmic[en-.o

DBMS Type: R ~ |

Deatabase Mame: |EF| & _Repasitane_ 214 PGD

Uz Infomnmation

Ll Mame: |sa

PBasswond: |uu| LT TYTT

Fe-enter Pacowond: l--- (TTTTI Y]

Case Convession: [ any =

O [ox ] ceme Apply Help

a. Enter the DBMS type, database name, username, and password.
b. Set Case Conversion to any, and leave the DBMS Name field clear.
6. On the JDBC Info tab, set the following values:
a. Role fiel[d—Main
b. Debug field—Unknown

Cc. Query Timeout field—0 (zero)

4. On the Server Info tab, enter the host name and port number.
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B GRS DAP 814 PGD [tarbeel4:2020] Properties

5. Add this newly created DAP to the Connections tab of the GRAT Application object.
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Configuring the Rules Repository Database
using Genesys Administrator

This procedure creates and configures the GRAT Rules Respository database using Genesys
Administrator.

Most database distributions include the JDBC connector that is needed. If this is not the case, you
must download it from the vendor’s site. Genesys does not provide the JDBC connector.

Genesys Rules System 8.5.1 can use only Java 7. Java 6 is no longer supported in release 8.5.1.
Once the configuration below is complete, the same database configuration will be used whenever
GRAT is installed or updated. There will be no need to specify it again. Also, if any of the database

information changes (for example, DB Server location, DB name, DB user or DB password), users can
simply update the DAP and restart GRAT.

Prerequisites

Either Oracle 119 or 12c or Microsoft SQL or DB2 or PostGRE SQL 9.4

Support for Oracle 10g is discontinued in GRS 8.5.

Procedure

1. Create a new database using the normal DBMS procedures for the type you are working with. This is the
database that will be populated by GRAT. Create a DB user/password that will have full access to this
new database.

2. In Genesys Administrator, navigate to the Environment > Applications > GRS folder.

3. Create a new application to be the new Database Access Point.
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[T] DAP_GRS_B14_tomcat7 - \Applications\GRS\,
3¢ Cancel |l Save & Close g Save =] Save & New @R.eload ’f‘xmﬂ B Start Stop EGraoeful Stop

J Configuration ” Options ” Permissions ” Dependencies “ Alarms “ Logs
—[=] * General
* Mame: |DAP_GRS_814_t0mC:|t?

* application Template: |Dat;|base Access Point 811

* Type: Database Access Point
Version: 211

Server: True

State: Enabled

—E] * server Info

Tenants: [T Add - 3Edit [f3Remove

Name = State

Mo objects to display

* Host: |demt}5r\r.qenesvslab.com

* Listening Ports: [C]Add - 3Edit [gRemove
ID & Port
default 1433

Select the Application Template type Database_Access_Point_811 (or later).
Ensure that the State: Enabled check box is checked.

In the Server Info panel, enter values for the Host and the Listening Ports of the DBMS server.

N o uos

In the DB Info panel, enter JDBC as the Connection Type. This will disable the DBMS Name field.
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| * DB Info
Connection Type: JDBC
* Role: Main
* Debug:

* 1DBC Query Timeout: 0
DB Server:

* DBMS Name:

* DBMS Type: mssq|

Database Mame: grsdb&14tomcat?
* User Name: 3

User Password: sesssssses

* Case Conversion: any

* Query Timeout:

8. Set the Role field to value Main.
9. Set the Debug field to value 0 (zero).
10. Set the Query Timeout field to value 0 (zero).
11. Select the value in the DBMS Type field (MSSQL, DB2, Oracle or PostGRE SQL).
12. Enter the name of the database created in Step 1. For Oracle, this is the "service name".
13. Enter the database username and password created in Step 1.
14. Ensure that the Case Conversion field has the value any.
15. Save your changes.

16. Add this newly created DAP as a Connection on the GRAT Application object. When GRAT initializes, it
will use the information in this DAP to connect to the repository database.
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Values for DAP Connection Parameters

During the installation of the GRAT, you will be prompted to enter various connection parameters for
the database you are using as the Rules Repository (created in Creating the Rules Repository
Database).

Default Values

The table below provides default values for the three supported database types (MSSQL, Oracle, and
DB2). You should consult your database vendor’s documentation for specific information. The last
column in the table lists the JDBC drivers that you must copy to the lib directory of your application
server.

Database Type Example Connector Class Default Database URL JDBC Driver to be Copied

com.microsoft.sqglserver.

MSSQL jdbc.SQLServerDriver jdbc:sqlserver://{host}sdbpdtid4 deetabaseName={database n:
Oracle oracle.jdbc.driver.Oracldidberiwveacle: thin:@// {hosjidudpojar /{SID}
. . !, ) . . b2icc.jar
DB2 com.1bm.db2.Jcc.DBZDrlvpd‘bc.de.//{host}.{portﬁé}i@ﬁcﬁ%@gﬁggfg&jar
PostGRE SQL org.postgresql.Driver "jdbc:postgresql://{hosidst{poeddV ¢ thbbbeNajeic4l. jar

Overriding Default Values on the Options Tab

More advanced users can use the DAP's Options tab to override the default values mentioned above;
for example, if a database vendor makes changes to the JDBC driver class, or if additional options
need to be specified on the DB URL.
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O x| _come | 20 | e |

If the GRS section is present, the value of any options specified here overrides the defaults
generated by GRAT.

Procedure

1. On the Options tab, create a section called GRS.
2. Use the URL field to override the URL value generated by GRAT.

3. Use the Driver field to override the default driver value generated by GRAT.
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Installing GRE

GRE can be configured by using either Genesys Administrator or Configuration Manager.

If you use Genesys Administrator, you can deploy the installation package from within
Genesys Administrator.

If you use Configuration Manager, you will have to:

1. Create the application.

2. Run the installation package manually.

Security Certificates in Initial Release of 8.5.1

GRE and GRAT applications are unable to understand thumbprint certificates from the Windows
Microsoft Certificate Store while connecting to Configuration Server or Message Server. Consequently
they cannot establish a TLS connection to either Configuration Server or Message Server, and a
security error is generated, such as this:

15:14:31.445 Alarm 21363 [ServerConnectionMonitor][Thread-2]: connect(): caught exception
while

opening connection to server '<GRAT/GREServerVersion>'. Nested exception: Could not configure
TLS.

Workaround

Create certificates in .PEM format and private-keys in PKCS#8 format—see the example below.
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o

Hame: | [
|P Address: I

05 Infomation
05 Type: [Wows Sever 200 <]

Version: | [~
LCA Port: [4242 -

Sohtion Cortrol Server: | 9% SC5 B =]
~ Defaul Certficate
Cetficate: |C:\Certiicates\D5_w2:8-vym06_cert pem E

unqhum:l

Cestificate Hey: IC:MJH\DE_WZ:MDE}N_RQEM

Trusted CA: IC:RCHM'\G&_M\G&_MM

¥ Siate Enabled

Jia] 0K | cCamesl | oy | Hep |

-

Paths to the physical certificates can be configured either on the Application or the Connection level,
but not on the Host level (despite this being a general Genesys recommendation). For Host level
certificates, if GRAT and GRE are located on the same host as Configuration Server or Message Server
or other C++ applications, the secured connection will not be established because C++ based
applications do not accept PKCS#8 format.

You can convert private-key from PEM to PKCS#8 format using the following OpenSSL command:

openssl pkcs8 -topk8 —nocrypt -in tradfile.pem -out p8file.pem
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Deploying GRE In Genesys Administrator

Prerequisites

To install GRE on Configuration Servers 8.1.0 or later, Genesys Administrator 8.1.0 or later is required.

Procedure

1. Import the installation package into Genesys Administrator.

1. On the Deployment tab of Genesys Administrator, select Import.

2. Select Installation CD-ROM.

3. Click Next.

4. Browse to the MediaInfo.xml file on the CD or the CD image location on the network (the path must be
in UNC format).

5. Click Next.

6. To import the installation package, select GRE for your operating system as well as the appropriate type

in the list:
e For Management Framework 8.1, the type is Business Rules Execution Server.

e For Management Framework 8.0 and earlier, the type is Genesys Generic Server.

. Select Next to start the import.

. Click Finish when the import is complete.

_Install the GRE IP.

Select the Deployment tab in Genesys Administrator. The list of installation packages will now display
GRE.

Right-click and select Install Package for the IP for your operating system and type.

. Click Next to start the installation wizard. The following parameters must be defined/selected:

a. Application Name for the GRE application
b. Target Host—The host to which the .war file will be copied during the installation procedure

c. Working Directory—The directory in which the .war file will be created
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d. Client Side IP Address (optional)
e. Client Side Port (optional)
f. Configuration Server hostname

g. Configuration Server port

For a secure connection, the Configuration Server port should
be of type Auto Detect (Upgrade).

h. Connection delay time in seconds

i. Reconnect Attempts.

3. Configure the Rules Engine application.

1. Inthe Server Info section, verify the default listening port, as well as the connector port on which the
Rules Engine Servlet receives requests:

e The ID value is the name of the Rules Engine web application. The default name of this application is
genesys-rules-engine.

e The Listening port is the connector port of the servlet container. For example, on Tomcat the default
listening port is 8080.

e The Connection Protocol must be http.

¢ On the Tenants tab, add the Tenants that will be available to the Rules Engine.
e On the Connections tab, add a connection to Message Server if you want to use network logging.

¢ On the Options tab, configure options. In addition to the standard logging options that you can configure,
you can configure an option named fileEncoding in the logging section.

fileEncoding specifies the encoding that is to be used during creation of the log
file, for example, UTF-8. This value is optional. If you do not specify this option,
the server's locale information will determine the log file encoding. This option is
available for both GRE and GRAT. Also, the log4j.properties file that is
included in both components supports a similar option,
log4j.appender.runtime.Encoding. The log4j.properties file is used for
initial log configuration prior to the reading of the log configuration from the
Configuration Server database.

e There are several optional configuration options in the settings section:
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Settings in GRE

deployed-rules-directory

Specifies the
directory in which
to keep the
working copy of
deployed rule
packages. When a
package is
deployed, a copy
of the deployed
package is placed
here. When the
rules engine is
restarted, all
packages defined
in this directory
are loaded and
made available
for execution.
Specifying a
deployed-rules-
directory is
recommended. If
a value is not
assigned to the
deployed-rules-
directory option,
the rule packages
are placed in the
WEB-INF\config
sub-directory
within the
genesys-rules-
engine web
application
directory. At this
location the

Description Valid values Default value Takes effect

/GCTl/logs/GRS_Engine After restart
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deployed rule
packages may be
deleted when an
updated .war file
is deployed.

If you choose to
change the
default value,
ensure that the
path exists and
that the
application server
can write to the
specified
directory.

In release 8.5.2,
for a clustered
GRE created using
the GRE-type
application cluster
template, where
the cluster
application object
has the auto-
synch-rules
option (new in
8.5.2) set to
false, the
deployed rules
files will continue
to be stored in the
deployed-rules-
directory. In
such cases a
manual re-
deployment will
be required if
deployment

Description Valid values Default value Takes effect
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status is partial or
if a new node
joins the cluster.

Where such a
cluster application
object has the
auto-synch-
rules option set
to true, deployed
rules data will be
stored in a shared
cluster folder
defined in option
shared-root-
directory (new
in 8.5.2). Each
clustered GRE
node will have its
own deployment
folder in the
cluster shared
folder. The shared
folder will help
synchronize the
clustered GREs
after either
connection
disruptions or
when a new GRE
is added to the
cluster.

If multiple
GREs share the
same host, the
value of
deployed-
rules-

Description Valid values Default value Takes effect
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Description Valid values Default value Takes effect

directory
must be unique
for each GRE.

max-number-rule-executions

The maximum

number of rules

to be executed

during a request.

This is used to

detect unwanted

recursion when
sequential-mode Any positive
is false. If this integer or -1
maximum is

reached an error

is reported.

10,000 Next rules execution

May be setto -1
to denote no
maximum.

sequential-mode

Indicates whether
to run the rules
engine in
sequential mode.
In sequential
mode, after the
initial data set, no
more data can be
inserted or
modified. This
allows for the
rules engine to
operate in a
simplified way.

true/false false On rules deployment

verify-deployer-address
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Description Valid values Default value Takes effect

Indicates whether
to verify the TCP
address of the
application
deploying rules to
be that of a valid
associated
Genesys Rules
Authoring Tool
(one in the valid
list of application
connections).
With its default
value of true, this
option protects
against illegal
attempts to
deploy packages
from any other
application.

true/false true Immediately

esp-worker-threads

Specifies the
maximum
number of worker
threads available
when using the
ESP interface to
execute rules.

Any positive

. 5 Immediately
integer

load-packages-on-start

Indicates whether
to load deployed
rule packages at
application start
up. If packages
are not loaded at

true/false true Immediately
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Description Valid values Default value Takes effect

startup
(value=false),
then a package is
loaded on its first
execution
request.

json-hierarchical-driver

With value true,

the
JsonHierarchicalStreamDriver
class is used to

serialize ]SON

responses. With

value false, the
JettisonMappedXmlDriver

class is used. The
Jettison driver is
unaware of the
original data type
and will try to
detect numerical
values and omit
the quotes,
whereas the
JsonHierarchicalStreamDriver
will maintain the

data type.

true/false false Immediately

cache-operational-parameters (new in 8.5.0)

Operational

parameters are

rule parameters

whose value is true/false true Immediately
obtained at rule

execution time.

They are
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configured in GAX
as Parameter
Groups, and
stored in the
Configuration
Server database.
Prior to 8.5,
whenever an
operational
parameter was
referenced during
the execution of a
rule, GRE would
fetch the current
value from
Configuration
Server. In high-
volume
environments,
this could put
unnecessary
stress on
Configuration
Server.

In GRS 8.5, the
value of the
operational
parameters can
be cached inside
GRE, to make
fetching faster.
Instead of
fetching the value
with each
reference, GRE
will set up a
listener to
Configuration
server and

Description Valid values Default value Takes effect
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Description

maintain the
value in a local
cache. When the
administrator
changes the value
of the parameter
using GAX, GRE
will receive an
event and update
its local cache.

If cache-
operational-
parameters is set
to true (default),
this new caching
mechanism will
be enabled.

If cache-
operational-
parameters is set
to false, no
caching will be
used and each
reference will
fetch the current
value from
Configuration
Server (as was
done prior to 8.5).

parameter-cache-timeout (new in 8.5.0)

When cache-
operational-
parameters is set Integer
to true,

parameter-

Valid values

168

Default value

Takes effect

Immediately
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Description Valid values

cache-timeout
defines how long
(in hours) an
operational
“parameter
group” will remain
in the cache. After
the timeout
expires, the
transaction will be
removed from the
cache until the
next time the
value is
requested. This is
used to clean up
old subscriptions
to parameter
groups which are
no longer being
referenced. The
default value for
this will be 168
(168 hours =1
week).

clear-cache-on-disconnect (new in 8.5.0)

When cache-
operational-
parameter is set
to true, the
clear-cache-on-
disconnect
parameter defines
what the behavior
should be if GRE
loses connection
with the

true/false false

Default value

Takes effect

Immediately
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Description Valid values

Configuration
Server. If clear-
cache-on-
disconnect is set
to false, GRE will
continue to use
the cached value
for any rule
evaluations, until
such time as the
Configuration
Server is restored.
With this option,
there is a risk that
GRE could use
“stale” values for
rule evaluation
during the time
the connection to
Configuration
Server is down. If
clear-cache-on-
disconnect is set
to true, the
cache will be
cleared and a null
(“") value will be
used in the rules.
With this option,
there is potential
that rules will fail
evaluation during
the period that
the Configuration
Server connection
is down.

Default value Takes effect

include-rule-evaluation-detail-in-response (new in 8.5.001)
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Description Valid values

Returns rules that
did not fire,
conditions that
evaluated false
and rule
evaluation time
back to the REST
client invoking
the rule
evaluation
request. Prior to
8.5.001, only the
results of rules
that fired were
returned.

true/false false

Note: Currently,

the
rulesDisqualified
and
executionTime is
not returned via
ESP to iWD.

unload-inactive-package-timeout (new in 8.5.1)

Specifies the
interval (in
minutes) after
which, if a rule
package remains
unused by GRE, it
is unloaded from
memory. If the
option is not
specified, then
packages are
loaded in GRE
with no timeout. If

Integer

Default value

No default

Takes effect

Immediately

At GRE start/restart
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Description Valid values

a request for a
rule package is
received after the
package has been
unloaded, it is
automatically
loaded into
memory again
and the timer is
restarted.

Enables (value =
true), GRE to
determine the
Department from
the properties of
its Process, for
ESP server
requests. The
setting of the
Department from
the Process
properties will
only occur if the
Department is not
specified and the
business context
level 1 is not
specified.

true/false

shared-root-directory (new in 8.5.200)

Specifies the
shared root
directory. When
this option is used
and option

string

iwd-set-department-from-process (new in 8.5.100.21)

false

Default value

Takes effect

At GRE start/restart

After restart
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deployed-rules-
directory-is-
relative-to-
shared-root is
set to true, the
effective
deployed rules
directory used by
GRE is made by
prepending this
string to the path
specified in
deployed-rules-
directory. It can
be used to specify
the path to the
shared location
used for the auto-
synch feature for
rules. Having this
option empty (or
not set)
effectively allows
setting an
absolute path in
the deployed-
rules-directory
even when
deployed-rules-
directory-is-
relative-to-
shared-root is
set to true. It
may be a value in
Universal Naming
Convention (UNC)
format or
mapped/mounted
folder path
backed by a

Description Valid values Default value Takes effect
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service like
Amazon S3 or
simply an OS
shared folder.
Examples:

e If shared-root-
directory =
C:\shared and
deployed-rules-
directory =
\GRE1, then the
effective deployed
rules directory path
used by GRE is
C:\shared\GREL1 .

e If shared-root-
directory =
\\10.10.0.11\
shared and
deployed-rules-
directory =
\GRE1, then the
effective deployed
rules directory path
used by GRE is
\\10.10.0.11\
shared\GREL .

e If the shared folder is
mapped on drive Z,
the shared-root-
directory will be
Z:, deployed-
rules-directory
may be \GRE1, then
the effective
deployed rules
directory path used
by GRE will be
Z:\GRE1.

Universal
Naming
Convention

Description Valid values Default value Takes effect
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Description Valid values Default value Takes effect

(UNC) format is
not supported
where GRE
runs on the AIX
operating
system.

deployed-rules-directory-is-relative-to-shared-root (new in 8.5.200)

Indicates whether
to use the shared
root directory as
the root directory
for deployed-
rules-directory
or not. It must be
set to true if GRE
belongs to a
cluster that has
auto-synch-
rules or just
auto-synch-
rules-at-
startup enabled.
This may be used
even when GRE
does not belong
to a cluster. If this
option is set to
false, auto-synch
will not work.

true/false false Immediately

enable-memory-monitor (implemented in HF 8.5.200.12)

true/false:
Enables or .
disables the Absence of this
. property or invalid false At GRE start/restart
Memory Monitor | Its i
feature value results in
' false

memory-monitor-interval (implemented in HF 8.5.200.12)
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Description Valid values Default value

The interval in
seconds between
periodic memory
usage checks.

integer: min 1 60

memory-monitor-threshold (implemented in HF 8.5.200.12)

The memory

usage threshold

expressed as a

percentage. If

memory usage

goes above the

threshold, GRE's

status.jsp

returns HTTP 503

status with a

message

SYSTEM STATUS MEMORY USAGE ABOVE THRESHOLD.
Genesys
Management
layer is also
notified about
GRE's
unavailability via
status set in LCA
Connection. When
memory usage is
back below the
threshold, GRE's
status.jsp
returns HTTP 200
status and
Genesys
Management
Layer is notified
that GRE is
available.

integer: min 40,

max 80 70

memory-monitor-threshold-strategy (implemented in HF 8.5.200.12)

Takes effect

At GRE start/restart

Immediately
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Description Valid values Default value Takes effect

Allows you to
change the out of
memory error
handling behavior
of memory
monitor.

* adaptive—At out-of-
memory error, a
new threshold is
calculated and it is
obtained by
reducing the
configured memory -
monitor-adaptive-
threshold-safety-
margin amount from
the percentage
memory usage at
the time Memory
Monitor receives the
out-of-memory
notification. The
threshold is reset adaptive/forced adaptive Immediately
only if the new
calculated value is
less than the
configured threshold
(or less than current
override)—for
example, if the
configured threshold
is 80 %, the safety
margin is 10 % and
if an out-of-memory
error notification is
retrieved when
memory usage is
70 %, the new
override threshold
will be 70 - 10 =
60 %. In this
scenario, Memory
Monitor learned that
out-of-memory error
can happen at 70 %
memory usage, so it
adjusts the
threshold to be
60 %.
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Description Valid values Default value Takes effect

The override
threshold that the
"adaptive" strategy
sets can be
removed by
temporarily setting
the strategy to
"forced". It must be
kept as "forced" for
at least the
memory-monitor-
interval time.
The override can
also be removed
by reducing the
configured
threshold value so
that the new
configured value is
equal to, or lower
than, the override
threshold.

The override is
removed if GRE is
restarted, so it is
recommended to
change the
configured
threshold to match
the override
threshold before
restarting the GRE.

» forced—At out-of-
memory error, it
does nothing except
logging the current
memory usage. It
forces Memory
Monitor to raise an
alarm only when
memory usage is
above the threshold.
If using this
approach, the
threshold must be
set low enough so
that no out-of-
memory errors
occur. Temporarily
setting this strategy
allows the removal
of the override
threshold set by the
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Description Valid values Default value Takes effect
"adaptive" strategy.

memory-monitor-adaptive-threshold-safety-margin (implemented in HF 8.5.200.12)

The safety margin
percentage used

by the "adaptive"

strategy, when

set. The new

threshold, set

when application

memory is

exhausted, is integer: min 10,
obtained by max 30
reducing this

percentage

amount from the
percentage

memory usage at

the time of

memory

exhaustion.

10 Immediately

Settings in the GRE Application Cluster

A new template for a GRE-specific application
cluster—GRE_Rules Engine Application Cluster <version>.apd— is implemented in release
8.5.2. The configuration options below are set in the new application cluster, and allow you to
configure how auto-synchronization works.

Description Valid values Default value Takes effect
auto-synch-rules (new in 8.5.200)

Set this to true to

enable a GRE in

cluster to start true/false false At GRE (re-)start
the periodic auto

synch and auto

Genesys Rules System Deployment Guide 61



Installing GRE Deploying GRE in Genesys Administrator

Description Valid values Default value Takes effect

deployment
process.
Clustered GRE's
option deployed-
rules-
directory-is-
relative-to-
shared-root
must be set to
true to have
them participate
in rules auto
synch process.

Option shared-
root-directory
can be used to
specify the
directory which is
shared among all
the clustered
GREs. See option
shared-root-
directory for
more information.

If this is true,
whether auto-
synch-rules-at-
startup is set to
true or false,
the GRE always
auto-synchronizes
rules at startup.

auto-synch-rules-interval (new in 8.5.200)

The interval in

) Integer (minutes) 5 (minimum value = 1) At GRE (re-)start
minutes between
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Description Valid values Default value Takes effect

the end of the last
synchronization
check/auto
deployment and
the start of a new
synchronization
check.

auto-synch-rules-at-startup (new in 8.5.200)

Set this option to
true to have the
GREs synchronize
and deploy rules
at startup. This
value is ignored if
auto-synch-
rules is set to
true (that s,
When aUto i Save your changes
true then auto.  Tue/false

synch is always

performed at

startup. This is

useful if rules

synchronization is

required only at

startup when

auto-synch-

rules is set to

false.

At GRE (re-)start

Next Steps

¢ Deploy the genesys-rules-engine.war file to your application server. See Deploying the .WAR files.
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Creating the GRE Application Object in
Configuration Manager

Procedure

To create the application object for GRE in Configuration Manager, do the following:

1. Import the GRE application template into Configuration
Manager.

1. In Configuration Manager, navigate to the Application Templates folder.
2. Right-click the Application Templates folder, and select Import Application Template.

3. Browse to the templates folder of the installation CD, and select the appropriate template for your
version of Management Framework.

e For Management Framework 8.1.1, select Genesys Rules Engine.apd..

e For Management Framework 8.1 and earlier, select Genesys Rules Engine Generic Server.apd..

¢ Click OK to save the template.

2. Configure the Rules Engine application.

Right-click the Applications folder and select New > Application.

Select the template that you imported in the previous procedure.

On the General tab, enter a name for the application, such as Rules Engine.

On the Tenants tab, add the Tenants that will be available to the Rules Engine.

On the Server Info tab, select the Host on which the application will be installed.

Add a default listening port.

N o v kA w N+

Add an additional port. This port is the connector port on which the Rules Engine Servlet receives
requests:

e The ID value is the name of the Rules Engine web application. The default name of this application
is genesys-rules-engine.

* The Listening Port is the connector port of the Servlet Container. For example, on Tomcat the
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default listening port is 8080.

e The Connection Protocol must be http.

8. On the Start Info tab, enter x for each field. These fields are not used, but you must enter some text
there in order to save the configuration.

9. On the Options tab, configure options. Logging options are as follows:

l0g

Description
all

Specifies the
outputs to which
an application
sends all log
events. The log
output types
must be
separated by a
comma when
more than one
output is
configured. For
example: all =
stdout, lodfile

Valid values

e stdout—Log events

are sent to the
Standard output
(stdout).

* stderr—Log events

are sent to the
Standard error
output (stderr).

* network—Log

events are sent to
Message Server,
which can reside
anywhere on the
network. Message
Server stores the
log events in the
Log Database.
Setting the all log
level option to the  stgout
network output
enables an
application to send
log events of the
Standard,
Interaction, and
Trace levels to
Message Server.
Debug-level log
events are neither
sent to Message
Server nor stored in
the Log Database.

* memory—Log events

are sent to the
memory output on
the local disk. This
is the safest output
in terms of the

Default value

Takes effect

After restart
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Description Valid values Default value Takes effect

application
performance.

e [filename]—Log
events are stored
in a file with the
specified name. If a
path is not
specified, the file is
created in the
application's
working directory.

expire

Determines how
many log files
will be kept on
disk. If set,
expire specifies
the maximum
number of log
files kept on disk.

Any number (blank) After restart

segment

Determines
whether a log
output written to
file is split in

;nemrtr!%lre\ts If itis Any number that
X ' ' represents the
Segment i ; (blank) After restart
specifies the log size in
megabyte

maximum size of
each segment
file.

standard
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Description Valid values Default value Takes effect

Specifies the
outputs to which
an application
sends the log
events of the
Standard level.
The log output
types must be
separated by a
comma when
more than one

Specifies the
outputs to which
an application
sends the log
events of the
Trace level and
higher (that is,
log events of the
Standard,
Interaction, and

stdout—Log events
are sent to the
Standard output
(stdout).

stderr—Log events
are sent to the
Standard error
output (stderr).

network— Log
events are sent to
Message Server,
which can reside
anywhere on the
network. Message
Server stores the
log events in the

Log Dat .
og Database stdout

memory—Log events
are sent to the

i memory output on
OUtp.Ut IS the local disk. This
Conﬁgured' For is the safest output
example: in terms of the

application

standard = performance.
stderr, [filename]—Log
network events are stored

in a file with the
specified name. If a
path is not
specified, the file is
created in the
application's
working directory.

trace (not in application template by default)

* stdout—Log events

are sent to the
Standard output
(stdout).

stderr—Log events

are sent to the

Standard error stdout
output (stderr).

network—Log
events are sent to
Message Server,
which can reside
anywhere on the

After restart

After restart
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Description

Trace levels). The
log outputs must
be separated by
a comma when
more than one
output is
configured. For
example: trace
= stderr,
network

verbose

Determines
whether a log
output is
created. If it is,
specifies the
minimum level of
log events
generated. The
log events levels,
starting with the
highest priority
level, are
Standard,
Interaction,
Trace, and
Debug.

Valid values Default value Takes effect

network. Message
Server stores the

log events in the

Log Database.

memory—Log events
are sent to the
memory output on
the local disk. This
is the safest output
in terms of the
application
performance.

[filename]—Log
events are stored
in a file with the
specified name. If a
path is not
specified, the file is
created in the
application's
working directory.

all—All log events
(that is, log events
of the Standard,
Trace, Interaction,
and Debug levels)
are generated.

debug—The same
as all.

trace—Log events
of the Trace level
and higher (that is,
log events of the
Standard,
Interaction, and
Trace levels) are
generated, but log
events of the
Debug level are not
generated.

standard After restart

interaction—Log
events of the
Interaction level
and higher (that is,
log events of the
Standard and
Interaction levels)
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Description Valid values Default value Takes effect

are generated, but
log events of the
Trace and Debug
levels are not
generated.

e standard Log
events of the
Standard level are
generated, but log
events of the
Interaction, Trace,
and Debug levels
are not generated.

* none—No output is
produced.

10. Configure the options on the Settings tab as follows:

Settings in GRE

Description Valid values Default value Takes effect
deployed-rules-directory

Specifies the
directory in
which to keep
the working copy
of deployed rule
packages. When
a package is
deployed, a copy
of the deployed
package is
placed here.
When the rules
engine is
restarted, all
packages
defined in this
directory are
loaded and made

/GCTl/logs/GRS_Engine  After restart
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Description Valid values Default value Takes effect

available for
execution.
Specifying a
deployed-rules-
directory is
recommended. If
a value is not
assigned to the
deployed-
rules-
directory
option, the rule
packages are
placed in the
WEB-INF\config
sub-directory
within the
genesys-rules-
engine web
application
directory. At this
location the
deployed rule
packages may
be deleted when
an updated .war
file is deployed.

If you choose to
change the
default value,
ensure that the
path exists and
that the
application
server can write
to the specified
directory.

In release 8.5.2,
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Description Valid values Default value Takes effect

for a clustered
GRE created
using the GRE-
type application
cluster template,
where the cluster
application
object has the
auto-synch-
rules option
(new in 8.5.2) set
to false, the
deployed rules
files will continue
to be stored in
the deployed-
rules-
directory. In
such cases a
manual re-
deployment will
be required if
deployment
status is partial
or if a new node
joins the cluster.

Where such a
cluster
application
object has the
auto-synch-
rules option set
to true,
deployed rules
data will be
stored in a
shared cluster
folder defined in
option shared-
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Description Valid values Default value Takes effect

root-directory
(new in 8.5.2).
Each clustered
GRE node will
have its own
deployment
folder in the
cluster shared
folder. The
shared folder will
help synchronize
the clustered
GREs after either
connection
disruptions or
when a new GRE
is added to the
cluster.

If multiple
GREs share
the same host,
the value of
deployed-
rules-
directory
must be
unique for
each GRE.

max-number-rule-executions

The maximum

number of rules

to be executed Any positive
during a request. integer or -1
This is used to

detect unwanted

10,000 Next rules execution
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Description Valid values Default value Takes effect

recursion when
sequential-
mode is false. If
this maximum is
reached an error
is reported.

May be setto -1
to denote no
maximum.

sequential-mode

Indicates whether
to run the rules
engine in
sequential mode.
In sequential
mode, after the
initial data set,
no more data
can be inserted
or modified. This
allows for the
rules engine to
operate in a
simplified way.

true/false false On rules deployment

verify-deployer-address

Indicates whether

to verify the TCP

address of the

application

deploying rules  true/false true Immediately
to be that of a

valid associated

Genesys Rules

Authoring Tool
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Description Valid values Default value Takes effect

(one in the valid
list of application
connections).
With its default
value of true,
this option
protects against
illegal attempts
to deploy
packages from
any other
application.

esp-worker-threads

Specifies the

maximum

number of

worker threads Any positive
available when integer
using the ESP

interface to

execute rules.

5 Immediately

load-packages-on-start

Indicates whether
to load deployed
rule packages at
application start
up. If packages
are not loaded at
startup (value=
false), then a
package is
loaded on its first
execution
request.

true/false true Immediately

json-hierarchical-driver

Genesys Rules System Deployment Guide 74



Installing GRE Creating the GRE Application Object in Configuration Manager

Description Valid values Default value Takes effect

With value true,
the
JsonHierarchic
alStreamDriver
class is used to
serialize JSON
responses. With
value false, the
JettisonMapped
XmlDriver class
is used. The
Jettison driver is
unaware of the
original data
type and will try
to detect
numerical values
and omit the
quotes, whereas
the
JsonHierarchic
alStreamDriver
will maintain the
data type.

true/false false Immediately

cache-operational-parameters (new in 8.5.0)

Operational
parameters are
rule parameters
whose value is
obtained at rule
execution time.
They are
configured in
GAX as
Parameter
Groups, and
stored in the

true/false true Immediately
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Description Valid values Default value Takes effect

Configuration
Server database.
Prior to 8.5,
whenever an
operational
parameter was
referenced
during the
execution of a
rule, GRE would
fetch the current
value from
Configuration
Server. In high-
volume
environments,
this could put
unnecessary
stress on
Configuration
Server.

In GRS 8.5, the
value of the
operational
parameters can
be cached inside
GRE, to make
fetching faster.
Instead of
fetching the
value with each
reference, GRE
will set up a
listener to
Configuration
server and
maintain the
value in a local
cache. When the
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Description Valid values Default value Takes effect

administrator
changes the
value of the
parameter using
GAX, GRE will
receive an event
and update its
local cache.

If cache-
operational-
parameters is
set to true
(default), this
new caching
mechanism will
be enabled.

If cache-
operational-
parameters is
set to false, no
caching will be
used and each
reference will
fetch the current
value from
Configuration
Server (as was
done prior to
8.5).

parameter-cache-timeout (new in 8.5.0)

When cache-

operational-

parameters is Integer 168 Immediately
set to true,

parameter-
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Description Valid values Default value Takes effect

cache-timeout
defines how long
(in hours) an
operational
“parameter
group” will
remain in the
cache. After the
timeout expires,
the transaction
will be removed
from the cache
until the next
time the value is
requested. This
is used to clean
up old
subscriptions to
parameter
groups which are
no longer being
referenced. The
default value for

this will be 168
(168 hours =1
week).

clear-cache-on-disconnect (new in 8.5.0)

When cache-
operational-
parameter is set
to true, the
clear-cache-
on-disconnect
parameter
defines what the
behavior should
be if GRE loses

true/false false Immediately
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Description Valid values Default value Takes effect

connection with
the Configuration
Server. If clear-
cache-on-
disconnect is
set to false,
GRE will continue
to use the
cached value for
any rule
evaluations, until
such time as the
Configuration
Server is
restored. With
this option, there
is a risk that GRE
could use “stale”
values for rule
evaluation
during the time
the connection to
Configuration
Server is down. If
clear-cache-
on-disconnect
is set to true,
the cache will be
cleared and a
null (“”) value
will be used in
the rules. With
this option, there
is potential that
rules will fail
evaluation
during the period
that the
Configuration
Server
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Description Valid values Default value Takes effect

connection is
down.

include-rule-evaluation-detail-in-response (new in 8.5.001)

Returns rules that
did not fire,
conditions that
evaluated false
and rule
evaluation time
back to the REST
client invoking
the rule
evaluation
request. Prior to
8.5.001, only the true/false false Immediately
results of rules
that fired were
returned.

Note: Currently,
the
rulesDisqualif
ied and
executionTime
is not returned
via ESP to iWD.

unload-inactive-package-timeout (new in 8.5.1)

Specifies the
interval (in
minutes) after
which, if a rule
package remains
unused by GRE,
it is unloaded
from memory. If

Integer No default At GRE start/restart
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Description Valid values Default value Takes effect

the option is not
specified, then
packages are
loaded in GRE
with no timeout.
If a request for a
rule package is
received after
the package has
been unloaded, it
is automatically
loaded into
memory again
and the timer is
restarted.

iwd-set-department-from-process (new in 8.5.100.21)

Enables (value =
true), GRE to
determine the
Department from
the properties of
its Process, for
ESP server
requests. The
setting of the
Department from
the Process
properties will
only occur if the
Department is
not specified and
the business
context level 1 is
not specified.

true/false false At GRE start/restart

shared-root-directory (new in 8.5.200)

Genesys Rules System Deployment Guide 81



Installing GRE Creating the GRE Application Object in Configuration Manager

Description Valid values Default value Takes effect

Specifies the
shared root
directory. When
this option is
used and option
deployed-
rules-
directory-is-
relative-to-
shared-root is
set to true, the
effective
deployed rules
directory used by
GRE is made by
prepending this
string to the path
specified in
deployed-rules-
directory. It can
be used to
specify the path
to the shared
location used for
the auto-synch
feature for rules.
Having this
option empty (or
not set)
effectively allows
setting an
absolute path in
the deployed-
rules-
directory even
when deployed-
rules-
directory-is-
relative-to-
shared-root is

string After restart
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Description Valid values Default value Takes effect

set to true. It
may be a value
in Universal
Naming
Convention
(UNC) format or
mapped/
mounted folder
path backed by a
service like
Amazon S3 or
simply an OS
shared folder.
Examples:

e If shared-root-
directory =
C:\shared and
deployed-rules-
directory =
\GRE1, then the
effective deployed
rules directory path
used by GRE is
C:\shared\GREL1 .

e If shared-root-
directory =
\\10.10.0.11\
shared and
deployed-rules-
directory =
\GRE1, then the
effective deployed
rules directory path
used by GRE is
\\10.10.0.11\
shared\GREL .

* If the shared folder
is mapped on drive
Z, the shared-
root-directory
will be Z:,
deployed-rules-
directory may be
\GRE1, then the
effective deployed
rules directory path
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Description Valid values Default value Takes effect

used by GRE will be
Z:\GREL.

Universal
Naming
Convention
(UNC) format
is not
supported
where GRE
runs on the
AIX operating
system.

deployed-rules-directory-is-relative-to-shared-root (new in 8.5.200)

Indicates whether
to use the shared
root directory as
the root directory
for deployed-
rules-
directory or
not. It must be
set to true if
GRE belongs to a
cluster that has  true/false false Immediately
auto-synch-
rules or just
auto-synch-
rules-at-
startup
enabled. This
may be used
even when GRE
does not belong
to a cluster. If
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Description Valid values Default value Takes effect

this option is set
to false, auto-
synch will not
work.

enable-memory-monitor (implemented in HF 8.5.200.12)

true/false:
E}Iri?abk!?essirhe Absence of this
Memorv Monitor property or false At GRE start/restart
featurey invalid value

results in false

memory-monitor-interval (implemented in HF 8.5.200.12)

The interval in
seconds between
periodic memory
usage checks.

integer: min 1 60 At GRE start/restart

memory-monitor-threshold (implemented in HF 8.5.200.12)

The memory

usage threshold

expressed as a
percentage. If

memory usage

goes above the

threshold, GRE's
status.jsp integer: min 40,
returns HTTP 503 max 80
status with a

message

SYSTEM STATUS

MEMORY USAGE A

BOVE THRESHOLD.

Genesys

Management

70 Immediately
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Description Valid values Default value Takes effect

layer is also
notified about
GRE's
unavailability via
status set in LCA
Connection.
When memory
usage is back
below the
threshold, GRE's
status.jsp
returns HTTP 200
status and
Genesys
Management
Layer is notified
that GRE is
available.

memory-monitor-threshold-strategy (implemented in HF 8.5.200.12)

Allows you to
change the out
of memory error
handling
behavior of
memory monitor.

* adaptive—At out-
of-memory error, a
levgutlgizst’jhg#cijlist is adaptive/forced adaptive Immediately
obtained by
reducing the
configured memory -
monitor-
adaptive-
threshold-
safety-margin
amount from the
percentage
memory usage at
the time Memory
Monitor receives
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Description Valid values Default value Takes effect

the out-of-memory
notification. The
threshold is reset
only if the new
calculated value is
less than the
configured
threshold (or less
than current
override)—for
example, if the
configured
threshold is 80 %,
the safety margin
is 10 % and if an
out-of-memory
error notification is
retrieved when
memory usage is
70 %, the new
override threshold
will be 70 - 10 =
60 %. In this
scenario, Memory
Monitor learned
that out-of-memory
error can happen
at 70 % memory
usage, so it adjusts
the threshold to be
60 %.

The override
threshold that the
"adaptive"
strategy sets can
be removed by
temporarily
setting the
strategy to
"forced". It must
be kept as
"forced" for at
least the memory -
monitor-
interval time.
The override can
also be removed
by reducing the
configured
threshold value so
that the new
configured value
is equal to, or
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Description Valid values Default value Takes effect

lower than, the
override
threshold.

The override is
removed if GRE is
restarted, so it is
recommended to
change the
configured
threshold to
match the
override threshold
before restarting
the GRE.

» forced—At out-of-
memory error, it
does nothing
except logging the
current memory
usage. It forces
Memory Monitor to
raise an alarm only
when memory
usage is above the
threshold. If using
this approach, the
threshold must be
set low enough so
that no out-of-
memory errors
occur. Temporarily
setting this
strategy allows the
removal of the
override threshold
set by the
"adaptive"
strategy.

memory-monitor-adaptive-threshold-safety-margin (implemented in HF 8.5.200.12)

The safety

margin

percentage used

by the "adaptive" integer: min 10,
strategy, when max 30

set. The new

threshold, set

when application

10 Immediately
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Description Valid values Default value Takes effect

memory is
exhausted, is
obtained by
reducing this
percentage
amount from the
percentage
memory usage
at the time of
memory
exhaustion.

Settings in the GRE Application Cluster

A new template for a GRE-specific application cluster—GRE_Rules Engine Application Cluster <version>.apd— is

implemented in release 8.5.2. The configuration options below are set in the new application cluster, and allow you to configure
how auto-synchronization works.

Description Valid values Default value Takes effect
auto-synch-rules (new in 8.5.200)

Set this to true
to enable a GRE
in cluster to start
the periodic auto
synch and auto
deployment
process.
Clustered GRE's
option true/false false At GRE (re-)start
deployed-
rules-
directory-is-
relative-to-
shared-root
must be set to
true to have
them participate
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Description Valid values Default value Takes effect

in rules auto
synch process.

Option shared-
root-directory
can be used to
specify the
directory which
is shared among
all the clustered
GREs. See option
shared-root-
directory for
more
information.

If this is true,
whether auto-
synch-rules-
at-startup is
set to true or
false, the GRE
always auto-
synchronizes
rules at startup.

auto-synch-rules-interval (new in 8.5.200)

The interval in
minutes between
the end of the
last
synchronization
check/auto Integer (minutes) 5 (minimum value = 1) At GRE (re-)start
deployment and
the start of a
new
synchronization
check.
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Description Valid values Default value Takes effect
auto-synch-rules-at-startup (new in 8.5.200)

Set this option to
true to have the
GREs
synchronize and
deploy rules at
startup. This
value is ignored
if auto-synch-
rules is set to

true (that s, At GRE (re-)start
when auto- 11. Save your changes.
synch-rulesis true/false false

true then auto-
synch is always
performed at
startup. This is
useful if rules
synchronization
is required only
at startup when
auto-synch-
rules is set to
false.
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Installing the GRE Component

Purpose

e To run the installation package for the GRE, after the application has been created in Configuration
Manager.

Prerequisites

* Creating the GRE Application Object in Configuration Manager

Start

1. From the host on which the GRE is to be installed, locate and double-click Setup.exe in the
rulesengine folder of the Genesys Rules System CD.

2. Click Next on the Welcome screen of the installation wizard.

3. Enter the connection parameters to connect to Configuration Server (Host, Port, User name, and
Password).

4. On the Client Side Port Configuration screen, if you do not want to configure client-side port
parameters, leave the checkbox empty and click Next. If you do want to configure these settings,
select the checkbox to display to additional options: Port and IP Address. Enter values for these
options and click Next.

5. Select the Rules Engine application that you created in Creating the GRE Application Object in
Configuration Manager. Click Next.

6. Specify the destination directory for the installation, or accept the default location, and click Next.
7. Enter the host and port of the optional backup Configuration Server and click Next.

8. Enter the number of times that the Rules Engine application should attempt to reconnect to
Configuration Server (Attempts) before switching to the backup Configuration Server, and the amount
of time (Delay) between attempts. Click Next.

After the specified number of attempts to connect to the primary Configuration
Server all fail, then connection to the backup Configuration Server is attempted. If
these attempts to the backup Configuration Server fail, then once again
connection to the Primary Configuration Server is attempted. If no backup
Configuration Server is configured, there is no limit on the number of connection
attempts.

9. Enter Application Name and click Install.
10. Click Finish.
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End

Next Steps

e Deploy the genesys-rules-engine.war file to your application server. See Deploying the .WAR files.

Genesys Rules System Deployment Guide 93



Importing the GRE "Smart Cluster" Template Installing the GRE Component

Importing the GRE "Smart Cluster”
Template

From Genesys Administrator

. Navigate to Application Templates.
. Click Upload Templates (upper right corner).
. Choose the .apd file Genesys Rules Engine Application Cluster 852.apd.

. Click Save and Close.

1

2

3

4

5. Go to Applications.
6. Create a New application.

7. For the template, choose the application template that you just created in steps 1-4.
8

. Fill in the mandatory fields, including the host (which is not used, but GA requires you to complete this
field).

9. In the Connections section, add each GRE in the cluster.
10. On the Options tab, configure the three auto-synch options (see GRE Configuration options):
e auto-synch-rules
e auto-synch-rules-interval

e auto-synch-rules-at-startup
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Creating an Application Cluster in
Configuration Manager

If you do not require the auto-synchronization feature available in release 8.5.2, you
can continue to use the cluster configuration for 8.5.1—click here for details. Only
Genesys Rules Engine (GRE) supports the auto-synchronization feature.

You can use a Configuration Server application template

Genesys Rules Engine Application Cluster to define a group of Genesys Rules Engine (GRE) or
Genesys Web Engagement engines. Engines in the group must be all of the same type—either all
GRE engines or all Genesys Web Engagement engines.

When a user deploys a package in GRAT, the deployment target list may contain cluster application
names. Unlike release 8.5.1, partial deployments are possible when the allow-partial-deployment
option in GRAT is set to value true. If this option is set to false, deployed packages are placed in
service only after the deployment to all engines in the cluster is successful.

If deployment to any of the engines fails, details of the failure(s) are shown to the GRAT user and
logged in the GRAT log. Partial deployments, where configured, are also displayed to the GRAT user
and in the GRAT log.

Procedure

1. Import an application template of type Genesys Rules Engine Application Cluster, if one does not
already exist in your environment.

2. Create a Configuration Server application of type Genesys Rules Engine Application Cluster.

3. Enter a host and other mandatory information.

Host information is required by the configuration user interface, but it is not used.

4. Add as connections to this cluster application the engine applications you wish to treat as a cluster. For
each connection be sure to select the Port ID for the Rules Engine Web Application (either GRE or
Genesys Web Engagement).

5. Add the cluster application as a connection to the GRAT application.

6. Save the changes.
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This cluster application will now appear in the Location drop-down list in the Deploy window of
GRAT and rules authors can select it as a deployment target.
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Creating an Application Cluster in Genesys
Administrator

If you do not require the auto-synchronization feature available in release 8.5.2, you
can continue to use the cluster configuration for 8.5.1—click here for details. Only
Genesys Rules Engine (GRE) supports the auto-synchronization feature.

Purpose

To create an application cluster in Genesys Administrator to which rules packages can be deployed.

Procedure

1. Import an application template of type Genesys Rules Engine Application Cluster, if one does not
already exist in your environment.

2. Create a Genesys Administrator application of type Genesys Rules Engine Application Cluster.

3. Go to Provisioning > Environment > Applications. If required, navigate to the folder in which you
want to store the new Application object.

4. Open the Tasks panel, if necessary, and click Create Application in the Create section.

5. Follow the steps in the Create New Application wizard. Make sure to select Genesys Rules Authoring
Tool (GRAT) server as the Host in Server Info section.

6. Add as connections to this cluster application the engine applications you wish to treat as a cluster. For
each connection be sure to select the default port ID for the Rules Engine Web Application (either GRE
or Genesys Web Engagement).

7. Add the cluster application as a connection to the GRAT application.

8. Save the changes.

Genesys Rules System Deployment Guide 97



Installing GRAT Installing the GRE Component

Installing GRAT

Genesys Administrator

Genesys recommends that you configure the GRAT by using Genesys Administrator. If you use
Genesys Administrator, you can deploy the installation package from within Genesys Administrator.

Configuration Manager

You can configure the GRAT by using Configuration Manager if you are using an older version of
Configuration Server, prior to 8.0.2, where Roles are not supported. If you use Configuration Manager,
you will have to:

1. Create the applications.

2. Run the setup program manually.

Non-English Environments

When operating the GRAT in a non-English environment, you will need to configure the URIEncoding
option to properly operate and integrate with the Genesys Framework environment. By default,
Tomcat uses 1SO-8859-1 character encoding when decoding URLs received from a browser. If you
wish to use characters not included in this character set, you will need to set the URIEncoding
option to UTF-8 in the server.xml file on the Connector that is used for the Genesys Rules Authoring
Tool.

For example:

<Connector connectionTimeout="20000" port="8080" protocol="HTTP/1.1" redirectPort="8443"
URIEncoding="UTF-8" useBodyEncodingForURI="true"/>

Security Certificates in Initial Release of 8.5.1

GRE and GRAT applications are unable to understand thumbprint certificates from the Windows
Microsoft Certificate Store while connecting to Configuration Server or Message Server. Consequently
they cannot establish a TLS connection to either Configuration Server or Message Server, and a
security error is generated, such as this:

15:14:31.445 Alarm 21363 [ServerConnectionMonitor][Thread-2]: connect(): caught exception
while
opening connection to server '<GRAT/GREServerVersion>'. Nested exception: Could not configure
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TLS.

Workaround

Create certificates in .PEM format and private-keys in PKCS#8 format—see the example below.

o

Hame: | -
|P Address: |

05 Infomation
05 Type: [Wrows Sever 200 <]

Version: I :I
LCA Port: [4242 =

Sohtion Cortrol Server: | 390 SCS =l ﬁl
- Defauk Conficate
Gethicate: [C-\Centficates\05_w2x8-vm0_cert pem
UHutum:l

Centificate Key: IE:M.IHRDE_ﬂE:H—mDEJJm_Hquem

Trusted CA: IE:\Cuﬁmq‘ca_mf‘ca‘mm

[¥ State Enabled

Jis] oK | coesl | moy | e

|
F

Paths to the physical certificates can be configured either on the Application or the Connection level,
but not on the Host level (despite this being a general Genesys recommendation). For Host level
certificates, if GRAT and GRE are located on the same host as Configuration Server or Message Server
or other C++ applications, the secured connection will not be established because C++ based
applications do not accept PKCS#8 format.

You can convert private-key from PEM to PKCS#8 format using the following OpenSSL command:

openssl pkcs8 -topk8 —nocrypt -in tradfile.pem -out p8file.pem
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Deploying GRAT in Genesys Administrator

Purpose

To configure the GRAT applications and deploy the GRAT installation package using Genesys
Administrator.

Prerequisites

To install GRAT on Configuration Servers 8.1.1 or later, Genesys Administrator 8.1.1 or later is
required.

Procedure

1. Import the GRAT IP into Genesys Administrator.

Start

1. Import the installation package into Genesys Administrator:
2. On the Deployment tab of GA select the Import button.

a. Select the Installation CD-ROM radio button.

b. Click Next.

c. Browse to the MediaInfo.xml file on the CD or the CD image location on the network (the path
must be in UNC format).

d. Click Next.

e. Select GRAT for your operating system as well as the appropriate type in the list in order to import
the installation package.

e For Management Framework 8.1.1, the type is Business Rules Application Server.

e For Management Framework 8.1 and earlier, the type is Genesys Generic Server.

¢ Select Next to start the import.

e Click Finish when the import is complete.
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2. Install the GRAT IP.

1. Select the Deployment tab in Genesys Administrator. The list of installation packages will now show the
Genesys Rules Authoring Tool.

2. Right-click and select Install Package for the IP for your operating system and type.
3. Click Next to start the installation wizard. The following parameters must be defined/selected:

Application Name for the Genesys Authoring Tool server application.

- o

Target Host—The host to which the .war file will be copied during the installation procedure.

Working Directory—The directory in which the .war file will be created.

o N

Client Side IP Address (optional).

o

Client Side Port (optional).

—h

Backup Configuration Server hostname.

Backup Configuration Server port.

= (o]

Connection delay time in seconds.

Reconnect Attempts.

After the specified number of attempts to connect to the
primary Configuration Server all fail, connection to the backup
Configuration Server is attempted. If these attempts to the
backup Configuration Server fail, then once again connection
to the Primary Configuration Server is attempted. If no backup
Configuration Server is configured, there is no limit on the
number of connection attempts.

j. Client application name—The name of the GRAT client application.

Iltems a through i will be written to the bootstrapconfing.xml
file in the .war file. Any subsequent updates to the parameters
will have to be made in that file.

11. On the next screen, enter the Connection ID and Connection Port for the Genesys Rules Authoring
Server. Specify the connections for the Rules Authoring Server on the next screen (select the GRE
application). You can also add this connection later under the Configuration for the application. Verify
the previously-defined installation parameters on the Deployment Summary screen.
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3. Configure the GRAT application.

To configure the GRAT server application:

1. On the Tenants tab, add all tenants that should be visible in the GRAT interface.
a. Inthe Server Info section, configure a default listening port.
b. On the Connections tab, add a connection to the Rules Engine application.

c. On the Connections tab, add a connection to the Database Access Point.

d.

On the Options tab, configure log options.

l0g

Description
all

Specifies the

sends all log
events. The log
output types
must be
separated by a
comma when
more than one

stdout, lodfile

Valid values

e stdout—Log
events are sent to
the Standard
output (stdout).

e stderr—Log
events are sent to
the Standard error
output (stderr).

outputs to
which an * network—Log

: . events are sent to
appllcatlon Message Server,

which can reside
anywhere on the
network. Message
Server stores the
log events in the
Log Database.
Setting the all
log level option to
the network

output is output enables an
: application to

Conﬁgured. For send log events of

example: all = the Standard,

Interaction, and
Trace levels to
Message Server.
Debug-level log
events are neither
sent to Message
Server nor stored
in the Log

Default value

stdout

Takes effect

After restart
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Description Valid values Default value Takes effect

Database.

e memory—Log
events are sent to
the memory
output on the
local disk. This is
the safest output
in terms of the
application
performance.

e [filename]—Log
events are stored
in a file with the
specified name. If
a path is not
specified, the file
is created in the
application's
working directory.

expire

Determines how

many log files

will be kept on

disk. If set,

expire specifies

the maximum Any number (blank) After restart
number of log

files kept on

disk.

segment

Determines
whether a log

output written Any number that

represents the

ile i it i o blank Aft
Egufllliepllz split in log size in (blank) er restart
segments. If it megabyte
is, segment
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Description

specifies the
maximum size
of each
segment file.

standard

Specifies the
outputs to
which an
application
sends the log
events of the
Standard level.
The log output
types must be
separated by a
comma when
more than one
output is
configured. For
example:

standard =
stderr,
network

Valid values

stdout—Log
events are sent to
the Standard
output (stdout).

stderr—Log
events are sent to
the Standard error
output (stderr).

network— Log
events are sent to
Message Server,
which can reside
anywhere on the
network. Message
Server stores the
log events in the
Log Database.

stdout
memory—Log

events are sent to
the memory
output on the
local disk. This is
the safest output
in terms of the
application
performance.

[filename]—Log
events are stored
in a file with the
specified name. If
a path is not
specified, the file
is created in the
application's
working directory.

trace (not in application template by default)

Default value

Takes effect

After restart
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Description

Specifies the
outputs to
which an
application
sends the log
events of the

higher (that is,
log events of
the Standard,

Trace levels).
must be

comma when
more than one
output is

= stderr,
network

verbose

Determines
whether a log
output is
created. If it is,
specifies the
minimum level
of log events

log events

Trace level and

Interaction, and

The log outputs

separated by a

configured. For
example: trace

generated. The

Valid values

stdout—Log
events are sent to
the Standard
output (stdout).

stderr—Log
events are sent to
the Standard error
output (stderr).

network—Log
events are sent to
Message Server,
which can reside
anywhere on the
network. Message
Server stores the
log events in the
Log Database.

stdout
memory—Log

events are sent to
the memory
output on the
local disk. This is
the safest output
in terms of the
application
performance.

[filename]—Log
events are stored
in a file with the
specified name. If
a path is not
specified, the file
is created in the
application's
working directory.

all—All log

events (that is,

log events of the

Standard, Trace,

Interaction, and

Debug levels) are

generated. standard

debug—The same
as all.

trace—Log events
of the Trace level

Default value

Takes effect

After restart

After restart
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Description Valid values Default value Takes effect

and higher (that
is, log events of
the Standard,
Interaction, and
Trace levels) are
generated, but log
events of the
Debug level are
not generated.

e interaction—Log

levels, starting levtentstqf thle |

. : nteraction leve
Wl_th _the highest and higher (that
priority level, is, log events of
are Standard, the Standard and

: Interaction levels)

Interaction, are generated,
Trace, and but log events of
Debug_ the Trace and

Debug levels are
not generated.

e standard Log
events of the
Standard level are
generated, but log
events of the
Interaction, Trace,
and Debug levels
are not generated.

¢ none—No output is
produced.

In addition to the standard logging options that you can configure, you
can configure an option named fileEncoding in the logging section.

fileEncoding specifies the encoding to be used when creating the log file. For
example, UTF-8. This value is optional. If you do not specify this option, the server's
locale information will determine the log file encoding.

This option is available for both the GRE and the Genesys Rules Authoring Tool. Also, the
log4j.properties file that is included in both components supports a similar option,
log4j.appender.runtime.Encoding. The log4j.properties file is used for initial log
configuration prior to the reading of the log configuration from the Configuration Server
database.

5. In the settings section, the following options can be configured:
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Where the table below indicates that a GRAT (re-)start is required,
this means the GRAT Web Application must be restarted. This can
be accomplished in different ways depending upon the
application server. In Tomcat, |BOSS or Websphere, GRAT can be
stopped and started from the administration console. This does
not require restarting the entire app server (there could be other
applications deployed to the same container, not only GRAT). If
GRAT is the only application deployed, you can simply restart the
application server (for example, restart Tomcat server).

Settings in GRAT

Description

There are three
levels of rules:
global,
department, and
process.

With value true,
rules are
grouped by
business level:

e All global rules
belong to agenda
group levelo.

e Department rules
belong to agenda
group levell.

e Process rules
belong to agenda
group level2.

When a rule
package is

Valid values

group-by-level (group rules by business level)

true/false

Default value Takes effect

true Immediately
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Description Valid values Default value Takes effect

executed,
levelO rules are
executed first.
Updates from
this first pass
then influence
the department
(Levell) rules
which are
executed in the
second pass.
Updates from
this second pass
then influence
any process rules
(Level?2), which
are executed in a
third pass.

Note: The GRE
option
sequential-
mode must be
false when
group-by-level
is set to true.

When group-by-
level is set to
false, all rules
are executed in a
single pass.
Changes made
by a rule do not
influence which
other rules are
executed (unless
a Drools
“update” or
“insert”
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Description Valid values Default value Takes effect

command is
used).

CEP functionality

e Genesys Web
Engagement's CEP
functionality strips
out the rule
attribute that
indicates which
level a rule is
associated with.
So, the setting of
the group-by-
level has no
influence on rule
execution.

max-connections

Specifies the
maximum
number of
different users
that may be
connected to the
server. Multiple
connections from
the same user ID
are only counted
once.

Any positive

. 99 After GRAT (re-)start
mteger

session-timeout

Specifies the

amount of time

(in minutes) a

client session Any positive
can have no integer
communication

with the Rules

Authoring Server

30 Immediately
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before timing
out. If no value is
specified, the
timeout (if any)
defined by the
application
server applies. If
the value is less
than or equal to
0, the session
will not time out.

session-timeout-alert-interval

The amount of
time (in
minutes), prior to
an expected
timeout, for a
user to be
warned of a
pending timeout.
If no value is
specified, or if
the value is less
than or equal to
0, the default
warning period of
1 minute will be
used. For
example, if you
set the value of
this option to 3,
the user will be
warned 3
minutes prior to
an expected
timeout. This
warning dialog

integer

Description Valid values Default value Takes effect

Any positive

Immediately
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Description Valid values Default value Takes effect

box will prompt
the user to
extend the
session. If the
session is not
extended, the
user will be
logged out and
the login dialog
box will be
displayed. Any
unsaved changes
that the user
made during
their session will
be lost.

strict-mode

This option controls
whether or not the
rules authoring tool
enables strict mode in
the DROOLS rule
compiler. Strict mode
will cause the compiler
to catch common true/false true Immediately
mistakes when the rule
author attempts to
validate or save a
rule.Genesys
recommends leaving
this option set to its
default value true.

verify-deployer-address

Indicates whether
to verify the TCP
address of the
application
deploying rules
to be that of a
valid associated
Genesys Rules

true/false true Immediately
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Description Valid values

Engine (one in
the valid list of
application
connections).
With its default
value of true,
this option
protects against
illegal attempts
to deploy
packages from
any other
application.

display-n-template-versions

Specifies the
maximum
number of
versions to
display for any
published
template. Note:
if the current rule
package is using
an older version
that is not
included in the
last "n" versions,
it will also be
shown, in order
to allow the user
to upgrade to a
more recent
template. For
example, if "n" is
3, and there are
10 versions of a
template, GRAT

Minimum value 1

3

Default value Takes effect

Immediately
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Description Valid values

will show only
version 10, 9,
and 8. If the rule
package is
currently
associated with
an older version,
for example,
version "5", then
that will also be
shown, and the
checkbox will be
selected.

Specifies the
timeout (in
seconds) applied
to the
deployment of a
rule package
before an error

condition is '?\r:‘t); pgfltlve
indicated. If the g
timeout is

reached, the
deployment fails
(is this true?)
and an error is
returned.

require-checkin-comment

Specifies whether
users must add a
check-in
comment when
committing

true/false

deploy-response-timeout (not in application template by default)

Default value Takes effect

300 Immediately

false Immediately
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Description Valid values Default value Takes effect

changes to rules.
These comments
show up when
viewing package
history. If the
value is set to
false (default),
users can save
changes to rules
without
specifying a
comment.

force-snapshot-on-deployment

Specifies whether users
can deploy only a
package snapshot. If
the value is true,
users can only deploy
a package snapshot. If
false (default), users
can deploy either the
LATEST package or a
snapshot.

true/false false Immediately

encoding (not in application template by default)

Activates Unicode
support for the
conversion of data
between the local
character set that is
used by Configuration
Manager and the
UTF-8 encoding that is
used by the Rules
Authoring Server. By
default, code page
conversion is disabled. After GRAT restart
To activate this
functionality, set this
option to the name of
a converter that can
translate the local
character set to UTF
format. The converter
that is suitable for a
particular deployment
can be found by using
the ICU Converter
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Description Valid values Default value Takes effect

Explorer. There is no
default value for this
option. For valid
values, see the ICU
Home > Converter
Explorer pages
(http://demo.icu-
project.org/icu-bin/
convexp).

clear-repository-cache

The GRAT server
builds and
maintains a
cache of the
rules repository
database (for
example, index
files, and so on),
and stores this
on the file
system under
WEB-INF/
classes/
repository. The
cache improves
performance
when accessing
frequently used
rules, calendars,
and so on.
However, this
cache must stay
synchronized
with the rules
repository
database.

true/false false After GRAT (re-)start

Normally, if GRAT
is restarted, it re-
uses the existing
cache, which is
synchronized
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Description Valid values Default value Takes effect

with the rules
repository
database. In this
case, the clear-
repository-
option should
be set to false
(default).

However, if you
are configuring a
second GRAT for
warm standby
(see High
Availability
Support), this
option should be
set to true for
both the primary
and the standby
instances of
GRAT. Since
either GRAT
could be brought
online in the
event of a
failure, this
option forces
GRAT always to
rebuild the cache
and re-
synchronize it
with the rules
repository
database.
Setting this
option to true
can delay the
startup of GRAT,
since the cache
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Description Valid values Default value Takes effect

must be rebuilt,
but it ensures
that it is properly
synchronized
with the rules
repository
database.

evaluate-decision-table-rows-top-down (new in 8.5.0)

Determines the
order that the
Decision Table
rows are written
out to the DRL.
The default value
is false, meaning
that the rows are
executed from
the bottom up. If
you change this
default option, true/false false Immediately
the behavior of
GRAT's Test
Scenario feature
changes
immedately, but
you will need to
re-deploy the
rule package in
order for the
change to be
observed in GRE.

single-sign-on (new in 8.5.0)
Note: This

configuration true/false false After GRAT (re-)start
option should
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Description Valid values Default value Takes effect

only be used
when deploying
in a Genesys
Engage cloud
single-sign on
environment,
and does not
apply for
Genesys on-
premise
customers
deploying GRS.

Indicates the
login method:
either single
sign-on, or
legacy login.
With value
false, the
/index.jsp
page will redirect
to /login.jsp
for legacy user
login. With value
true, then
/index. jsp will
redirect to
/singlesignon.

link-to-hub (new in 8.5.0)

Note: This

configuration

option should

only be used string No default value After GRAT (re-)start
when deploying

in a Genesys

Engage cloud
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Description Valid values Default value Takes effect

single-sign on
environment,
and does not
apply for
Genesys on-
premise
customers
deploying GRS.

This option
specifies the URL
to which GRAT
should redirect
once the GRAT
SSO session
completes. This
URL is used in
two situations:

e First, when the user
clicks the log out
button in GRAT, the
browser will be
redirected to this
URL.

e Second, if an SSO
login is successful
but the subsequent
login to
Configuration
Server fails, then
an error box is
displayed to the
user. Once the
error box is
dismissed, the
browser will be
redirected to the
specified URL.

Note: The user
must have
logged in via
SSO for this to
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Description Valid values Default value Takes effect

OCcCur.
decision-table-enable-wildcards (new in 8.5.001)

Controls whether

the wild card

feature is true/false true After GRAT (re-)start
enabled in

decision tables.

help-file-url (new in 8.5.001)

Specifies the
base URL
location of online
help for GRAT.
You can specify a
local protected
URL to install the
wiki Help files if
your organization
prefers. If you
change the
default value,
you must specify
the location of
your locally
hosted Help files.

http://docs.genesys.com/
Special:HelpLink/ .
GRATHeIp?context=<GRALfnmEd'atE|y
version>.index

String

use-legacy-language-pack-webhelp (introduced in 8.5.001 and removed in release 8.5.1)

With value true, when
the GRAT user clicks
the Help button in non-
English environments,
GRAT will use the
legacy WebHelp files
shipped with the true/false false After GRAT (re-)start
various language
packs. These legacy
files may not reflect
the full set of current
functionality. With
value false (default),
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Description Valid values Default value Takes effect

GRAT will retrieve
online Help from the
docs.genesys.com
website in the desired
language (if available).
In release 8.5.1,
translated online Help
is available, so this
option is not required.

context-services-rest-api-protocol (new in 8.5.001)

The protocol that
GRAT uses for
the Context
Services

metadata REST ity https http After GRAT (re-)start
API. Valid values

are.

e http
e https

context-services-rest-api-host (new in 8.5.001)

The hostname of

the Context

Services that String After GRAT (re-)start
GRAT connects

to.

context-services-rest-api-port (new in 8.5.001)

The port of the
Context Services String After GRAT (re-)start
metadata API

context-services-rest-api-base-path (new in 8.5.001)

The base path of
the Context / After GRAT (re-)start

Services API.
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Enables users to
control whether
either the name
or the display
name of a
Configuration
Server list object
is encoded in the
DROOLS rule file.

Controls whether
users can create
new rule
packages under
any node of the
hierarchy. For
iWD, it is
recommended to
set this option to
false.

false

deploy-method (new in 8.5.100.21))

Enables users to
override the
automatic
detection of the
protocol to
construct the
"callback" URL auto
used by GRE to
fetch the DRL.
GRE will use the
selected method
to connect with
the GRAT server

Description Valid values

list-object-use-name (new in 8.5.001.21)

enable-nested-solutions (new in 8.5.100.21)

Default value

true/false

true/false

auto / http / https

Takes effect

After GRAT (re-)start

After GRAT (re-)start

After GRAT (re-)start
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Description Valid values Default value Takes effect

during
deployment.

enable-cep-calendars (new in 8.5.200.0x)

Enables users to

enable/disable

business

calendars for

rules that are false true/false After GRAT (re-)start
based on the

Complex Event

Processing (CEP)

template.

allow-partial-cluster-deployment (new in 8.5.200.0x)

With value true,
allows GRAT to
perform a partial
deployment to a
GRE-type
application
cluster, as
distinct from
pre-8.5.2
behavior in
which cluster
deployment fails
if even a single
node fails.

false true/false Immediately

rest-api (new in 8.5.200.0x)

e disabled—The REST

Defines whether API is disabled and
i will not accept any
the REST APl is disabled requests After GRAT (re-)start
enabled. In
addition, this + enabled—The REST

APl is enabled and
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6.

7.
8.

Description Valid values Default value Takes effect

configuration
option will
enable them to
determine
whether or not to
force only SSL
communications.

Genesys
recommends " ¢ both

. will accept bo
runnmg over SSL secure (https) and
in order to non-secure (http)
protect the requests
authentication * requireSSL—The
tokens that flow REST API is enabled

and will only accept

on each request secure (https)
from requests.

compromise. SSL
can be disable
where
appropriate (for
example, testing
labs, positioning
server behind
firewalls, and so
on).

Give the application Read, Create, and Change permissions on the Scripts folder for each Tenant that
you add. (One approach is to create a user called GRAT Application Proxy and add that user to the
SYSTEM access group. Then, on the Security tab of the application, in the Log On As section, select
This account and add the GRAT Application Proxy user. Make sure that the "System" access group
has Read, Create, and Change permissions to the Scripts folder, and that you have applied these
changes recursively.) The Security tab is available only in Genesys Administrator 8.1.0 and later.
Therefore, if you are not using Genesys Administrator 8.1.0 or higher, you must perform this step
through Genesys Configuration Manager.

Give the application Read permission for all roles, access groups and persons needed for GRS.

Create the GRAT client application by first importing the

Genesys Rules Authoring Generic Client 852.apd to create the application template. From the
application template, create the GRAT client application. The name of this application was specified
during the installation of the IP. You just need to create the application and save it. You are not required
to fill in any of the configuration properties.

Genesys Rules System Deployment Guide 124



Installing GRAT Creating the GRAT Application Object in Configuration Manager

Creating the GRAT Application Object in
Configuration Manager

Purpose

To create the Application objects in Configuration Manager that will link the GRAT with Configuration
Server. The GRAT requires two applications in Configuration Server: a server application and a client
application.

Procedure

1. Import the GRAT application template for the server

To import the application template that is to be used for the server application:

1. In Configuration Manager, navigate to the Application Templates folder.
2. Right-click the Application Templates folder, and select Import Application Template.

3. Browse to the templates folder of the installation CD, and select the appropriate template for your
version of Management Framework.

e For Management Framework 8.1.1, select Genesys Rules Authoring Server 852.apd.

¢ For Management Framework 8.1 and earlier, select
Genesys Rules Authoring Generic_Server 852.apd.

¢ Click OK to save the template.

2. Import the GRAT application template for the client.

To import the template that is to be used for the client application:

1. Right-click the Application Templates folder.

2. Select Import Application Template.

3. Browse to the templates folder of the installation CD.
4.

Select Genesys Rules Authoring Generic Client 852.apd.
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5.

3.

Click OK to save the template.

Configure the server application.

Configuring the server application

To configure the server application:

A

o

Right-click the Applications folder and select New > Application.

Select the Genesys Rules Authoring Generic Server template.

On the General tab, enter a name for the application, such as Rules Authoring Server.
On the Tenants tab, add the Tenants that will be visible in the GRAT interface.

On the Server Info tab, select the Host on which the application will be installed, and configure a
default listening port.

On the Start Info tab, enter x for each field. This is required in order to save the configuration.

On the Connections tab, add a connection to the Rules Engine application (multiple Rules Engine
applications can be added).

Tip
The Port ID selected for a Rules Engine connection should be the
name of the Rules Engine Web application. Optionally, a

connection to an application cluster of Rule Engines may be
added.

. On the Connections tab, add a connection to the Database Access Point (DAP).
. On the Connections tab, add a connection to the Message Server.

10.
11.
12.

Click Apply.
On the Options tab, configure log options.

In the settings section, the following options can be configured:

Where the table below indicates that a GRAT (re-)start is required,
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this means the GRAT Web Application must be restarted. This can

be accomplished in different ways depending upon the

application server. In Tomcat, |JBOSS or Websphere, GRAT can be
stopped and started from the administration console. This does
not require restarting the entire app server (there could be other
applications deployed to the same container, not only GRAT). If
GRAT is the only application deployed, you can simply restart the

application server (for example, restart Tomcat server).

Settings in GRAT

Description

There are three
levels of rules:
global,
department, and
process.

With value true,
rules are
grouped by
business level:

e All global rules
belong to agenda
group levelo.

* Department rules
belong to agenda
group levell.

* Process rules
belong to agenda
group level?2.

When a rule
package is
executed,
levelO rules are

Valid values

group-by-level (group rules by business level)

true/false

true

Default value

Takes effect

Immediately
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Description Valid values Default value Takes effect

executed first.
Updates from
this first pass
then influence
the department
(Levell) rules
which are
executed in the
second pass.
Updates from
this second pass
then influence
any process rules
(Level?2), which
are executed in a
third pass.

Note: The GRE
option
sequential-
mode must be
false when
group-by-level
is set to true.

When group-by-
level is set to
false, all rules
are executed in a
single pass.
Changes made
by a rule do not
influence which
other rules are
executed (unless

a Drools
“update” or
“insert”
command is
used).
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Description

CEP functionality

* Genesys Web
Engagement's CEP
functionality strips
out the rule
attribute that
indicates which
level a rule is
associated with.
So, the setting of
the group-by-
level has no
influence on rule
execution.

max-connections

Specifies the
maximum
number of
different users
that may be
connected to the
server. Multiple
connections from
the same user ID
are only counted
once.

session-timeout

Specifies the
amount of time
(in minutes) a
client session
can have no
communication
with the Rules
Authoring Server
before timing
out. If no value is
specified, the

Valid values

Any positive 99
integer

Any positive

. 30
integer

Default value

Takes effect

After GRAT (re-)start

Immediately

Genesys Rules System Deployment Guide

129



Installing GRAT Creating the GRAT Application Object in Configuration Manager

Description Valid values Default value Takes effect

timeout (if any)
defined by the
application
server applies. If
the value is less
than or equal to
0, the session
will not time out.

session-timeout-alert-interval

The amount of
time (in
minutes), prior to
an expected
timeout, for a
user to be
warned of a
pending timeout.
If no value is
specified, or if
the value is less
than or equal to
0, the default
warning period of Any positive
1 minute will be  integer
used. For
example, if you
set the value of
this option to 3,
the user will be
warned 3
minutes prior to
an expected
timeout. This
warning dialog
box will prompt
the user to
extend the

1 Immediately
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Description Valid values Default value Takes effect

session. If the
session is not
extended, the
user will be
logged out and
the login dialog
box will be
displayed. Any
unsaved changes
that the user
made during
their session will
be lost.

strict-mode

This option controls
whether or not the
rules authoring tool
enables strict mode in
the DROOLS rule
compiler. Strict mode
will cause the compiler

to catch common true/false true Immediately
mistakes when the rule

author attempts to
validate or save a
rule.Genesys
recommends leaving
this option set to its
default value true.

verify-deployer-address

Indicates whether
to verify the TCP
address of the
application
deploying rules
to be that of a true/false true Immediately
valid associated
Genesys Rules
Engine (one in
the valid list of
application
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Description Valid values

connections).
With its default
value of true,
this option
protects against
illegal attempts
to deploy
packages from
any other
application.

display-n-template-versions

Specifies the
maximum
number of
versions to
display for any
published
template. Note:
if the current rule
package is using
an older version
that is not
included in the
last "n" versions,
it will also be
shown, in order
to allow the user
to upgrade to a
more recent
template. For
example, if "n" is
3, and there are
10 versions of a
template, GRAT
will show only
version 10, 9,
and 8. If the rule

Minimum value 1

3

Default value

Takes effect

Immediately
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Description Valid values Default value Takes effect

package is
currently
associated with
an older version,
for example,
version "5", then
that will also be
shown, and the
checkbox will be
selected.

deploy-response-timeout (not in application template by default)

Specifies the

timeout (in

seconds) applied

to the

deployment of a

rule package

Condition o Any positive
indicated. If the ~ 'Mteger
timeout is

reached, the

deployment fails

(is this true?)

and an error is

returned.

300 Immediately

require-checkin-comment

Specifies whether
users must add a
check-in
comment when
committing
changes to rules.
These comments
show up when

true/false false Immediately
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Description Valid values Default value Takes effect

viewing package
history. If the
value is set to
false (default),
users can save
changes to rules
without
specifying a
comment.

force-snapshot-on-deployment

Specifies whether users
can deploy only a
package snapshot. If
the value is true,
users can only deploy
a package snapshot. If
false (default), users
can deploy either the
LATEST package or a
snapshot.

true/false false Immediately

encoding (not in application template by default)

Activates Unicode
support for the
conversion of data
between the local
character set that is
used by Configuration
Manager and the
UTF-8 encoding that is
used by the Rules
Authoring Server. By
default, code page
conversion is disabled.
To activate this
functionality, set this After GRAT restart
option to the name of
a converter that can
translate the local
character set to UTF
format. The converter
that is suitable for a
particular deployment
can be found by using
the ICU Converter
Explorer. There is no
default value for this
option. For valid
values, see the ICU
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Description Valid values Default value Takes effect

Home > Converter
Explorer pages
(http://demo.icu-
project.org/icu-bin/
convexp).

clear-repository-cache

The GRAT server
builds and
maintains a
cache of the
rules repository
database (for
example, index
files, and so on),
and stores this
on the file
system under
WEB-INF/
classes/
repository. The
cache improves
performance
when accessing
frequently used true/false false After GRAT (re-)start
rules, calendars,
and so on.
However, this
cache must stay
synchronized
with the rules
repository
database.

Normally, if GRAT
is restarted, it re-
uses the existing
cache, which is
synchronized
with the rules
repository
database. In this
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Description Valid values Default value Takes effect

case, the clear-
repository-
option should
be set to false
(default).

However, if you
are configuring a
second GRAT for
warm standby
(see High
Availability
Support), this
option should be
set to true for
both the primary
and the standby
instances of
GRAT. Since
either GRAT
could be brought
online in the
event of a
failure, this
option forces
GRAT always to
rebuild the cache
and re-
synchronize it
with the rules
repository
database.
Setting this
option to true
can delay the
startup of GRAT,
since the cache
must be rebuilt,
but it ensures
that it is properly
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Description Valid values Default value Takes effect

synchronized
with the rules
repository
database.

evaluate-decision-table-rows-top-down (new in 8.5.0)

Determines the
order that the
Decision Table
rows are written
out to the DRL.
The default value
is false, meaning
that the rows are
executed from
the bottom up. If
you change this
default option, true/false false Immediately
the behavior of
GRAT's Test
Scenario feature
changes
immedately, but
you will need to
re-deploy the
rule package in
order for the
change to be
observed in GRE.

single-sign-on (new in 8.5.0)

Note: This
configuration
option should
only be used
when deploying
in a Genesys

true/false false After GRAT (re-)start
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Description Valid values Default value Takes effect

Engage cloud
single-sign on
environment,
and does not
apply for
Genesys on-
premise
customers
deploying GRS.

Indicates the
login method:
either single
sign-on, or
legacy login.
With value
false, the
/index.jsp
page will redirect
to /login.jsp
for legacy user
login. With value
true, then
/index. jsp will
redirect to
/singlesignon.

link-to-hub (new in 8.5.0)

Note: This
configuration
option should
only be used
when deploying
in a Genesys
Engage cloud
single-sign on
environment,
and does not

string No default value After GRAT (re-)start
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Description Valid values Default value Takes effect

apply for
Genesys on-
premise
customers
deploying GRS.

This option
specifies the URL
to which GRAT
should redirect
once the GRAT
SSO session
completes. This
URL is used in
two situations:

e First, when the user
clicks the log out
button in GRAT, the
browser will be
redirected to this
URL.

e Second, if an SSO
login is successful
but the subsequent
login to
Configuration
Server fails, then
an error box is
displayed to the
user. Once the
error box is
dismissed, the
browser will be
redirected to the
specified URL.

Note: The user
must have
logged in via
SSO for this to
oCcCur.

decision-table-enable-wildcards (new in 8.5.001)
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Description Valid values Default value Takes effect

Controls whether

the wild card

feature is true/false true After GRAT (re-)start
enabled in

decision tables.

help-file-url (new in 8.5.001)

Specifies the
base URL
location of online
help for GRAT.
You can specify a
local protected
URL to install the

s . . http://docs.genesys.com/
wiki Help files if

Special:HelpLink/

your organization Strmg GRATHeIp?context:<GRALanediateIy
prefers If you version>.index
change the

default value,
you must specify
the location of
your locally
hosted Help files.

use-legacy-language-pack-webhelp (introduced in 8.5.001 and removed in release 8.5.1)

With value true, when
the GRAT user clicks
the Help button in non-
English environments,
GRAT will use the
legacy WebHelp files
shipped with the
various language
packs. These legacy
files may not reflect true/false false After GRAT (re-)start
the full set of current
functionality. With
value false (default),
GRAT will retrieve
online Help from the
docs.genesys.com
website in the desired
language (if available).
In release 8.5.1,
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Description Valid values Default value Takes effect

translated online Help
is available, so this
option is not required.

context-services-rest-api-protocol (new in 8.5.001)

The protocol that
GRAT uses for
the Context
Services

metada_ta REST http, https http After GRAT (re-)start
API. Valid values

are.

e http
e https

context-services-rest-api-host (new in 8.5.001)

The hostname of

the Context

Services that String After GRAT (re-)start
GRAT connects

to.

context-services-rest-api-port (new in 8.5.001)

The port of the
Context Services String After GRAT (re-)start
metadata API

context-services-rest-api-base-path (new in 8.5.001)

The base path of
the Context / After GRAT (re-)start

Services API.

list-object-use-name (new in 8.5.001.21)

Enables users to

true/false After GRAT (re-)start
control whether
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Description Valid values Default value Takes effect

either the name
or the display
name of a
Configuration
Server list object
is encoded in the
DROOLS rule file.

enable-nested-solutions (new in 8.5.100.21)

Controls whether
users can create
new rule
packages under
any node of the
hierarchy. For
iWD, it is
recommended to
set this option to
false.

false true/false After GRAT (re-)start

deploy-method (new in 8.5.100.21))

Enables users to
override the
automatic
detection of the
protocol to
construct the
"callback" URL
used by GRE to auto auto / http / https After GRAT (re-)start
fetch the DRL.
GRE will use the
selected method
to connect with
the GRAT server
during
deployment.

enable-cep-calendars (new in 8.5.200.0x)
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Description Valid values Default value Takes effect

Enables users to

enable/disable

business

calendars for

rules that are false true/false After GRAT (re-)start
based on the

Complex Event

Processing (CEP)

template.

allow-partial-cluster-deployment (new in 8.5.200.0x)

With value true,
allows GRAT to
perform a partial
deployment to a
GRE-type
application
cluster, as
distinct from
pre-8.5.2
behavior in
which cluster
deployment fails
if even a single
node fails.

false true/false Immediately

rest-api (new in 8.5.200.0x)

e disabled—The REST

Defines whether API is disabled and
the REST API is will not accept any
enabled. In requests
addition, this  enabled—The REST
: : API is enabled and
Con.ﬁgura_t'on disabled will accept both After GRAT (re-)start
option will secure (https) and
enable them to non-secure (http)
determine requests
whether or not to * requireSSL—The
force onIy SSL REST API is enabled

and will only accept
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Description Valid values Default value Takes effect

communications.
Genesys
recommends
running over SSL
in order to
protect the
authentication
tokens that flow
on each request
from
compromise. SSL
can be disable
where
appropriate (for
example, testing
labs, positioning
server behind
firewalls, and so
on).

secure (https)
requests.

13. Give the application Read, Create, and Change permissions on the Scripts folder for each Tenant that
you add. (One approach is to create a user called GRAT Application_ Proxy and add that user to the
SYSTEM access group. Then, on the Security tab of the application, in the Log On As section, select
This account and add the GRAT Application Proxy user.)

14. Click Save.

4 Configure the client application.

To configure the client application:

1. Right-click the Applications folder.

2. Select New > Application.

3. Select the Genesys Rules Authoring Generic Client template.

4. On the General tab, enter a name for the application, such as Rules Authoring Client.
5. Click Save.
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Next Steps

* Installing the GRAT Component
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Installing the GRAT Component

Purpose

To run the the installation package for the GRAT after the applications are configured in Configuration
Manager.

Prerequisites

¢ Configuring the Rules Repository Database
* Creating the GRAT Application Objects in Configuration Manager

Procedure

1. From the host on which the GRAT is to be installed, locate and double-click Setup.exe in the
rulesauthoring folder of the Genesys Rules System CD.

2. Click Next on the Welcome screen of the installation wizard.

3. Enter the connection parameters to connect to Configuration Server (Host, Port, User name, and
Password).

4. On the Client Side Port Configuration screen, if you do not want to configure client-side port
parameters, leave the checkbox empty and click Next. If you do want to configure these settings,
select the checkbox to display to additional options: Port and IP Address. Enter values for these
options and click Next.

5. Select the GRAT application that you created in Creating the GRAT Application Objects in
Configuration Manager. Click Next.

6. Specify the destination directory for the installation, or accept the default location, and click Next.
7. Enter the host and port of the optional backup Configuration Server and click Next.

8. Enter the number of times that the GRAT Server application should attempt to reconnect to
Configuration Server (Attempts) and the amount of time (Delay) between attempts. Click Next.

9. On the screen that is shown in Creating the GRAT Application Objects in Configuration Manager,
specify the name of the rules authoring client application and click Next.
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Genesys Installation Wizard Ed |

Configuration Parameter

Configuration Parameter

Specify Client &pplication Mame Application Name: [Rulez_Autharing Clien

< Back I MNest » I Cancel

Specify the Rules Authoring Client Application Name

10. Select Application Server Type. Click Next.
11. Click Install.
12. Click Finish.

Next Steps

e Before using GRAT, you will need to set up users and roles. See Role Task Permissions and
Configuring a User for more information.
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Deploying .\WAR Files

The genesys-rules-authoring.war and genesys-rules-engine.war files must be copied or
deployed to your web container. When the .war files have been deployed, you will be able to launch
GRE and GRAT.

The .war files can be found in the destination folder that you specified when you installed the IPs.

e If you are using Tomcat, copy the files and paste them into the Tomcat webapps folder.

e If you are using WebSphere, deploy the .war files by using WebSphere Administrative Console.

Refer to the documentation for your web application server (Tomcat or WebSphere) for specific
deployment instructions.

Genesys recommends the following minimum JVM memory settings for your application server to
ensure GRS components have enough memory for operation. This may need to be adjusted based on
your configuration and depending upon any other applications deployed to your application server.

-XX:MaxPermSize=256m
-Xms256m
-Xmx1024m
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Configuring WebSphere 8.5

Procedure

1. Extract httpclient-4.1.1.jar, httpcore-4.1.jar, jackson-core-asl-1.9.5 and jackson-mapper-
asl-1.9.5 from the WEB-INF/lib directory of genesys-rules-engine.war or genesys-rules-engine-
authoring.war and store them in:

${WAS_ INSTALL ROOT}\optionallLibraries

The jackson-core-asl-1.9.5 and jackson-mapper-asl-1.9.5 libraries are required for the 8.5.2 auto-
synchronization feature.

2. Configure these four JAR files as Isolated Shared Libraries.
a. From the WS Admin console select Environment->SharedLibraries->New
b. Set the name to sharedStuff
C. Set the classpath to:
${WAS INSTALL ROOT}/optionalLibraries/httpclient-4.1.1.jar
and
${WAS INSTALL ROOT}/optionallLibraries/httpcore-4.1.jar
and
${WAS INSTALL ROOT}/optionallLibraries/jackson-core-asl-1.9.5
and
${WAS INSTALL ROOT}/optionallLibraries/jackson-mapper-asl-1.9.5

d. Check the Use an isolated class loader for this shared library check box. Click Apply and
Save.

3. Navigate to Enterprise Applications->genesys-rules-engine->Shared library references and
add the sharedStuff shared library reference to the Module.

4. Navigate to Enterprise Applications->genesys-rules-authoring>Shared library references
and add the sharedStuff shared library reference to the Application and Module.
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Configuring Clusters in Websphere in GRS 8.5 .2

Background

Before release 8.5.2 of GRS, it was not possible to configure multiple cluster nodes running on the
same machine and controlled by the same cluster manager because separate entries for the same
host could not be created in bootstrapconfig.xml to represent different GRE nodes. The pre-8.5.2
format of the bootstrapconfig.xml allowed for a single node to be defined per host. The xml format
was as follows:

<xs:complexType name="node">
<Xxs:sequence>
<xs:element name="cfgserver" type="cfgserver" minOccurs="1" maxOccurs="1"/>
<xs:element name="lcaserver" type="lcaserver" minOccurs="0" maxOccurs="1"/>
<xs:element name="application" type="application" minOccurs="1" maxOccurs="unbounded"/>
</Xs:sequence>
<xs:attribute name="host" type="xs:string"/>
<xs:attribute name="ipaddress" type="xs:string"/>
</xs:complexType>

What's New?

In GRS 8.5.2, an additional attribute called servername has been added to the node definition. This
makes it possible to define multiple nodes for the same host. The server name is defined via the
WebSphere Application Server (WAS) Deployment Manager when the cluster node is created.

For example, you can replicate the “node” definition for each GRE that is running on the same host.
Then, by adding servername=, you can make the entry unique. Each entry then points to the
corresponding Configuration Server application for that GRE instance. In this way, a single
bootstrapconfig.xml file can be used to define all nodes in the Websphere cluster, whether or not
there are multiple GRE nodes defined on a given host.

To ensure backward compatibility, if no node is found within the bootstrapconfig.xml that matches

both the hostname and serverName then the node that contains the hostname with no server name
defined serves as the default.

Editing the bootstrapconfig. xml file

To edit this file, manually extract the bootstrapconfig.xml file from the .war file, edit and save the
bootstrapconfig.xml file, then repackage the bootstrapconfig.xml file back into the .war file.
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Sample bootstrapconfig.xml files

Terminology—In the bootstrapconfig.xml files, the <node> element corresponds to
an individual member of a WebSphere cluster.

For a cluster with one host and two server instances on that host

Below is a sample bootsrapconfig.xml definition for a GRE cluster running on one host,
GenSrv1000, with server instances serverQ1 and server02 on that host:

(hootstrap name="8R e i = ixsi="http://www.wi.org/2001/XML5chema-instance”

<node host-EGensrv1660" host name and first server instance

<reconnectperiod -
-:recnnneq:tattnampts:-c}recannectattempts>

<l-- <protocoltimecut>30</protocoltimecut> --»
<clienttransport ipaddress="" port="" />
<backup host="" port="" />
¢l== caddp clienttimeout="38" servertimeout="30" /> --

unique configuration application names

<fcfgservers:
<application <cfgappname>GRE 85200-581</cfgappname> </application>
</node>
<node host={Gen5rv1080" servername="serverd2” ﬁ._.___._.-"'_‘—‘"hast name .an,d Secon.d
<cfgserveMalost="192 . xxx.x.x port=" 29 [

Lreconnectp
{reconnectattempt$}cfrecannectattenpts ¥

server instance

<!-- <protocoltimeout>»3@¢/protocoltimecut> -->
<clienttransport ipaddress="" port="" />
<backup host="" port="" />
<l-- <addp clienttimeout="38" servertimeout="38" [f» --»
«fcfgserver»
<application id="brs.rules.engine”> <cfgappname>GRE_§5208-5 /cfgappname> </application»
</node>»
< /bootstrap>»

For a cluster with two hosts and two server instances on each host

Below is a sample bootsrapconfig.xml definition for a GRE cluster running on two hosts,
GenSrv1000 and GenSrv2000, with server instances server01 and server02 on each host:
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<bootstrap name="BR

ix5i=" http /ol . w3 . org /2001 XMLSchema-1instance”

{—-—-—_—-—-'"‘ﬁrst host name and first server instance

. <reconnectperiod

: <reconnectattempts ><!reconnectattempts;

s ¢l-- ¢protocoltimecut>30</protocoltimeouts --»
{clienttr‘ansport ipaddress="" port="" [/»

E <backup host="" port="" [

i <=« caddp clienttimeout="38" servertimeout="38" /> -->

<fcfgservers
<application ~> <cfgappname>GRE_B5200-501</cfgappname> </application>
</node> —_—
<node host GenSrleBB" servername=" ser'\.rerBZ - ﬁ'rst host name ah.d swond server "nsfancg
: ccfgservetmg

.
: <reconnec tPEMIDY Tod> unique
H (PECDnnectattempts ><fr‘eccnnectattempt5)

; ¢l-- cprotocoltimeout»>30</protocoltimeouts --» canﬁ'guration
| <clienttransport ipaddress="" port="" f»

; ¢backup host="" port="" /3 I i
[ <l=- caddp clienttimeout="30" servertimeout="38" (> --» a.PPfl'Cdthn
</cfgservers
<application ~> <cfgappname>GRE_B5280-582 Eappname> <fapplication> names
</node> T . o
| <node host second host name and first server instance

<reconnectattempts> <)’r‘ec0nnectattempts)

<!-- <protocoltimeout>38</protocoltimeout> -->»

<clienttransport ipaddress="" port="" />

<backup host="" port="" f3»

¢l-- caddp clienttimeout="30" servertimeout="38" /> --»
<fcfgservers

<applicatiop ppname> </application»

<reconnectper od> TR

<reconnectattempts> <!reconnectattempt5;

<!-- <protocoltimeout>38</protocoltimeouts --»

cclienttransport ipaddress="" port="" /»

<backup host="" port="" f»

<l-- caddp clienttimeout="38" servertimeout="38" /> -->»
: </cfgservers
i <application id="brs.rules.engine”> <cfgappname>GRE_B5200-504.
i <fnode>x ———
< /bootstrap>

Eappname> <fapplication>
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Installing the GRDT Component
Online Installation

Purpose

To install the Genesys Rules Development Tool (GRDT). The GRDT is an Eclipse plug-in that can be
installed either into a stand-alone Eclipse instance or into Genesys Composer.

Prerequisites

¢ Genesys Composer or Eclipse must be installed. If you want to install the GRDT Eclipse plug-in into a
stand-alone Eclipse IDE platform (not Composer), and do not already have Eclipse, you can download it
from the following location: http://www.eclipse.org/downloads/

e Ensure your version of Eclipse is version 3.5.0 or higher. In Eclipse, select Help > Check for Updates.

» Before installing GRDT in Composer, enable the Galileo update site in Composer. This is found in
Windows/Preferences, under the Install/Updates/Available Software Sites node. Find or add the
entry for http://download.eclipse.org/releases/galileo and enable it.

Procedure

1. Locate the GRDT installation zip file on the Genesys Rules CD (in the rulesdevelopment folder) and
save it locally.

2. Start up Eclipse or Composer.
3. In Eclipse or Composer, select Help > Install New Software.

4. Browse to the GRDT installation zip file and drag it onto the Available Software dialog box. This action
adds the location as a "site". When it has been added, it will appear in the drop-down list. It does not
have to be added each time. If you get an error when you drag and drop the file, open the drop-down
list to see if the site already exists, and select it from the list.

5. Check Genesys Rules System in the list of software and click Next.

6. Check Template Development Tool, accept the license terms,and click Finish.
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If you do not check the checkbox, and click Next, you will get an error.

7. Change the perspective so that you can view the GRDT interface. Navigate to Window > Open
Perspective > Other > Template Development.

8. Click on Server Preferences, and edit the following information (you can also access these

preferences by directly navigating to Window/Preferences/Genesys Rules System/Repository
Server):

* Name—The name of the server on which the web container is running that is hosting the GRAT server.
e Port—The listening port for your web container (such as 8080).
* servlet-path:genesys-rules-authoring.

¢ In the Authentication section, enter the user name and password for a user who is defined in
Configuration Server. The user entered here (or an access group to which the user belongs) must have,
at a minimum, Read and Execute permissions to the Genesys Rules Authoring client application (in
Configuration Server) in order to access the Rules Repository through the GRDT. That is, the user whose
name and password is provided here must have Read and Execute permissions or must belong to an
access group that has those permissions to the GRAT client Application object. Refer to Role-Based
Access Control for more information about roles.

Even after configuring the connection parameters to the GRS repository server as
described in Step 8, you will not see a connection to the GRS repository in the GRS
Server Explorer view of GRDT until you start your application server, so that the GRAT
web application is deployed and running.

e While still in the Preferences dialog, select Genesys Rules System/Configuration Server, and edit the
following information:

* Name—The name of the server on which the Genesys Configuration Server is running.
¢ Port—The listening port for the Genesys Configuration Server (normally 2020).

¢ Application—The name, as configured in Genesys Configuration Server, of the GRAT client application
that you created, as described earlier in Installing the GRAT Component.

¢ User name—The name of a Configuration Server user. Note that this user's access control determines
which objects can be accessed from GRDT, such as Business Attributes and Transaction objects.

* Password—The password of the Configuration Server user.

e If you have a sample to import, navigate to File > Import > General > Existing Projects into
Workspace and click Next.
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e Browse to the sample, check in the list of projects, and click Finish.

If you are working with Genesys Technical Support, you will need to supply the exact
version of the GRDT you are using. Refer to Locating the GRDT Version Number
for information about how to find the version number.

Offline Installation

For environments where internet access is not available, copy the entire Composer directory to a
‘sandbox' where internet is available, then install GRDT and the required dependencies. Once GRDT is
working as expected copy the entire directory structure back to the production machine.

Next Steps

* Before using the GRDT, you will need to set up users and various script parameters. See Template
Script Objects and Configuring a User for more information.
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Testing the Installation

Test the installation by logging in a user to the GRAT.

See Configuring a User for the GRAT to verify that the user has the correct permissions.

1. Start your web application container (Tomcat or WebSphere) on the server(s) that are hosting the GRAT
and the GRE.

2. Open a web browser and enter the URL for the GRAT—for example http://<host>:<port>/genesys-
rules-authoring/login.jsp (or http://<host>:<port>/genesys-rules-authoring/singlesignon.jsp
if this is configured) where <host> is the name of the server on which the web container is running that
is hosting the GRAT server, and <port> is the listening port for your web container (such as 8080).
These are the same host and port that you entered in Installing the GRDT Component. The default
name is genesys-rules-authoring, but you can override this name during deployment.

3. On the login screen, enter the credentials for a user to login to the GRAT. Users who log into the GRAT
must have access to one or more tenants in a multi-tenant environment, with, at minimum, Read
permission to the tenant(s). In addition, users or access groups must have, at a minimum, Read and
Execute permissions to this GRAT client Application object in Configuration Server, in order to log in to

the GRAT.
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Installing GRS On Unix Platforms

For the supported UNIX versions, please consult the Genesys Supported Operating Environment
Reference Guide.

Procedure

To install the GRE or the GRAT on UNIX systems:

1. Create the Application objects in Configuration Manager or Genesys Administrator. Please refer to the
following topics:
* Creating the Genesys Rules Engine Application Object in Configuration Manager
* Deploying GRE in Genesys Administrator

2. Locate and run the install.sh scripts for each component (found in their respective directories on the
CD).

Example of the command terminal from an installation of the
GRE on a Linux host

This example includes the script’s prompts, as well as the user’s input (in bold).

bash-3.2$ ./install.sh

Installing Genesys Rules Engine, version 8.5.XXX.XX
Please enter the hostname or press enter for “rh5x64-vml” => <ENTER> was selected

Unable to find configuration information.
Either you have not used configuration wizards and the
GCTISetup.ini file was not created or the file is corrupted.

Please enter the following information about your Configuration Server:

Configuration Server Hostname =>hostl
Network port =>2020
User name =>default
Password => the password was entered

Client Side Port Configuration

Select the option below to use a Client Side Port. If you select

this option, the application can use Client Side Port number for initial connection to
Configuration Server.

Do you want to use Client Side Port option (y/n)?y
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Client Side Port port =>8888

Client Side IP Address (optional), the following values can be used
135. XXX . XX . XXX

=><ENTER> was selected

Backup Configuration Server Hostname =>host2

Backup Network port =>2020

Please choose which application to install:
1 : GRE85xxxxx_rh5x64-vml

=>1

Press ENTER to confirm “0” as
the Number of attempts to reconnect to primary Configuration Server or enter a new one =>6

Press ENTER to confirm “0” as
the Delay in seconds between reconnect attempts or enter a new one =>3

Please enter full path of the destination directory for installation =>/home/GRS/GRE/85xxxxx/
linux

The target install directory /home/GRS/GRE/8.5.xxx.xx/linux
has files in it. Please select an action to perform:

1. Back up all files in the directory

2. Overwrite only the files contained in this package

3. Wipe the directory clean

1, 2, or 3 =>2

Extracting tarfile: data.tar.gz to directory: /home/user/GRS/GRE/8.5.xxx.xx/linux

Installation of Genesys Rules Engine, version 8.5.xxx.xx has completed successfully.

Example of the command terminal from an installation of the
GRAT on a Linux host

This example includes the script’s prompts, as well as the user’s input (in bold).

bash-3.2$ ./install.sh

Installing Genesys Rules Authoring Tool, version 8.5.XXX.XX

Please enter the hostname or press enter for “rh5x64-vml” =><ENTER> was selected
Unable to find configuration information.

Either you have not used configuration wizards and the

GCTISetup.ini file was not created or the file is corrupted.

Please enter the following information about your Configuration Server:
Configuration Server Hostname =>hostl

Network port =>2020

User name =>default

Password => the password was entered

Client Side Port Configuration
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Select the option below to use a Client Side Port. If you select this option,
the application can use Client Side Port number for initial connection to
Configuration Server.

Do you want to use Client Side Port option (y/n)?y

Client Side Port port =>9999

Client Side IP Address (optional), the following values can be used
135. XXX . XX . XXX

=><ENTER> was selected

Backup Configuration Server Hostname =>host2

Backup Network port =>2020

Please choose which application to install:
1 : GRAT8500010 rh5x64-vml

2 : GRE8500004 rh5x64-vml

=>1

Press ENTER to confirm “0” as
the Number of attempts to reconnect to primary Configuration Server or enter a new one =>3

Press ENTER to confirm “0” as
the Delay in seconds between reconnect attempts or enter a new one =>6

Client connection application =>GRSRuleClient

Please enter full path of the destination directory for installation =>/home/GRS/GRAT/
8.5.xxx.xx/linux

The target install directory /home/GRS/GRAT/8.5.xxx.xx/linux
has files in it. Please select an action to perform:

1. Back up all files in the directory

2. Overwrite only the files contained in this package

3. Wipe the directory clean

1, 2, or 3 =>2

Extracting tarfile: data.tar.gz to directory: /home/user/GRS/GRAT/8.5.xxx.xx/linux

Installation of Genesys Rules Authoring Tool, version 8.5.xxx.xx has completed successfully.
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High Avallability Support

GRE

The Genesys Rules Engine (GRE) can be set up in a cluster in order to provide a highly available
configuration. GRE is considered a critical path application because the execution of rules depends
upon at least one node in the system being available. Since GRE is stateless, each rule execution
request can be dispatched to any node in the cluster, and should a node fail, another node could
execute the request.

The load balancer can be set up to dispatch requests to each GRE node at random, or in a round-
robin fashion. There is no need to configure "session stickiness" as there are no sessions to maintain
between rule execution requests. The load balancer should only route rule evaluation requests to a
node that returns an HTTP 200/ SYSTEM STATUS OK, as described in GRAT Status below.

GRE Status

GRE has a status. jsp URL that can be used for a health check. The following statuses are available
via /genesys-rules-engine/status.jsp.

Status Response Text/Meaning

e SYSTEM STATUS CONFIG_SERVER NOT CONNECTE
D—Configuration Server is not connected (same
as pre-8.5.2 response)

HTTP 503 e SYSTEM STATUS ENGINE NOT INITIALIZE
D—Engine is not initialized

e SYSTEM STATUS CLUSTER SYNCHING—ENgine
synching with Cluster

e SYSTEM STATUS OK—Ready to take rule
HTTP 200 execution requests (same as pre-8.5.2
response)

GRAT

Unlike GRE, only one Genesys Rules Authoring Tool (GRAT) instance can be connected to a particular
rules repository database at a time. GRAT is not considered a critical path application because it only
handles the creation, editing and deployment of rules. If GRAT should fail, rule execution continues
uninterrupted. Only rule editing becomes unavailable.

GRAT can be set up in a cold standby configuration. A standby GRAT can be installed as a mirror

Genesys Rules System Deployment Guide 160



High Availability Support Installing the GRAT Component

image on a separate machine and be configured to use the same configuration management
application, same HTTP ports, and so on. Should the primary GRAT fail (hardware failure, network),
the standby GRAT could be brought online quickly to restore service. Both the primary and standby
GRATs can be connected to the same repository database; however, they should not be connected
simultaneously. The rule author would have to log in again and resume their activity.

When configuring a standby GRAT, use option clear-repository-cache=true for both the primary
and backup GRAT instances. Setting this option to true can delay the startup of GRAT, since the
cache must be rebuilt each time, but it ensures that it is properly synchronized with the rules
repository database.

GRAT Status

GRAT has a status.jsp URL that can be used for a health check. GRAT's status. jsp always returns
HTTP 200. The response text must be queried to determine if the GRAT server is up or down.

Status Response Text/Meaning

e SYSTEM STATUS OK—GRAT server is up and
running

e SYSTEM STATUS CONFIG_SERVER NOT CONNECTE
D—GRAT server is not connected to
Configuration derver

e SYSTEM STATUS DB INITIALIZING—GRAT
server is currently initializing local cache from
repository Database. This can take several

HTTP 200 minutes for a large repository.

e SYSTEM STATUS DB NOT CONNECTED—GRAT
Server cannot connect to the repository
database. Check the database status and/or
check the database credentials that are
specified in the DAP on the GRAT application
object.

e SYSTEM STATUS UNKNOWN—GRAT server is down.
Check logs for more details.
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Configuring GRS for Secure Sockets Layer
(SSL)

INtro

Purpose

This topic describes how set to up GRAT and/or GRE in SSL (Secure Sockets Layer) mode using the
Java Keytool utility which should be available if Java is installed. In these steps, Keytool is used to
generate the self-signed certificate and update Java's keystore to add the certificate. The browser is
used to download the public certificate.

Supported Configurations

Supported configurations are:

e GRAT in SSL mode and GRE in non-SSL mode
¢ GRAT in non-SSL mode and GRE in SSL mode
e Both GRAT and GRE in SSL mode

Changes in GRE's Communication Port in Configuration
¢ Make sure the correct SSL communication port is provided. In Tomcat, by default, 8080 is a non-SSL port
and 8443 is for SSL.

e The value for the Connection Protocol in the GRE Port must remain as http (NOT to be changed to
https).

e The listening mode must be set to Secured.

Setting up GRAT in SSL Mode

1. [+] Create the Certificate if it is not already available.

On GRAT, use Keytool utility to create a self-signed certificate to be used for SSL.

keytool -genkey -alias <alias name> -keyalg <security key algorithm> -validity 360
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When prompted for input What is your first and last name?, enter the name of GRAT's Host object in
Configuration Server. It must be either GRAT's hostname or the IP address. The value entered here is used in
the commonName (CN) property of the certificate.

For example:

/usr/local/java/jdkl.7.0 79/jre/bin/keytool -genkey -alias linux-grat -keyalg RSA

A self-signed certificate will be created by file name .keystore in the user's home directory. If the certificate must be signed by
an external CA (Certificate Authority), a CSR needs to be created and submitted to the CA. You can use Keytool to create a CSR.

Please see Java documentation for a complete list of Keytool options.

2. [+] Enable SSL in the server configuration by using the Certificate and disable non-SSL
mode.

For example, to enable SSL in the case of Tomcat, the SSL configuration in .../[TOMCAT HOME]/conf/server.xml looks like this:

<Connector port="8443" protocol="org.apache.coyote.httpll.HttpllProtocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="/home/certificates/.keystore" keystorePass="changeit"/>

Where:
* keystoreFile is the path to the certificate file generated in step 1.

* keystorePass is the password created for the certificate in step 1.

3. [+] On the GRE machine, get the public certificate of GRAT.

a. Open GRAT's link https://[ GRAT IP address]:[SSL port number]/genesys-rules-authoring/
index.jsp in your browser.

b. When it shows the warning about certificates, accept the certificate to be added in the browser's
Trusted Certificates list.

c. Once the certificate has been downloaded by the browser, export it using the browser's export
certificate feature.

<toggledisplay linkstyle font-size:larger showtext="[+] BROWSER DETAILS" hidetext="[-] BROWSER DETAILS">
Browser Procedure

1. When the GRAT application is open in Internet
Explorer using HTTPS, click the Lock icon in
the address bar. (It is located beside the
refresh icon on the right side in the address
bar.)

2. Navigate to the View Certificates link >
IE11 Details tab.

3. Click the Copy to File... button.

4. Select the format DER encoded binary
X.509 (.CER) and click Next.

5. Enter the file name into which you want to
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Browser

Firefox 40.02

Chrome 44.0

Procedure

save the certificate. Click Next, then Finish.
OR

1. Navigate to Internet Options > Content >
Certificates.

2. Locate the certificate.

3. Select the certificate and export it selecting
DER encoded binary X.509 (.CER) format
from the three format choices.

1. When the GRAT application is open in Firefox
using HTTPS, click the Lock icon in the
address bar. (It is located just before "https")

2. Click More information....

3. Navigate to the Security Tab > View
Certificate button > Details Tab.

4. Click the Export... button.

1. Navigate to Options > Advanced >
Certificates.

2. Locate the certificate.

3. Select the certificate and export it.

1. When the GRAT application is open in Chrome
using HTTPS, click the Lock icon in the
address bar. (It is located just before "https").

2. In the popup that opens, navigate to
Connection tab > Certificate information
link > Details tab.

3. Click Copy to File....

4. In the Certificate Export Wizard, enter the file
name to which you want to save the
certificate. Click Next, then Finish.

OR
1. Navigate to Customize > Settings >.

2. Enter certificate in Search Settings and
press the enter key.

3. Click Manage Certificates....

4. Locate the certificate.
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Browser Procedure

5. Select the certificate and export it.

4. [+] On the GRE machine, add the public certificate to Java Keystore using the Java Keytool.

keytool -import -alias <alias> -keystore <cacerts file> -trustcacerts -file
<certificate filename>

This will prompt for the Java Keystore password. The default password for Java Keystore is changeit

For example:

/usr/local/java/jdk1l.7.0 _79/jre/bin/keytool -import -alias linux-grat -keystore /usr/
local/java/jdkl.7.0 79/jre/lib/security/cacerts -trustcacerts -file /home/certificates/
linux-grat

Where:
e alias is the alias to be used for this certificate.

* keystore is the path to Java's Keystore in which we want to add the certificate. Make sure to update
the Keystore of Java that is used by the Server.

* file is the path to the certificate file (exported in step 3) that we can to add into Java Keystore.
5. If you are using GRDT, repeat steps 3 and 4 on the GRDT machine. Make sure to update the Host

Configuration under Preferences > Genesys Rules System > Repository Server to use the https
port and ensure that the HTTPS checkbox is selected.

6. As for GRE and GRDT, repeat step 3 and 4 for any other Java clients of GRAT which would need to use
HTTPS to send requests to GRAT.

Setting up GRE in SSL mode

The procedure to set up GRE in SSL mode is similar to the procedure for GRAT. In step 3, use:
https://[ GRE IP address]:[SSL port number]/genesys-rules-engine/status.jsp
to get GRE's public certificate on the GRAT machine.

Similar to the steps above, where you added GRAT's public certificate to GRE's Java keystore, for GRE
you need to add GRE's public certificate (exported from the browser) to GRAT's Java Keystore.
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GRS Configuration Options

The following tables list GRS configuration options.

l0g

Description
all

Specifies the outputs to which
an application sends all log
events. The log output types
must be separated by a
comma when more than one
output is configured. For
example: all = stdout, lodfile

Valid values Default value

stdout—Log events
are sent to the
Standard output
(stdout).

stderr—Log events
are sent to the
Standard error
output (stderr).

network—Log events
are sent to Message
Server, which can
reside anywhere on
the network.
Message Server
stores the log events
in the Log Database.
Setting the all log
level option to the
network output
enables an
application to send
log events of the
Standard,
Interaction, and
Trace levels to
Message Server.
Debug-level log
events are neither
sent to Message
Server nor stored in
the Log Database.

stdout

memory—Log events
are sent to the
memory output on
the local disk. This is
the safest output in
terms of the
application

Takes effect

After restart
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Description

expire

Determines how many log
files will be kept on disk. If
set, expire specifies the
maximum number of log files
kept on disk.

segment

Determines whether a log
output written to file is split in
multiple segments. If it is,
segment specifies the
maximum size of each
segment file.

standard

Specifies the outputs to which
an application sends the log
events of the Standard level.
The log output types must be
separated by a comma when
more than one output is
configured. For example:

standard = stderr,
network

Valid values

performance.

e [filename]—Log
events are stored in
a file with the
specified name. If a
path is not specified,
the file is created in
the application's
working directory.

Any number

Any number that represents
the log size in megabyte

e stdout—Log events
are sent to the
Standard output
(stdout).

e stderr—Log events
are sent to the
Standard error
output (stderr).

e network— Log
events are sent to
Message Server,
which can reside
anywhere on the
network. Message
Server stores the log
events in the Log
Database.

* memory—Log events
are sent to the

Default value

(blank)

(blank)

stdout

Takes effect

After restart

After restart

After restart
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Description

Specifies the outputs to which
an application sends the log
events of the Trace level and
higher (that is, log events of
the Standard, Interaction, and
Trace levels). The log outputs
must be separated by a
comma when more than one
output is configured. For
example: trace = stderr,
network

Valid values

memory output on
the local disk. This is
the safest output in
terms of the
application
performance.

[filename]—Log
events are stored in
a file with the
specified name. If a
path is not specified,
the file is created in
the application's
working directory.

trace (not in application template by default)

stdout—Log events
are sent to the
Standard output
(stdout).

stderr—Log events
are sent to the
Standard error
output (stderr).

network—Log events
are sent to Message
Server, which can
reside anywhere on
the network.
Message Server
stores the log events

in the Log Database. stdout

memory—Log events
are sent to the
memory output on
the local disk. This is
the safest output in
terms of the
application
performance.

[filename]—Log
events are stored in
a file with the
specified name. If a
path is not specified,
the file is created in
the application's
working directory.

Default value

Takes effect

After restart
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Description
verbose

Determines whether a log
output is created. If it is,
specifies the minimum level of
log events generated. The log
events levels, starting with
the highest priority level, are
Standard, Interaction, Trace,
and Debug.

Valid values

all—All log events
(that is, log events
of the Standard,
Trace, Interaction,
and Debug levels)
are generated.

debug—The same as
all.

trace—Log events of
the Trace level and
higher (that is, log
events of the
Standard,
Interaction, and
Trace levels) are
generated, but log
events of the Debug
level are not
generated.

interaction—Log
events of the
Interaction level and
higher (that is, log
events of the
Standard and
Interaction levels)
are generated, but
log events of the
Trace and Debug
levels are not
generated.

standard

standard Log events
of the Standard level
are generated, but
log events of the
Interaction, Trace,
and Debug levels
are not generated.

none—No output is
produced.

Default value

Takes effect

After restart

Where the table below indicates that a GRAT (re-)start is required, this means the
GRAT Web Application must be restarted. This can be accomplished in different ways
depending upon the application server. In Tomcat, JBOSS or Websphere, GRAT can be
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stopped and started from the administration console. This does not require restarting
the entire app server (there could be other applications deployed to the same
container, not only GRAT). If GRAT is the only application deployed, you can simply
restart the application server (for example, restart Tomcat server).

Settings in GRAT

Description

There are three levels of rules:
global, department, and
process.

With value true, rules are
grouped by business level:

e All global rules
belong to agenda
group levelo.

e Department rules
belong to agenda
group levell.

* Process rules belong
to agenda group
level2.

When a rule package is
executed, levelO rules are
executed first. Updates from
this first pass then influence
the department (levell) rules
which are executed in the
second pass. Updates from
this second pass then
influence any process rules
(level?2), which are executed
in a third pass.

true/false

Note: The GRE option
sequential-mode must be
false when group-by-level is
set to true.

When group-by-level is set
to false, all rules are
executed in a single pass.
Changes made by a rule do
not influence which other
rules are executed (unless a
Drools “update” or “insert”
command is used).

CEP functionality

Valid values
group-by-level (group rules by business level)

true

Default value

Takes effect

Immediately
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Description

* Genesys Web
Engagement's CEP
functionality strips
out the rule attribute
that indicates which
level a rule is
associated with. So,
the setting of the
group-by-level has
no influence on rule
execution.

max-connections

Specifies the maximum
number of different users that
may be connected to the
server. Multiple connections
from the same user ID are
only counted once.

Any positive integer

session-timeout

Specifies the amount of time
(in minutes) a client session
can have no communication
with the Rules Authoring
Server before timing out. If no
value is specified, the timeout
(if any) defined by the
application server applies. If
the value is less than or equal
to 0, the session will not time
out.

Any positive integer

session-timeout-alert-interval

The amount of time (in
minutes), prior to an expected
timeout, for a user to be
warned of a pending timeout.
If no value is specified, or if
the value is less than or equal
to 0, the default warning
period of 1 minute will be
used. For example, if you set
the value of this option to 3,
the user will be warned 3
minutes prior to an expected
timeout. This warning dialog
box will prompt the user to
extend the session. If the
session is not extended, the
user will be logged out and
the login dialog box will be
displayed. Any unsaved
changes that the user made
during their session will be
lost.

Any positive integer

strict-mode

Valid values

99

30

Default value

Takes effect

After GRAT (re-)start

Immediately

Immediately
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Description Valid values Default value Takes effect

This option controls
whether or not the rules
authoring tool enables
strict mode in the
DROOLS rule compiler.
Strict mode will cause
the compiler to catch
common mistakes when
the rule author
attempts to validate or
save a rule.Genesys
recommends leaving
this option set to its
default value true.

true/false true Immediately

verify-deployer-address

Indicates whether to verify the
TCP address of the application
deploying rules to be that of a
valid associated Genesys
Rules Engine (one in the valid
list of application true/false true Immediately
connections). With its default
value of true, this option
protects against illegal
attempts to deploy packages
from any other application.

display-n-template-versions

Specifies the maximum
number of versions to display
for any published template.
Note: if the current rule
package is using an older
version that is not included in
the last "n" versions, it will
also be shown, in order to
allow the user to upgrade to a
more recent template. For
example, if "n" is 3, and there
are 10 versions of a template,
GRAT will show only version
10, 9, and 8. If the rule
package is currently
associated with an older
version, for example, version
"5", then that will also be
shown, and the checkbox will
be selected.

Minimum value 1 3 Immediately

deploy-response-timeout (not in application template by default)

Specifies the timeout (in
seconds) applied to the
deployment of a rule package
before an error condition is
indicated. If the timeout is
reached, the deployment fails
(is this true?) and an error is
returned.

Any positive integer 300 Immediately
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Description Valid values

require-checkin-comment

Specifies whether users must
add a check-in comment
when committing changes to
rules. These comments show
up when viewing package
history. If the value is set to
false (default), users can
save changes to rules without
specifying a comment.

true/false false

force-snapshot-on-deployment

Specifies whether users
can deploy only a
package snapshot. If
the value is true, users
can only deploy a
package snapshot. If
false (default), users
can deploy either the
LATEST package or a
snapshot.

true/false false

encoding (not in application template by default)

Activates Unicode
support for the
conversion of data
between the local
character set that is
used by Configuration
Manager and the UTF-8
encoding that is used by
the Rules Authoring
Server. By default, code
page conversion is
disabled. To activate
this functionality, set
this option to the name
of a converter that can
translate the local
character set to UTF
format. The converter
that is suitable for a
particular deployment
can be found by using
the ICU Converter
Explorer. There is no
default value for this
option. For valid values,
see the ICU Home >
Converter Explorer
pages (http://demo.icu-
project.org/icu-bin/
convexp).

clear-repository-cache

Default value

Takes effect

Immediately

Immediately

After GRAT restart
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Description Valid values

The GRAT server builds and
maintains a cache of the rules
repository database (for
example, index files, and so
on), and stores this on the file
system under WEB-INF/
classes/repository. The
cache improves performance
when accessing frequently
used rules, calendars, and so
on. However, this cache must
stay synchronized with the
rules repository database.

Normally, if GRAT is restarted,
it re-uses the existing cache,
which is synchronized with the
rules repository database. In
this case, the clear-
repository-option should
be set to false (default). true/false
However, if you are

configuring a second GRAT for

warm standby (see High

Availability Support), this

option should be set to true

for both the primary and the

standby instances of GRAT.

Since either GRAT could be

brought online in the event of

a failure, this option forces

GRAT always to rebuild the

cache and re-synchronize it

with the rules repository

database. Setting this option

to true can delay the startup

of GRAT, since the cache must

be rebuilt, but it ensures that

it is properly synchronized

with the rules repository

database.

Determines the order that the
Decision Table rows are
written out to the DRL. The
default value is false, meaning
that the rows are executed
from the bottom up. If you
change this default option, the
behavior of GRAT's Test
Scenario feature changes
immedately, but you will need
to re-deploy the rule package
in order for the change to be
observed in GRE.

true/false

single-sign-on (new in 8.5.0)

Note: This configuration
option should only be used
when deploying in a Genesys
Engage cloud single-sign on

true/false

false

evaluate-decision-table-rows-top-down (new in 8.5.0)

false

false

Default value

Takes effect

After GRAT (re-)start

Immediately

After GRAT (re-)start
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Description Valid values

environment, and does not
apply for Genesys on-premise
customers deploying GRS.

Indicates the login method:
either single sign-on, or
legacy login. With value
false, the /index. jsp page
will redirect to /login.jsp for
legacy user login. With value
true, then /index.jsp will
redirect to /singlesignon.

link-to-hub (new in 8.5.0)

Note: This configuration
option should only be used
when deploying in a Genesys
Engage cloud single-sign on
environment, and does not
apply for Genesys on-premise
customers deploying GRS.

This option specifies the URL
to which GRAT should redirect
once the GRAT SSO session
completes. This URL is used in
two situations:

e First, when the user
clicks the log out
button in GRAT, the
browser will be
redirected to this
URL.

e Second, if an SSO
login is successful
but the subsequent
login to
Configuration Server
fails, then an error
box is displayed to
the user. Once the
error box is
dismissed, the
browser will be
redirected to the
specified URL.

string

Note: The user must have
logged in via SSO for this to
occur.

decision-table-enable-wildcards (new in 8.5.001)

Controls whether the wild card
feature is enabled in decision
tables.

true/false

Default value

No default value

true

Takes effect

After GRAT (re-)start

After GRAT (re-)start
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Description Valid values

help-file-url (new in 8.5.001)

Specifies the base URL

location of online help for

GRAT. You can specify a local

protected URL to install the

wiki Help files if your String
organization prefers. If you

change the default value, you

must specify the location of

your locally hosted Help files.

With value true, when
the GRAT user clicks the
Help button in non-
English environments,
GRAT will use the legacy
WebHelp files shipped
with the various
language packs. These
legacy files may not
reflect the full set of
current functionality.
With value false
(default), GRAT will
retrieve online Help
from the
docs.genesys.com
website in the desired
language (if available).
In release 8.5.1,
translated online Help is
available, so this option
is not required.

true/false

The protocol that GRAT uses
for the Context Services
metadata REST API. Valid
values are:
http, https

* http
* https

The hostname of the Context
Services that GRAT connects String
to.

The port of the Context

Services metadata API String

context-services-rest-api-host (new in 8.5.001)

context-services-rest-api-port (new in 8.5.001)

Default value Takes effect

http://docs.genesys.com/
Special:HelpLink/
GRATHelp?context=<GRAT
version>.index

Immediately

use-legacy-language-pack-webhelp (introduced in 8.5.001 and removed in release 8.5.1)

false After GRAT (re-)start

context-services-rest-api-protocol (new in 8.5.001)

http After GRAT (re-)start

After GRAT (re-)start

After GRAT (re-)start
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Description Valid values Default value Takes effect
context-services-rest-api-base-path (new in 8.5.001)

The base path of the Context
Services API. / After GRAT (re-)start

list-object-use-name (new in 8.5.001.21)

Enables users to control
whether either the name or
the display name of a
Configuration Server list
object is encoded in the
DROOLS rule file.

true/false After GRAT (re-)start

enable-nested-solutions (new in 8.5.100.21)

Controls whether users can

create new rule packages

under any node of the

hierarchy. For iWD, it is false true/false After GRAT (re-)start
recommended to set this

option to false.

deploy-method (new in 8.5.100.21))

Enables users to override the

automatic detection of the

protocol to construct the

fgfglhb?ﬁg DURT_'_‘E;?W% S;E o auto auto / http / https After GRAT (re-)start
the selected method to

connect with the GRAT server

during deployment.

enable-cep-calendars (new in 8.5.200)

Enables users to enable/

disable business calendars for

rules that are based on the false true/false After GRAT (re-)start
Complex Event Processing

(CEP) template.

allow-partial-cluster-deployment (new in 8.5.200)

With value true, allows GRAT

to perform a partial

deployment to a GRE-type

application cluster, as distinct ~ false true/false Immediately
from pre-8.5.2 behavior in

which cluster deployment fails

if even a single node fails.

rest-api (new in 8.5.200)

Defines whether the REST API ¢ disabled—The REST

is enabled. In addition, this ; :

configuration option wil disabled APlis disabled and  \grar GRAT (re-)start
enable them to determine will not accept any

whether or not to force only requests
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Description

SSL communications. Genesys
recommends running over SSL
in order to protect the
authentication tokens that
flow on each request from
compromise. SSL can be
disable where appropriate (for
example, testing labs,
positioning server behind
firewalls, and so on).

Valid values

Default value

¢ enabled—The REST
APl is enabled and
will accept both
secure (https) and
non-secure (http)
requests

* requireSSL—The
REST API is enabled
and will only accept
secure (https)
reguests.

Takes effect

Settings in GRE

Description
deployed-rules-directory

Specifies the directory in
which to keep the working
copy of deployed rule
packages. When a package is
deployed, a copy of the
deployed package is placed
here. When the rules engine is
restarted, all packages
defined in this directory are
loaded and made available for
execution. Specifying a
deployed-rules-directory is
recommended. If a value is
not assigned to the
deployed-rules-directory
option, the rule packages are
placed in the WEB-INF\config
sub-directory within the
genesys-rules-engine web
application directory. At this
location the deployed rule
packages may be deleted
when an updated .war file is
deployed.

If you choose to change the
default value, ensure that the
path exists and that the
application server can write to
the specified directory.

In release 8.5.2, for a
clustered GRE created using
the GRE-type application
cluster template, where the
cluster application object has

Valid values

Default value

/GCTI/logs/GRS_Engine

Takes effect

After restart
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Description Valid values

the auto-synch-rules option
(new in 8.5.2) set to false,
the deployed rules files will
continue to be stored in the
deployed-rules-directory.
In such cases a manual re-
deployment will be required if
deployment status is partial or
if a new node joins the cluster.

Where such a cluster
application object has the
auto-synch-rules option set
to true, deployed rules data
will be stored in a shared
cluster folder defined in option
shared-root-directory
(new in 8.5.2). Each clustered
GRE node will have its own
deployment folder in the
cluster shared folder. The
shared folder will help
synchronize the clustered
GREs after either connection
disruptions or when a new
GRE is added to the cluster.

If multiple GREs share the
same host, the value of
deployed-rules-
directory must be
unique for each GRE.

max-number-rule-executions

The maximum number of
rules to be executed during a
request. This is used to detect
unwanted recursion when
sequential-mode is false. If
this maximum is reached an
error is reported.

May be set to -1 to denote no
maximum.

sequential-mode

Indicates whether to run the
rules engine in sequential
mode. In sequential mode,
after the initial data set, no
more data can be inserted or
modified. This allows for the
rules engine to operate in a
simplified way.

true/false

verify-deployer-address

Indicates whether to verify the

TCP address of the application true/false

Any positive integer or -1

Default value

10,000

false

true

Takes effect

Next rules execution

On rules deployment

Immediately
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Description Valid values Default value Takes effect

deploying rules to be that of a
valid associated Genesys
Rules Authoring Tool (one in
the valid list of application
connections). With its default
value of true, this option
protects against illegal
attempts to deploy packages
from any other application.

esp-worker-threads

Specifies the maximum
number of worker threads
available when using the ESP
interface to execute rules.

Any positive integer 5 Immediately

load-packages-on-start

Indicates whether to load

deployed rule packages at

application start up. If

packages are not loaded at true/false true Immediately
startup (value=false), then a

package is loaded on its first

execution request.

json-hierarchical-driver

With value true, the
JsonHierarchicalStreamDriver
class is used to serialize JSON
responses. With value false,

the

JettisonMappedXmlDriver

class is used. The Jettison

driver is unaware of the

original data type and will try

to detect numerical values

and omit the quotes, whereas
the
JsonHierarchicalStreamDriver
will maintain the data type.

true/false false Immediately

cache-operational-parameters (new in 8.5.0)

Operational parameters are
rule parameters whose value
is obtained at rule execution
time. They are configured in
GAX as Parameter Groups,
and stored in the
Configuration Server
database. Prior to 8.5,
whenever an operational
parameter was referenced
during the execution of a rule,
GRE would fetch the current
value from Configuration
Server. In high-volume
environments, this could put
unnecessary stress on

true/false true Immediately
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Description Valid values

Configuration Server.

In GRS 8.5, the value of the
operational parameters can
be cached inside GRE, to
make fetching faster. Instead
of fetching the value with
each reference, GRE will set
up a listener to Configuration
server and maintain the value
in a local cache. When the
administrator changes the
value of the parameter using
GAX, GRE will receive an
event and update its local
cache.

If cache-operational-
parameters is set to true
(default), this new caching
mechanism will be enabled.

If cache-operational-
parameters is set to false,
no caching will be used and
each reference will fetch the
current value from
Configuration Server (as was
done prior to 8.5).

parameter-cache-timeout (new in 8.5.0)

When cache-operational-
parameters is set to true,
parameter-cache-timeout
defines how long (in hours) an
operational “parameter
group” will remain in the
cache. After the timeout
expires, the transaction will be
removed from the cache until
the next time the value is
requested. This is used to
clean up old subscriptions to
parameter groups which are
no longer being referenced.
The default value for this will
be 168 (168 hours = 1 week).

168

Integer

clear-cache-on-disconnect (new in 8.5.0)

When cache-operational-
parameter is set to true, the
clear-cache-on-disconnect
parameter defines what the
behavior should be if GRE
loses connection with the
Configuration Server. If
clear-cache-on-disconnect
is set to false, GRE will
continue to use the cached
value for any rule evaluations,
until such time as the
Configuration Server is
restored. With this option,

true/false false

Default value

Takes effect

Immediately

Immediately
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Description Valid values Default value Takes effect

there is a risk that GRE could
use “stale” values for rule
evaluation during the time the
connection to Configuration
Server is down. If clear-
cache-on-disconnect is set
to true, the cache will be
cleared and a null (“”) value
will be used in the rules. With
this option, there is potential
that rules will fail evaluation
during the period that the
Configuration Server
connection is down.

include-rule-evaluation-detail-in-response (new in 8.5.001)

Returns rules that did not fire,

conditions that evaluated

false and rule evaluation

time back to the REST client

invoking the rule evaluation

request. Prior to 8.5.001, only

the results of rules that fired true/false false Immediately
were returned.

Note: Currently, the
rulesDisqualified and
executionTime is not
returned via ESP to iWD.

unload-inactive-package-timeout (new in 8.5.1)

Specifies the interval (in
minutes) after which, if a rule
package remains unused by
GRE, it is unloaded from
memory. If the option is not
specified, then packages are
loaded in GRE with no Integer No default At GRE start/restart
timeout. If a request for a rule
package is received after the
package has been unloaded, it
is automatically loaded into
memory again and the timer
is restarted.

iwd-set-department-from-process (new in 8.5.100.21)

Enables (value = true), GRE
to determine the Department
from the properties of its
Process, for ESP server
requests. The setting of the
Department from the Process  true/false false At GRE start/restart
properties will only occur if
the Department is not
specified and the business
context level 1 is not
specified.

shared-root-directory (new in 8.5.200)
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Description

Specifies the shared root
directory. When this option is
used and option deployed-
rules-directory-is-
relative-to-shared-root is
set to true, the effective
deployed rules directory used
by GRE is made by
prepending this string to the
path specified in deployed-
rules-directory. It can be used
to specify the path to the
shared location used for the
auto-synch feature for rules.
Having this option empty (or
not set) effectively allows
setting an absolute path in
the deployed-rules-
directory even when
deployed-rules-directory-
is-relative-to-shared-
root is set to true. It may be
a value in Universal Naming
Convention (UNC) format or
mapped/mounted folder path
backed by a service like
Amazon S3 or simply an OS
shared folder. Examples:

e If shared-root-
directory =
C:\shared and
deployed-rules- string
directory =
\GRE1, then the
effective deployed
rules directory path
used by GRE is
C:\shared\GRE1 .

e If shared-root-
directory =
\\10.10.0.11\
shared and
deployed-rules-
directory =
\GRE1, then the
effective deployed
rules directory path
used by GRE is
\\10.10.0.11\
shared\GRE1 .

e If the shared folder is
mapped on drive Z,
the shared-root-
directory will be
Z:, deployed-
rules-directory
may be \GRE1, then

Valid values

Default value

Takes effect

After restart
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the effective
deployed rules
directory path used
by GRE will be
Z:\GRE1.

Universal Naming
Convention (UNC) format
is not supported where
GRE runs on the AIX
operating system.

Indicates whether to use the
shared root directory as the
root directory for deployed-
rules-directory or not. It
must be set to true if GRE
belongs to a cluster that has
auto-synch-rules or just true/false false
auto-synch-rules-at-
startup enabled. This may be
used even when GRE does not
belong to a cluster. If this
option is set to false, auto-
synch will not work.

enable-memory-monitor (implemented in HF 8.5.200.12)

true/false: Absence of this
property or invalid value false
results in false

Enables or disables the
Memory Monitor feature.

memory-monitor-interval (implemented in HF 8.5.200.12)

The interval in seconds
between periodic memory integer: min 1 60
usage checks.

memory-monitor-threshold (implemented in HF 8.5.200.12)

The memory usage threshold

expressed as a percentage. If

memory usage goes above

the threshold, GRE's

status.jsp returns HTTP 503

status with a message

SYSTEM STATUS MEMORY USAGE_ABOVE THRESHOLD.
Genesys Management layer is |r(1)te%erj.'":r{1§m 87 max 80
also notified about GRE's

unavailability via status set in

LCA Connection. When

memory usage is back below

the threshold, GRE's

status.jsp returns HTTP 200

70

Description Valid values Default value

deployed-rules-directory-is-relative-to-shared-root (new in 8.5.200)

Takes effect

Immediately

At GRE start/restart

At GRE start/restart

Immediately
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Description

status and Genesys
Management Layer is notified
that GRE is available.

Allows you to change the out
of memory error handling
behavior of memory monitor.

e adaptive—At out-of-
memory error, a
new threshold is
calculated and it is
obtained by
reducing the
configured memory -
monitor-adaptive-
threshold-safety-
margin amount from
the percentage
memory usage at
the time Memory
Monitor receives the
out-of-memory
notification. The
threshold is reset
only if the new
calculated value is
less than the
configured threshold
(or less than current
override)—for
example, if the
configured threshold
is 80 %, the safety
margin is 10 % and
if an out-of-memory
error notification is
retrieved when
memory usage is
70 %, the new
override threshold
will be 70 - 10 =
60 %. In this
scenario, Memory
Monitor learned that
out-of-memory error
can happen at 70 %
memory usage, so it
adjusts the
threshold to be
60 %.

The override

Valid values

adaptive/forced

Default value

memory-monitor-threshold-strategy (implemented in HF 8.5.200.12)

adaptive

Takes effect

Immediately
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Description

threshold that the
"adaptive" strategy
sets can be
removed by
temporarily setting
the strategy to
"forced". It must be
kept as "forced" for
at least the
memory-monitor-
interval time.
The override can
also be removed
by reducing the
configured
threshold value so
that the new
configured value is
equal to, or lower
than, the override
threshold.

The override is
removed if GRE is
restarted, so it is
recommended to
change the
configured
threshold to match
the override
threshold before
restarting the GRE.

e forced—At out-of-
memory error, it
does nothing except
logging the current
memory usage. It
forces Memory
Monitor to raise an
alarm only when
memory usage is
above the threshold.
If using this
approach, the
threshold must be
set low enough so
that no out-of-
memory errors
occur. Temporarily
setting this strategy
allows the removal
of the override
threshold set by the
"adaptive" strategy.

Valid values

Default value

Takes effect
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Description Valid values Default value Takes effect
memory-monitor-adaptive-threshold-safety-margin (implemented in HF 8.5.200.12)

The safety margin percentage
used by the "adaptive"
strategy, when set. The new
threshold, set when
application memory is
exhausted, is obtained by
reducing this percentage
amount from the percentage
memory usage at the time of
memory exhaustion.

integer: min 10, max 30 10 Immediately

Settings in the GRE Application Cluster

A new template for a GRE-specific application
cluster—GRE_Rules Engine Application Cluster <version>.apd— is implemented in release
8.5.2. The configuration options below are set in the new application cluster, and allow you to
configure how auto-synchronization works.

Description Valid values Default value Takes effect
auto-synch-rules (new in 8.5.200)

Set this to true to enable a
GRE in cluster to start the
periodic auto synch and auto
deployment process.
Clustered GRE's option
deployed-rules-directory-
is-relative-to-shared-
root must be set to true to
have them participate in rules
auto synch process.

Option shared-root-
directory can be used to
specify the directory which is
shared among all the
clustered GREs. See option
shared-root-directory for
more information.

true/false false At GRE (re-)start

If this is true, whether auto-
synch-rules-at-startup is
set to true or false, the GRE
always auto-synchronizes
rules at startup.

auto-synch-rules-interval (new in 8.5.200)

The interval in minutes

between the end of the last

synchronization check/auto Integer (minutes) 5 (minimum value = 1) At GRE (re-)start
deployment and the start of a

new synchronization check.

auto-synch-rules-at-startup (new in 8.5.200)
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Description Valid values Default value Takes effect

Set this option to true to have
the GREs synchronize and
deploy rules at startup. This
value is ignored if auto-
synch-rules is set to true
(that is, when auto-synch-
rules is true then auto-synch
is always performed at
startup. This is useful if rules
synchronization is required
only at startup when auto-
synch-rules is set to false.

true/false false At GRE (re-)start
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Troubleshooting

This section contains the following topics:

Configuration Considerations
Configuration Diagrams

Locating the GRDT Version Number
The logdj.properties File

GRE Server Status Check
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Configuration Considerations

This section contains some considerations that you should keep in mind when you are configuring
your Genesys Rules System environment.

Genesys Rules Authoring Tool (Server)

In a multi-tenant environment, the authorized tenant(s) must be added to the Tenants tab.

e This application must have a connection to at least one GRE application, Genesys Web Engagement
Engine application, or application cluster.
¢ A default listening port must be specified in the configuration.

¢ On the Security tab, under Log On As, you must provide the username of a user who has Read,
Change, and Create permissions to the Scripts folder.

The Security tab is available only in Genesys Administrator 8.1.0 or later. Otherwise, you must
perform this part of the configuration through Configuration Manager.

Genesys Rules Authoring Tool (Client)

e Users or access groups must have, at a minimum, Read and Execute permissions to this application, in
order to log in to the Genesys Rules Authoring Tool.

e Users or access groups must have, at a minimum, Read and Execute permissions to this application, in
order to access the Repository through the Rules Development Tool. That is, on the Repository Server
preferences screen in the Genesys Rules Development Tool, the user whose name and password is
provided must have Read and Execute permission—or must belong to an access group that has those
permissions—to the GRAT client application object.

Genesys Rules Engine

e Tenants that may use this Rules Engine must be specified.

* When deploying a rule package from the Rules Authoring Tool, if there are no "target" Rules Engines
to select from, check that the correct tenants have been specified for both the Rule Authoring Tool
and Rules Engines. Only those Rules Engines whose tenants match will be displayed.

e A default listening port must be specified in the configuration.
¢ A second port must be specified in the configuration:

* ID: genesys-rules-engine (the name of the Rules Engine web application; can be changed by the
installer)
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e Port: (port being used by Tomcat or WebSphere)
* Protocol: http

* Secured: Optionally, select to activate deployment over a secured connection.

Access Groups

No access groups are created out of the box for Genesys Rules System. Suggested access groups to
create, at a minimum, are the following:
e Rule Authors

¢ Rule Developers

Roles

e Requires Configuration Server and Genesys Administrator 8.0.2 or later.

* No roles are created out of the box for Genesys Rules System.

e Suggested roles to create, at a minimum, are the following:
e Rules Administrator (all privileges)
e Rules Author (relevant privileges in the Rule Authoring and Business Calendar groups)
* Rules Developer (all privileges in the Rule Templates group)

¢ Users may be assigned individually to these roles, and/or access groups to which the users belong may
be assigned to these roles.

* Role changes take effect immediately. See Role-Based Access Control for more information about roles
and role-based access control.

Users/Persons

* No users are created out of the box for Genesys Rules System.
¢ Genesys Rules System users can be agents or non-agents.

e Users who log in to the GRAT must have access to one or more tenants, in a multi-tenant environment,
with at least Read permission to the tenant(s).

¢ The user who is specified in the GRDT preferences must have access to one or more tenants, in a multi-
tenant environment, with at least Read permission to the tenant(s).

In addition to the users for the GRAT and the user(s) for the Rules Development Tool, you must create
one non-agent user (for example, GRAT Application_Proxy) who has Read and Change permissions to
the Scripts folder.
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Business Structure

* No business structure is created out of the box for Genesys Rules System.

If you are using the Genesys Rules System with intelligent Workload Distribution, the business structure
is created in the iWD GAX Plug-in and is then synchronized with Configuration Server, after which it
becomes available for use by the Genesys Rules System.

A top-level folder must be created, of type Business Unit (called Configuration Unit in Configuration
Manager) or Site, with the exact name of Business Structure.

Within the Business Structure folder, at least one more Business Unit or Site must be created (it does
not matter which one).

These first level nodes under Business Structure represent the Solution(s). Within each solution,
additional levels of hierarchy may be created, as needed, using either Business Units or Sites. Those
levels of hierarchy beneath the Solution level will represent the business context.

¢ Multiple solutions may be created by creating additional Business Units or Sites directly beneath the
Business Structure folder.

e Business Structure is created under Resources for single tenant Configuration Server or under a Tenant
for a multi-tenant Configuration Server.

¢ Read permission to the Business Structure folder must be provided to the users and/or access groups
that you want to use the Rules Authoring Tool. Normally, if the user or access group has permission to
the Tenant object, this will be propagated automatically. If you do not want a user or access group to
have permission to see all nodes of the business structure, you can control this by not giving that user

or access group(s) Read permission to those folders. See About Business Structure for more
information.

Scripts

A user (such as GRAT Application Proxy) on whose behalf the GRAT server will update the Scripts
folder must have Read, Create, and Change permissions to this folder.

Individual Rules Development Tool users, or one or more access group(s) to which they belong, must
have Read permissions to the individual Script objects that represent the rule templates to which they
should have access. Alternatively, you might decide to grant permission to the entire Template Access
Control scripts folder to individual users or an access group such as Rule Developers, and allow that
permission to propagate to all scripts that might be created in the future.

Individual GRAT users, or one or more access group(s) to which they belong, must have read

permissions to individual Script objects that represent the rule templates that rule authors should be
able to add to a rule package when creating it.

Users need Read access to parameter scripts. These scripts are maintained via Genesys Administrator
Extension.
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Configuration Diagrams

See Cfg Diagram 2
for more detail on
these configuration
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Configuration Diagram 1
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Locating the GRDT Version Number

The GRDT is an Eclipse plug-in with a specific version number format that is not easily located. If you

are working with Genesys Technical Support, you will need to supply the exact version of the GRDT
you are using.

Procedure

To locate the version number:

1. In Composer, go to Help > About Composer. If you are using Eclipse, go to Help > About Eclipse.
2. Click on Installation Details.

3. Onthe Installed Software tab, you will see an entry for Template Development Tool. In the column,
you will see the version number (in the format 8. 1. x.XXXXXXXXXXXX, as shown in the diagram below).

[y} clipse Installation Details — Inlﬂ

trstaled Software | Installation Hstory | Features | Pugins | Configurason |

[# 4 Eclpse IDE for Java Developers  1,3.2, 201102160812 epp.packape. java

Toal B.1.0, 201109091231  com.genasysiab, composer.brs, Featur., .,

Genesys Rules System Template Development Platform d
=l

GRDT Version Number

You will not be able to select this version through the Web form when creating a

Service Request, so you will need to select Unspecified. Include the full version
number in your Service Request details.
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The log4d) properties File

The log4j.properties file is used to configure initial logging for the Rules Engine and for the
Genesys Rules Authoring Tool. Once the Rules Engine and GRAT are initialized, logging is done
through the configured Application options. The log4j.properties file contains logging attributes
that are used during the startup of the application, before the configured log settings are read by
Configuration Server. In general, you should not have to modify this file and you can accept the
default values. But should you need to change the defaults, perform the steps in the following
procedure:

Procedure

1. Locate the log4j.properties file. This file can be found in the .war file, which is located in the
installation directory.

2. Extract the .war file by using WinZip or a similar tool for extraction. (For the Rules Engine and the Rules
Authoring Tool, the .war files are named genesys-rules-engine.war and genesys-rules-
authoring.war, respectively).

3. Open the file in a text editor, and update any logging parameters.
4. Save the file.

5. Add the modified log4j.properties file back into the original .war file by using WinZip (or a similar
tool). Be very careful to preserve the “path” of that file during this step.

Locating Log Files

Before connecting to Configuration Server, GRAT and GRE will log by default to the relative path:

* "logs/GRATInit"
e "logs/GREInit"

These logs are useful in debugging start-up issues; for example, if GRAT or GRE are unable to connect
to Configuration Server.

* In UNIX based systems, these initial logs can be found under your application servers "logs"
directory.

* In Windows based servers, these initial logs can be found in the \Windows\SysWOW64\1logs directory.

You can change the initial location of these logs by editing the log4j.properties file as described in this
section.

After GRAT or GRE connect to Config Server, the log location is determined by the application's
configuration options (log section).
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GRE Server Status Check

Load balancers should not use this method, but rather check the GRE's status.jsp. See
High Availability

To make a manual intervention for a GRE server status "heartbeat," use the base GRE URL:
http://<hostname>:<port>/genesys-rules-engine/

This returns the following:
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Genesys Rules Engine (Version 8.5.200.10) is running

Thas server allows you 1o execute rules knowledge bases remotely using a RESTful mterface.
Stateless services

URL:

hip ! {server address. port et} genesys-niles-engine knowledgebase {packageName )
a HTTP POST to thas URL wall perform a stateless execution of the knowledgebase mles
The {packageName) is the name of a mles package previously deploved 1o this server.

General instructions

A request may contamn globals, mOutFacts, and mFacts. Globals and mOutFacts may be modified
by the rules and retumed in the response

By default XML wall be used. If vou pass mn a Content-Type header of apphcation/json, then JSON wall
be used mstead, JSON 15 both a more compact and more performant format. HT TP POST 15 used to access
thus service. Any hbranes the males use (such as fact pojos) will nead o be wn the WEB-INF ib directory.

Sample XML request content:

cknowledgebase-regquests -
<globals>
cnamed-Facts
«fact class="string™»Some datac/facts
<idrmy0lobals/id>
&/ named-facts
</globals>
¢inOutFacts class="named-fact-array™>
cnamed-fact>
<fact class="com.genesyslab.brs.engine.Person™s
© e > S8 name
clikes»Suiss</likes>
cagerl8</ age>
<ffacty
<idrcustomers/id>
</ named-facts
«/inDutFacts>
cinFacts> -
canon-fact>

sl mets sTmere Ponm sssmsscerlabh hoar sssdas Fhasea®™u
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Localization

The Genesys Rules Authoring Tool (GRAT) can be localized by installing one or more Genesys Rules
Authoring Tool Language Packs (GRAT LP) on top of the base installation. Every time a Language Pack
is installed, the .war file that is in the installation directory is modified to insert the localized
resources, such as the text strings that appear on the screen, and the online help.

You can install more than one language pack; for example, one for each language that you anticipate
your users will use. Each user can select their preferred language in their browser’s Options screen
(see Installing Language Packs).

As each user logs in, GRAT attempts to render the screens in the user's preferred language. If the
language is not available, it will default to English.
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Installing Language Packs

Installing a language pack on Windows

. Locate the machine where the base GRAT product is installed.

. Run setup on the language pack you want to install.

than one location).

.war file.

. Repeat Steps 2 through 4 for each language pack you want to install.

If you update your base GRAT product with a newer version, such as a hot fix, you will
need to re-install the language packs by using this procedure. You can install a newer
version of the GRAT Language Pack, by following this procedure. The newer resource
files will overwrite the older ones in the target .war file.

Installing a language pack on UNIX

=

Locate the machine where the base GRAT product is installed.

. Locate the Language Packs folder.

Add the following execute flag to the install.sh:
e [root@host ipl# chmod +x install.sh
Run the install script:

* [root@host ip]# ./install.sh

. Provide the full path of the destination directory for installation:

* /root/GRS/GRAT/

Repeat Steps 2 through 5 for each language pack you want to install.

. When prompted, choose the correct installation of the base GRAT product (if GRAT is installed in more

. When you confirm the correct location of the base GRAT product, the installation program updates the

. When all required language packs are installed, re-deploy the .war file. See Deploying the .WAR files.

When all required language packs are installed, re-deploy the .war file. See Deploying the .WAR files.
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If you update your base GRAT product with a newer version, such as a hot fix, you will
need to re-install the language packs by using this procedure. You can install a newer
version of the GRAT Language Pack, by following this procedure. The newer resource
files will overwrite the older ones in the target .war file.

Selecting a preferred language in Internet Explorer

Browsers change over time and you may need to consult your browser's
documentation for up-to-date information.

1. Locate Tools > Internet Options > Languages.
2. Add the preferred language and move it to the top of the list.

3. Log out or refresh the browser.

Selecting a preferred language in Firefox

Browsers change over time and you may need to consult your browser's
documentation for up-to-date information.

. Locate Tools > Options.
. Select the Content tab.

. Add the preferred language and move it to the top of the list.

A W N -

. Log out or refresh the browser.

Genesys Rules System Deployment Guide 201



Localization Uninstalling Language Packs

Uninstalling Language Packs

When you uninstall any GRAT Language Pack it is removed from the system. However, the localized
resource files are not removed from the target .war file. To remove them, you must re-install the base

GRAT product (see Installing the GRAT Component).
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Rule Templates and Rules

Rule Templates

Releases up to and including 8.1.2

Rule templates are developed in the Genesys Rules Development Tool (GRDT). In releases up to and
including 8.1.2, each time a rule template is published, a new version is created in the repository. The
rule author will be able to select the latest version of the template when creating a rule package.
Once a rule package is created, it will always use the same version of the rule template, even if
newer versions are published. The rule author can choose to upgrade to a newer version of the rule
template at any time, but this will not happen automatically.

The rule developer should communicate to the rule author if a new version of the Rule Template is
available and if they are advised to upgrade.

When you are publishing newer versions of the rule template, be aware that certain changes could
affect rules that already have been created using the earlier version of the template. Be careful not
to make changes that could void existing rules, unless these changes are communicated to the rule
author. For example, if Rule Template version 1 contains a condition that is removed later in version
2, then if a rule were already built using that condition, it will no longer compile if the rule author
upgrades to Rule Template version 2.

Release 8.1.3

In release 8.1.3, multiple versions of templates can be created and stored for users to choose from in
the Template Selection dialog. This dialog shows the last N versions of a template, where N is a value
configured by using configuration option display-n-template versions in Genesys Administrator.

For example, if the configuration were set to show the last 3 versions of a template, the currently
selected template is GRS Template version 2, and there are 5 versions in the repository, we would
show GRS Template versions 5, 4 and 3, as well as GRS Template version 2. Users could choose
between versions 3, 4, or 5.
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Termplate

. 1 | ~

Selected | Name Yersion Yersion Comment Modified by Date Modified

X GRS Template 2 a New version barney Jan 21, 2013 11:10 AM
[] GRATemplake 1 Iy firsk atkempt. .. barmey Jan 21, 2013 9:47 AM
[ GRS Template 1 Jusk the Facts barney Jan 28, 2013 9:07 AM
[ GRSTemplate 3 Mo Fact model, use GRSTemplateF: barnew Jan 23, 2013 11: 07 &M
[ GRS Template 5 Fact model 2 barney Jan 23, 2013 11:114M
[ GRSTemplate 4 Fact model ... use GRSTemplateF: barnew Jan 23, 2013 11:094M
Save Cancel s

Template Selection
Configuration Option
display-n-template-versions
Valid Values: Integer >=1
Default Value: 3

Description: Integer value specifying the maximum number of versions to display for any published
template.

See also Deploying GRAT in Genesys Administrator for information about this configuration
option.

Version Comment

In order to provide details about the differences between template versions, rules template
developers in GRDT can now publish a version comment that describes specific changes made to
individual template versions. This version comment appears in GRAT in the Template Selection table,
and can be edited by the rule author in GRAT.

Refer to the Genesys Rules Development Tool Help for more information about rule templates and
how to create them.
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Rules

Business rules are created in the GRAT by business analysts. Rules are created within a rule package.
When a rule package is created, one or more rule templates can be selected for inclusion. The
templates determine the conditions, actions, and so on that are available to use during creation of
business rules. For specific information about how business rules are used with the Genesys
intelligent Workload Distribution (iWD) solution, go here.
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Rule Life Cycle - Schematics

Develop/
Publish

Execute/
Evaluate
Deploy TnarstE %fzz ario
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Rule Life Cycle by Component
Publish

Validate

Test Scenario
3.1.2+

Deploy

Execute/
Evaluate
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Rule Templates

There are a number of components that can be created in a rule template.

Actions and Conditions

Actions and conditions define WHEN/THEN scenarios, such as WHEN a customer is a Gold customer,
THEN target the GoldAgentGroup. The WHEN statement is the condition, and the THEN statement is
the action. A rule may have zero or more conditions, and one or more actions. This example also
includes parameters: the status of the customer (Gold) and the name of the Agent Group
(GoldAgentGroup).

Whenever a condition contains a rule language mapping that begins with eval(...), you must
enclose the entire expression in parenthesis, as follows:

(eval(.... ) )
This will ensure it will compile properly when used with the NOT operator.
|+ DETAIL Actions Editor |

+ DETAIL Conditions Editor]|

Enumerations

Enumerations are used to define lists of possible choices that will be displayed to the business rule
author, when the author is creating rules that are based on the rule template. In some cases, the list
of possible choices will be selected dynamically from Genesys Configuration Server objects or from
external data sources. For WFM Activities and Multi-Site Activities, the list of possible choices is
retrieved dynamically from the Genesys WFM Server. Thus, enumerations are used during definition
of a discrete list of choices that will not change dynamically.

|+ DETAIL Enumerations Editor]|

Fact Models

A fact model structures basic knowledge about business operations from a business perspective. A
fact model focuses on logical connections (called facts) between core concepts of the business. It
indicates what you need to know about the business operations in order to support (or actually do)
those operations.

A good fact model tells you how to structure your basic thinking (or knowledge) about the business
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process based on a standard vocabulary. By using standard, business-focused vocabulary, it ensures
that the business rules themselves can be well-understood by key stakeholders such as business
analysts. For example, in your business you may have a Fact that represents a Customer, and
another Fact that represents an Order.

The Customer could have fields such as name, age, location, credit rating, and preferred language.
The Order may have fields such as order amount and order date. A rule could be constructed using
these values such as:

When Customer is at least 21 years old and his order is > 100.00 then invite customer to participate
in survey. |+ DETAIL Fact Model Editor]|

Fvents

In release 8.1.2, in order to support Complex Event Processing, template developers need to be able
to designate certain facts as events, and rules authors need to change the way that the DRL is
generated when a fact is designated as an event.

So the fact model was enhanced to include events, and the fact model dialog now includes a Create
Event button. An event has the following fields:

¢ Name

¢ Description

e An optional list of Properties.

¢ User-defined expiration metadata for the event

In GRAT, the @role meta-data tag determines whether we are dealing with a fact or an event. The
@role meta-data tag can accept two possible values:

e fact—Assigning the fact role declares the type is to be handled as a regular fact. Fact is the default
role.

* event—Assigning the event role declares the type is to be handled as an event.

|+ DETAIL Fact Model Editor]|

Functions

Functions are used to define elements other than Conditions and Actions. The Functions editor
enables you to write specific Java functions for different purposes for use in rule templates. The
specified functions may then be used in the rule language mappings (see Rule Language Mapping).

When the rule templates are created, the rule developer publishes them to the Rule Repository,
making them available in the GRAT for business users to create rules.

Actions and conditions can contain parameters. Various types of parameters are supported. Refer to
the Genesys Rules Development Tool Help for detailed information about creating parameters in the
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Genesys Rules Development Tool, including examples of parameters.

Certain dynamic parameter types that refer to external data sources require a Profile to be selected.
The Profile is defined as a Script object of Data Collection type, and it provides connection
information that enables the GRAT to retrieve this dynamic data from the external data source. The
next sections describe how to configure Profiles for database, Web Service, and Workforce
Management parameters. |+ DETAIL Functions Editor|

Database Parameters
Database Parameter Properties

Property Mandatory/optional Description

The name of the jdbc driver to be
driver Mandatory used. For example,
com.mysql.jdbc.Driver

The url for the database in the

url Mandatory correct format for the jdbc driver
to be used.
username Mandatory ,tb\h\éaélgt:ts)g;re\ame to connect to
assword Mandator The password needed for the
P y user to connect to the database.
e . The initial size of the connection
IS Optional pool. The default is 5.
The maximum size of the
maxSize Optional connection pool. The default is
30.
The maximum time (in
waitTime Optional milliseconds) to wait for

obtaining a connection. The
default is 5000.

In general, the optional values do not need to be set or changed.
In the Genesys Rules Development Tool, you can only configure database parameters with an SQL

SELECT statement. Any other type of statement will fail when configured. |+ DETAIL Parameters
Editor|

Web Service Parameters

In Configuration Server, Web Service Scripts must have a section called webservice. The table below
lists the properties that you can specify for web service parameters.
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Web Service Parameter Properties

Property Mandatory/optional Description

host Mandatory The host for the service.

The base path to access the
base-path Mandatory service.
protocol Optional The default is http.
port Optional The default is 80.

. Any custom HTTP headers that

iz e SE are needed for the service.

Any custom HTTP settings that
parameters Optional are needed to tune the

connection.

In general, the parameters values do not need to be set or changed. Headers and parameters are
lists in the following format:

key:valuel[,key:value]

You cannot specify headers or parameters that
contain "," in the value.

. Warning: If you are sending a message to the service, it is
Warning: expected that Content-Type is specified in the header since it
defines the overall message interaction with the server. An
optional charset can be included. For example, Content -
Type:applicaton/json;charset=UTF-8.

In the Genesys Rules Development Tool, you have to completely define the message to be sent and it
must be constant. No variable substitution is done. The XPath Query is used to pull values out of the
response from the server. The response must be in XML or JSON, otherwise this will not work. A valid
XPath query for the response must be specified. This depends entirely on the service you interface
with.

The message is sent to the server only once per
session. This is done both for performance reasons
and because the values in the response are
expected to be relatively constant.

Note:

In the Genesys Rules Development Tool, the path for the parameter is added to the base path in the
script.

For example:
If the Script contains:

host = api.wunderground.com
base path = /auto/wui/geo/ForecastXML/

and the GRDT specifies:

query type = List
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XPath Query = //high/fahrenheit/text()
HTTP Method = GET

path = index.xml?query=66062

message (not set)

then the message that is sent is:
GET /auto/wui/geo/ForecastXML/index.xml?query=66062 HTTP/1.1

This will return the week's highs in Fahrenheit:

|+ DETAIL Parameters Editor|

Workforce Management Parameters

In Configuration Server, Workforce Management Scripts must have a section called wfm. Table 4 lists
the properties that you can specify for Workforce Management parameters.

Workforce Management Parameter Properties

Property Mandatory/optional Description
Configuration Server application
wfmCfgServerAppIName Mandatory N T T ety
wfmCfgServerUserName Mandatory Configuration Server user name.
wfmCfgServerPassword Mandatory Configuration Server password.
wfmServerUrl Mandatory URL of WFM Server.

When configuring a new parameter of type “Workforce Management” under the Genesys Rules
Development Tool, simply name the parameter and choose the WFM profile (script object just
created) from the drop-down list. When the author is using this parameter, the GRAT will fetch the
current list of WFM Activities from the WFM Server and display them to the rule author. |+ DETAIL
Parameters Editor]|

Genesys Rules System Deployment Guide 212



Rule Templates and Rules Rule Templates

Deleting Rule Templates

Rule templates cannot be deleted through GRDT.

Deleting Templates—Releases Prior to 8.1.2

In releases prior to 8.1.2, to ensure that a template is no longer visible to rule authors when they
create a new rule package, you must remove permissions on the Script object in Genesys
Administrator or Configuration Manager. In this way the rule template will not be visible to the rule
author and cannot be used.

In Genesys Administrator or Configuration Manager, in the Scripts section, there is a folder called
Template Access Control. It contains a Script object that corresponds to each rule template in the
Rules Repository. (See the Script Objects screenshot below. The Script object newProject corresponds
to a rule template of the same name).

i " e B

PROVISIONING > Emvironment > Scripts

Mavigation « |  Scripts

L Search +| &> [|New... [* New Folder FEdit... [fj¢Remove ... [FhChange state Move to
' Environment =l | | names Script Type
Cg Alarm Conditions T Fiter Fiter

(&l Scripts View: =] Root > [)Serpts v = () Template Access Control

(3 Application Templates P WDSample Data Collection
3 Applications b myRuleProject Data Collection
(% Hosts | P newProject Data Collection
O Solutions b testProject Data Collection
] Tirmn Zomae

Script Objects

You can use permissions to control which users and/or access groups should be able to use this
template.

Script Objects

Open the Script object and select the Permissions tab. You can select No Access (as shown in the
Access Permissions for Script Objects screenshot below) or, alternatively, select the Access Group or
User from the list, and then click the Remove button.

Access Permissions for the Script Object

When the rules author logs into the Rules Authoring Tool, newProject will not be listed as an

Genesys Rules System Deployment Guide 213



Rule Templates and Rules

Rule Templates

available rule template.

nats > mewProject
i mewWPrapect - \Sonipts\Template Access Controly
Wcaredl gl cove b 0ue wll e ol Save BMew  [SiRsoad

! Configuration | Cptions | Permissions
T Add Access Group i~ Add User 5 Remave

Name =

Environmant | defaul

Ev5STEM

Super Adminkstrators

merB0Z1 | Adminisiralors

merBl \ GRAT_Applcaton_Procy

merB024 \ Aule Authors

merBZ | Auke Develpers

| Dependences

ACoEss

Full Conrol

Special Access(NR}
Ful Conbrol

Spacial AcceaslR)
Specal Access(CR)

Read

Mo ACcess
Specal Access
Ful Control
Change

Fead

Access Permission for Script Objects

Deleting Templates—Release 8.1.2 and Higher

In release 8.1.2, rule templates can be deleted using the GRS Server Explorer in the GRDT, provided

that:

e The user has rule template delete permissions, and;

¢ The rule template is not used in any rule package.
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Examples of Rule Template Development

This section provides some examples of what a rule developer might configure in the Rules
Development Tool. More detailed information about how to configure rule templates is provided in the
Genesys Rules Development Tool Help. For specific information about how rule templates are
configured to be used with the Genesys intelligent Workload Distribution (iWD) solution, refer to iWD
and Genesys Rules System.

Example 1: Condition and Action

Age Range Condition
If a customer’s age is within a specific range, a specific Agent Group will be targeted. In this scenario,

the Condition is whether the customer’s age falls within the range. In the Genesys Rules
Development Tool, the conditions would be configured as follows:

Name: Age Range
Language Expression: Customer’s age is between {ageLow} and {ageHigh}
Rule Language Mapping: Customer(age >= '{agelLow}' && age <= '{ageHigh}')

Do not use the word ‘end’ in rule language expressions. This causes rule parsing errors.

The figure below shows how this condition would appear in the Genesys Rules Development Tool.
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3 Conditions Editor

Conditions = X

3 hige |
*[3 Age Rarge
#{3 ApptTime
+{3 Area Cods
(3 Birthdate
# Callar

#3 Car

#{3 Cuskamer
#3 Dug Date
(3 Emai

(3 Language
#[3 Location

#{3 Medis

#[2 Fhone

(3 SatisFaction
o2 scheduled D
(3 schaduled Tin

# ScheduledRet
g ¥
4 »

Condition Details

Mame: | Age Rangs

=

Laripuage Expression

| Customer's age is between {agelow} and {ageHigh}
Rule Language Mappindg:

Customen|zge == "{agslow}’ & age <= "{ageHigh})

Age Range Condition

Caller Condition

In addition to testing that the Caller exists, the next condition also creates the $Caller variable

which is used by actions to modify the Caller fact. The modified Caller will be returned in the results
of the evaluation request.

You cannot create a variable more than once within a rule, and you cannot use variables in actions if
the variables have not been defined in the condition.

Name: Caller

Language Expression:

Caller exists

Rule Language Mapping: $Caller:Caller

The figure below shows how this condition would appear in the Genesys Rules Development Tool.
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«2 Conditions Editor L]

Conditions g M Condition Details

W Mame:  Caller

-
*le Age Range Language Expression:
#2 ApptTime

*[3 Area Code Caller exisks

#{3 Birthdaks

-{: Rule Language Mapping:

o3 Car

oL Custamer = $Caler: Caller)

#[3 Due Date

*[3 Emai

*3 Language

#[3 Location

+[3 Media

#[3 Phone

o[ Satisfaction

#{3 Scheduled Da

[ Scheduled Tin

#l Scheduledhes

T :
[LI[ISTTRSR S

Caller Condition

Target Agent Group Action
The action would be configured as follows:

Name: Route to Agent Group
Language Expression: Route to agent group {agentGroup}
Rule Language Mapping: $Caller.targetAgentGroup='{agentgroup}’

The figure below shows how this action would appear in the Genesys Rules Development Tool.
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4L 440500008008

Actions

= Actions Editor

Play Prompt

Foute to Agent
Fuouke Eo Agent Groy
Rioube to Flace
Raube o Place Grouy
Rk ko Skill

Send a letter

Set Dispasitian

Set Scheduled Requ
Transfer to ERP
Transfer bo extensio
Transfar to routepo
Transfer ko VRP

] l

= W

Action Details

Mame! | Route b Agent Group

Langquage Expression:

| Rioute to agent group {agertaroup)

Fule Language Mappindg:

4Caller .Largetgent Group="{agantgraup}’

Target Agent Group

The condition in this example has two parameters:

e {agelow}

e {ageHigh}

The action has the {agentGroup} parameter. Parameters are also configured in the Genesys Rules
Development Tool. The Parameters Editor screenshot shows a sample {ageHigh} parameter. Refer to
the Genesys Rules Development Tool Help for more details about how to configure parameters.
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% Parameters Editor

Parameters g. 3 = et ails

G A Hame: agaHigh
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=
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= amall Upper bound: [oa

Parameters Editor Screen

The way the preceding example would work is as follows:

1. The rule developer creates a fact model (or the fact model could be included as part of a rule template
that comes out of the box with a particular Genesys solution). The fact model describes the properties
of the Customer fact and the Caller fact. In this case we can see that the Customer fact has a
property called age (probably an integer) and the Caller fact has a property called targetAgentGroup
(most likely a string).

2. The rule developer creates the ageLow and ageHigh parameters, which will become editable fields that
the business user will fill in when they are authoring a business rule that uses this rule template (but
see Differences in Release 8.1.2). These parameters would be of type Input Value where the Value
Type would likely be integer. The rule developer optionally can constrain the possible values that the
business user will be able to enter by entering a Lower Bound and/or an Upper Bound.

3. The rule developer also creates the agentGroup parameter, which will likely be a selectable list whereby
the business user would be presented with a drop-down list of values that are pulled from Genesys
Configuration Server or from an external data source. The behavior of this parameter depends on the
parameter type that is selected by the rule developer.

4. The rule developer creates a rule action and rule condition as previously described. The action and
condition include rule language mappings that instruct the Rules Engine as to which facts to use or
update based on information that is passed into the Rules Engine as part (of the rule evaluation request
coming from a client application such as an SCXML application).

5. The rule developer publishes the rule template to the Rules Repository (but see Differences in Release
8.1.2 for post-8.1.2 releases).

6. The rules author uses this rule template to create one or more business rules that utilize the conditions
and actions in the combinations that are required to describe the business logic that the rules author
wants to enforce. In this case, the previously described conditions and action above likely would be
used together in a single rule, but the conditions and action could also be combined with other
available conditions and actions to create different business policies.
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7. The rules author deploys the rule package to the Rules Engine application server (but see Creating an
Application Cluster in Configuration Manager for post 8.1.2-releases).

8. A client application such as a VXML or SCXML application invokes the Rules Engine and specifies the
rule package to be evaluated. The request to the Rules Engine will include the input and output
parameters for the fact model. In this example, it would have to include the age property of the
Customer fact. This age might have been collected through GVP or extracted from a customer database
prior the Rules Engine being called. Based on the value of the Customer.age fact property that is
passed into the Rules Engine as part of the rules evaluation request, the Rules Engine will evaluate a
particular set of the rules that have been deployed. In this example, it will evaluate whether
Customer.age falls between the lower and upper boundaries that the rules author specified in the rule.

9. If the rule evaluates as true by the Rules Engine, the targetAgentGroup property of the Caller fact will
be updated with the name of the Agent Group that was selected by the business rules author when the
rule was written. The value of the Caller.targetAgentGroup property will be passed back to the client
application for further processing. In this example, perhaps the value of Caller.targetAgentGroup will
be mapped to a Composer application variable which will then be passed into the Target block to ask
the Genesys Universal Routing Server to target that Agent Group.

Example 2: Function

Functions are used for more complex elements and are written in Java. In this example, the function

is used to compare dates. It would be configured as follows:

Name: compareDates

Description: This function is required to compare dates.
Implementation:

import java.util.Date;

import java.text.SimpleDateFormat;

function int GRS compareDate(String a, String b) {
// Compare two dates and returns:

// -99 : invalid/bogus input
// -1 :if a<b
// 0 :if a=b
// 1 :if a>b

SimpleDateFormat dtFormat =
try {
Date dtl= dtFormat.parse(a);
Date dt2= dtFormat.parse(b);
return dtl.compareTo(dt2);
} catch (Exception e) {
return -99;
}

}

new SimpleDateFormat(“dd-MMM-yyyy”);

For user-supplied classes, the .jar file must be in the CLASSPATH for both the GRAT and the GRE.

The figure below shows how this function would appear in the Genesys Rules Development Tool.
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compareDate Function

Example 3: Using a JSON Object

Since release 8.1.3, template developers can create templates that enable client applications to pass
Facts to GRE as JSON objects without having to map each field to the fact model explicitly.

Rules based on templates that use this functionality do not support the creation of
test scenarios at present.

This example shows how to create a template containing a class (called MyJson) for passing a JSON
object.

Start

1. Create the following class and import it into a rule template:

package simple;
import org.json.JSONObject;
import org.apache.log4j.Logger;

public class MyJson {
private static final Logger LOG = Logger.getlLogger(MyJson.class);
private JSONObject jsonObject = null;
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public String getString( String key) {
try {
if ( jsonObject != null)
return jsonObject.getString(
key);
} catch (Exception e) {

}
LOG.debug("Oops, jsonObect null ");
return null;

}

public void put( String key, String value) {

try {
if (jsonObject == null) {

jsonObject = new JSONObject();
}

jsonObject.put( key, value);
} catch (Exception e) {
}

}
2. Create a dummy fact object with the same name (MyJson) in the template.
3. Add the MyJson.class to the class path of both GRAT and GRE.
4. Create the following condition and action:
Is JSON string "{key}" equal "{value}"
eval($MyJson.getString("{key}").equals("{value}"))
Set JSON string "{key}" to "{value}" $MyJson.put("{key}", "{valuel}");

5. Use this condition and action in a rule within the json.test package. The following will be generated:

rule "Rule-100 Rule 1"

salience 100000
agenda-group "levelO"
dialect "mvel"

when
$MyJson:MyJson()
and (
eval ($MyJson.getString("category").equals("test"))
)

then
$MyJson.put("newKey", "newValue");

end

6. Deploy the json.test package to GRE.

7. Run the following execution request from the RESTClient:

{"knowledgebase-request":{
"inOutFacts":{"anon-fact":{"fact":{"@class":"simple.MyJson", "jsonObject":
{"map":{"entry":[{"string":["category",6 "test"]},{"string":["anotherKey", "anotherValue"1}1}}}}}}}

8. The following response is generated:

{"knowledgebase-response":{"inOutFacts":{"anon-
fact":[{"fact":{"@class":"simple.MyJson","jsonObject":
{"map":{"entry":[{"string":["category", "test"]},{"string":["newKey", "newValue"]},
{"string":["anotherKey", "anotherValue"1}1}}}}1,
"executionResult":{"rulesApplied":{"string":["Rule-100 Rule 1"]1}}}}}
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End

Example 4: Developing Templates to Enable Test Scenarios

For Test Scenarios for Conversation Manager templates, see the Best Practice/User Guide.

Mapping Parameters to a Fact Model

Rules authors build rule-test scenarios using parameters, in the same way as they define rules.
However, when the tests execute, GRAT maps the parameter values to the underlying fact model
developed by the template developer, who understands the relationship between the parameters and
the fact model. So, for rule testing to operate correctly, template developers must map parameters
back to the underlying fact model.

For example, the {age} parameter may be related to the ageinyears field of the Prospect fact. So, if
age is set to 25, then, when executing the test, GRAT needs to allocate a Prospect fact and set the
ageinyears field to 25. The same is true for the expected results.

The Associate Property dialog enables this mapping.

8 Associate Property x|

Associate fact property

Azsociates a Fack property wakh this parameter, Requred
For ests to use this parameter

1E phase ﬂ
S22 businessContext_Levell
13 businessContext_Level2
EEE Prospect
i 1= educationlevel
® sfalingstakise
B S ears
=2 overallhealth
1= decision
"B dadaction
= WorkRecord
-~ 4= annualincome
AZ sickdays
C] laskpromation

—
-

] e

In general, there should be a one-to-one mapping between a parameter and a fact. However, this
may be too restrictive for all implementations. GRDT lets you map a single parameter to multiple fact
values. For example, the {age} parameter could be defined once, but reused to represent both a
customer’s age and the age of an order.
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So, {age} could map to both:
e Customer.ageinyears
e Order.ageoforder

Where this occurs, GRAT displays the parameter in the Add Given or Add Expect drop-down list in
parentheses, so that the GRAT user can select the correct mapping

Example

In the following example, only {age} has this special designation because of the ambiguity in the
definition.

Add Given..
e {age} (Customer.ageinyears)
e {age} (Order.ageoforder)

e {gender}

{education}

To hide this ambiguity from the rule author, you should declare a different parameter for each usage:
for example, {customerAge} and {orderAge}.

Using ESP-type Templates

There are some special considerations in developing templates for ESP-type templates, for products
such as iWD.

With ESP templates, instead of building a set of facts and passing them to be executed, you create a
KeyValueCollection (KVC) and populate it with key/value pairs of test data. In order to enable this
mapping between a parameters and the correct key to use in the KVC collection, you need to create a
dummy fact model in GRDT to represent the keys that will be inserted into the KVC.

For example, with iWD, this means modifying the iWD Standard Rules Table to insert a fact and a field
for each key that is used in the template.

Fact Name
You will need to define a reserved fact name (for example, GRS ESP Fact) that is processed
differently. For this fact, the fields are mapped to a KVC instead of the traditional Fact model. The fact

name must be used because there is no type associated with a fact. Types are only associated with
individual fields.

Field Name

You must develop a convention (such as prefixing all field names with grs_) . This is because fact
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fields must start with a lower-case letter (a DROOLS restriction) and GRDT enforces this convention,
but iWD key names all begin with IWD. Since the existing iWD key names are like
“IWD_businessValue”, you will need to adopt some naming convention. If the grs_ prefix is present,
GRAT will remove it and insert the remaining value into the KVC as the key (for example,

grs_IWD channel is inserted into KVC as IWD channel)

The rule template developer must then map each parameter name (used in conditions/actions) to the
appropriate field within GRS ESP_Fact.

The rule author can then use GRAT to create a rule and a test scenario for that rule.

Differences Since Release 8.1.2

Mapping Multiple Instances of a Rule Parameter to a Single Parameter Definition

At the point of creating parameters, instead of create the ageLow and ageHigh parameters (as in
pre-8.1.2 releases) the rule template developer can now create a single {age} parameter and use the
underscore notation shown in the example below to create indices of it for scenarios in which
multiple instances of parameter with the same type (age) are required (most commonly used with
ranges). For example: {age 1}, {age 2}....{age n} These will become editable fields. This feature
is most typically used for defining ranges more efficiently.

Fact/Condition

Since release 8.1.2, Facts can be referenced in conditions and actions by prefixing the fact name by a
$ sign. For example, the fact Caller can be referenced by the name $Caller. GRS will implicitly
generate a condition that associates the variable $Caller to the fact Caller (that s,
$Caller:Caller()).

The condition $Caller:Caller() requires a Caller object as input to rules execution for this
condition to evaluate to true.
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Rule Language Mapping

When rule developers create the conditions or actions in a rule template, they enter the rule
language mapping. Up to and including Genesys Rules System 8.1.2, the 5.1 Drools Rule Language is
used. Details of this can be found here:

http://downloads.jboss.com/drools/docs/5.1.1.34858.FINAL/drools-expert/html/ch04.html
However, for use in JBOSS environments, you should reference the 5.2 version here:
http://downloads. jboss.com/drools/docs/5.2.FINAL/drools-expert/html/ch05.html
For GRS 8.1.3 and higher, use the 5.5 versions, found here:
http://downloads. jboss.com/drools/docs/5.5.FINAL/drools-expert/html/ch04.html

Because URLs change frequently, search the Drools web site for the Drools Expert User Guide, and
then look at the table of contents of that guide for the information on the Drools Rule Language.

The rule language mapping is not visible to the business user when they are authoring rules in the
Genesys Rules Authoring Tool. Instead, the rule authors will see the Language Expression that the
rule template developer enters. The language expression is a plain-language description that uses

terminology that is relevant to the business user, instead of low-level code. Rule language mapping is
provided in the examples in the following section.

Language Expressions

When building a rule template in GRDT, the Language Expression cannot use the open or closed
parenthesis character. For example, the expression:

More than {parCallLimit} calls within {parDayLimit} day(s)

will result in an error when you try to save the rule in GRAT. But if you want the business user to see a
parenthesis in GRAT, you can use backslash characters in your Language Expression. For example:

More than {parCallLimit} calls within {parDayLimit} day\(s\).

HTML Constructs

For security reasons, GRAT does not allow any HTML commands to be entered as parameters of a
rule. For example, if a condition is:

Customer requests a callback on {day}
and {day} is defined as a string, we would not allow a rule author to enter the string:

Customer requests a callback on <b>Tuesday</b>.
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All HTML constructs will be removed from the string. This applies to string parameters as well as
dynamic list parameters such as business attributes, database or web service.
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Rules and Rule Packages

As well as creating a rule package, the GRAT enables you to import and export existing rule
packages. This ability enables you, for example, to import a rules package from a test environment to
a production environment, or to export a rules package for backup prior to upgrading.

You can configure rules for various business contexts (nodes that represent the various elements in
your business structure hierarchy) or, for global rules, at the rule package level. In the Explorer Panel
of the Rules Authoring Tool, each business context within the configured business structure is
represented as a different node level. The order of execution of rules within a rule package depends
on the node level; global rules are executed first, followed by rules at node level 1, and so on. Within
a given node, you can modify the order of execution by using the up or down arrows on each rule.
Rules will be executed from the top down. Refer to the Genesys Rules Authoring Tool Help for more
information about how to configure rules and rule packages, and refer to About Business
Structure for information about how to configure your business structure.

Using the same example that was used in the rule language mapping section (see Rule Language
Mapping), the following example shows how the action and condition might be used in a linear rule.

Example 1: Linear Rule

If a customer’s age is within the range of 30-40 years, the customer’s interaction will be routed to
Agent Group 1. In the Genesys Rules Authoring Tool, create a new linear rule. Enter the name, phase,
and so on, as desired, and then add a condition and an action. The phases from which the rules
author can select are dictated by the rule template that the rules author is using.

There is an enumeration called Phases within the GRS Environment fact, that will be created
whenever a new rules template project is created in the Genesys Rules Development Tool. If the
Phases enumeration is not present, the rules author will simply see * in the Phase dropdown. In this
case, Phase will not be considered when evaluating the rule package.

The Add Condition and Add Action drop-down lists are populated with all of the conditions and actions
that were created in the rule templates that are included in the rule package. The drop-down lists
contain the language expressions that the rule developers used during creation of the components,
and not the rule language mapping. This makes it possible to create rules without knowing the rule
language mapping or being familiar with Drools. The parameters that are contained in each condition
and action are represented by the names that are entered for them. The business rule author must
replace this name either by entering a value (such as for an age range) or by selecting an option
from the drop-down list (such as for an Agent Group).

So, to create this rule, the rules author would select Age Range as the condition and enter 30 as the
{agelLow} parameter and 40 as the {ageHigh} parameter. The action would be Target Agent Group,
and Agent Group 1 would be selected from the {agentGroup} drop-down list. The figure below
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shows the linear rule in the Genesys Rules Authoring Tool.
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Sample Linear Rule

Example 2: Decision Table

Decision tables allow you to create a number of rules that have the same set of conditions (WHEN)
and actions (THEN) that are to be used for a complex (structured) business case. Use decision tables
to avoid dozens of linear rules that have an identical structure in the system.

Choices in decision tables must be mutually exclusive to avoid ambiguity. This ensures that there is
only one outcome per evaluation. If the choices are not mutually exclusive, multiple rows may be
executed in no guaranteed order. The last row that is executed will determine the final result.

o = Rules Avcit Trad
[ Hame Description Fhase Calendar Perding Deployiment | Start Date e Diate:
| mrBO2] 3
o s | BLIGY |y | segraranticn [
| = 0 mybest
[F teploy
4 Search — — — y
= | Fingnoe Department .__‘.hm'l“" __‘,MMM" __.hmm_
| dtcounts Parable r | 1
: Cnder Processig A Comdition = Add Action =
B (gl Sales Depintinent L L Custemer segmend is = Order wabue is grester than = Offer specisl prometion =
DTR-A0S Gkt 5000 g
OTR-108 Platiem 000 =

Sample Decision

When you are editing rules, be careful not to clear your cookie data, as this might cause the rule to
become stuck in a locked state until the session times out (the default is 30 minutes). Consult the
documentation for the browser that you are using for more information about how to prevent a user
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from clearing cookie data.
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About Business Structure

The business structure is a hierarchy of business units. No business structure is created out-of-box for
Genesys Rules System; the business structure must be configured in Genesys Administrator or
Configuration Manager. For customers who are using the Genesys Rules System with intelligent
Workload Distribution, the business structure is created in iWD Manager (iWD pre-8.5.0) or iWD GAX
Plug-in (IWD post-8.5.0) and then synchronized with Configuration Server, after which it becomes
available for use by the Genesys Rules System.

The business structure that you configure will be visible in the Genesys Rules Authoring Tool. Each
rule package will display the business structure for the Tenant. Each Tenant can contain one more
Solutions as the first level of the hierarchy, and rules can be defined at each level (node) of the
business structure from Solutions down.

Rules that are configured for the Solution, known as global rules, are executed first, followed by rules
configured for the first node of the business structure, then rules configured for the second node, and
so on. Global rules are only “global” within the defined rule package.

The business structure that you create can vary depending on a number of factors, including whether
Genesys Rules System is to be used for iCFD. Sample structures are provided in this chapter. The
structure can be product- or business-specific.

Object permissions are used to determine which elements of a business structure are visible to
various users. See Role-Based Access Control for more information.
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Configuring the Business Structure

Your Tenant’s business structure is created under Resources for single-tenant Configuration Server, or
under a Tenant for a multi-tenant Configuration Server.

Procedure

1. Navigate to the Resources folder for a single-tenant Configuration Server, or to the specific Tenant for a
multi-tenant Configuration Server.

2. Open the Business Units/Sites folder (in Genesys Administrator) or Configuration Units (in
Configuration Manager) folder.

3. Create a new top-level folder named Business Structure. This folder must be named Business
Structure.

4. Within the Business Structure folder, click either New Unit or New Site to create at least one more
Business Unit or Site (it does not matter whether you create a site or a unit). This new site/unit will

represent the Solution.

5. Within the new folder (the Solution), additional levels of hierarchy can be created as needed, using
either Business Units or Sites. The levels of hierarchy beneath the Solution level will represent the

business context.

Warning

You cannot have the same node name across different departments in the hierarchy. So, you must either:

¢ Ensure that all node names within the business structure are unique, or;

e Add a condition to your template (for example, location) and have have it passed in as a
new Fact field.

Multiple Solutions can be created by creating additional Business Units or Sites directly beneath the
Business Structure folder.
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Sample Business Structure in Genesys Administrator
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Sample Business Structure in Configuration Manager
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Sample Business Structure in the Genesys Rules Authoring Tool
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Read permission to the Business Structure folder must be provided to the users and/or access groups
that you want to use the Rules Authoring Tool. Normally this will be propagated automatically, if the
user or access group has permission to the Tenant object. If you do not want a user or access group
to have permission to see all of the nodes of the business structure, you can control this by not giving
that user or the access group(s) of that use read permission to those folders. The figure below shows
that all members of the Users access group have Read permissions to the Business Structure
folder.
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ICFD Business Structures

iCFD business structures can be configured in any way that best suits your business needs. For
example, you could have separate Sites/Units for Product Types, Lines of Business, Departments, and
so on. Genesys recommends that the business structure be no more than two or three levels deep, to

help keep it manageable.
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Role-Based Access Control

Genesys Rules System role-based access control utilizes Configuration Server-defined access groups
and roles to control visibility and access to rule packages, rule templates, rules, and business
calendars. Because these objects are not stored in the Configuration Server database they will not
have security permissions associated with them, as Configuration Server objects do. The GRAT server
will utilize the access permissions for the container object, and the Genesys Rules System objects will
inherit these access permissions.

Role-based access control requires Configuration Server 8.0.2 or higher and Genesys Administrator
8.0.2 or higher.

Rule packages and business calendars inherit their access permissions from the Tenant object with
which they are associated and the Business Structure folder access permissions. Business rules are
associated with a specific node in the business structure. Their access permissions are inherited from
the Configuration Server-defined node with which they are associated (the business structure nodes
are created by using Configuration Manager or Genesys Administrator).

Rule templates have Script objects created in Configuration Server that are used to hold the
individual access permissions of the rule template. Additionally, rule templates inherit the access
permissions from the business structure node with which they are associated.

For a full discussion of Role-Based Access Control, please refer to the Genesys 8.1 Security
Deployment Guide.
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Role Permissions

Genesys Rules System 8.5 defines a set of role permissions for governing the tasks that can be
performed in the Genesys Rules Authoring Tool.

The combination of the access permissions and the role permissions will determine whether a task
can be performed. For example:

e To view a rule a user must have Read permission for the node with which the rule is associated as well
as the Business Rule - View role permission.

* To delete a rule, the user must have Read permissions for the node and the Business Rule - Delete role
permission. In this example, Read access permission is also needed for the delete task, because the
user will not have visibility to any object that is associated with the node without Read access
permissions.

Role permissions for importing and exporting templates and rule packages must be set to the
following values:
e To import a template, a user must have Create permission for the Rule Template.

¢ To export a template, a user must have read access to the Template Script Object representing the
template. See Template Script Objects for more information.

e To import or export rule packages, a user must have full permissions granted. For example, if a user
does not have the ability to view business calendars or test scenarios, they won't be exported in the
rule package XML. Conversely, if a user doesn't have permission to create calendars or test scenarios
on import, they will not be able to create these resources from the imported rule package.

The set of permissions is the following:

8.5.0x

* Business Calendar - Create
* Business Calendar - Delete
e Business Calendar - Modify
* Business Calendar - View

* Business Rule - Create

e Business Rule - Delete

¢ Business Rule - Modify

* Business Rule - View

e Business Rule - Edit Only - allows a user to edit and save only the parameter values of a rule. No other
permissions are granted.

¢ Rule Template - Create
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¢ Rule Template - Delete
¢ Rule Template - Modify
¢ Rule Package - Create
* Rule Package - Delete
¢ Rule Package - Modify
* Rule Package - Deploy
e Test Scenario - Create
e Test Scenario - Modify
» Test Scenario - Delete
* Test Scenario - View

» Test Scenario - Execute
e Snapshot - Create

¢ Snapshot - Delete

¢ Snapshot - View: User can view and export snapshots. If this is not enabled, users will only see LATEST
in the list of snapshots, which represents 8.1.2 functionality where users can only deploy the latest
version.

Snapshot permissions are active on the Deployment tab of GRAT, so all snapshot
permissions also require Rule Package - Deploy permission.
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User Logins

GRAT has multiple connections to Configuration Server:

e The server connection that is used by the Rules Authoring server to read application information and
perform various server tasks

e The individual client connection of each user who logs on to the GRAT. This is limited based on the
configuration of the user’s login.
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Business Hierarchy

Each Tenant should contain a folder called Business Structure (for single-tenant Configuration
Servers, the Business Structure folder must be created under Resources). Under that folder there
can be multiple levels (nodes) of sites/business units that represent the business hierarchy for this
Tenant.

Each user login should be configured in Configuration Server with:

¢ Read permissions for only the Tenants that will be visible to this user (if there is more than one Tenant)
and;
¢ Read permissions for only the nodes of the business hierarchy that this user can view.

Users who have Rule View permissions can see all of the rules that are associated with a node that is
visible to them. See About Business Structures for more information about business structures.
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Role Task Permissions

When GRAT has been deployed by using Genesys Administrator, role task permissions can be
configured in Genesys Administrator.

A new Role object can be created under Provisioning > Accounts > Roles. On the Role
Privileges tab there is a check box to add the privileges that are associated with the Genesys Rule
Authoring Generic Server.

You can grant users a specific set of permissions by adding them as members of a role—either
individually or as part of an access group. There are six groups of privileges:

¢ Rule Authoring—Create, Delete, Modify, and View

¢ Rule Packages—Create, Modify, Delete, and Deploy

¢ Rule Templates—Create, Modify, and Delete

e Test Scenarios—Create, Modify, View, Delete and Execute

e Business Calendars—Create, Delete, Modify, and View

¢ Snapshots—Create, Delete, and View
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Template Script Objects

Script objects are used to control visibility to templates. Whenever a template is created, a Script
object is created automatically in the Template Access Control folder under the Scripts folder to
represent that template. A user must have read access to that Script object to be able to view that
template.

Genesys recommends that you give template developers View permissions to the Template Access
Control folder and have that permission propagate to all sub-objects. This way, template developers
can immediately view any template that they may create. All other users will not be able to see the
newly created templates until View permissions are explicitly granted for that template.

Genesys Rules System Deployment Guide 242



Role-Based Access Control Configuring a User

Configuring a User

The following procedure provides the basic steps for setting up users for GRAT.

Procedure

1. Give the user Read access to all of the Tenants that they can access.

N

. Add the user as a member of a role with the desired permissions, or add the user as a member of an
access group which can be part of a role.

w

. Give the user Read access to the Business Structure folder and all of the desired nodes for that user.

4. Give the user Read access to all of the desired templates through the Script objects.
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DROOLS 5 Keywords

Drools 5 introduces the concept of hard and soft keywords.

Hard Keywords

Hard keywords are reserved—you cannot use any hard keyword when naming domain objects,
properties, methods, functions and other elements that are used in the rule text. The following list of
hard keywords must be avoided as identifiers when writing rules:

* true
e false

e null

Soft Keywords

Soft keywords are just recognized in their context, enabling you to use these words in any other place
if you wish, although Genesys recommends avoiding them if possible to prevent confusion. The list of
soft keywords is:

¢ |ock- e activations package ¢ attributese template ¢ eval e exists e action e init
on- group ,
active e import e rule * query * not  forall * reverse
e agenda- i )
. date- group ° dialect « extend -« declare - in e accumulate result
effective = leflow. * salience « when  « function « or  collect « end
* date- group . enabled + then « global « and « from  over
expires
e entry-
* no- point
loop )
e duration
¢ auto-
focus

You can use these (hard and soft) words as part of a method name in camel case, for example
notSomething() or accumulateSomething() without any issues.
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Escaping Hard Keywords

Although the three hard keywords above are unlikely to be used in your existing domain models, if
you absolutely need to use them as identifiers instead of keywords, the DRL language provides the
ability to escape hard keywords on rule text. To escape a word, simply enclose it in grave accents,
like this:

Holiday( “true’ == "yes" ) //

Please note that Drools will resolve that reference to the method:

Holiday.isTrue()
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Working Example

This section provides an almost complete end-to-end sample use case:

¢ Rule template
e Test scenarios
¢ Rule package

e Deploy and execute
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Use Case

We want to create a VXML self-service application for our company, ACME Corporation. Within that
application, we will collect information from the customer that will allow us to determine the
customer’s segment (that is, is the customer a Bronze, Silver, Gold, or Platinum customer), as well as
the value of an order (in American dollars) that the customer has placed with our company.

Based on the values for the customer segment and the order, we will use predefined business rules
to determine whether to play a prompt to the customer that offers them a special promotion. In other
words, the logic that will determine whether the special offer should be made to the customer will be
defined within the business rules themselves, and not within the VXML application.

This example does not describe how the logic would be created in the VXML application to collect
information from the customer, look up related information in a customer database (for example, to
establish the value of the customer’s order), or play the prompt to the customer. It just demonstrates
the use of business rules to supply the necessary information to the client application—in this case
the VXML application—to allow the application to take the correct next step.
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Business Structure

The business structure of our organization is defined under our tenant in Configuration Server. It
consists of a single entity that is called “ACME Solution.”

Under this Solution there are two departments:

¢ Finance Department

¢ Sales Department

Under the Finance Department there are two processes:

e Order Processing

e Accounts Payable

Under the Sales Department there is a single process:

¢ New Accounts

The figure below shows the business structure as it appears in Configuration Manager. You can also
manage the business structure in Genesys Administrator, although it does not appear as a
hierarchical tree on the Administrator GUI.

& 4\ Environment
= 4 merso21
# ) _MukimediaB021ga
# | Access Groups
(L) Action Codes
i) Agent Groups
) Business Attributes
=] |) Business Structure
= ] ACME Solution
= | Finance Department
_1 Order Processing
L] Accounts Payable
= | Sales Department
1 New Accounts
Business Structure

0E@E

Genesys Rules System Deployment Guide 248



Working Example Rule Template

Rule Template

The rule template that is created for this example consists of two facts:

e GRS _Environment

e Customer

The GRS Environment fact is a mandatory fact for all Genesys Rules Systems rule templates. It is
used to establish two important fact properties:

e businessContext Level*—Used in the request to the Rules Engine, to determine the node(s) of the
business structure at which to evaluate rules

* phase—Used within the request to the Rules Engine, to determine which rules to evaluate.
Each rule that you create in Genesys Rules System must have a rule phase defined. The list of rule
phases can be modified by changing the values of the enumeration that is called Phases, in the rule
template. In this example, the phase that is selected is called segmentation, so we can assume that
the values for the Phases enumeration contains at least one value called segmentation, and possibly
others.
The Customer fact contains three properties that we will use in our business rule:

* segment

e order

e offer
Our rule template contains two conditions and one action, as well as the necessary parameters that
are used within these conditions and actions. See the two following tables for details of these
parameters.
Rule Langauge Mapping

Rule Language Mapping Parameters

Name Language Expression Rule Language Mapping

Customer segment is

Segment {customerSegment} Customer(segment=="'{customerSegment}"')

OrderValue Order value is greater than Customer(order>{orderValue})
{orderValue}

SpecialOffer CUET EPEEE] PO e $Customer.offer="'{specialOffer}"’

{specialOffer}
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Rule Template

Name

customerSegment

orderValue

specialOffer

Language Expression Details

Type

Enumeration

Input Value (Numeric)

Input Value (Boolean)

The figure below shows how the enumeration is configured.

Comments

An enumeration must be created
in the rule template that contains
the values for Customer Segment
from which the rules author will
be able to select (for example,
Bronze, Silver, and so on). Note
that there are two properties that
you must provide for each value
of the enumeration: Name and
Label. The Label is what will
appear to the business rules
author when the business rules
author is using a rule condition or
action that includes a parameter
that references this enumeration.
The Name is what is used in the
request/response to/from the
Rules Engine; therefore, case is
important. For example, you may
want to use uppercase for the
labels of these enumeration
values, and lowercase for the
names. shows an example of
how that might appear in the
Genesys Rules Development Tool:

Optionally, you can supply upper
and lower bounds for this
parameter. If these are supplied
in the template, the rules author
will be constrained as to the
values the rules author can
provide in the rule condition that
uses this parameter.

Because the parameter type is
Boolean, this will present a
checkbox to the rules author
when this parameter is used in
the rule action.
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Enumieration Details
Name: |Cuﬂuwm5&gwmt
Description:;
1
Values
_Name | Label
"Ehronze Bronze
"= gold Gald
= platirium Platirmm
1= silver Slhver

Enumeration Details

Note that for this template, because the orderValue parameter is numeric, when it is used in a rule
condition, there are no single quotation marks (‘') surrounding it in the rule language mapping,
whereas there are single quotation marks surrounding the customerSegment string parameter.

With the Drools language you cannot set the value of a Fact property by referring to the Fact’s name.
In the condition section you must first declare a variable and associate this variable with a Fact
object. Once this association has been made within a condition then the variable can be used in
actions (and other conditions) to reference fields contained within the fact. A period (“.”) is used to
access the fields on a fact. Use a colon (“:”) when you want to create a variable in a condition. So, in

the preceding example, the “.” is used in the rule language mapping for the action
($Customer:Customer() in the condition, $Customer.offer in the action).

Since the 8.1.2 release, conditions are automatically added to declare variables which are referenced
in actions. For a variable to be automatically declared, the variable name must be the name of the
fact preceded by a ‘$’ sign. So in this example, $Customer is referenced in an action so the condition
$Customer:Customer () will automatically be added to the rule.

Before 8.1.2, variables had to be declared by a condition within the template and added to the rule
by the rule developer. With this example the following generic rule condition needed to be defined
within the template and the rules developer would have added this condition to any rule that
referenced the $Customer variable.

A variable cannot be declared twice.

Language Expression: Customer exists
Rule Language Mapping: $Customer:Customer()
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Supporting Building Test Scenarios

To support building test scenarios, the rule developer should provide a mapping between the
parameters (which the rule author is familiar with) and the underlying fact model. In this way, when
the rule author provides a sample value for say, orderValue, GRAT will know how to build the
appropriate Fact object to run the test.

In this case, it would create a Customer fact and set the order field to the specified value. For this
example, we will map the parameters to the Fact model in the following way:

e customerSegment -> Customer.segment

e orderValue -> Customer.order

e specialOffer -> Customer.offer

In GRDT, right-click on each parameter and choose Associate Property. Then choose the
appropriate Fact and field from the pop-up window.

Paramelers FE | )

=3 customerSegment
1= segment

= & orderale
' order

==

Mapping Parameters Popup Window

Mapping Parameters Window

Navigate to the Test Scenarios tab and create a test scenario to test our decision table rule at the
Finance Department node. Select test values customerSegment and orderValue from the Add Given
drop-down. Then select specialOffer from the Add Expectation drop-down.

Now, insert rows of data. In these rows you can put some test values and also choose what your
predicted or expected result should be.

When you click on the Run Test Scenario button, these test values will be passed into the rule
package and the result will be compared to your expectations. If they match, you will see a green
check mark in the Results column.
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Supporting Building Test Scenarios

Note that we purposely passed in data that we predicted would return a positive result (for example,
the customer gets the special offer) as well as a negative result (for example, the customer does not
qualify). These test scenarios are then saved and can be executed in the future when rules are added
or modified.

Test Scenarios

1} Hame Description Phaze Business Hierarchy | Simulated | Simulated Time Zone Resuli|
Date | Time:

| T=-108 | Finance Finance Rules: sagmentstion | Finerce Departmernt Greenwich Mean Time | {.:.'

1] | B
— — oo — :

| & Hew Test Scenario o Pun Test Scenario | | g Fun All I_,,,inpnrti

| Add Giuen * Add Expestation |

10 Hame Results feustomerSegmenty & {orderisalue) @ (specialotien @ @
TSR-114 © Platinam 25 v 9@
TSRA02 v fanid T v 090
TSRA1D @ Siver 5555 [] 0980
TSR-115 & Bronze =000 L] @Pe

Test Scenario Tab 1

Note, the 4th row of the table, shows our Bronze customer with an order value of 9000 NOT receiving
a special offer. This is because the test was run against the Finance Department node of the
hierarchy. In our example, we added a linear rule to the Accounts Payable department which
addresses the Bronze customer.

We can now create a new test scenario which targets the Accounts Payable department and validates
that, in this case, the Bronze customer gets an offer. In our new test scenario (TS-116), we set the
Business Hierarchy to the Finance Department > Accounts Payable department. We copy the
same test data and when we run it, notice that the Bronze customer shows an unsuccessful result
when our expectation is that they do NOT receive an offer.
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[est Scenarnos
] Harme Description Plse Business Hierarchy Simulaled Simubkdied Time Zone
Miate Time

TE-10B Finznce Finsnce Auks aegnectstion  Financa Cepartmect Graaredch Mesn
[ T5-M6 Finznce Finznce Rukz segmerbstion | Financz Department = Accounts Pavable | | Greenwich Mezn
d| | )

4 How Test Scenario | | 4 Run Test Scenario | | 4 Run All | | 4 import
Add Gisen ¥ | Dudd Fxpectation | ¥

o Hane Rosults feustomerSegment} = {ordervaluel - {ﬁnmamﬂerj-a:? ud
TER-1T L] Pletinum 4125 b R R
TER-116 L] ald 5555 b e
TER-119 -] Slwer 5555 I W
TSR-120 5] Brorze 8000 I 290

Test Scenario Tab 2

We simply adjust the test scenario so that we now expect an offer for this customer by checking the
specialOffer box. We now get a successful result when running the test.

Test Scenarios
0 Hame Description Phase Business Hierarchy Simulated Simulated Time Zone
Date Time
T=-108 Firerce Frence Rules seqmentation  Finencs Desaeriment Greenwich Mesn
| T=-116 | Firerce Frence Rules seqmentation | Financs Dessriment = Accounts Payeadle | | Greenwich Mesn

1

|4 Mew Test Seenario | . Run Test Scenario | RunAll | | Import

fdd Given = Add Expectation |«

ﬂ

L Harme Results [customerSegment) = jorderyalue) e {speciamﬁﬂl}@ o
TERAT e Platinuin 4125 v 098
TSR-115 7] Gal 5555 v 090
TEA-113 ] Silyar 5555 [] 098
TER120 V] Brorze 3000 v 090
Test Scenario Tab 3
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Rule Package

The rule package that is created for this example is called my.test. Three rules are defined within the
package. Two of the rules are defined as two rows of a single Decision Table, which is created at the
Finance Department node of the business structure.

o = Rules. At Tradl
1] Harmee Descripdion Fhasa Calera Pending Deployameent Tdart Dabe e Dha e
| merBO21 7
Jl il 4CHE Sohtion | pragy | mfe | seormertation [
"] Mesw Fages Packags
| & (g myhest
[ Deploy
4 Search - - x -
4 Finence Gepartment _ 4 Bow Docision Table | | New Linear Rule | | & Import Rule
| Acoounts Parable r 150 1
: o Proceseing A Condition = Add Action | =
B () S Departient L L Custesmer segrmend is = Order wabue is greater than = Offer special promedion =
DTR-ADS Gl 5000 W
CTR-108 Platinum L] E

Decision Table

The rule checks two conditions:

e The value of the segment property of the Customer fact

e The value of the order property of the Customer fact

If the conditions are all true, the rule will fire a single action, which is to set the value of the offer
property of the Customer fact to 1.

The third rule is defined as a linear rule and has been created at the Accounts Payable node of the
business structure.
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| =5 = Vs Bael P
[] e e sy Bluase v [ T T Eradiias
| arBOZ
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o P ey P b
S oy Bl
TF oy
& Sewch
- [y — § v D Talble | e Lt ke vt sl
s mady Pary alsbe
P Akl Coraiminn = daded Aotian = Cromp =
U Salen Departmart [ W N—— [ ——
e
Cumforer pegrart & Brorce a
Corcer wwisn i grasber uan B -]
e
e il ol = L

Linear Rule

This rule checks the same conditions—and has the same action—as the rules that are defined at the
Finance Department node. Normally, you might expect this rule to be a third row in the earlier
decision table, at the Finance Department node. It is included here only to demonstrate how the rules
at different nodes in the business structure can be evaluated.

The my.test rule package is deployed to the Genesys Rules Engine or (since release 8.1.2) an
application cluster. When two or more conditions are listed, there is an implied “and” between them.
So, this rule is saying that “when the customer segment is bronze and the order value is greater than
8000, then offer special promotion”. The rule author can also choose other logical operators, such as
or, not, and not, and so on.
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Rule Evaluation

We want to call the GRE from our client (VXML) application. For the rule to be evaluated properly, we
will have to populate the fact properties of the GRS _Environment and Customer facts correctly.

To test this rule evaluation, you can use a REST client, such as the free Firefox REST Client add-on, or
you can test the rule by using Composer’s Business Rule Block, which has a built in Test feature that
provides sample values to the rule and evaluates the results.

In most cases, you will use Genesys Composer to build applications that will invoke the GRE.
However, to simplify rule testing, it might be more convenient to use a REST client in the manner that
is described here.

The request to the Rules Engine will be a POST request. The URL we will use to make the POST
request will be constructed as follows:

http://[server:port]/genesys-rules-engine/knowledgebase/[package]

where: server is the IP address or host name of the application server on which the rules engine is
running port is the listening port of the application server. For example, 8080 is the default Tomcat
port. package is the name of the rule package to evaluate. In this example it is my. test.

So, the URL might look like this:

http://myserver:8080/genesys-rules-engine/knowledgebase/my.test

We have to populate the request body with the request, in XML format. In the request body we
specify the two fact classes, both of which are prefixed with the package name; for example,
my.test. GRS Environment and my.test.Customer, respectively.

For the GRS Environment fact, we have to provide values for the fact properties phase and
businessContext Level*. Note that your request can include multiple values for the
businessContext Level* fact property, depending on the node(s) of the business structure at which
you want the Rules Engine to evaluate rules.

In our case, let us assume that in this request, we want the Rules Engine to evaluate the rules at both
the Finance Department level and the Accounts Payable level. In this case, in our request we will
populate fact properties that specify both of these levels (businessContext Levell and
businessContext Level?2). Alternatively, if we omitted businessContext Level2 from the request,
we could ask the Rules Engine to evaluate only the rules at the Finance Department level, which is
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businessContext Levell.

Note also that if you had any rules configured at the “global” level (which are configured for the rule
package itself by selecting the name of the package in the navigation tree, and then selecting the
Rules tab), they will always be evaluated for every request, without having to specify anything
explicitly in the GRS Environment fact property.

The other GRS Environment fact property that we must populate in the request is the phase. In our
example, all rules were written for the segmentation phase.

For the Customer fact, we must provide values for the fact properties segment and order. We can
provide whatever values we want, in order to test the results of the rule evaluation. Note that the
value that you provide for the segment fact property is case-sensitive, as is the value for the phase
fact property. See the description of the customerSegment enumeration in Rule Template.

The following is an example of the request body:

<knowledgebase-request>
<inOutFacts>

<named-fact>
<id>env</id>
<fact class="my.test. GRS Environment”>
<phase>segmentation</phase>
<businessContext Levell>Finance
Department</businessContext Levell>
<businessContext Level2>Accounts
Payable</businessContext Level2>
</fact>
</named-fact>

<named-fact>
<id>customer</id>
<fact class="my.test.Customer”>
<segment>gold</segment>
<order>6345.32</order>
</fact>
</named- fact>

</inQutFacts>
</knowledgebase-request>

Based on our rule configuration, we would expect that the Rule Engine would return a value of 1 for
the offer property of the Caller fact, indicating that under these conditions (customer is Gold and
the customer’s order value is greater than $5,000.00), we want to offer them a special promotion.
This is because the parameter (specialOffer) that is being used in the rule action is a Boolean type.
In this case, the response body will look like the following:

<knowledgebase-response>
<inOutFacts>
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<named-fact>
<id>env</id>
<fact class="my.test. GRS Environment”>
<businessContext Level2>Accounts
Payable</businessContext Level2>
<businessContext Levell>Finance
Department</businessContext Levell>
<phase>segmentation</phase>
</fact>
</named-fact>
<named- fact>
<id>customer</id>
<fact class="my.test.Customer”>
<order>6345.32</order>
<segment>gold</segment>
<offer>l</offer>
</fact>
</named-fact>
</inOutFacts>
<executionResult>
<rulesApplied>
<string>Row 1 DT-103 myRule</string>
</rulesApplied>
</executionResult>
</knowledgebase-response>

If you pass in values in your request that the Rules Engine will not evaluate to true, based on all of
the rules that you have deployed, no value for the offer fact property will be returned in the result.
For example, if you set the value of order to 2345.32, the response body will look like the following:

<knowledgebase-response>
<inOutFacts>
<named-fact>
<id>env</id>
<fact class="my.test. GRS Environment”>
<businessContext Level2>Accounts
Payable</businessContext Level2>
<businessContext Levell>Finance
Department</businessContext Levell>
<phase>segmentation</phase>
</fact>
</named-fact>
<named-fact>
<id>customer</id>
<fact class="my.test.Customer”>
<order>2345.32</order>
<segment>gold</segment>
</fact>
</named-fact>
</inOutFacts>
<executionResult>
<rulesApplied>
</rulesApplied>
</executionResult>
</knowledgebase-response>

Note that this is not the same as the value of offer being 0. In this example, because all of the
conditions in the rules were not met (evaluated as true by the Rules Engine), the action was not fired.
Thus, offer has no value populated in the result. If you wanted the value of offer to be set to 0, you
would have to have a rule that included a rule action whereby the value of offer was unchecked
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(remember that it is a Boolean parameter so it is either checked or unchecked by the rules author). If
all of the conditions of such a rule were evaluated as true by the Rules Engine, the result would set
offer to 0.

If you want the response to include the offer fact property, with no value, it must be included in the
request (even if no value is provided). In this case the my.test.Customer fact class would look like
the following in the request:

<named- fact>
<id>customer</id>
<fact class="my.test.Customer”>
<segment>gold</segment>
<order>2345.32</order>
<offer></offer>
</fact>
</named-fact>

And the response body would include the following section:

<named- fact>
<id>customer</id>
<fact class="my.test.Customer”>
<order>2345.32</order>
<segment>gold</segment>
<offer></offer>
</fact>
</named- fact>

You can also try populating the request with values that will be relevant to the rule at the Accounts
Payable level of the business structure—for example, segment = bronze and order = 9345.33.In
this case, you should also see the value of order set to 1 in the response body.
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