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Role-Based Access Control

Role-Based Access Control

The content of this document has been moved and is no longer being updated in this
location.

For the latest content and most recent updates, see the CX Contact Help on the
Genesys Multicloud site.

Users logging into the CX Contact Ul should have a set of Configuration Server permissions and a set
of CX Contact privileges. Both sets are typically assigned using Access Groups.

CX Contact defines several pre-created Access Groups, each associated with a related CX Contact
Role.

The following 5 roles are assigned to one or more access groups and each role is assigned one or
more privilege (see the tables below). You can also create your own Access Groups and/or your own
CX Contact Roles.

User logging into CX Contact Ul must have at least a "read" Configuration Server
permission for the user logging in.

CX Contact Roles

CX Contact Role Name Assigned to Access Group(s)

¢ CXContact Administrators

e Super Administrators

¢ Administrators
CXContact Administrators

¢ Provisioning

¢ MACD Administrators

¢ <Tenant name> Administrators

CXContact Analytics e CXContact Analytics
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CX Contact Role Name Assigned to Access Group(s)

CXContact Data e CXContact Data

) * CXContact Supervisors
CXContact Supervisors
¢ <Tenant name> Supervisors

e (CXContact Users
e Read Only

CXContact Users

Detailed Privileges per Role

. 0 - Allowed (option is present with value "1" in the Annex of the Role object)

. ﬂ - Denied (options is not present in the Annex of the Role object)

CX Contact CX Contact CX Contact CX Contact CX Contact

P LEe T AdministratorSupervisors Users Analytics Data

CXContact.SessionProﬁIes.canCreateo
CXContact.SessionProfiles.canRead 0
CXContact.SessionProﬁIes.canUpdato
CXContact.SessionProﬁIes.canDeIeteo
CXContact.DiaIingProﬁIes.canCreateo
CXContact.DialingProfiles.canRead 0
CXContact.DiaIingProﬁIes.canUpdateo
CXContact.DialingProfiles.canDelete o
CXContact.CampaignTempIates.canCOate
CXContact.CampaignTempIates.canIﬁd
CXContact.CampaignTempIates.canLOlate
CXContact.CampaignTempIates.canEOete
CXContact.CampaignGroups.canCreaﬂ
CXContact.CampaignGroups.canReao
CXContact.CampaignGroups.canUdee

CXContact.CampaignGroups.canDeIeo

QO Q0000 QQ0Q00000O0O
O 0000000000000 OO
O 0000000000000 OO
O 0000000000000

CXConta ct.Cam%?Eri tr%FL)/ps.ca n Exeoe
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CX Contact CX Contact CX Contact CX Contact CX Contact

Riialege S AdministratorSupervisors Users Analytics Data
CXContact.ContactLists.canCreate 0 0 e e o
CXContact.ContactLists.canRead o 0 o e 0

Includes

INSERT,
CXContact.Contd@isEE,canUpdate

UstoB Table @ o o o o
CXContact.ContactLists.canDelete o 0 Q a 0

Search for
CXContact.Cont%?eH'dggﬁ't%%?rch.canExecute

lst. v o D > o
CXContact.SuppressionLists.canCreao 0 e e 0
CXContact.SuppressionLists.canReaco 0 0 9 0

Includes

INSERT,
CXContact.Suppd@&sditl ists.canUpdate

lstoBmble @ o & o o
CXContact.SuppressionLists.canDeIeO a a a 0

Search for

entries in
CXContact.SupmtmsionLi§ts.Search.canExecute

o @ o o o o
CXContact.SeIectionRules.canCreateO 0 a a 0
CXContact.SelectionRules.canRead o 0 o e o
CXContact.SeIectionRuIes.canUpdateo 0 Q a 0
CXContact.SeIectionRules.canDeIeteO 0 a a 0
CXContact.UploadRules.canCreate o o Q e 0
CXContact.UploadRules.canRead o 0 o e 0
CXContact.UploadRules.canUpdate 0 0 0 9 0
CXContact.UploadRules.canDelete 0 0 a a 0
CXContact.FilteringRules.canCreate 0 0 e e o
CXContact.FilteringRules.canRead o 0 o a 0
CXContact.FiIteringRuIes.canUpdate0 0 a a 0
CXContact.FilteringRules.canDelete o o Q e o
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CX Contact CX Contact CX Contact CX Contact CX Contact
AdministratorSupervisors Users Analytics Data

CXContact.AutomationJobs.canCreato

Privilege Comment

CXContact.AutomationJobs.canRead o
CXContact.AutomationJobs.canUpdae

0000
0000
0000
(<< < <

CXContact.AutomationJobs.canDeIeto

Manual
CXContact.Auto%gﬁﬁ:@%s.canExecute
Vvia Ru

now. o

CXContact.SpeciﬁcationFiIes.canCrezO
CXContact.SpeciﬁcationFiIes.canReaQ
CXContact.SpeciﬁcationFiIes.canUdez
CXContact.SpeciﬁcationFiIes.canDeIeo
CXContact.DataMappings.canCreateo
CXContact.DataMappings.canRead 0
CXContact.DataMappings.canUpdateo
CXContact.DataMappings.canDeIeteO

CXContact.Labels.canCreate o
CXContact.Labels.canRead o
CXContact.Labels.canUpdate 0
CXContact.Labels.canDelete 0

CXContact.CompIiance.AttemptRuIe:OanCreate
CXContact.CompIiance.AttemptRuIe:ﬁanRead
CXContact.CompIiance.AttemptRuIe&nUpdate
CXContact.CompIiance.AttemptRuIe:eanDeIete
CXContact.CompIiance.CustomTZMaOtanCreate
CXContact.CompIiance.CustomTZMaOanRead
CXContact.CompIiance.CustomTZMaﬂanUpdate
CXContact.CompIiance.CustomTZMa&anDeIete
CXContact.CompIiance.LocationRuIeOanCreate

CXContact.CompIiance.LocationRuIeOanRead

< N <M< I MR I I I I < I I < I < <]
D0000000000OOOOOO0OOO0OO
000000000000V OOOOOOOOOOO
D RN RN I I I I < < I < I < T« < J< <]

CXContact.CompIiance.LocationRuIeQanUpdate
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CX Contact CX Contact CX Contact CX Contact CX Contact

LIRS SN AdministratorSupervisors Users Analytics Data

CXContact.CompIiance.LocationRuIeOanDeIete e
CXContact.CompIiance.ContactTimeﬁanCreate
CXContact.CompIiance.ContactTimeﬁanRead
CXContact.CompIiance.ContactTimeﬁanUpdate
CXContact.CompIiance.ContactTime@anDelete
CXContact.CompIiance.ContactDateﬁanCreate
CXContact.CompIiance.ContactDateeOanRead
CXContact.CompIiance.ContactDate;OanUpdate
CXContact.CompIiance.ContactDates@anDeIete
CXContact.CompIiance.CustomRuIesﬁnCreate
CXContact.CompIiance.CustomRuIesﬁnRead
CXContact.CompIiance.CustomRuIes@nUpdate
CXContact.CompIiance.CustomRuIes&nDelete
CXContact.Analytics.canCreate
CXContact.Analytics.canRead

CXContact.Analytics.canUpdate
CXContact.Analytics.canDelete
CXContact.Settings.canCreate
CXContact.Settings.canRead

CXContact.Settings.canUpdate
CXContact.Settings.canDelete
CXContact.Schedules.canCreate
CXContact.Schedules.canRead
CXContact.Schedules.canUpdate

CXContact.Schedules.canDelete

CXContact.Sche&eigrchagréB{ecute

OO0 Q0000000000

CXContact.CallerIDSets.canRead

CXContact.CallerIDSets.canUpdate o

(<IN < B> I <M< < > B <M< x Q< < <> J< M M J< M Q<< <

D000 0000000000000V OO0DODO0OO
0000 0000000000000 DOOOOOOODOOOO
D000 00000000000 ODODODODOOOODOOOO

CXContact.CallerIDSets.canDelete o
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CX Contact CX Contact CX Contact CX Contact CX Contact
AdministratorSupervisors Users Analytics Data

CXContact.CallerIDSets.canExecute 0 e e e 6

Privilege Comment
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